
 

 

 

Computer Networks 
 

 A network consists of two or more computers that are linked in order to 
share resources (such as printers and CDs), exchange files, or allow 
electronic communications. 

 The computers on a network may be linked through cables, telephone 
lines, radio waves, satellites etc. 

 A popular example of a computer network is the Internet, which allows 
millions of users to share information.  

  



 

 

Every Network Includes: 

 At least two computers that have something to share. 

 A cable or wireless pathway, called Transmission Media, for 
computers to signal each other. 

 Rules, called Protocols, so that computers can use the unified 
principle of data communication. 

 Networking Interface Cards (NIC) 
 
 

Advantages of Computer Networks 

       File Sharing: Networks offer a quick and easy way to share files 
       directly. 
       Resource Sharing: All computers in the network can share resources    
       such as printers, fax machines, modems and scanners.   
       Communication: Those on the network can communicate with each  
        other via e-mail, instant messages etc. 



 

 

Network Computing Models 

Centralized Computing (Client-Server Network) 

    A client-server network is where every client is connected to the     
   server . 

    Server or mainframe computer has huge storage and processing    
    capabilities. 
 

 



 

 

Distributed Computing (Peer-to-Peer Network) 

   All devices have same power.  

   It interconnects one or more computers. 

   Centralized backup is not possible. 
 

 
 



 

 

Uses of Computer Network 

   Simultaneous Access 

   Shared Peripheral Devices 

   Personal Communication 

   Easier Backup 
 

What is Ethernet? 
   A group of standards for defining a local area network that includes    

  standards in cabling and the structure of the data sent over those  
  cables as well as the hardware that connects those cables. 

   Independent of the network architecture. 
 
Flavours of Ethernet 

   IEEE 802.3 Ethernet Specification 

   Great detail specifying cable types, data formats, and procedures for  
  transferring that data through those cables 

   IEEE 802.5 Token Ring Specification 
 



 

 

Application of Networks 
   E-mail 

   Searchable Data 

   E-commerce 

   News Groups   

   Internet Telephony (VoIP) 

   Video Conferencing 

   Chat Groups  

   Instant Messages  

   Internet Radio 
 

 

 

 

 

 

 

 

 

 

 

 



 

 

What is Networks 
 

 A network consists of two or more computers that are linked in order to 
share resources (such as printers and CDs), exchange files, or allow 
electronic communications. 

 The computers on a network may be linked through cables, telephone 
lines, radio waves, satellites, or infrared light beams. 
 
 

Different Types of Networks 
 

Depending upon the geographical area covered by a network, it is 
classified as: 

– Local Area Network (LAN) 
– Metropolitan Area Network (MAN) 
– Wide Area Network (WAN) 
– Personal Area Network (PAN) 
 
 



 

 

Local Area Network (LAN) 
 

 A LAN is a network that is used for communicating among computer 
devices, usually within an office building or home. 

 LAN’s enable the sharing of resources such as files or hardware devices that 
may be needed by multiple users 

 

 Is limited in size, typically spanning a few hundred meters, and no more 
than a mile 

 Is fast, with speeds from 10 Mbps to 10 Gbps 

 Requires little wiring, typically a single cable connecting to each device 

 Has lower cost compared to MAN’s or WAN’s 

 LAN’s can be either wired or wireless. Twisted pair, coax or fibre optic 
cable can be used in wired LAN’s. 

 Every LAN uses a protocol – a set of rules that governs how packets are 
configured and transmitted.  
 



 

 

 Nodes in a LAN are linked together with a certain topology. These 
topologies include: 
o Bus 
o Ring 
o Star 

 LANs are capable of very high transmission rates (100s Mb/s to G b/s). 
                    

 



 

 

Advantages of Local Area Network  
 

 Speed 

 Cost  

 Security 

 E-mail 

 Resource Sharing 
 
 

Disadvantages of Local Area Network 
 

 Expensive To Install 

 Requires Administrative Time 

 File Server May Fail 

 Cables May Break 
 
 



 

 

Metropolitan Area Network (MAN) 
 

 A metropolitan area network (MAN) is a large computer network that 
usually spans a city or a large campus. 

 A MAN is optimized for a larger geographical area than a LAN, ranging 
from several blocks of buildings to entire cities. 

 A MAN might be owned and operated by a  

 single organization, but it usually will be used by many individuals and 
organizations. 

 A MAN often acts as a high speed network to allow sharing of regional 
resources. 

 A MAN typically covers an area of between 5 and 50 km diameter. 

 Examples of MAN: Telephone company network that provides a high 
speed DSL to customers and cable  TV network. 

 
 
 
 



 

 

Wide Area Network (WAN) 
 

 WAN covers a large geographic area such as country, continent or even 
whole of the world. 

 A WAN is two or more LANs connected together. The LANs can be many 
miles apart. 

 To cover great distances, WANs may transmit data over leased high-speed 
phone lines or wireless links such as satellites. 

 Multiple LANs can be connected together using devices such as bridges, 
routers, or gateways, which enable them to share data. 

 The world's most popular WAN is the Internet. 

 



 

 

       

Personal Area Network (PAN) 
 A personal area network (PAN) is a computer network used for 

communication among computer devices, including telephones and 
personal digital assistants, in proximity to an individual's body. 

 The devices may or may not belong to the person in question. The reach of 
a PAN is typically a few meters.  

                                  

 



 

 

What is a Topology? 
 

 Network topologies describe the ways in which the elements of a network 
are mapped. They describe the physical and logical arrangement of the 
network nodes. 

 The physical topology of a network refers to the configuration of cables, 
computers, and other peripherals. 

 

Different Types of Topology 

 Bus Topology  

 Star Topology 

 Ring Topology 

 Mesh Topology 

 Tree Topology 

 Hybrid Topology 

 



 

 

Bus Topology 
 

 All the nodes( file server, workstations and peripherals) on a bus topology 
are connected by on single cable. 

 A bus topology consists of a main run of cable with a terminator at each 
end. All nodes (file server, workstations, and peripherals) are connected to 
the linear cable. 

 Popular on LANs because they are inexpensive and easy to install. 
 

 

 

 
 

 

 

 



 

 

Advantages of Bus Topology 

 It is Cheap, easy to handle and implement. 

 Require less cable. 

 It is best suited for small networks. 

 

Disadvantages of Bus Topology 

 The cable length is limited. This limits the number of stations that can be 
connected. 

 This network topology can perform well only for a limited number of nodes. 

 

Ring Topology 

 In a ring network, every device has exactly two neighbours for 
communication purposes. 

 All messages travel through a ring in the same direction. 



 

 

 A failure in any cable or device breaks the loop and can take down the entire 
network. 

 A token, or small data packet, is continuously passed around the network. 
When a device needs to transmit, it reserves the token for the next trip 
around, then attaches its data packet to it. 

 



 

 

Advantages of Ring Topology 

 Very orderly network where every device has access to the token and the 
opportunity to transmit. 

 Easier to Manage than a Bus Network. 

 Good Communication over long distances. 

 Handles high volume of traffic. 
 
Disadvantages of Ring Topology 

 The failure of a single node of the network can cause the entire network to 
fail. 

 The movement or changes made to network nodes affects the performance 
of the entire network. 

 

 

 

 



 

 

Networking Hardware 

Networking hardware includes all computers, peripherals, interface cards   
and other equipment needed to perform data-processing and      
communications within the network. 
 

 
 
 
 



 

 

 

 Network Interface Card 

 Hub 

 Repeater 

 Bridge 

 Switch 

 Gateway 
 
 

Network Interface Cards 
 

 Network interface cards, commonly referred to as NICs, are used to 
connect a PC to a network. 
 

 The NIC provides a physical connection between the networking cable 
and the computer's internal bus.  
 



 

 

 Different computers have different bus architectures; PCI bus master slots 
are most commonly found on 486/Pentium PCs and ISA expansion slots 
are commonly found on 386 and older PCs. 

 NICs come in three basic varieties: 8-bit, 16-bit, and 32-bit. The larger the 
number of bits that can be transferred to the NIC, the faster the NIC can 
transfer data to the network cable. 
 

 

            



 

 

 
 
 

Network Hubs 
 

 A hub joins multiple computers (or other network devices) together 
to form a single network. 

 On this network, all computers can communicate directly with each 
other. 

 The networking hub is a junction box with several ports in the back 
for receiving the Ethernet cables that are plugged into each computer 
on the LAN. 

 



 

 

 
Types of Hubs 

 

 A passive hub serves simply as a passage for the data, enabling it to go 
from one device to another.  

 Intelligent hub include additional features that enables an administrator 
to monitor the traffic passing through the hub and to configure each port 
in the hub.  

 Switching hub, actually reads the destination address of each packet and 
then forwards the packet to the correct port. 

 



 

 

 

Repeater 
 

 Since a signal loses strength as it passes along a cable, it is often necessary 
to boost the signal with a device called a repeater.  

 A repeater is an electronic device that receives a signal, cleans it of 
unnecessary noise, regenerates it, and retransmits it at a higher power 
level so that the signal can cover longer distances without degradation. 

 A good example of the use of repeaters would be in a local area network 
using a star topology with unshielded twisted-pair cabling. 

 



 

 

 
 
 
 
 
 
 
 
 
 
 



 

 

Switch  
 
 A network switch is a small hardware device that joins multiple 

computers together within one local area network (LAN). 

 Network switches appear nearly identical to network hubs, but a 
switch generally contains more intelligence than a hub. 

 Unlike hubs, network switches are capable of inspecting data packets  
as they are received, determining the source and destination device of 
each packet, and forwarding them appropriately. 

 Allow several users to send information over a network at the same 
time without slowing each other down. 

 
 

 



 

 

Router  
 

 A device to interconnect SIMILAR networks, e.g. similar protocols and 
workstations and servers. 

 A router is an electronic device that interconnects two or more 
computer networks, and selectively interchanges packets of data 
between them. 

 Each data packet contains address information that a router can use to 
determine if the source and destination are on the same network, or if 
the data packet must be transferred from one network to another. 

 

 



 

 

Bridge 
 

 A bridge is a device that connects a local area network (LAN) to 
another local area network that uses the same protocol (for example, 
Ethernet or token ring). 

 The function of a bridge is to connect separate networks together. 
Bridges connect different networks types (such as Ethernet and Fast 
Ethernet) or networks of the same type. 

 Bridges map the Ethernet addresses of the nodes residing on each 
network segment and allow only necessary traffic to pass through the 
bridge. When a packet is received by the bridge, the bridge determines 
the destination and source segments. 

 

Types of Bridges 
 

Local bridges: Directly connect local area networks (LANs) 
 

Remote bridges: Can be used to create a wide area network (WAN) 
link between LANs. Remote bridges have been replaced with routers. 



 

 

Wireless bridges: Can be used to join LANs or connect remote  
stations to LANs. 
 

 

 
 
 
 
 
 



 

 

Gateway 
 

 Gateways are used to interconnect two different networks having 
different protocols. 

 Networks using different protocols use different addressing formats. 

 A gateway is a network point that acts as an entrance to another 
network. 

 Gateways are also called protocol converters. 
 
 

 



 

 

 

Difference in Bridge, Router and Gateway 
 

Bridge: device to interconnect two LANs that use the SAME logical link 
control protocol but may use different medium access control 
protocols. 
 
Router: device to interconnect SIMILAR networks, e.g. similar 
protocols and workstations and servers. 
 
Gateway: device to interconnect DISSIMILAR protocols and servers, 
and Macintosh and IBM LANs and equipment. 
 
 
 
 
 
 
 
 



 

 

 

Introduction to OSI Model 
 
 OSI model is based on the proposal developed by the International 

Standards Organization (ISO). 

 This model is called ISO OSI (Open Systems Interconnection) 
Reference model because it deals with connecting open systems 
(systems that are open for communication with other systems) 

 We call it as OSI Model. 
 

Principles on which OSI model was designed: 

 A layer should be created where different level of abstraction is 
needed. 

 Each layer should perform a well-defined function. 

 The function of each layer should be chosen according to the 
internationally standardized protocols. 

 The number of layers should be large enough that distinct 
functions should not be put in the same layer and small enough 
that the architecture does not become very complex. 



 

 

OSI Model 
 

 



 

 

OSI Model 
 

      



 

 

Physical Layer 
 

        
 
 

  It is the bottom layer of OSI Model. 

  It is responsible for the actual physical connection between the   
 devices. Such physical connection may be made by using twisted pair   
 cable. 

  It is concerned with transmitting bits over a communication channel. 
 



 

 

Function of Physical Layer 
 

  Transforming bits into signals. 

  Provides synchronization of bits by a clock. 

  Physical layer manages the way a device connects to network media. 

  It defines the transmission rate. 

  It defines the way in which the devices are connected to the medium. 

  It provides physical topologies 

  It can use different techniques of multiplexing. 
 
 
 
 
 
 
 
 
 
 



 

 

Data Link Layer 
 

 
 
 

 It is responsible for node-to-node delivery of data. 

 It receives the data from network layer and creates FRAMES , add   
physical address to these frames & pass them to physical layer. 

 



 

 

It consist  of 2 layers: 
 

Logical Link Layer (LLC) : Defines the methods and provides    
addressing  information for communication between network devices. 
 
Medium Access Control (MAC):  establishes and maintains links   
between communicating devices. 
 
 

Functions of Data Link Layer 
 
Framing : DLL divides the bits received from N/W layer into frames.  
(Frame contains all the addressing information necessary to travel   
from  S to D). 
 
Physical Addressing: After creating frames, DLL adds physical address   
 of sender/receiver (MAC address) in the header of each frame. 
 
Flow Control: DLL prevents the fast sender from drowning the slow  
 receiver. 



 

 

Error Control: It provides the mechanism of error control in which it   
detects and retransmits damaged or lost frame. 
 
Access Control: When signal communication channel is shared by 
multiple devices, Mac layers of DLL  provides help to determine which 
device has lost control over the channel. 
 
 
 

 
 
 



 

 

Network Layer 
 

 
 

 

 It is responsible for the source to destination delivery of a packet across 
multiple networks. 

 If two systems are attached to different networks with devices like 
routers, then N/W layer is used. 



 

 

 Thus DLL overseas the delivery of the packet between the two systems 
on same network and the network layer ensures that the packet gets 
its point of origin to its final destination. 

 
 

Functions of Network Layer 
 
Internetworking: It provides Internetworking. 
 
Logical Addressing: When packet is sent outside the network, N/W 
layer adds Logical (network) address of the sender & receiver to each 
packet. 
Network addresses are assigned to local devices by n/w administrator 
and assigned dynamically by special server called DHCP (Dynamic 
Host Configuration Protocol) 
 
Routing: When independent n/w are connected to create internetwork 
several routes are available to send the data from S to D. These n/w are 
interconnected by routers & gateways that route the packet to final 
destination. 



 

 

Transport Layer 
 

  It is responsible for process-to-process delivery of the entire message. 
 

  Transport Layer looks after the delivery of entire message considering  
 all its packets & make sure that all packets are in order. On the other   
 hand network layer treated each packet independently. 
 

  At the receiver side, Transport Layer provides services to application  
 layer & takes services form network layer. 
 

  At the source side, Transport Layer receives message from upper layer  
 into packets and reassembles these packets again into message at the  
 destination. 
 
 
 
 
 



 

 

 
 
 
 
 
 
 
 

Transport Layer 
 

 
Transport Layer provides two types of services: 
 
Connection Oriented Transmission: In this type of transmission the 
receiving devices sends an acknowledge back to the source after a 
packet or group of packet is received. It is slower transmission method. 
 
Connectionless Transmission: In this type of transmission the receiving 
devices does not sends an acknowledge back to the source. It is faster 
transmission method. 



 

 

 

Functions of Transport Layer 
 

  Segmentation of message into packet & reassembly of packets  
  into message. 

  Port addressing: Computers run several processes. TL header  
  include a port address with each process. 

  Flow Control: Flow control facility prevents the source form  
  sending data packets faster than the destination can handle. 

  Error control: TL ensures that the entire message arrives at the   
  receiving TL without error. 
 
 
 
 
 
 
 
 



 

 

Session Layer 
 

  Session layer is the fifth layer of OSI Model. 

  It has the responsibility of beginning, maintaining and ending the  
 communication between two devices, called session. 

 It also provides for orderly communication between devices by   
 regulating the flow of data. 

 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

Functions of Session Layer 
 

  Establishing, Maintaining and ending a session:  
 When sending device first contact with receiving device, it sends syn  
 (synchronization) packet to establish a connection & determines the   
 order in which information will be sent. Receiver sends ack  
 (acknowledgement). So the session can be set & end. 
 

  Dialog Control: This function determines that which device will  
 communicate first and the amount of data that will be sent. 
 

  Dialog separation: Process of adding checkpoints & markers to the  
 stream of data is called dialog separation. 

 
 
 
 
 
 



 

 

Presentation Layer 
 

  Presentation layer is the sixth layer of OSI Model. 

  It is concerned with the syntax & semantics of the information  
 exchanged between the two devices. 

  It was designed for data encryption, decryption and compression. 
 

 



 

 

Functions of Presentation Layer 
 

Data Presentation or Translation: Because different computers use 
different encoding systems. It ensures that the data being sent is in the 
format that the recipient can process.  
 
Data Encryption: PL provides this facility by which hides the 
information from everyone except the person who originally sent the 
information & the intended recipient. When encrypted data arrives at 
destination, PL decrypts the message. 
 
Data Compression: PL shrinks large amount of data into smaller pieces 
i.e. it reduces the size of data. 
 
 
 
 
 
 
 



 

 

Application Layer 
 

 It is the topmost i.e. seventh layer of OSI Model. 

 It enables the user to access the network. 

 It provides user interface & supports for services such as e-mail, file 
transfer, access to world wide web. 

 So it provides services to different user applications. 
 

 



 

 

Functions of Application Layer 
 
Mail Services: This application provides various email services. 
 
File transfer & Access: It allows users to access files in a remote host, to 
retrieve files from remote computer for use etc. 
 
Remote log-in: A user can log into a remote computer and access the 
resources of that computer. 
 
Accessing the World Wide Web: Most common application today is the 
access of the World Wide Web. 
 
 
 
 
 
 
 
 



 

 

Comparison Between OSI and TCP/IP Model 
 

The OSI model and the TCP/IP models have many similarities in the 
functionalities provided by the layers. The layers of TCP model behave 
similar to the layers of OSI model. But these two models do have 
differences. 

 

           



 

 

Similarities 
 

The main similarities between the two models include the following: 
 
They share similar architecture. - Both of the models share a similar 
architecture. This can be illustrated by the fact that both of them are 
constructed with layers. 
 
They share a common application layer.- Both of the models share a 
common "application layer". However in practice this layer includes 
different services depending upon each model. 

 
Both models have comparable transport and network layers- This can be 
illustrated by the fact that whatever functions are performed between the 
presentation and network layer of the OSI model similar functions are 
performed at the Transport layer of the TCP/IP model. 
 
Both models assume that packets are switched- Basically this means that 
individual packets may take differing paths in order to reach the same 
destination. 



 

 

 

Differences 
 

 TCP/IP Protocols are considered to be standards around which the 
internet has developed. The OSI model however is a "generic, 
protocol- independent standard.“ 
 

 TCP/IP combines the presentation and session layer issues into its 
application layer. 
 
 

 TCP/IP combines the OSI data link and physical layers into the 
network access layer. 
 

 TCP/IP appears to be a more simpler model and this is mainly due to 
the fact that it has fewer layers. 

 
 
 



 

 

Comparison  
 

 TCP/IP is considered to be a more credible model. This is mainly due to 
the fact because TCP/IP protocols are the standards around which the 
internet was developed therefore it mainly gains creditability due to this 
reason. Where as in contrast networks are not usually built around the 
OSI model as it is merely used as a guidance tool. 
 

 The OSI model consists of 7 architectural layers whereas the TCP/IP only 
has 4 layers. 

 

 

  

 

 

 

 

 

 



 

 

OSI Model TCP/IP Model 

OSI stands for Open System 
Interconnection because it 
allows any two different systems 
to communicate regardless of 
their architecture. 

TP/IP stands for Transmission  

Control Protocol/Internet 
Protocol. It is named after these 
protocols, being part of this 
model. 

OSI model has seven layers. TCP/IP has four layers.. 

This model provides clear 
distinction between services, 
interfaces and protocols 

It does not clearly distinguish 
between services, interfaces & 
protocols. 



 

 

OSI Model TCP/IP Model 

In this model, Protocols do not 
fit well into the model. 

TCP and IP protocols fit well in the 
model. 

Session & Presentation layers are 
present in this layer. 

There is no session & 
presentation layer in this model. 

OSI model supports both 

connection oriented & 

connectionless in network layer 

but connection oriented comm. 

In transport layer. 

TCP/IP supports only  

connectionless comm. In network  

layer but supports both in 
transport layer. 

 

 

 


