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Performance Measurements
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Latency

• Refers to the amount of time (usually measured in milliseconds) it takes for data to travel from one 
location to another across a network (or across the Internet, which is a network itself).

• Is sometimes referred to as delay, because your software is often waiting to execute some function 
while data travels back and forth across the network. 

• For example, Internet Explorer can’t display a story from CNN.com until CNN’s Web servers respond 
to your request for that page.

• Is often less than 100 milliseconds on today’s high-speed network, which has very little impact on 
Web surfing.

HOW IT APPLIES TO YOU
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Latency - How It Applies To You

Generally, you only need to be concerned about latency in two situations:

• When your staff and patrons complain about a slow connection, high latency could be part of the 

problem, though you might not be able to do anything about it other than contact your ISP and ask 

them to address the issue.

• Second, if you’re planning to install Voice over IP (VoIP) or any other application that relies on live, 

real-time transmission of video or audio, you need to ask your service provider about their latency. 

Real-time voice and video applications are sensitive to network delays. For instance, with VoIP, you’ll 

notice that the audio is choppy, with lots of pauses and dropped syllables. Jitter refers to variation in 

the amount of latency, and it has a similar negative impact on real-time communication.
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Bandwidth and Throughput

• These two terms are sometimes used interchangeably, and though they are related, they’re not quite 

the same. They both refer to the amount of data transferred between two points on a network in a 

given period of time. In other words, how many bits per second can you send across your network or 

over your Internet connection?
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Bandwidth and Throughput - How It Applies To You

On a day-to-day basis, you’ll usually see them measured in Kbps (kilobits per second), Mbps (megabits 

per second) or Gbps (gigabits per second). 

Bandwidth generally refers to a theoretical maximum, while throughput is a real-world, practical 

measurement. 

The distinction is relevant because ISPs will usually advertise their bandwidth, which is often higher 

than the throughput that you’ll actually receive.

In other contexts, you’ll see the terms bandwidth, throughput and speed used interchangeably.
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Bandwidth vs. Latency

“Latency is a measure of the time a packet needs to get from point A to point B. 

Bandwidth measures the amount of data that got from A to B in a certain time. 

So, if you were to take a dictionary to your friend on the other side of town, your bandwidth would be 

good, but the latency would be bad (the time spent driving, to be exact). 

However, if you were to phone your friend and start reading the dictionary to him, the latency would be 

lower, but the bandwidth would be substantially less than in the first example.”
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Uptime or responsiveness

Uptime, sometimes referred to as availability or responsiveness, refers to the amount of time that a 

computer or a network connection is functioning and usable.

HOW IT APPLIES TO YOU

If you’re buying a leased line, the ISP’s guarantee with regard to uptime should be written into the 

Service Level Agreement. You also want to measure the uptime of your own hardware and software 

equipment to see if a device has a recurring problem.
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Intranet, Extranet and Internet
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Intranet, Extranet and Internet

• Intranet is shared content accessed by members within a single organization.

• Extranet is shared content accessed by groups through cross-enterprise boundaries.

• Internet is global communication accessed through the Web.
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Intranet, Extranet and Internet

• The Internet, extranets, and intranets all rely on the same TCP/IP technologies. 

• However, they are different in terms of the levels of access they allow to various users inside and outside the 

organization and the size of the network. 

• An intranet allows for restricted access to only members of an organization

• An extranet expands that access by allowing non-members such as suppliers and customers to use company 

resources. 

• The difference between the Internet and extranets is that while the extranet allows limited access to non-

members of an organization.

• The Internet generally allows everyone to access all network resources.

Kuldeep Sonar 11



Transmission Modes in Networks
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Transmission Modes in Networks

Transmission mode means transferring of data between two devices. It is also called 
communication mode. 

These modes direct the direction of flow of information. 

There are three types of transmission mode. 

• Simplex Mode

• Half duplex Mode

• Full duplex Mode
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Simplex Mode

In this type of transmission mode data can be sent only through one direction i.e. 

communication is unidirectional. 

We cannot send a message back to the sender. 

Unidirectional communication is done in Simplex Systems.

Examples of simplex Mode is loudspeaker, television broadcasting, television and remote, 

keyboard and monitor etc.
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Half Duplex Mode

In half duplex system we can send data in both directions but it is done one at a time that is 

when the sender is sending the data then at that time we can’t send the sender our 

message. The data is sent in one direction.

Example of half duplex is a walkie- talkie in which message is sent one at a time and 

messages are sent in both the directions.
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Full Duplex Mode

In full duplex system we can send data in both directions as it is bidirectional. Data can be 

sent in both directions simultaneously. We can send as well as we receive the data.

Example of Full Duplex is a Telephone Network in which there is communication between 

two persons by a telephone line, through which both can talk and listen at the same time.

In full duplex system there can be two lines one for sending the data and the other for receiving data.
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MAC Address 
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What is a MAC Address?

MAC, Media Access Control, address is a globally unique identifier assigned to network devices, and therefore it is often referred to 

as hardware or physical address. 

MAC addresses are 6-byte (48-bits) in length, and are written in MM:MM:MM:SS:SS:SS format. The first 3-bytes are ID number of 

the manufacturer, which is assigned by an Internet standards body.

The second 3-bytes are serial number assigned by the manufacturer.

MAC layer represents layer 2 of the TCP/IP (adopted from OSI Reference Model), where IP represents layer 3. MAC address can 

be thought of as supporting hardware implementation whereas IP address supports software implementation.

MAC addresses are permanently burned into hardware by hardware manufacturer, but IP addresses are assigned to the network 

devices by a network administrator. DHCP relies on MAC address to assign IP addresses to network devices.
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Format of a MAC Address

Traditional MAC addresses are 12-digit (6 bytes or 48 bits) hexadecimal numbers. By convention, they are usually written in one of the following three formats:

• MM:MM:MM:SS:SS:SS                                                                          

• MM-MM-MM-SS-SS-SS

• MMM.MMM.SSS.SSS

The leftmost 6 digits (24 bits) called a "prefix" is associated with the adapter manufacturer. Each vendor registers and obtains MAC prefixes as assigned by the 

IEEE. Vendors often possess many prefix numbers associated with their different products. 

The rightmost digits of a MAC address represent an identification number for the specific device. Among all devices manufactured with the same vendor prefix, each 

is given their own unique 24-bit number. Note that hardware from different vendors may happen to share the same device portion of the address.

Organizationally Unique Identifier

• Dell: 00-14-22

• Nortel: 00-04-DC

• Cisco: 00-40-96

• Belkin: 00-30-BD
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How Do I Find A MAC Address Of Network Device?

Operating Systems support various command-line and GUI utilities to allow users to find MAC address of the 

system. 

On Unix variants including Solaris and Linux support "ifconfig -a", "ip link list" or "ip address show" command that 

displays MAC address of the network device among other useful information. 

Windows support "ipconfig /all" command that displays MAC address. On a MacOS, one can find MAC address by 

opening "System Preferences", then selecting "Network".
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MAC vs. IP Address Relationship

TCP/IP networks use both MAC addresses and IP addresses but for separate purposes. 

A MAC address remains fixed to the device's hardware while the IP address for that same device can be changed depending on its TCP/IP 

network configuration. 

Media Access Control operates at Layer 2 of the OSI model while Internet Protocol operates at Layer 3. 

This allows MAC addressing to support other kinds of networks besides TCP/IP.

IP networks manage the conversion between IP and MAC addresses using Address Resolution Protocol (ARP). 

The Dynamic Host Configuration Protocol (DHCP) relies on ARP to manage the unique assignment of IP addresses to devices.
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MAC Address Cloning

Some Internet Service Providers link each of their residential customer accounts to the MAC addresses of the home network router (or other gateway 

device). The address seen by the provider doesn't change until the customer replaces their gateway, such as by installing a new router. When a 

residential gateway is changed, the Internet provider now sees a different MAC address being reported and blocks that network from going online.

A process called "cloning" solves this problem by enabling the router (gateway) to keep reporting the old MAC address to the provider even though its 

own hardware address is different. Administrators can configure their router (assuming it supports this feature, as many do) to use the cloning option and 

enter the MAC address of the old gateway into the configuration screen. When cloning isn't available, the customer must contact the service provider to 

register their new gateway device instead.
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Wireless Routers and MAC Filtering

On wireless networks, a process called MAC filtering is a security measure to prevent unwanted network 

access by hackers and intruders. 

In MAC address filtering, the router is configured to accept traffic only from specific MAC addresses. 

This way, computers whose MAC addresses are approved will be able to communicate through the 

network, even if they were given a new IP address by DHCP.

Meanwhile, a hacker who's hijacked a network IP address will be blocked because their MAC address will 

not be on the approved list and will be filtered out.
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Broadcast domain and Collision Domain
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Collision Domain

A term collision is described as an event that usually happens on an Ethernet network when we use a "Shared Media" to connect the devices 

in an Ethenrnet network. A "Shared Media" is a type of connecting media which is used to connect different network devices, where every 

device share the same media.

Example: 1) Ethernet Hubs, 2) Bus Topology

In a "Shared Media" there are no separate channels for sending and recieving the data signals, but only one channel to send and recieve the 

data signals.

We call the media as shared media when the devices are connected together using Bus topology, or by using an Ethernet Hub. Both are half-

duplex, means that the devices can Send OR Recieve data signals at same time. Sending and recieving data signals at same time is not 

supported.
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Collision Domain

• For Example, if "Computer A" send a data signal to "Computer X" and "Computer B" send a data 
signal to "Computer Y", at same instance, a Collision will happen.

• As the number of devices in a collision domain increases, chances of collisions are also more. If 
there is more traffic in a collision domain, the chances of collisions are also more. More collisions 
will normally happen with a large number of network devices in a Collision domain.

• Increased collisions will result in low quality network where hosts spending more and more time 
for packet retransmission and packet processing. Usually switches are used to segment (divide) a 
big Collision domain to many small collision domains. Each port of an Ethernet Switch is operating 
in a separate Collision domain.
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Broadcast Domain

• Broadcast is a type of communication, where the sending device send a single copy of data and that copy of data will be 
delivered to every device in the network segment. Broadcast is a required type of communication and we cannot avoid 
Broadcasts, because many protocols (Example: ARP and DHCP) and applications are dependent on Broadcast to 
function.

• A Broadcast Domain consists of all the devices that will receive any broadcast packet originating from any device within 
the network segment.

In above picture, "Computer A" is sending a broadcast and switch will forward it to every ports and all the switches will get a 

copy of broadcast packet. Every switch will flood the broadcast packet to all the ports. Router also will get a copy of broadcast 

packet, but the Router will not forward the packet to the next network segment.
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Broadcast Domain

As the number of devices in the Broadcast Domain increases, number of Broadcasts also increases and the quality of the 
network will come down because of the following reasons.

1) Decrease in available Bandwidth: Large number of Broadcasts will reduce the available bandwidth of network links for 
normal traffic because the broadcast traffic is forwarded to all the ports in a switch.

2) Decrease in processing power of computers: Since the computers need to process all the broadcast packets it 
receive, a portion of the computer CPU power is spent on processing the broadcast packets. Normally a Broadcast packet is 
relevant to a particular computer and for other computers that broadcast packet is irrelevant 

(For example, DHCPDISCOVER message is relevant only for a DHCP Server. For other computers DHCPDISCOVER is 
irrelevant and they will drop the packet after processing). This will reduce the processing power of computers in a Broadcast
domain.

By design, Routers will not allow broadcasts from one of its connected network segment to cross the router and 
reach another network segment. The primary function of a Router is to segment (divide) a big broadcast domain in 
to multiple smaller broadcast domains.
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