The State of Cybersecurity
in ASEAN, 2020
Where ASEAN Organizations Are Winning—and Not
Winning—in the Cybersecurity War
Digital technologies such as cloud services, artificial intelligence (AI), and
the internet of things (IoT) are opening up unprecedented opportunities to

accelerate growth and improve efficiency. However, digitalization is also

increasing organizations’ attack surfaces as threats become sophisticated
and numerous. A study from the University of Maryland, for example, reveals
hackers attack each connected system every 39 seconds on average for a total
of 2,244 times a day.

The good news is that digital innovations seem to have given rise to a more
mature outlook on cybersecurity—at least in organizations in the Association
of Southeast Asian Nations (ASEAN) region, according to a recent study
commissioned by Palo Alto Networks.
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In early February, prior to the escalation of COVID-19 as a
global pandemic, we conducted an online survey among 400
information technology (IT) executives and senior business
leaders in Indonesia, the Philippines, Thailand, and Singapore
and found that 73% of organizations increased their investment in cybersecurity between 2019 and 2020. Furthermore,
we observed that confidence in their own cybersecurity measures had grown, thanks in part to cybersecurity outsourcing
and improved transparency.
Our study also reveals that organizations in ASEAN are dealing
with ongoing internal challenges, however, such as a lack of
employee awareness and inconsistent management around
cybersecurity. At the same time, they are facing new risks in
emerging technologies for digital payments and borderless
e-commerce transactions, many of which are likely to persist,
even with the sweeping changes to our daily work and social
interactions brought about by COVID-19.
Our survey sample comprised respondents from the financial
services, healthcare, education, manufacturing, and transport
sectors—including individuals in small, medium-sized, and
large companies. Of our respondents, 17% are C-suite executives and 83% are IT, network, or system personnel.

Cybersecurity Spending Is
Growing Across the Region
Most ASEAN organizations increased their security investments in 2019. In fact, 46% allocated at least half their total
IT budget to cybersecurity. However, there are some marked
differences among nations, as the chart below shows.
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Figure 2: Top reasons for cybersecurity
budget growth across ASEAN
Of the 5% of organizations that reduced their spending, most
cited the lower likelihood of breaches, based on their observations from the previous year, and a reordering of their IT
budgeting priorities.
Naturally, business spending on cybersecurity may change
as organizations adjust to and cope with the impact of
COVID-19. Despite IDC’s COVID-19 Tech Index already projecting a downward trend for overall IT spending between
March and April, bright spots were also identified. Analysts
predict that investments in new technologies such as cloud,
the IoT and AI will likely remain unchanged, or even grow in
2020 grow in 2020. All such new technologies will need to
remain secure, as businesses focus on digital transformation
and move more workloads to the cloud.
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Figure 1: Cybersecurity budget trends across the region

What’s Behind the Rise?
When asked why spending in these areas has—for the most
part—grown, most respondents cited the mounting number
and sophistication of cyberthreats, and the cost of upgrading
existing security frameworks to incorporate newly automated
systems. Interestingly, half of the respondents chalk up the
boost to their organizations’ internal risk management

“It is encouraging to see private sector investments
rise, along with efforts to boost greater regional
collaboration to tackle cybersecurity. Even with the
current challenges around COVID-19, cybersecurity
is a key pillar of economic resilience, and companies in ASEAN must continue to explore ways of
safely leveraging digital economic opportunities for
faster recovery.” – Teong Eng Guan, vice president,
ASEAN, Palo Alto Networks

Where Is the Investment Going?
Antivirus and anti-malware software remain the mainstays
of cybersecurity technologies across the ASEAN region,
echoing the findings of our 2017 The State of Cybersecurity
in Asia-Pacific report. Many organizations are also investing in various other solutions, however, including security
for natively integrated networks like software-defined wide
area networking, or SD-WAN (55%).
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Awareness of the need for cloud native security is also growing across the region, with 58% of organizations adopting it
as part of their evolving digitalization strategies. Investment
in IoT security is on the uptick, with 27% of organizations
spending in this area in preparation for impending 5G rollouts. On the other hand, relatively few organizations (16%)
indicated they were integrating security into their application
development practices and investing in DevSecOps.
In Singapore, more organizations are now using SD-WAN
security (62%) than either antivirus or anti-malware solutions (55%). Likewise, 70% of Thai organizations rely on cloud

 ative security, surpassing the 61% employing antivirus and
n
anti-malware products.
In the coming months, spending patterns are likely to shift
again as organizations look for solutions to help maintain their
security posture in response to the rise of COVID-19-themed
attacks. Popular solutions will likely include those aimed at
tackling malware, ransomware, and email phishing campaign
and the redesign of wide area networks (WANs) as companies balance remote working while ensuring continuity. This
broader move towards more holistic tools will be imperative
as businesses gain a better understanding of their distributed
working environments and economic activity ramps up.
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Figure 3: Cybersecurity solutions deployed by companies in ASEAN

Businesses’ Confidence in
Cybersecurity Measures Is
Growing
Most respondents feel assured that their organization’s
cybersecurity measures will protect it from threats, with 64%
declaring the risk of exposure to attacks as low to moderate.
This may be partly because the clear majority of companies
(79%) outsource their cybersecurity or IT functions to a managed security service provider (MSSP).

While this finding is consistent across the ASEAN region,
it is worth noting that respondents in Singapore and the
Philippines are significantly more confident than Thai and
Indonesian respondents.
“The increasing sophistication of cyberthreats will be keeping
countries around the globe on their toes, regardless of their
level of preparation. However, having a consistent security
approach across the entire infrastructure - physical, virtual,
and cloud-delivered as well as across network, endpoint, and
cloud, will give organizations the confidence they need to navigate our new reality.”
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Figure 4: Confidence in existing cybersecurity investments

Visibility and Transparency in Cybersecurity
Practices
In addition to a boost in spending and outsourcing, increasing
transparency in cybersecurity operations may be driving
this growing confidence. The vast majority of respondents
(90%) say their organization clearly communicates with its
employees about cybersecurity.
Equally encouraging is the visibility that businesses are fostering. The overwhelming majority (96%) of companies review
their cybersecurity policies and standard operating procedures
at least once a year. Most companies (82%) across ASEAN also
ensure all computer software is up to date at least once a month.
Our respondents overwhelmingly support transparency
in cybersecurity matters. With many ASEAN nations now
developing or having developed cybersecurity and data privacy laws, it is unsurprising that 94% of respondents favor
mandatory breach reporting.

Perennial Problems Persist, Even
as New Concerns Arise
Even with most respondents feeling confident in their business’s cybersecurity capabilities, 58% say their organization
is still vulnerable to attack.
As ever, the human factor is the weakest link in the cybersecurity chain. Nearly half of our respondents rank employees’
lack of cybersecurity awareness among their top challenges.
Although most say their organizations clearly communicate
their cybersecurity policies to employees, many believe it’s
an ongoing process. The education journey may need to start
at the top, with nearly one-third of respondents saying that

management’s lack of understanding about the importance of
cybersecurity is a major issue. This is even more critical today
with the pivot toward remote working which has complicated
this challenge further. Working from home exposes employees to new cyber risks with teams possibly relying on more
non-corporate-approved IT applications for video, messaging and file sharing, attracting the cybercriminals that follow
those pathways seeking opportunities. With cybersecurity
approaches traditionally focused on securing networks within
the office premises, there is an ever growing need to establish constant communication around rigorous cyber hygiene
practices and cybersecurity policies during this adjustment
period.
“Challenges around the “people” factor of cybersecurity are set to remain in ASEAN, as employees
log in from home networks. Many parallels can be
drawn with how we’re dealing with the global pan
demic – as we now navigate the resumption of our
daily lives cautiously, businesses too will need to
be more vigilant and extra cautious as they adapt
and evolve their cybersecurity approach.
As organizations roll out more cloud-based applications and connectivity tools to support a distributed workforce, we also need to be careful about the
partners and suppliers they’re connecting to and
sharing data with, now more than ever.” – Teong
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Figure 5: Top challenges faced by ASEAN organizations

External Threats
In addition to internal obstacles, respondents identified
threats originating from external systems as big challenges.
Network threats and malware were seen as the main dangers
across the region.
There were, however, some significant differences across the
region. For example, 46% of Thai respondents saw network
threats as the most dangerous, whereas none seemed particularly worried by ransomware. In contrast, 19% of Singaporeans
and 16% of Indonesians saw ransomware as a big danger. Software and IoT vulnerabilities and cloud threats were also seen as
significant risks among all organizations surveyed.
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Figure 6: Perceived cybersecurity threats by market
Beyond the established cybersecurity risks with legacy
infrastructure and internal threats, respondents are concerned
about a host of newer threats and vulnerabilities. These include
the rise of borderless transactions through e-commerce (55%)
and the ubiquity of digital payments that has accompanied the

mass adoption of app platforms in the region (52%). The rapidly evolving regulatory landscape is another significant issue
(52%), with many ASEAN countries introducing and updating
data protection and cybersecurity laws.
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Figure 7: Cybersecurity issues of regional concern
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While these trends were felt across the regions, there were
some noticeable differences between countries. For example,
Indonesian respondents seemed more acutely concerned by
issues such as borderless transactions (66%), digital payments (62%), and regulatory changes (58%) than those in the
Philippines (41%, 37%, and 37%, respectively).
Given these growing risks, it is imperative for ASEAN organizations to address their internal cyber risks so they can mount
a strong defense. Unless these issues are resolved, many of
these challenges, particularly those stemming from a lack of
cybersecurity education and legacy infrastructure, are likely
to continue for the foreseeable future; and with the new risks
brought on by telecommuting, security will not only need to
become more robust, but also multifactorial, ubiquitous and
standardized, requiring a change in approach.

The Frequency and Severity of Attacks
Breaches can have devastating consequences on a company,
its customers, and the broader ecosystem. Monetary losses
from cyber breaches remain an ongoing problem. Those
losses aside, 65% of respondents most fear data loss. From
the leaking of customer payment information to the theft of
intellectual property, businesses have plenty at stake in this
fast-paced, dynamic threat landscape.
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33%
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Loss of internal data (including
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Damage to reputation with
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Downtime until a breach is fixed

 atively integrated platform, ASEAN organizations can elimn
inate complexity while fortifying their perimeters.
Overall, cybersecurity spending has grown in ASEAN prior
to COVID-19—and businesses’ confidence in their security
initiatives has kept pace. It is important for this momentum
to be sustained by dedicating resources to the detection and
prevention of cyberattacks, putting businesses in a better
position to mitigate new threats, which may threaten recovery initiatives.
However, with the sudden, sweeping impacts of the pandemic,
businesses will be realigning their strategies and priorities, and
there will likely be an impact on IT budgets. IT leaders will need
to assess their current cybersecurity investments and respond
quickly by leveraging more sophisticated technologies such as
machine learning and automation to reduce uncertainty and
focusing on prevention, while working seamlessly across a distributed workforce.
Meanwhile, the perennial challenges around employee awareness and management support aren’t likely to disappear so
soon. Combined with a rise in sophisticated attacks themed
around the novel coronavirus and an accelerated adoption of
digital goods and services, such as entertainment, e-payments,
and e-commerce, robust cybersecurity policies and processes
will continue to play a central role in any recovery strategy.
“Although our view into the rest of 2020 may be
clouded by extreme uncertainty, one thing remains certain amidst the rapid disruption: cybersecurity is everyone’s responsibility. Much like
what’s required from every individual during this
global pandemic, each employee has an important role to play in the overall cyber resilience of
an organization. Only then can we emerge even
stronger than before.” – Teong

32%

Figure 8: Biggest concerns beyond monetary damages
Encouragingly, the frequency of cyber breaches seems to be
abating across the region. Whereas 45% of organizations
experienced up to 100 breaches in 2018, this figure dropped
to 37% in 2019. Over the same period, the percentage of organizations experiencing no cyber breaches at all climbed from
54% to 61%. Given the threat level has shown no signs of
subsiding, these successes are likely due to growing investment, outsourcing, and transparency.

What’s Next?
Effective threat management requires not just knowledge
and skills but also collaboration between partners. Third-
party vendors are multiplying; attack software is growing
in sophistication; and new threats are appearing every day.
By unifying their security management into one flexible,

Key Findings
Singapore
Largely regarded as a regional leader in cybersecurity,
Singapore scored high marks on the global stage particularly
for its cyber preparedness and robust regulatory framework.
Combined with its strengths in deep tech, it is unsurprising
that Singapore is at the forefront of technology adoption,
from artificial intelligence to cloud computing and 5G.
Now in its fifth year, Singapore’s Cyber Security Agency (CSA)
has been aggressive in its mandate. It has rolled out programs aimed at both public and industry engagement, such
as the recent SG Cyber Talent initiative and Cybersecurity Labelling Scheme, to ensure a pipeline of future talent as well
as to educate the consumers and the business community.
Even though its healthcare and public sectors have seen a few
high-profile breaches in the past couple of years, Singapore
remains a hub for innovation and the undisputed security
trailblazer in ASEAN.
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In a country with advanced cybersecurity capabilities and
infrastructure, it’s encouraging to see that Singapore

companies are still keeping their eyes on more sophisticated
security for 5G and IoT. While the concern around the human
factors in cybersecurity was universal across all four markets,
respondents in Singapore are also paying close attention to
the potential risks that come with modern, hybrid IT environments and the proliferation of unsecured connected devices.

• Only 1 in 2 respondents are confident of their security measures.
• 7 out of 10 companies (68%) see legacy IT systems as potential cybersecurity threats.
• Wireless and digital payments (62%) as well as borderless
transactions from e-commerce (66%) are big areas of concern in Indonesia.

Key Findings

Thailand

• SD-WAN security (62%) is the most commonly adopted
solution.

Surrounded by four fast-growing economies in ASEAN, Thailand serves as one of the region’s economic hubs for growth
and development. The country is currently a global leader with
regard to mobile banking, cryptocurrency, and e-commerce
adoption, and is already applying a number of emerging technologies, from robotics to artificial intelligence, to sectors such
as agriculture and healthcare.

• Almost half (49%) regard risks from third-party service
providers and suppliers as their organization’s biggest cybersecurity challenge.
• 7 in 10 cited the growing volume of cyberthreats as the reason for increasing their cybersecurity budget.
• More than half (53%) of Singapore companies allocated over
half their IT budget to cybersecurity.

Indonesia
Many eyes are on Indonesia, home to one of the largest populations of internet users in the world and the birthplace of
the majority of Southeast Asia’s unicorns. Despite the pace of
tech development and smartphone adoption, much more still
needs to be done to strengthen cybersecurity regulation and
infrastructure.
In response, a National Cyber and Encryption Agency (BSSN)
was established in 2018 to coordinate the country’s siloed
efforts and secure the country’s developing digital infrastructure. Two years on, 2020 looks to be a watershed year
for cybersecurity regulation with the expected completion of
a draft of Law on Cyber Security and Resilience (RUU KKS).
Our research has revealed that Indonesian companies are recognizing the increasing sophistication and volume of attacks
and emerging threats, and have responded quickly. Perhaps
still figuring out a strategy that works best, many companies
reported investing in legacy solutions, such as antivirus, as
well as more advanced solutions for securing cloud and 5G. As
these companies tailor their approach and adapt to the local
digital ecosystem, legacy infrastructure will less likely pose
a challenge over time, and confidence in cybersecurity solutions will catch up with the rest of the region.
Key Findings
• 84% of Indonesian companies increased their cybersecurity budgets between 2019 and 2020 - the biggest jump in
ASEAN.

Similarly to Singapore, Thailand has recently rolled out
robust cybersecurity legislation as a way of shoring up the
country’s cyber defenses and protecting digital infrastructure. Cybersecurity is expected to play a central role in the
nation’s Thailand 4.0 vision, which is largely seen as a way
of moving the country toward a knowledge-driven economy
and value-added services.
When it comes to investment in cybersecurity solutions, Thai
companies’ spending patterns in 2020 are more likely to be
aligned with those in Singapore, demonstrating an openness
to adopting more advanced cybersecurity strategies. This
is perhaps unsurprising, given the country’s well-known
appetite for digital goods and services—the country has even
beaten Singapore to be the first in ASEAN to launch commercial 5G services in Bangkok. However, Thailand and Singapore
face different challenges.
Many of the obstacles Thai companies face when it comes to
cybersecurity can be attributed to human factors, ranging
from a lack of certified talent, as well as low cybersecurity
awareness by senior management level and general employees alike. To address these issues, a long-term cybersecurity
education and engagement strategy is needed to help change
mindsets and create a culture that embraces cyber hygiene.
Key Findings
• 88% of Thai companies outsource their cybersecurity to an
MSSP.
• 44% find it difficult to recruit qualified cybersecurity professionals.
• Cloud native security is adopted by 7 in 10 companies in
Thailand.
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The Philippines
Ambitious initiatives, such as the government’s cloudfirst policy and AI roadmap have long been held back by the
Philippines’ notoriously slow internet speeds and lack of
strong cybersecurity legislation. However, with the country’s
National Cybersecurity Plan 2022, steps like the launch of a
national platform for threat intelligence sharing are being
taken to bridge the gap and better defend the nation’s infrastructure. Such initiatives come at a critical time. Vital sectors
that rely on safe connectivity and resilient digital infrastructure, including Business Process Outsourcing (BPO), remain a
significant contributor to GDP and employment growth.
Companies from the Philippines demonstrated the highest
level of confidence in their existing solutions to handle
existing cybersecurity threats, coming into 2020. Significantly
fewer also opted to increase their cybersecurity budgets,
citing overall company budget trends as well as a low likeli-
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hood of b
 reaches based on observations from the past year.
While a bigger b
 udget isn’t necessarily indicative of more
secure infrastructure, most companies still rely on traditional
solutions, such as antivirus and anti-malware, foreshadowing major challenges should they encounter increasingly
sophisticated threats.
Key Findings
• Companies in the Philippines (77%) were the most confident
in their ability to handle cyber threats
• 46% of companies either maintained or decreased their cybersecurity budgets
• Antivirus and anti-malware are the most common tools deployed (86%).
• Many companies (58%) struggle with employees’ lack of
awareness around cybersecurity hygiene.
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