
CLOUD LEAST PRIVILEGE

SOLUTION BENEFITS

CyberArk Cloud Entitlements Manager implements 
least privilege throughout the cloud estate, 
identifying hidden, unused and miscon�gured 
permissions unique to each cloud platform. 

Least privilege helps organizations follow cloud 
security best practices and meet leading compliance 
frameworks.

You can act immediately to remove excessive 
permissions for human and machine identities, and 
proactively defend against external adversaries and 
insider threats.

CLOUD ADOPTION CONTINUES TO ACCELERATE

CLOUD
ENTITLEMENTS

MANAGER

Lower operating costs and greater operational 
�exibility are just two reasons 57% of enterprise 
workloads will be in the cloud in the next 12 months 
(for SMBs, it’s 70%).1

Cloud service providers continue to churn out new 
services at an amazing rate.

Businesses increasingly choose the cloud platform 
that best serves each workload, making a multi-cloud 
model increasingly common.

1. “Flexera® 2020 State of the Cloud Report,” Flexera, 2020.

All these factors make Identity Security 
essential in cloud environments. 

CyberArk Cloud Entitlements Manager is available as a free trial. With zero required 
footprint and no IT requirements beyond a cloud workspace, you can deploy the 

solution and gain actionable least privilege recommendations in less than an hour. 

Get out in front of “permission sprawl” to minimize the attack surface of cloud identities. 
Learn more and begin your free trial of Cloud Entitlements Manager today. 

SECURE IDENTITY. SECURE YOUR CLOUD.

www.cyberark.com/CEM

1. Gain cloud-agnostic visibility of permissions risk

2. Implement least privilege throughout the cloud estate

3. Operate cloud permissions securely and e�ciently

4. Proactively reduce risk and measure progress

CLOUD IAM PERMISSIONS
WITH GREAT POWER COMES GREAT RESPONSIBILITY.

Fast-growing cloud environments are �lled with 
human and machine identities, such as a developer 
user or a service account.

All users, groups and roles access cloud workloads and 
services using the Identity and Access Management 
(IAM) layer provided by each cloud vendor.

As cloud deployments grow, so does the number of 
permissions and entitlements that must be securely 
managed.

Permissions sprawl is a major security challenge. 

Opportunities abound for miscon�guration.

Unnecessary, unused and ‘hidden’ permissions 
accumulate quickly over time.
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RISK OF PERMISSIONS SPRAWL 

Miscon�gurations can occur during the set-up of new 
services or during lift and shift application migration.

Excessive permissions may go unrecognized by security 
teams encumbered by an expanding cloud estate. 

Miscon�gurations can spawn “Shadow Admins” with 
hidden high-level permissions.

Attackers and malicious insiders look to exploit 
excessive permissions to gain access to critical cloud 
infrastructure or serverless workloads, steal or alter 
sensitive data, or interrupt cloud-hosted services.

These permissions pose major risk in the wrong 
hands. 

ATTACKER COMPROMISE

When an attacker compromises a cloud 
identity, the presence of excessive 
permissions allows easier, undetected 
movement to target assets.

THE CHALLENGE OF MANAGING PERMISSIONS 

94% 

77% 

The “Principle of Least Privilege” is a key tenet of 
Zero Trust security models.  

of Cloud Security Architects 
and Operations Experts view 
managing privileges and 
permissions as a top 
challenge for human identities 

of Cloud Security Architects and 
Operations Experts view 
managing privileges and 
permissions as a top challenge 
for machine identities 

Each identity should have only the permissions 
essential to performing its intended function.

Enforcing least privilege in the cloud requires a 
level of visibility and control most security teams 
currently lack. 

 (2020 State of Identity Security in the Cloud:
A Survey of Cloud Security Architects, Cloud Security Alliance)

 (2020 State of Identity Security in the Cloud:
A Survey of Cloud Security Architects, Cloud Security Alliance)

CYBERARK CLOUD ENTITLEMENTS MANAGER

Cloud Entitlements Manager is a SaaS 
solution that centralizes visibility and control 
across an organization's entire cloud estate, 
helping organizations strategically remove 
excessive permissions.
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Having gained access and located valuable data 
(e.g. PII or company �nancials), the attacker can 
complete their mission, such as ex�ltrating data 
or disrupting business operations.

They also could continue to move laterally and 
further escalate their privileges in pursuit of 
something even more valuable – or create and 
leave behind permissions to use as a future 
‘backdoor.’


