
S U C C E S S  S T O R Y 

Domino’s Pizza Japan 
Strengthens Their 
Endpoint Security Posture 

INDUSTRY

Retail

COMPANY SIZE

10,000+ employees 

SECURITY CHALLENGES

 Ê Insufficient traditional AV

 ÊCritical need to protect POS 
systems

PRODUCT

CB Defense

KEY BENEFITS

 ÊZero impact to servers

 ÊVisibility through EDR 
functions

Summary 
Domino’s Pizza Japan pioneered pizza delivery in 1985. Since then, the company 
has expanded their business and placed a focus on developing innovative new 
services—like their online ordering system, developed in 2004 when phone ordering 
was still popular—while maintaining their status as an industry leader. Recently, 
Domino’s deployed Carbon Black’s next-generation antivirus (NGAV) tool, CB De-
fense, to all endpoints and POS servers at 551 branches across Japan.  
 
Using Technology for High Quality Service
Domino’s first introduced their online presence in the early 2000s, and since 
then has implemented new systems such as a “Pizza Tracker” and a “GPS Driver 
Tracker” service. Their goal with these technological advancements has been to 
improve the overall experience for their customers. In addition to focusing on a 
customer-centric model, Domino’s also strives for operational efficiency at each 
branch. According to Domino’s Information System Department Senior Specialist 
Mr. Kotaro Nakanishi, “Our goal is providing services so that customers are 
satisfied. If we could make office work at each branch more efficient using web 
services, each employee would be able to be more focused on directly contributing 
to improve customer services.”

When Domino’s first installed their point of sale (POS) systems, the POS server was 
connected to the main office via a special line, thus reducing the need for special 
security measures. Therefore, Windows Defender, the anti-malware component 
to Windows OS, was what the company turned to as their traditional antivirus 
(AV) software. However, due to the high level of web service traffic for branch 
operations and the increased connection to the internet from each server, it 
became clear that an upgrade was required.

The POS servers at Domino’s are the core systems of each branch and control the 
process of pizza ordering, preparation, delivery and sales. If by chance a system 
failure occurs, there is some possibility that all functions at the branch would be 
completely stopped. Mr. Nakanishi stresses the importance of their POS software, 
“After increasing the use of web services at each branch, the role of the POS server 
changed. And we strongly realized the importance and urgency of having the best 
possible endpoint protection platform from this change.” 
 



About Carbon Black
Carbon Black is a leading provider of next-generation endpoint security. Carbon Black serves more than 
3,700 customers globally, including 30 of the Fortune 100. As a cybersecurity innovator, Carbon Black has 
pioneered multiple endpoint security categories, including application control, endpoint detection and 
response (EDR), and next-generation antivirus (NGAV). Leveraging its newly introduced big data and analytics 
cloud platform – the Cb Predictive Security Cloud – Carbon Black solutions enable customers to defend 
against the most advanced cyber threats, including malware, ransomware, and non-malware attacks. 
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Seeing the Value with a Cloud-Based Solution
After determining what security enhancements were needed for their POS servers, 
Domino’s compared a variety of vendors to see which best met their needs. 
Ultimately, they selected Carbon Black for its NGAV, endpoint detection and 
response (EDR) functionality. Of all the vendors evaluated, Carbon Black was the 
most efficient at stopping both malware and non-malware attacks.

Another major reason Domino’s chose Carbon Black was because it is cloud 
delivered via a single lightweight agent. This meant it wouldn’t have any major 
impact on the POS servers’ functionality. Traditional AV products tend to slow 
down endpoints and negatively impact performance, especially when servers 
become busy.  In the food industry, there are frequent spikes in orders at various 
times, such as holidays. Domino’s couldn’t afford to implement something that 
would compromise the speed of their systems, as this would negatively impact 
user experience and overall business. To Domino’s, identifying root cause is just 
as important as blocking malicious activity. Carbon Black provides this visibility in 
a manner that is easy to understand and quickly resolve. Traditional AV can only 
detect and block malware, whereas Carbon Black visualizes the attack chain and 
gives in-depth details into the route an attacker attempted to take. 
 
Conclusion
In September 2018, CB Defense was officially rolled out on 551 POS servers across 
all Domino’s branches. Domino’s Pizza Japan is continuously enhancing their 
endpoint security with Carbon Black. When looking to future enhancements, Mr. 
Nakanishi plans to further roll out Carbon Black to additional endpoints including 
PCs used by branch managers and other servers operated by Domino’s employees.

Discover more companies who have found success with Carbon Black 
visit: carbonblack.com/customer-success
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