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Numbers

Hannah

i

Jessie
Port 80 Web Server

I'll Look in the

UDP or TCP
Destination Port to
Identify the Application!

——1( Port 800 Ad Server =

—l Port 9876 Wire Application _I

= en [ p ] uor | Ad Data IE N =
A Destination Port80o

= e [P ]| TCP | Wire Transter Data | Eth |—>>
A Destination Port 9876

- e | IP|TCP | WwebPageData | Eth —3
A pestination Portgo

Hannah

Jessie

Web
Browser

Port Number  Protocol Application
20 TCP FTP data

21 TCP FTP control
22 TCP SSH

23 TCP Telnet

25 TCPp SMTP

53 UDP, TCP! DNS

67 ubr DHCP Server
68 ubDP DHCP Client
69 UDP TFTP

80 TCP HTTP (WWW)
110 TCP POP3

161 UDP SNMP

443 TCP SSL

514 UDpP Syslog

1 DNS uses both UDP and TCP in different instances. It uses port 53 for both TCP and UDP.

4 Bytes

Source Port

Destination Port

IP Address 10.1.1.1

IP Address 10.1.1.2

Sequence Number

(10.1.1.1, TCP, 1030)

(10.1.1.1, TCP, 1028)

(10.1.1.2, TCP, 80)

1
(10.1.1.2, TCP, 9876)

(10.1.1.1, UDP, 1025) (10.1.1.2, UDP, 800)|
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Acknowledgement Number

Offset | Reserved Flag Bits Window Segment
P Data Packet
Checksum U g ent I LH I Data LT Frame
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TCP/IP Layer 4 Protocols: TCP ::: Three-Way Handshake

Web Browser

E]' ..... SYN, DPORT=80, SPORT=1027_
——"7
Y .- >YN.ACK, DFORT=1027, SPORT-80
Port
1027 ACK, DPORT=80, SPORT=1027

l Connection-oriented protocol: A protocol that requires an exchange of messages

Web Server

Port

4 Bytes

Source Port

Destination Port

Sequence Number

Acknowledgement Number

Offset

Reserved

Flag Bits

Window

Checksum

Urgent

before data transfer begins, or that has a required pre-established correlation between

two endpoints.

Jl Connectionless protocol: A protocol that does not require an exchange of messages
and that does not require a pre-established correlation between two endpoints.
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TCP/IP Layer 4 Protocols: TCP ::: Reliability and Error Recovery

Web Browser Web Server 4 Bytes
e 1000 Bytes of Data, Sequence = 1000 Py
D' """""""""""""""""" > Source Port I Destination Port
ey ..1000 Bytes of Data, Sequence = 2000 . Sequence Number
—;
..1000 Bytes of Data, Sequence = 3000 , - Acknowledgement Number
@ Got All 3000 Bytes. Offset | Reserved | Flag Bits Window
No Data, Acknowledgment = 4000 SendAGK Checksum Urgent
Web Browser Web Server
f]l ..1000 Bytes of Data, Sequence =1000 g
— ..1000 Bytes of Data, Sequencavg 2000
—f e

He Lost Segment with

SEQ = 2000. @

Resend it!
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| Received 1000 — 1999.
| Received 3000 — 3999.
Ask for 2000 Next!

No Data, Acknowledgment = 2000

- | Received 2000 — 2999.
Already Have 3000 — 3999.

Ask for 4000 Next!
No Data, Acknowledgment = 4000




TCP/IP Layer 4 Protocols: TCP ::: Flow Control Using Windowing

Web Browser Web Server
[:]_| " J— ACK=1000 =
—2
|
| Received a New @
Window: 3000 ORI - = v (0, ) 5
RERECAOREREY - = * ==L, | s rois >
eeee......SEQ=3000 . .
| Must Wait Send an ACK = 4000
for an ACK Grant a New
PR ACK=4000 --------------- Window: 4000
Window=4000
| got an ACK! @ 4 Bytes
| also got a Larger Source Port Destination Port
Window: 4000
Sequence Number
Acknowledgement Number
Ofiset | Reserved | Flag Bits Window
Checksum Urgent
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TCP/IP Layer 4 Protocols: UDP

4 Bytes
Source Port Destination Port
Length Checksum
| 1cP | Data | Segment
| IP | Data I Packet
| LH | Data | LT I Frame
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HTTP

@

The human typed this URI:
http://lwww.cisco.com/go/learningnetwork

noedativilo ... 11Uy uic vy OLIEVETD Uollly UINO /

1Dgl\12$3?e7r\;er Name Resolution Request
iy ® IP Header UDP Header DNS Request
[ | < Source 64.100.1.1 | Source 1030 | What s IP address | _
Dest. 192.31.7.1 | Dest. Port 53 | of www.cisco.com? —
L s
D Client
Name Resolution Reply — 64.100.1.1
@ IP Header UDP Header DNS Request =
Source 192.31.7.1 | Source 53 | IP address is
——] Dest. 64.100.1.1 Dest. 1030 198.133.219.25 o User Typed:
<{ HTTP GET (/go/ccna) | http://www.cisco.com/go/ccna
Www.cisco.com \
TCP Connection Setup Ay | TP oK data: /go/ccna Web
A ® IP Header TCP Header . E = _— [:] Browser
= | v = , s ; i (Cli
Source 64.100.1.1 | Source 1035 < - _ _ i/ (Client)
- “| Dest. 198.133.219.25| Dest. Port 80, SYN — = <—| HTTP GET /graphics/logol.gif |-
www.cisco.com Web Server
<—| HTTP GET /graphics/ad1.gif
- HTTPOK | data: ad1.gif
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Accessing the Cisco Catalyst Switch CLI

2960 Switch

E]I (Short) Console Cable Console

\ / User Mode

Serial RJ-45
or USB or USB

Interface

TCP/IP Network

Telnet and SSH
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Accessing the Cisco Catalyst Switch CLI ::: Cabling the Console

= =

SWi1
RJ-45 Console

Rollover Cable

Serial Port

I

W 9600 bits/second

B No hardware flow control
W 8-bit ASCII

W No parity bits

W 1 stop bit
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==

USB Console (Mini-B)

RJ-45 Console USB Console
Rollover Cable
USB Converter
USB Cable USB Cable RJ-45 Console
USB Port USB Port
2] (3]
e A—"
——> ——>
£ PUTTY Configuration i g
Category:
= Sesson ‘Options controling local sedal lines
Logging Select a serd e
Teminal
Keybosed Seial ne 1o connect to com1
| ?:;m Configure the serial ine
M| = Window Speed baud) 9600 i
| m Databts 8 {
Transiation Stop bits 1
Il Coea | e |
| = Commecton Fow contre !
| Proxy |
I Teinet
Riogn
@ SSH
Ex
I I
|l il
- |
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Features

configure terminal

| enable l |

User Mode Enable Mode

T disabl | T end or Ctl-Z

interface type/number

configure

terminal vian x
Enable
Mode

End or Ctl-Z line console 0
line vty 0 15
A
End or Ctl-Z
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What You Enter  What Help You Get

? Help for all commands available in this mode.

command ? ‘With a space between the command and the ?, the switch lists text to
describe all the first p options for the command.

com? A list of commands that start with com.

command parm? | Lists all parameters beginning with the parameter typed so far. (Notice
that there is no space between parm and the ?.)

command Pressing the Tab key causes IOS to spell out the rest of the word,
parm<Tab> assuming that you have typed enough of the word so there is only one
option that begins with that string of characters.

command parml ? |If a space is inserted before the question mark, the CLI lists all the next
parameters and gives a brief explanation of each.

Keyboard Command What Happens

Up arrow or Ctrl+P This displays the most recently used command. If you press it
again, the next most recent command appears, until the history
buffer is exhausted. (The P stands for previous.)

Down arrow or Ctrl+N | If you have gone too far back into the history buffer, these keys
take you forward to the more recently entered commands. (The N
stands for next.)

Left arrow or Ctrl+B This moves the cursor backward in the currently displayed
command without deleting characters. (The B stands for back.)

Right arrow or Ctrl+F | This moves the cursor forward in the currently displayed command
without deleting characters. (The F stands for forward.)

Backspace This moves the cursor backward in the currently displayed
command, deleting characters.

Prompt Name of Mode Context-Setting Command(s) to Reach This
Mode
hostname(config)# Global None—first mode after configure terminal

IJUto dliiu 1icipy

hostname(config-line)# |Line line console 0

line vty 0 15

hostname(config-if)# Interface interface rype number

hostname(vlan)# VLAN vlan number




Configuring Cisco I0S Software ::: Memory Types

RAM Flash ROM NVRAM
(Working (Cisco 10S (Bootstrap (Startup
Memory and Software) Program) Configuration)
Running
Configuration)

Configuration Purpose Where It s

Filename Stored

startup-config | Stores the initial configuration used anytime the switch NVRAM
reloads Cisco 10S.

running-config | Stores the currently used configuration commands. This file |RAM
changes dynamically when someone enters commands in
configuration mode.
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Configuring Cisco I0S Software ::: Command Reference

line console 0 Global command that changes the context to console
configuration mode.

login Line (console and vty) configuration mode. Tells IOS to prompt
for a password (no username).

password pass-value Line (console and vty) configuration mode. Sets the password
required on that line for login if the login command (with no

other parameters) is also configured. Command Purpose

interface rype port-number | Global command that changes the context to interface mode— no debug all Enable mode EXEC command to disable all currently enabled debugs.
for example, interface FastEthernet 0/1. ATERI]
undebug al
hostname name Global command that sets this switch’s hostname, which is also £ -
reload Enable mode EXEC command that reboots the switch or router.

used as the first part of the switch’s command prompt.

copy running-config | Enable mode EXEC command that saves the active config, replacing

exit Moves back to the next higher mode in configuration mode. 4 Ve ' aeE
d it fi " — P— bl At startup-config the startup-config file used when the switch initializes.

en its configuration mode and goes back to enable mode from

any of the gonfiguration submgdes. copy startup-config Enable mode EXEC command that merges the startup-config file with
o T ing-confi th tly acti fig file in RAM.

Ctrl+Z This is not a command, but rather a two-key combination THOITS co.n 5 - .e A YRR E ‘_3 = —
(pressing the Ctrl key and the letter Z) that together do the show running-config | Lists the contents of the running-config file.
same thing as the end command. write erase These enable mode EXEC commands erase the startup-config file.

erase startup-config

erasc nvram:

quit EXEC command that disconnects the user from the CLI session.

show startup-config | Lists the contents of the startup-config (initial config) file.

enable Moves the user from user mode to enable (privileged) mode and
prompts for a password if one is configured.

disable Moves the user from enable mode to user mode.

configure terminal Enable mode command that moves the user into configuration mode.
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LAN Switching Concepts ::: Forwarding Known Unicast

Header Trailer 1) Frame Entered FO1..,
‘orward out
Preamble| SFD | Destination | Source Type Data and Pad | FCS
Bytes 7 1 6 6 2 46 — 1500 4 : 9200988159
1) Frame Came in FO/1, —
2) Destined for 0200.2222.2222. .. Om@m -
3) Forward ou‘ F0/2 - . SW1 Address Table SW2 Address Table ) .
4) Filter (Do Not Send) on F0/3, F0/4 MAC Address Output | [ MAC Address Output
: N [ =
Wilma oioo:.:i o 355. GO/1: 2 13333 FO/3
Fred . 0200.3333.3333 0200.4444.4444 GOl 0200.4444.4444  Fo/4
A A
[:] - Dest 0200.2222.2222 | —> ; E]l
p 1) Frame Entered GO/2..

‘ Wilma
- o e N

L i — ‘ ....... : I——=
Barney Betty
0200.2222.2222 MAC Racress [2ble 0200.4444.4444
MAC Address Output y
0200.2222.2222
0200.1111.1111 FO/ SW1 Address Table SW2 Address Table
0200'2222'2222’ F0/2 e TETY % 9200.1111.1111 GO
0200.3333.3333 FO/3 020 2.2222  FoR 0200.2222.2222  GOR
0200.4444.4444 FO/4 e o | B
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LAN Switching Concepts ::: Learning MAC Address

Address Table: Before Either Frame Is Sent

Address: Output
Fred L I ; Wilma (Empty) (Empty)
0200.1111.1111 : 0200.3333.3333
' Address Table: After Frame 1 (Fred to Barney)
Address: Output
0200.1111.1111 Fo

Address Table: After Frame 2 (Barney to Fred)

4 E Address: Output
Bamney @ ------ceeoenee- 5 Betty 0200.1111.1111  FO/1
0200.2222.2222 0200.4444.4444 et BB
Fred Wilma Address Table: Before Frame Is Sent
0200.1111.1111 @ 0 0200.3333.3333 Address: Output
= (Empty) (Empty)

Barney Betty
0200.2222.2222 0200.4444.4444
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Header Trailer
r o \ —A
Preamble| SFD [ Destination | Source Type Data and Pad | FCS
Bytes i 1 6 6 2 46 - 1500 4
Fred Wilma
0200.1111.1111 0200.3333.3333

QLTE
—

—7

M=)
Barney Betty
0200.2222 2222 0200.4444 4444

3W1l# show mac address-table dynamic
Mac Zddress Table

Vlan Mac Address Type Ports
1 0200.1111.1111 DYNAMIC Fa0/1
1 0200.2222.2222 DYNAMIC Fal/2
1 0200.3333.3333 DYNAMIC Fal/3
1 0200.4444.4444 DYNAMIC Fal/4
Total Mac Addresses for this criterion: 4
SWlg
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nterfaces

Fred Wilma SW1# show interfaces status
0200.1111.1111 0200.3333.3333 T — . Siens Bneiifine
Fa0/1 connected 3K a-full a-100 10/100BaseTX
D Fa0/2 connected 1 a-full a-100 10/100BaseTX
H’ F0/3 e T Fa0/3 connected 1 a-full a-100 10/100BaseTX
y 7 Fa0/4 connected 1 a-full a-100 10/100BaseTX
) Fa0/5 notconnect 5% auto auto 10/100BaseTX
e Fa0/6 notconnect 1 auto auto 10/100BaseTX
F0/4 Fa0/7 notconnect 1 auto auto 10/100BaseTX
Fa0/8 notconnect 1 auto auto 10/100BaseTX
EJ Fa0/9 notconnect 1 auto auto 10/100BaseTX
Fa0/10 notconnect 1 auto auto 10/100BaseTX
Barney Betty Fa0/11 notconnect 1 auto auto 10/100BaseTX
Fa0/12 notconnect 1 auto auto 10/100BaseTX
0200.2222.2222 0200.4444.4444 Fa0/13 notconnect 1 auto auto 10/100BaseTX
Fa0/14 notconnect 3 K auto auto 10/100BaseTX
Fa0/15 notconnect 1 auto  auto 10/100BaseTX
SW1# show mac address-table dynamic Fa0/16 notconnect 1 auto  auto 10/100BaseTX
Mac Address Table Fa0/17 notconnect 1 auto  auto 10/100BaseTX
Fa0/18 notconnect 1 auto auto 10/100BaseTX
Fa0/19 notconnect 1 auto auto 10/100BaseTX
vlan Mac Address Type Ports Fa0/20 notconnect 1 auto auto 10/100BaseTX
emmm e e e Fa0/21 notconnect 1 auto auto 10/100BaseTX
1 0200.1111.1111 DYNAMIC Fa0/1 Fa0/22 notconnect 1 auto auto 10/100BaseTX
1 0200.2222.2222 DYNAMIC Fa0/2 Fa0/23 notconnect 1 auto auto 10/100BaseTX
1 0200.3333.3333 DYNAMIC Fa0/3 Fa0/24 notconnect 1 auto auto 10/100BaseTX
1 0200.4444.4444 DYNAMIC Fa0/4 Gio/1 notconnect 1 auto auto 10/100/1000BaseTX
Total Mac Addresses for this criterion: 4 Gio/2 notconnect 1 auto  auto 10/100/1000BaseTX
SW1# Sway
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Veritying and Analyzing Ethernet Switching ::: Multiple Switches

Fred Wilma
0200.1111.1111

4

G0/l Go/2
SWi1 SW2
F0/2 Fo/4

4
Barney Betty

0200.2222.2222
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0200.3333.3333

D

A\

SWl# show mac addressz-table dynamic
Mac Rddress Table

Vlan Mae Rddress Type Forts
1 0200.1111.1111 DYNAMIC Fa0/1
1 0200.2222.2222 DYNAMIC Fal/2
1 0200.3333.3333 DYNAMIC Gi0/1
1 0200.4444.4444 DYNAMIC Gi0/1

Total Mac Rddressez for thisz criterion: 4

|f

i

0200.4444.4444

! The next output is from switch SW2
SWi¢ show mac address-table dynamic

1 0200.1111.1111 DYNAMIC Eil/2
1 0200.2222.2222 DYNAMIC Eil/2
1 0200.3333.3333 DYNAMIC Fal/3
1 0200.4444,.44449 DYNAMIC Fal/4

Total Mac Rddresses for this criterion: 4
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Reference

Command Mode/Purpose/Description

show mac address-table

Shows all MAC table entries of all types

show mac address-table
dynamic

Shows all dynamically learned MAC table entries

show mac address-table
dynamic vlan vian-id

Shows all dynamically learned MAC table entries in that
VLAN

show mac address-table
dynamic address MAC-address

Shows the dynamically learned MAC table entries with that
MAC address

show mac address-table
dynamic interface inrerface-id

Shows all dynamically learned MAC table entries
associated with that interface

show mac address-table count

Shows the number of entries in the MAC table, and the
total number of remaining empty slots in the MAC table

show mac address-table
aging-time

Shows the global and per-VLAN aging timeout for inactive
MAC table entries

clear mac address-table
dynamic

Empties the MAC table of all dynamic entries

show interfaces status

Lists one line per interface on the switch, with basic status
and operating information for each
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Securing the Switch CLI

‘g'f Console

@ Login: wendell/odom

line console 0

1
1
|
]
]

login =
password hope v EI
UserMode  emable secret faith gnaple Mode
(switch>) (switch#) (4) Command Prompt AAA
A

line vty 0 15 1 Telnet or SSH RADIUS or TACACS+
login !
password love

— Telnet
=2
SSH-Specific Configuration

hostname swl

. ip domain-name example.com
Console h;‘z Ciz'“;g(l:zlo ! Next Command Uses FQDN “swl.example.com”
. Pagemd_hpe User Mode crypto key generate rsa
i (swi>)
I
\ / A
User Mode username wendell secret odom | - B
0 Ml [ username chris secret youdda ! Local Username Configuration (Like Telnet)
A . username wendell secret odom
' username chris secret youdda
: :L SSH | %
1 line vty 0 15 P g
Telnet ; login local S line vty 0 15
password—love login local
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Enabling IPv4 for Remote Access

VLAN 1
Subnet 192.168.1.0

=

% 192.168.1.1

(Default Gateway)

(Shaded Area is Inside the Switch)

Emma# configure terminal

Emma (config)# interface wlan 1

Emma (config-if)# ip address 192.168.1.200 255.255.255.0

Emma (config-if)# no shutdown

00:25:07: %LINK-3-UPDOWN: Interface Vlanl, changed state to up

00:25:08: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to up

Emma (config-if)# exit

Emma (config)# ip default-gateway 192.168.1.1
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Command Reference

line console 0 Changes the context to console configuration mode.

line vty Isrvry last-viy Changes the context to vty configuration mode for the range of
vty lines listed in the command.

login Console and vty configuration mode. Tells IOS to prompt for a
password.
password pass-value Console and vty configuration mode. Lists the password required

if the login command (with no other parameters) is configured.

login local Console and vty configuration mode. Tells IOS to prompt
for a username and password, to be checked against locally
configured username global configuration commands on this
switch or router.

username name secret Global command. Defines one of possibly multiple usernames

ot g i b o oyt o e
when the login local line configuration command has been used. Command Mode/Purpose/Description

crypto key generate rsa | Global command. Creates and stores (in a hidden location in flash interface vlan number Changes the context to VLAN intgrface mode. For VLAN 1,

[modulus 360..2048] memory) the keys required by SSH. allows the configuration of the switch’s IP address.

transport input {telnet | vty line configuration mode. Defines whether Telnet/SSH access ip address ip-address VLAN interface mode. Statically configures the switch’s IP

ssh | all | none} is allowed into this switch. Both values can be configured on one subner-mask address and mask.

command to allow both Telnet and SSH access (the default).

ip address dhcp VLAN interface mode. Configures the switch as a DHCP client
to discover its IPv4 address, mask, and default gateway.

ip default-gateway address |Global command. Configures the switch’s default gateway [Pv4
address. Not required if the switch uses DHCP.

ip name-server server-ip-1 | Global command. Configures the IPv4 addresses of DNS

server-ip-2 ... servers, so any commands when logged in to the switch will
use the DNS for name resolution.
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Command Reference

hostname name Global command. Sets this switch’s hostname, which is also used
as the first part of the switch's command prompt.

enable secret pass-value |Global command. Sets this switch’s password that is required for
any user to reach enable mode.

history size lengrb Line config mode. Defines the number of commands held in the Command Purpose

history buffer, for later recall, for users of those lines. . . . . .
show running-config Lists the currently used configuration

logging synchronous Console or vty mode. Tells IOS to send log messages to the user at
natural break points between commands rather than in the middle
of a line of output.

show running-config | begin line | Pipes (sends) the command output to the begin command,
vty which only lists output beginning with the first line that
contains the text “line vty”

no| logging console Global command that disables or enables the display of lo
[no] logging L 5 show dhcp lease Lists any information the switch acquires as a DHCP client.
messages to the console. o
= . = = This includes IP address, subnet mask, and default gateway
exec-timeout minures Console or vty mode. Sets the inactivity timeout, so that after inferTAtGH
[geonds) ;l;zscil:rt;lned penedelne:setion; 10 eloses the:sursent uesr fogin show crypto key mypubkey rsa | Lists the public and shared key created for use with SSH
- using the crypto key generate rsa global configuration
command
show ip ssh Lists status information for the SSH server, including the
SSH version
show ssh Lists status information for current SSH connections into
and out of the local switch
show interfaces vlan number Lists the interface status, the switch’s IPv4 address and
mask, and much more
show ip default-gateway Lists the switch’s setting for its IPv4 default gateway
terminal history size x Changes the length of the history buffer for the current

user only, only for the current login to the switch

show history Lists the commands in the current history buffer
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Configuring speed, duplex, and description

Emma# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Emma (config)# interface FastEthernet 0/1

Emma (config-if)# duplex full

Emma (config-if)# speed 100

here
Emma (config-if)# exit
Emma (config)# interface range FastEthernet 0/11 - 20
Emma (config-if-range)# description end-users connect here
Emma (config-if-range)# "Z

Emma#

Emma (config-if)# description Printer on 3rd floor, Preset to 100/full is connected
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Interface

Emma# show interfaces status
Port Name

Fa0/1 Printer on 3rd floo
Fa0/2

Fa0/3

Fa0/4

Fa0/5

Fa0/6

Fa0/7

Fa0/8

Fa0/9

Status
notconnect
notconnect
notconnect
connected
notconnect
connected
notconnect
notconnect

notconnect

Vlan Duplex

O S R N T R S L S T o

full
auto
auto
a-full
auto
a-full
auto
auto

auto

Speed
100
auto
auto
a-100
auto
a-100
auto
auto

auto

Type

10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX

SW1l# configure terminal

Enter configuration commands, one per line.

SWl(config)# interface fastEthermet 0/1

SWl(config-if)# shutdown

SWl (config-if)#

End with CNTL/Z.

*Mar 2 03:02:19.701: %LINK-5-CHANGED: Interface FastEthernet0/1, changed state to
administratively down

*Mar 2 03:02:20.708: %LINEPROTOQ-S5-UPDOWN: Line protocol on Interface FastEthernet0/1,

changed state to down

N



Removing Configuration with the no Command

SW1# show running-config interface £0/2

Building configuration...

Current configuration : 95 bytes
!
interface FastEthernet0/2
description link to 2901-2
shutdown

speed 100

duplex half

end

SW1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW1l(config)# interface fastEthernet 0/2

SW1(config-if)# no speed

SWl(config-if)# no duplex

SW1(config-if)# no description

SW1(config-if)# no shutdown

SW1(config-if)# “Z

SW1#

SW1l# show running-config interface £0/2

Building configuration...

Current configuration : 33 bytes
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32-bits

4-octets

1-octet =
8-bits = 1-byte

Dotted-Decimal
Notation

Binary-Decimal
Conversion

Decimal-Binary
Conversion

Classful Networ

< Concepts

- |P Address

SRR NSRRI IS EI R R E SEIFIIEI
1st Octet 2nd Octet 3rd Octet 4th Octet
NlOIOO IS O N —OIMO WO SIOINFIOMO L | S O N N O W S| MmN
0-255 0-255 0-255 0-255
RNZ || |v ||| RIS v |||V T2 0| SMEMEIEEIE:
i1{1{1{141}1}1,1/{0,0/000|0|jO0OjO0OjOJO0O|O0O]0O|0]O 1100000
255 0 1 129
127 63 224 17
o/1r|1f(1r{1ry1¢1rjy1|jo0joj1 (1|11 1|1{1r{1,1;0]00 00|01 ]0]|0




Classful Networ

32-bits

4-octets

1-octet =
8-bits = 1-byte

Dotted-Decimal
Notation

Class A
Class B

Class C
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K Concepts :: IP Address

> 8RS I|Q N J|KZ|2 2232 2= Mo WS m|
1st Octet 2"d Octet 3" Octet 4th Octet

~lolw|st|o|a|—~lol~lo|w|st|o|a|~|o|~|ojw|s|m|~ ~lo|w|<|m|~
0-255 0-255 0-255 0-255

S| &2 |||~

0 X [X|[X|X|X|X|X| X=0resultsto0 X=1 results to 127 7 usable bits

10| X|X|X|X|X|X]| X=0resultsto 128 X=1 results to 191 6 usable bits

110 |X|X|X|X|X]| X=0resultsto 192 X=1 results to 223 5 usable bits




32-bits

4-octets

1-octet =
8-bits = 1-byte

Dotted-Decimal
Notation

Class A
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Classful Networ

< Concepts

- |P Address

> 8RS I|Q N J|KZ|2 2232 2= Mo e S m|

1st Octet 2"d Octet 3" Octet 4th Octet

~lo|w|s|o|a|~|ol~lolw|t|o|a~|o|~lo|lw|st|o|lw ~|o|w|<s|m|«
0-255 0-255 0-255 0-255

RNZ || |v ||| RIS v |||V T2 0| SMEMEIEEIE:
Network (8>7) Host (8) Host (8) Host (8)
Network (8>6) Network (8) Host (8) Host (8)
Network (8>5) Network (8) Network (8) Host (8)

7N 24H

14N 16H

21N 8H



Classful Network Concepts :: IP Address

Class A Network (8>7) Host (8) Host (8) Host (8) 7N 24H
Class B Network (8>6) Network (8) Host (8) Host (8) 14N 16H
Class C Network (8>5) Network (8) Network (8) Host (8) 21N 8H
Class Networks Hosts/Network
( — — —\ Class A Class B Class C
—’_]l|_L :|]|_L —"_w_!v First octet range 1-126 128 - 191 192 - 223
A _,;1"7' Q,;;"F' Q,;"’?' Valid network 1.000- 126,000 | 128000 - 191.255.00 | 192000 — 223.255.255.0
Ll — = numbers
\ 126 16,777,214 j Total networks 27-2=126 214 = 16,384 221= 2097152
f _\ Hosts per network |22 -2 216_2 28-2
= = — Octets (bits) in 1(8) 2(16) 3(24)
[i;]I—]_L'I'/ [:'_]']IL!!'f network part
B =,j¢" A-_—-'=,7" Octets (bits) in host |3 (24) 2(18) 1(8)
S e part
16,984 65,554 Default mask 255000 255.255.00 255.255.255.0
_'rEWJ' Class of Networks Private IP Networks Number of Networks
c DI;!,F" A 10.0.0.0 1
L —4 B 172.16.0.0 through 172.31.0.0 16
e 2,097,152 254 ) C 192.168.00 through 192.168.255.0 256
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Subnetting: Borrowing Host Bits to Create Subnet Bits

A Network (8)
B Network (16)

C
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Host (24)

Host (16)

Network (24) Host (8)

x> x
1 2 17 131,072
2 4 18 262,144
3 8 19 524,288
4 16 20 1,048,576
5 32 21 2,097,152
3 64 22 4,194,304
7 128 23 8,388,608
8 256 24 16,777,216
9 512 25 33,554,432
10 1024 26 67,108,864
11 2048 27 134,217,728
12 4096 28 268,435,456
13 8192 29 536,870,912
14 16,384 30 1,073,741,824
15 32,768 31 2147483648
16 65,536 32 429496729

i o'
A
o =]
(5] (v ]
s I |
[a)

@
c I -
——N+S+H=32———]

Need X Need Y
=100 4 [Hosts/Subnet:
PAED @ 242 = Y?




Subnetting: Classful/Detault Subnet Masks

A Network (8) Host (24)
B Network (16) Host (16)

@)

Network (24) Host (8)

Private IP Networks MNumber of Networks

Class of Networks

A 10000 1
B 1721600 through 1723100 16
C 19216800 through 1921682550 256

CIDR: Classless Inter-Domain Routing
VLSM: Variable Length Subnet Mask
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Decimal 255 0 0 0
Binary 1111n 00000000 00000000 00000000
Concept | Network (8) Host (24)

Decimal 255 : 255 ; 0 0
Binary 11111 11111 00000000 00000000
Concept Network (16) Host (16)
Decimal 255 - 255 : 255 0
Binary 111i1n ERRRRERE 11111 00000000
Concept Network (24) Host (8)




Deriving the Network ID and Related Numbers ::: Classtul

Example: 10.17.18.21/8

Class Subnet Mask Network ID 1st Usable Address Last Usable Address Broadcast Address
A 255.0.0.0 10.0.0.0 10.0.0.1 10.255.255.254 10.255.255.255
Example: 172.16.8.9/16
Class Subnet Mask Network ID 1st Usable Address Last Usable Address Broadcast Address
B 255.255.0.0 172.16.0.0 172.16.0.1 172.16.255.254 172.16.255.255
Example: 192.168.100.3/24
Class Subnet Mask Network ID 1st Usable Address Last Usable Address Broadcast Address

C

255.255.255.0

192.168.100.0

192.168.100.1

192.168.100.254

192.168.100.255




Deriving the Network ID and Related Numbers :::

Main Network: 192.168.100.0/24
Create 4 subnets with 60 hosts each.

Classless

g g|le|lo|v|a| |83 |82 gl alele|«|la| |83 g|e|o|«|a~
N|N|N|/N|[N|[NIN|/NIN|N|N|N|N N/ N|N|N|/N|N|N/NJH|H|H|H|H|H|H|H

192 168 100 0
192.168.1000 |1 |1|0|0|{0|O|O0O|OJT|1][0|0]T oj1|1/0|l0|1|0|0fJO|0O|0|0O|O|O|O]O

4 = 22 thus borrow 2 H bits

60 ~ 26(64-2) :

thus 6 H bits remains

N{N|N/N/IN/N/N/NJN|N|N|N|N N{N/ N/N|N|N/N/NJN|N H H/H/H|H|H
192.168.1000 |1 |(1|0|0|0|O|O0|OJT|1][0|0]T oj1r4,1,0{0}17/0|0jJ00/0|0|0O]0]|O0|0O
B3| |e|o|~v|a|~|8|3|8|2| SIREIEIEIRINIEI N BRI

Magic Number

/26 255 255 255 192

N=1, H=0



Deriving the Network ID and Related Numbers ::: Classless

Main Network: 192.168.100.0/24
Create 4 subnets with 60 hosts each.

NIN|/N/N/ N{N/N|NJN/N|{N|N|N|{N|N|NJN/N|N|N|N|N/N/NIN/N H HH/H|H|H
192.168.100.0 1/1/0/0|0|0|0|O0f1|1]|0]|0|1]|0|O|OfJO|1|1|0|O|1|0|0fJO|O|0|0|0|0|O0]|O]| Subnetlof4
g SIS L o |||~ 8 SIS L ||| |~ @ SIS L || ||~ g l FCloo| ||~
192.168.100.0 192 168 100 0 Subnet 1 of 4
+ Magic Number: 64
192.168.100.64 192 168 100 64 Subnet 2 of 4
+ Magic Number: 64
192.168.100.128 192 168 100 128 Subnet 3 of 4
+ Magic Number: 64
192.168.100.192 192 168 100 192 Subnet 4 of 4




Deriving the Network ID and Related Numbers ::: Classless

Main Network: 192.168.100.0/24
Create 4 subnets with 60 hosts each.

Subnet Mask

Subnet ID

1st Usable Address

Last Usable Address

Broadcast Address

255.255.255.192

192.168.100.0

192.168.100.1

192.168.100.62

192.168.100.63

Solution:
Class
192.168.100.0/26 n/a
192.168.100.64/26 n/a

255.255.255.192

192.168.100.64

192.168.100.65

192.168.100.126

192.168.100.127

192.168.100.128/26 n/a

255.255.255.192

192.168.100.128

192.168.100.129

192.168.100.190

192.168.100.191

192.168.100.192/26 n/a

255.255.255.192

192.168.100.192

192.168.100.193

192.168.100.254

192.168.100.255
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Deriving the Network ID and Related Numbers :::

Main Network: 172.16.8.0/25
Create 8 subnets with 10 hosts each.

172.16.8.0

172.16.8.0

/28

Classless

g g|le|lo|v|a| |83 |82 SRR I8 3|8 2|o| v~
NIN|N/N/N/N/IN|NJN|N/N|N|N NIN|N|N|N NN H/H/H/H|H|H|H
172 16 8 0
1/0(17]0(17}17|0/0fJ0/0|0]T1T)]0 0/,0/0|0]1 ogjo,0|0(0|0]j]0O|J0]O
8 = 23:: thus borrow 3 H bits 10 ~ 24(16-2) :: thus 4 H bits remains
NIN/IN/{N/IN/N/N/NIN|N|N|N|N N|N/N| N|N NININ N N H H HH
1/0{1]0|17T}17|/0]0f§0|0|0]1/0 0/0]0|0]1 o0jJo/0|0f0 0|0|0]|O
Sl lgle|lo|v|a| |83 |82 3|82 -8 38 o | < ||~

MagicNumber|
255 255 255 240

N=1, H=0



Deriving the Network ID and Related Numbers :::

Main Network:
Create 8 subnets

172.16.8.0

172.16.8.0
172.16.8.16
172.16.8.32
172.16.8.48
172.16.8.64
172.16.8.80
172.16.8.96
172.16.8.112

172.16.8.0/25
with 10 hosts each.

Classless

Subnet 1 of 8

Subnet 1 of 8

+ Magic Number:

Subnet 2 of 8

+ Magic Number:

Subnet 3 of 8

Subnet 4 of 8

Subnet 5 of 8

NI N/ N|N|N NI N|N|N NI N|N|N NIN|IN N H H/H|H
1/1{0]0/0 111]0]0 01710 0/00j0|0|0|0]|O
2|z|s|e]a AB0EE B B BERE

172 16 8 0

172 16 8 16

172 16 8 32

172 16 8 48

172 16 8 64

172 16 8 80

172 16 8 96

172 16 8 112

Subnet 6 of 8

+ Magic Number:

Subnet 7 of 8

+ Magic Number:

Subnet 8 of 8

+ Magic Number:
+ Magic Number:

+ Magic Number:

16

16

16

16

16

16

16

N



Deriving the Network ID and Related Numbers ::: Classless

Main Network: 172.16.8.0/25

Create 8 subnets with 10 hosts each.

Solution:

172.16.8.0/28
172.16.8.16/28
172.16.8.32/28
172.16.8.48/28
172.16.8.64/28
172.16.8.80/28
172.16.8.96/28
172.16.8.112/28
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Class Subnet Mask Subnet ID 1st Usable Address | Last Usable Address Broadcast Address
n/a 255.255.255.240 172.16.8.0 172.16.8.1 172.16.8.14 172.16.8.15
n/a 255.255.255.240 172.16.8.16 172.16.8.17 172.16.8.30 172.16.8.31
n/a 255.255.255.240 172.16.8.32 172.16.8.33 172.16.8.46 172.16.8.47
n/a 255.255.255.240 172.16.8.48 172.16.8.49 172.16.8.62 172.16.8.63
n/a 255.255.255.240 172.16.8.64 172.16.8.65 172.16.8.78 172.16.8.79
n/a 255.255.255.240 172.16.8.80 172.16.8.81 172.16.8.94 172.16.8.95
n/a 255.255.255.240 172.16.8.96 172.16.8.97 172.16.8.110 172.16.8.111
n/a 255.255.255.240 172.16.8.112 172.16.8.113 172.16.8.126 172.16.8.127




Lab Topology and Addressing

PC-1 PC-2
Main Network: vPCS vPCS
172.16.8.0/25

. m R5
S1:172.16.8.0/28 - —
$2:172.16.8.16/28 s «0/0 0/
S$3:172.16.8.32/28

ed/0 e0/1
S4:172.16.8.48/28 SW5 i
S5:172.16.8.64/28 e1/0 et/1
(=11} el
S6:172.16.8.80/28
e "N
S7:172.16.8.96/28
PC-10 PC-11

S8:172.16.8.112/28
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Live Configuration

Main Network:
172.16.8.0/25

S1:172.16.8.0/28
S2:172.16.8.16/28
S3:172.16.8.32/28
S4:172.16.8.48/28
S5:172.16.8.64/28
S6:172.16.8.80/28
S7:172.16.8.96/28
S8:172.16.8.112/28
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R3
s2/1 -
o<
R4 RS
e
e0/0 = -
SW4 e0/0 s2/1 e0/0 0/0
SW6
— e0/1 e0/2 e0/0\ /<01
0 0 SW5
el/0 al/1
e0/1 !
SE— el 0
el S
e
vPCS
s res s
-, S,
N
PC-11
PC-12 PC-10

vpes PC3 * Topology Addressing Scheme
iy  Basic Switch Configuration and Verification

N



Thank You

.. for the opportunity to share.




