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Other Network Layer Features (DNS, ARP, Ping)
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TCP/IP Layer 4 Protocols: TCP ::: Multiplexing Using TCP Port 
Numbers
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TCP/IP Layer 4 Protocols: TCP ::: Three-Way Handshake
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TCP/IP Layer 4 Protocols: TCP ::: Reliability and Error Recovery
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TCP/IP Layer 4 Protocols: TCP ::: Flow Control Using Windowing
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TCP/IP Layer 4 Protocols: UDP
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TCP/IP Applications ::: Finding the Web Server Using DNS / 
HTTP
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Accessing the Cisco Catalyst Switch CLI
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Accessing the Cisco Catalyst Switch CLI ::: Cabling the Console
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Accessing the Cisco Catalyst Switch CLI ::: CLI Modes and Help 
Features
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Configuring Cisco IOS Software ::: Memory Types
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Configuring Cisco IOS Software ::: Command Reference
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LAN Switching Concepts ::: Forwarding Known Unicast
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LAN Switching Concepts ::: Learning MAC Address
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Verifying and Analyzing Ethernet Switching ::: MAC Table and 
Interfaces
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Verifying and Analyzing Ethernet Switching ::: Multiple Switches



Copyright © www.internold.com

Verifying and Analyzing Ethernet Switching ::: Command 
Reference
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Securing the Switch CLI
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Enabling IPv4 for Remote Access
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Command Reference
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Command Reference
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Configuring speed, duplex, and description
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Displaying Interface Status | Administratively Disabling an 
Interface
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Removing Configuration with the no Command
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Classful Network Concepts :: IP Address

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 032-bits

1st Octet 2nd Octet 3rd Octet 4th Octet4-octets

7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 01-octet = 
8-bits = 1-byte

0-255 0-255 0-255 0-255Dotted-Decimal 
Notation

12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1

Binary-Decimal 
Conversion 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 0 0 0 0 0 0 1

255 0 1 129

0 1 1 1 1 1 1 1 0 0 1 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 1 0 0 0 1

127 63 224 17Decimal-Binary 
Conversion
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Classful Network Concepts :: IP Address

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 032-bits

1st Octet 2nd Octet 3rd Octet 4th Octet4-octets

7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 01-octet = 
8-bits = 1-byte

0-255 0-255 0-255 0-255Dotted-Decimal 
Notation

0 X X X X X X XClass A

Class B

Class C

X=0 results to 0 X=1 results to 127

X=0 results to 128 X=1 results to 191

X=0 results to 192 X=1 results to 223

12
8

64 32 16 8 4 2 1
1 0 X X X X X X

1 1 0 X X X X X

7 usable bits

6 usable bits

5 usable bits
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Classful Network Concepts :: IP Address

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 032-bits

1st Octet 2nd Octet 3rd Octet 4th Octet4-octets

7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 01-octet = 
8-bits = 1-byte

0-255 0-255 0-255 0-255Dotted-Decimal 
Notation

12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1

Class A

Class B

Class C

Network (8>7) Host (8) Host (8) Host (8)

Network (8>6) Network (8) Host (8) Host (8)

Network (8>5) Network (8) Network (8) Host (8)

7N 24H

14N 16H

21N 8H
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Classful Network Concepts :: IP Address
Class A

Class B

Class C

Network (8>7) Host (8) Host (8) Host (8)

Network (8>6) Network (8) Host (8) Host (8)

Network (8>5) Network (8) Network (8) Host (8)

7N 24H

14N 16H

21N 8H
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Subnetting: Borrowing Host Bits to Create Subnet Bits
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Subnetting: Classful/Default Subnet Masks

CIDR: Classless Inter-Domain Routing
VLSM: Variable Length Subnet Mask
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Deriving the Network ID and Related Numbers ::: Classful
Example: 10.17.18.21/8

Class Subnet Mask Network ID 1st Usable Address Last Usable Address Broadcast Address

A 255.0.0.0 10.0.0.0 10.0.0.1 10.255.255.254 10.255.255.255

Example: 172.16.8.9/16

Class Subnet Mask Network ID 1st Usable Address Last Usable Address Broadcast Address

B 255.255.0.0 172.16.0.0 172.16.0.1 172.16.255.254 172.16.255.255

Example: 192.168.100.3/24

Class Subnet Mask Network ID 1st Usable Address Last Usable Address Broadcast Address

C 255.255.255.0 192.168.100.0 192.168.100.1 192.168.100.254 192.168.100.255
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Deriving the Network ID and Related Numbers ::: Classless
Main Network: 192.168.100.0/24
Create 4 subnets  with 60 hosts each.

1 1 0 0 0 0 0 0 1 1 0 0 1 0 0 0 0 1 1 0 0 1 0 0 0 0 0 0 0 0 0 0

4 = 22 :: thus borrow 2 H bits 60 ~ 26 (64-2) :: thus 6 H bits remains

192.168.100.0

192 168 100 0

12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1

1 1 0 0 0 0 0 0 1 1 0 0 1 0 0 0 0 1 1 0 0 1 0 0 0 0 0 0 0 0 0 0192.168.100.0

N N N N N N N N N N N N N N N N N N N N N N N N N N H H H H H H

N N N N N N N N N N N N N N N N N N N N N N N N H H H H H H H H

12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1

Magic Number

/26 255 255 255 192 N=1, H=0
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Deriving the Network ID and Related Numbers ::: Classless
Main Network: 192.168.100.0/24
Create 4 subnets  with 60 hosts each.

1 1 0 0 0 0 0 0 1 1 0 0 1 0 0 0 0 1 1 0 0 1 0 0 0 0 0 0 0 0 0 0192.168.100.0

N N N N N N N N N N N N N N N N N N N N N N N N N N H H H H H H

12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1

+ Magic Number: 64

Subnet 1 of 4

192 168 100 0 Subnet 1 of 4

192 168 100 64 Subnet 2 of 4
+ Magic Number: 64

192 168 100 128 Subnet 3 of 4
+ Magic Number: 64

192 168 100 192 Subnet 4 of 4

192.168.100.0

192.168.100.64

192.168.100.128

192.168.100.192
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Deriving the Network ID and Related Numbers ::: Classless
Main Network: 192.168.100.0/24
Create 4 subnets  with 60 hosts each.

Class Subnet Mask Subnet ID 1st Usable Address Last Usable Address Broadcast Address

n/a 255.255.255.192 192.168.100.0 192.168.100.1 192.168.100.62 192.168.100.63

n/a 255.255.255.192 192.168.100.64 192.168.100.65 192.168.100.126 192.168.100.127

n/a 255.255.255.192 192.168.100.128 192.168.100.129 192.168.100.190 192.168.100.191

n/a 255.255.255.192 192.168.100.192 192.168.100.193 192.168.100.254 192.168.100.255

192.168.100.0/26

192.168.100.64/26

192.168.100.128/26

192.168.100.192/26

Solution:
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Deriving the Network ID and Related Numbers ::: Classless
Main Network: 172.16.8.0/25
Create 8 subnets  with 10 hosts each.

1 0 1 0 1 1 0 0 0 0 0 1 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0

8 = 23 :: thus borrow 3 H bits 10 ~ 24 (16-2) :: thus 4 H bits remains

172.16.8.0

172 16 8 0

12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1

1 0 1 0 1 1 0 0 0 0 0 1 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0172.16.8.0

N N N N N N N N N N N N N N N N N N N N N N N N N N N N H H H H

N N N N N N N N N N N N N N N N N N N N N N N N N H H H H H H H

12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1

Magic Number

/28 255 255 255 240 N=1, H=0
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Deriving the Network ID and Related Numbers ::: Classless
Main Network: 172.16.8.0/25
Create 8 subnets  with 10 hosts each.

1 1 0 0 0 0 0 0 1 1 0 0 1 0 0 0 0 1 1 0 0 1 0 0 0 0 0 0 0 0 0 0172.16.8.0

N N N N N N N N N N N N N N N N N N N N N N N N N N N N H H H H

12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1 12
8

64 32 16 8 4 2 1

+ Magic Number: 16

Subnet 1 of 8

172 16 8 0 Subnet 1 of 8

172 16 8 16 Subnet 2 of 8
+ Magic Number: 16

172 16 8 32 Subnet 3 of 8
+ Magic Number: 16

172 16 8 48 Subnet 4 of 8

172.16.8.0

172.16.8.16

172.16.8.32

172.16.8.48
+ Magic Number: 16

172 16 8 64 Subnet 5 of 8172.16.8.64
+ Magic Number: 16

172 16 8 80 Subnet 6 of 8172.16.8.80
+ Magic Number: 16

172 16 8 96 Subnet 7 of 8172.16.8.96
+ Magic Number: 16

172 16 8 112 Subnet 8 of 8172.16.8.112
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Deriving the Network ID and Related Numbers ::: Classless
Main Network: 172.16.8.0/25
Create 8 subnets  with 10 hosts each.

Class Subnet Mask Subnet ID 1st Usable Address Last Usable Address Broadcast Address

n/a 255.255.255.240 172.16.8.0 172.16.8.1 172.16.8.14 172.16.8.15

n/a 255.255.255.240 172.16.8.16 172.16.8.17 172.16.8.30 172.16.8.31

n/a 255.255.255.240 172.16.8.32 172.16.8.33 172.16.8.46 172.16.8.47

n/a 255.255.255.240 172.16.8.48 172.16.8.49 172.16.8.62 172.16.8.63

172.16.8.0/28

172.16.8.16/28

172.16.8.32/28

172.16.8.48/28

Solution:

n/a 255.255.255.240 172.16.8.64 172.16.8.65 172.16.8.78 172.16.8.79172.16.8.64/28

n/a 255.255.255.240 172.16.8.80 172.16.8.81 172.16.8.94 172.16.8.95172.16.8.80/28

n/a 255.255.255.240 172.16.8.96 172.16.8.97 172.16.8.110 172.16.8.111172.16.8.96/28

n/a 255.255.255.240 172.16.8.112 172.16.8.113 172.16.8.126 172.16.8.127172.16.8.112/28
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Lab Topology and Addressing

S1: 172.16.8.0/28

S2: 172.16.8.16/28

S3: 172.16.8.32/28

S4: 172.16.8.48/28

S5: 172.16.8.64/28

S6: 172.16.8.80/28

S7: 172.16.8.96/28

S8: 172.16.8.112/28

Main Network:
172.16.8.0/25
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Live Configuration

S1: 172.16.8.0/28

S2: 172.16.8.16/28

S3: 172.16.8.32/28

S4: 172.16.8.48/28

S5: 172.16.8.64/28

S6: 172.16.8.80/28

S7: 172.16.8.96/28

S8: 172.16.8.112/28

Main Network:
172.16.8.0/25

• Topology Addressing Scheme
• Basic Switch Configuration and Verification
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Thank You
… for the opportunity to share.


