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A few years ago I arrived on board an Aframax tanker to
carry out a routine annual internal audit of the vessel’s
Safety Management System as required by the ISM Code.
I went on to the bridge to find the master at the bridge
communications

system

computer

looking

rather

stressed. He had spent the past hour on the phone with
a member of the IT department trying to find a fault with
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the on-board computer network. The system was riddled
with viruses. The company SMS, which was entirely
computer based, could not be properly opened. The
master’s stress was compounded by the IT person who
was not able to allow for the fact that the master was
not an IT expert and had no idea what he was being told
to do.

More recently I attended a VLCC, which was on a
bareboat charter, on behalf of the head owners.
They instructed me to check that the ship was
being properly cared for by the charterers and
their designated technical managers. I arrived on
the bridge to find the master in consultation with
another man who turned out to be a member of
the manager’s IT department. He had just
completed cleaning the ship’s computer system
which had been infected with viruses. That
company also had a fully electronic SMS.
ISM Code section 11 requires that “the company should establish and maintain procedures
to control all documents and data which are relevant to the safety management system” and
further that “valid documents are available at all relevant locations”. If the computer-based
SMS is infected such that documents cannot be controlled or made available then a major
non-conformity would apply rendering the vessel’s Safety Management Certificate invalid.
The ship is not seaworthy.
Risk management has traditionally been focused on operations in the physical domain, but
greater reliance on digitisation, integration, automation and network-based systems has
created an increasing need for cyber risk management in the shipping industry.
This is not a new phenomenon, that first ship audit I just described was 6 years ago. So it is
somewhat surprising the IMO has only recently decided to take action.
In June 2017 IMO published a one-page circular letter MSC.428(98) “Maritime Cyber Risk
Management in Safety Management Systems”. Paragraph 2 of this letter “Encourages
Administrations to ensure that cyber risks are appropriately addressed in safety
management systems no later than the first annual verification of the company’s Document
of Compliance after 1 January 2021”.
As we approach the deadline I have spoken to many senior staff of ship managers who seem
bewildered about the “huge technical challenge” of establishing a cyber risk management
system. It is certainly of huge importance, but it is not a huge task nor is it entirely technical.
The first line of protection in any risk and safety management process is the human element.
Education, training and enforcement of documented procedures must be our staring point.
Effective cyber risk management should start at the senior management level. Senior
management should embed a culture of cyber risk awareness into all levels of an
organisation and ensure a holistic and flexible cyber risk management regime that is in
continuous operation and constantly evaluated through effective feedback mechanisms.
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Effective Cyber Risk Management consists of five functional elements:
Identify - Define personnel roles/responsibilities for CRM and identify systems, assets,
data and capabilities that, when disrupted, pose risks to ship operations
Protect – Implement risk control processes and measures, and contingency planning to
protect against a cyber event and ensure continuity of ship operations
Detect – Develop and implement activities necessary to detect a cyber event in a timely
manner
Respond – Develop and implement activities and plans to provide resilience and restore
systems necessary for shipping operations or services impaired due to a cyber event
Recover – Identify measures to back up and restore cyber systems necessary for
shipping operations impacted by a cyber event
These five elements could be applied to any type of Risk Management Strategy.
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Upcoming courses by michael quain
FUNDAMENTALS OF
TANKER MANAGEMENT

ADVANCED TANKER MANAGEMENT
Next Intake : February 2021

Next Intake : May 2021

This seminar takes a holistic approach to

For those looking for an entry level into

tanker management – but could easily transfer

the management of tankers this course
provides the first starting point. In six
bite-sized, easy-to-grasp modules the
course will introduce the various types
of tankers used in the transport of liquid
cargoes,

the

regulations

that

comply

with,

conventions
the
how

manager
the

and
must

cargo

is

transferred between the tanker and the
terminal and, perhaps uniquely to the
tanker sector, how the major charterers
in the industry (the oil majors) vet and
screen

the

tanker

and

owner

for

compliance with their own very exacting
standards. The modules are released
weekly over six weeks and recorded so
that participants can learn in their own
time at a time that fits their own busy
schedules. I look forward to welcoming
you onto the first course, which begins
in May 2021.

Would You Like To Run
This Course On-Site?
Informa Corporate Learning:
On-site & Customised Training
If you have 8+ interested people, an
onsite course can be an ideal
solution. Contact Anton Long or
Holly Baldwin at +65 6508 2897 to
discuss your customised learning
solution, or email
sgtraining@informa.com

into the management of any type of ships. A
significant problem with managing tankers is
the link, or lack thereof, between the different
departments; chartering, operations, marine,
safety, technical and crewing. Each with their
own agenda and priorities. Very often the
master, stuck in the middle, finds himself
dealing with myriad conflicting communications
from the different departments who do not
appear to know what the others are doing.
The two-day workshop will involve an intensive
examination of the functions of the different
departments, including real case studies, and
investigate ways in which they can improve the
communication links for the common good and
the ultimate objective of making a profit for the
tanker’s owner.
We start with commercial management and the
master’s responsibilities for keeping correct
records of cargo operations. Next, we will
discuss the roles of the various departments in
what can be described as ISM management.
Finally, we will put them all together into an
integrated approach to a holistic risk-based
management

system,

including

cyber

management. The workshop will conclude with
a Q&A session with our panel of experts from
management, legal and P&I fields.
Advanced Tanker Management is aimed at
executives already working and experienced in
the tanker management sector.

www.informaconnect.com.sg/training/maritime-courses/all

