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Penetration Testing Report

For
llPong"
S.NO. Title H
1. Challenge Category Reverse Engineering
2. Challenge Related Files pong.exe
3. File Link / Target IP N/A




PROCEDURE

1. Properties of the file shows that the game is build on Godot 3.2.1.

22 pong.exe Properties

General Compatibility Security Details  Previous Versions

Property Value
Description

File description GodotEngine

Type Application

File version 3210

Productname GodotEngine

Productversion 3.2.1.stable.official

‘Copyright Copyright (c) 2007-2020 Juan Linietsky, Ariel M...
Size 320MB

Date modified  23-03-2020 03:55 PM

Language English (United States)

Remove Properties and Personal Information

2. Using the_Godot Reverse Engineering Tools.

® Godot RE Tools



https://github.com/bruvzg/gdsdecomp

3. Explore the PCK archive from pong.exe.

File name

4. Decompile the world.gdc file to world.gd.
5. Analyze that GDScript in in Godot.

tSc == 147):
'leftFlag").: C( "SEVZZXYzZenktYm" )

1470 ):
'rightFlag").set ("FsbC1jn




6. Decoding the Base64.

VIEW : ENCODE DECODE : VIEW

C)

Text ~ Base64 ~ Text v
. VARIANT
SEV7ZXVzcnthmFst1]MHVudHNQ{ HE{ev3ry-ball-cOunts}
Base64 (RFC 3548, RFC 4648) v

—> Decoded 21 bytes

Flags:

S.No. | Flag- No. Flag

1. Flag 1 HE{ev3ry-ball-cOunts}




