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Abstract 

 
Intrusion Detection Systems are used widely for security of computer networks due to its low cost, ease of 

deployment, real time detection and quick response. An Intrusion Detection System (IDS) aims to detect network 

intrusions by unauthorized entities and send alerts to the administrator about the security breach. An IDS monitors 

the network traffic and analyses the packets flowing in-out of network and is able to discriminate between normal 

packets and abnormal packets. The IDS technology is not without challenges. A typical intrusion detection system 

usually generates a flood of alerts. Receipt of an alert does not guarantee that there is malicious activity as some of 

the alerts may be False Positives. If there is a large number of False Positives, these may overwhelm the data 

processing tasks on the system. Moreover, an IDS may sometimes drop the packets when overloaded with large 

amount of data on the network. This increases the probability of missing real intrusions. An efficient attack 

detection mechanism having higher accuracy and less number of false alarms requires multiple IDSs of diverse 

nature viz., signature based and anomaly based IDS to be deployed for monitoring the same event in a large 

network. IDS are vulnerable to attacks as some attackers successfully target the IDS with the aim of bypassing the 

IDS. This can become a serious challenge for a network, which is being monitored by single IDS. The multiple 

IDSs, when deployed to overcome the limitations of single IDS, poses the challenge of interoperability. The 

interoperability issue is due to the fact that each IDS has different ways of reporting alerts and their rule sets may 

be entirely different. When multiple intrusion detection systems are used to monitor a network, data fusion is used 

to enhance the overall performance of the system. Data fusion is the process of combining alerts from multiple 

intrusion detection system to derive an inference about presence of an attack. The data fusion from multiple IDS is 

used to provide accurate situation assessment for detection of attack. The desired outcome of fusing data from 

multiple IDS is often to obtain low error probability and increased reliability of inference made by the alert fusion 

system. The objective of the research work was to develop a framework to fuse alerts from heterogeneous intrusion 

detection system to ameliorate the detection coverage of intrusions and to reduce false alert rate.  

 

The research resulted in the formulation of a mathematical model which discounts the intrusion detection system 

based on their reliability of detecting a particular type of attack. The model has been validated by using four 

different IDSs on three different datasets of attacks on a large network. The work in this thesis will be helpful for 

network security industry to felicitate the design of robust and efficient attack detection system which assists 

network administrator to detect and prevent network against known as well as unknown vulnerabilities.     
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