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Abstract 

Branch Prediction Analysis attack is one of the most significant Side-Channel Attack (SCA), 

which causes severe issues on a machine hosting multiple services by exploiting shared resources. 

The current state of the art cloud technology provides a level of isolation by hosting processes on 

different VMs (Virtual Machines). Still, the scope of exploitation does not get eliminated even in 

the virtualization environment. The severity of the BPA attack and its normal-looking attack 

detecting mechanism makes its study very interesting and challenging. With the main research 

focus on security issues in the virtual environment, handling of Cross-VM BPA attack is the core 

of the present research work. The applicability of four BPA attack launching methods has been 

assessed on different types of VM configurations. Simulation of two important types of BPA 

(Branch Prediction Analysis) attacks; DTA (Direct Timing Attack) and TDA (Trace-Driven 

Attack) was also done on the most common VM configuration. With an in-depth study of attack 

launching methods and their behavior analysis, a four-eyed model Chaturdrashta is proposed. 

Chaturdrashta is comprised of two solutions: Trilochan to detect Cross-VM Direct Timing Attack 

(DTA) and Trinetra to detect Cross-VM Trace-Driven Attack (TDA). Solutions can successfully 

detect the attack by the time when just a few bits are predicted. The processing overhead of the 

proposed approach is hardly 1%. Additionally, Trilochan and Trinetra in their original form were 

also found capable of detecting the presence of the BPA attack launched with the Asynchronous 

and Synchronous BTB Eviction methods. A testbed comprising of various types of genuine 

processes was simulated to check the efficiency of solutions. With high accuracy in attack 

detection, the solutions do not have any false positives. The proposed solutions neither depend on 

any cryptographic algorithm nor manipulate any architectural components. 

Chaturdrashta is a host-based solution, where one of the components is embedded in the 

kernel. The other three components are implemented as Linux services. Such an implementation 

requires a system reboot to bring their manipulations into effect. In turn, it reduces the scope of 

Chaturdrashta of getting exploited. 
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1. State of the Art 

 

Cloud technology has become a defacto standard for service provisioning due to its resource 

optimization capabilities. Its feature of providing virtual machines (VMs) to different users for 

different purposes is being used very commonly by cloud administrators. This multi-tenant 

environment of the cloud technology opens up a new dimension of the security threats due to its 

intrinsic characteristics.  Most of the users and administrators consider virtual machines as 

independent machines. Configuring full proof isolated virtual machine is not possible in available 

tools and technology directly. Very few tools tried to provide this facility but at the cost of resource 

optimization and compromising useful features like load balancing and fault tolerance. 

Furthermore, it requires high-level expertise and in-depth knowledge to implement such 

configuration. The common out of the box, standard and adopted configuration model does provide 

isolation of memory, disk space, OS, Applications, etc. but shares CPU cores across virtual 

machines.  Thus, hardware resources like Cache Memory, Memory Bus, Network Queue, and 

Branch Prediction Unit (BPU) are also shared among co-hosted VMs. The sharing of resources 

opens the scope of Side-Channel Attacks, which are very common in machines used to host 

multiple services. We have studied one of the SCA, called Branch Prediction Analysis attack for 

our research work on  “Security in Cloud Virtualization Layer”. The study revealed the necessity 

of working out solutions to address BPA attacks in the virtual environment. 

1.1 Introduction 

Subsection 1.2 gives brief information on the literature survey, which leads us to the 

conclusion of selecting BPA attack for further research. Subsection 1.3 briefs about the branch 

prediction attack and Subsection 1.4 deals with the available solutions for handling BPA attack on a 

traditional model of hosting services on standalone servers. 

Section 2 defines the problem statement, followed by the listing of the objectives and scope of 

our work in Section 3. Section 4 focuses on related work, which discusses the scope of BPA attack 

in virtualization and applicability of existing solutions in Subsections 4.1 and 4.2, respectively. 

Further, attack launching methods are discussed in Subsection 4.3. The original contribution of our 

work is discussed in Section 5, where Subsection 5.1 discusses attack simulation for BPA attack 

methods. Subsection 5.2 briefly highlights the behavior-based characteristic of the proposed 

approach, followed by a discussion of the proposed solution in Subsection 5.3. 
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Experimental analysis is covered in Section 6, which includes a simulated operation 

environment and observed results of implementation in Subsection 6.1 and 6.2, respectively. 

Achievements and conclusions are presented in Sections 7 and 8, respectively. Finally, the list of 

publications, as well as the papers under review, are provided in Section 9. 

1.2 Literature Survey 

A large surface area of cloud architecture requires security consideration from different 

perspectives. In our research work, we classified various surveys on cloud security into two 

categories considering virtualization as one of the essential aspects of cloud environment : (1) Survey 

of generic cloud security issues [1][2][3][4][5][6][7]. (2) Survey of cloud security with virtualization 

as the main focus [8]–[11].  

Among generic cloud security surveys falling in category 1, Khan et al. [1], classifies attacks 

as network, VM, storage, and application-based attacks. They have also discussed the application 

of the Intrusion Prevention System (IPS) and Intrusion Detection System (IDS) to handle them. 

The paper gives an excellent discussion on cloud security attacks. A slightly different type of 

classification was suggested by Gonzalez et al. [2] that focuses on network security, interfaces, 

data security, virtualization, governance, and compliance. They categorize the taxonomy of cloud 

security into Privacy, Architecture, and Compliance. Without diving deep into the details, they 

provide a graphical representation of existing contributions in various issues. In an absolutely 

different form of classification, invoking, using, and the managing cloud was identified as the 

primary functions of cloud by Gruschka et al. [3]. Six attack surfaces shown in the presented 

taxonomy can be applied to handle Amazon EC2 Hack, Cloud War, and Cloud Malware Injection 

[3]. Srinivasan et al. [4], on the other hand, focuses on architectural, technological, and process-

regulatory related aspects. Logical storage segregation, identity management, insider attacks, 

cryptography, governance, Insecure API, CSP migration, and SLA trust gap are the main 

categories covered in [4]. In another survey, Coppolino et al. [5] have discussed open issues in a 

cloud environment and listed security challenges like shared technologies vulnerabilities, data 

breach, Service Traffic Hijacking, Denial of Service (DoS) and malicious insiders. They identify 

need to tackle malicious insiders by studying existing countermeasures. Singh et al. in [6] discuss 

issues in the areas like the embedded system, application, trust, client management, clustering, 

data management and Operating System (OS).  The study also includes discussion on issues like 

digital forensics, virtualization, fault tolerance and risk analysis which measures the cloud security 
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in an utterly generic yet efficient way. Probable security issues among four domains, namely, an 

infrastructure layer, a platform layer, application layer, and administration of cloud computing 

environment, were the parts of the work of Seyyed et al. in [7]. All the above approaches give a 

good insight into generic cloud security issues where details regarding the virtualization security are 

not considered. 

Among the virtualization-centric survey approaches mapping to category 2, Pek [8] has 

carried out an in-depth analysis of all hardware virtualization attacks that provides excellent 

support to researchers working in that direction. Virtualization-based attacks and related handling 

approaches are also discussed by C. Modi et al. in [9]. They provide an insight into firewall and 

IDS/IPS based approaches and identify a need for a cloud IDS to overcome the existing limitations. 

In another analytical survey by D. Sgandurra et al. [10], probable attack paths are presented. With 

an objective to provide a common framework for security, a common base of cloud assumptions 

and methodologies is also employed by them. Riddle and Chung in [11], focuses on the primary 

study of hypervisor security, where they identify VM Escape as a very difficult one to cope with. 

With virtualization security as the primary parameter, Ali et al. [12] give a detailed survey on cloud 

security types, namely, communication, architectural, and legal aspect. They have carried out a 

comparative analysis of contemporary approaches to test features like privacy, integrity, access 

control, and scalability for analyzing the effectiveness of the existing solutions. 

The above discussion reveals that none of the existing surveys covers generic as well as 

virtualization security issues with a brief review of present countermeasures handling them. 

Accordingly, we planned to define a taxonomy that includes generic cloud security issues with the 

main focus on virtualization security.  

The study of cloud security cannot be ended without considering SaaS (Software as a 

Service), PaaS (Platform as a Service) and IaaS (Infrastructure as a Service) as they are the primary 

elements in providing cloud services [13]. Additionally, as per Almorsy et al. [14], as SaaS is built 

on the top, i.e., on PaaS and IaaS, security issues of these models are inherited by SaaS also. Iqbal 

et al. [15] have recognized the importance of these service delivery models and discussed issues 

pertaining to them like DoS, SQL Injection, Phishing, XSS, VM Escape, VM rollback and Man-

in-the-Middle. They also analyze how IDS/IPS can be applicable for handling them. According to 

W. Dawoud et al. [16], Service Level Agreement, Utility Computing, Platform Virtualization, 
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Cloud Software, Network & Internet Connectivity, and Computer Hardware are the main 

components of IaaS, which we need to consider while imposing IaaS security. 

After studying the surveys and related papers, we find it interesting to present the study in 

the form of taxonomy with a special focus on virtualization with an aim to identify the research 

gap. Our presented taxonomy maps at the intersection of categories 1 and 2,  which is shown in Fig. 

1. 
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As shown in the diagram, our taxonomy gives more weightage to virtualization layer security 

issues where other essential security issues raised because of the multi-tenant environment, service 

delivery models, and third party CSP are also included.  

Study of the first category, i.e., security issues at a multi-tenant environment, was carried out 

by Takahashi et al. [17], where they discuss security challenges and issues caused due to the 

simultaneous access to the web, application, operating system, hypervisor, and hardware-software 

layers. While talking on security issues in the multi-tenant environment, data security plays a very 

important role. Many researchers have contributed to handling data security issues, which include 

a five-model proposal by Zhao et al. [18] for data security, and Identity Management based 

framework by Aishwarya et al. [19] for assuring correctness of cloud data. Data authenticity, along 

with data encryption schemes, is the main point of discussion for Sudha et al. [20] and Gobi et al. 

[21]. Some approaches have worked on dynamic data supporting a distributed scheme. Approaches 

Fig. 1 Taxonomy of Cloud Virtualization Security 
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suggested by Wang et al. [22] works in that direction to provide localization of data error. Similar 

approaches are also proposed by Purushothaman et al. [23] and Reddy et al. [24]. A distributed 

scheme is proposed by them to verify erasure-coded data and handles the colluding attack with a 

homomorphism token. Among the other solutions for data security, Sangroya et al. [25] analyze 

data security with risk analysis for some trust parameters, G. R. Reddy et al. [26] suggests 

scattering of data among multiple CSPs and Juels et al. [27] provides a data auditing framework 

for ensuring data integrity. Smith et al. [28] handled data security from a different angle by 

presenting an anomaly detection IDS for automatic management in the cloud system. The above 

analysis reveals that data security is analyzed from many different aspects by researchers along 

with possible handling mechanisms which increases the data assurance in cloud users. However, 

the control of CSP on confidential data is also an important point to be discussed. Hamlen et al. 

[29] have contributed to that area by proposing a scheme of secure third-party publication of 

documents and secure query processing with Map Reduce and Hadoop. A similar track is followed 

by Almorsy et al. [30] where a security framework for increasing collaboration among cloud 

providers, service providers, and service consumers is suggested.  

Where researchers are working on various data security aspects on one end, contribution in 

handling issues at service delivery models SaaS, PaaS, and IaaS is also an area of interest of many 

researchers. Such contribution includes an IaaS level IDS by Tupakula et al. [31] and critical 

analysis on IaaS layer issues raised due to multi-tenancy by Vaquero et al. [32]. In another policy-

based approach presented by Yildiz et al. [33], security for the network, server, storage, system 

management domains, and infrastructure scope is covered. Arora et al. [34] and Alharkan et al. 

[35] also focus on IaaS security, where a cubic model defining the relationship between IaaS 

components and related security requirements and an elastic signature-based IDS framework are 

proposed respectively. SaaS and PaaS were also focused by Gustavo et al. [36], Subashini et al. 

[37], and Jensen et al. [38] where the Gustavo proposes an anomaly-based IDS for data protection 

on SaaS web application. The other two discuss security issues at different service delivery models. 

Analysis of present work carried out in the direction of SaaS, PaaS, and IaaS security ensures 

authentic and authorized service provisioning. However, secure service delivery models and Data 

Centers without a secure virtualization layer bring down the entire means of providing abstract 

services. Hence, the study of virtualization security becomes essential while considering cloud 

security. 
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There are several researchers who discuss various virtualization layer security issues in a 

general form. Among them, the concept of virtualization as well as hardware and software tools to 

handle the related issues are discussed by Kirch et al. in [39]. A similar kind of discussion is carried 

out by Reuben et al. in [40] and Anand et al. in [41]. Vulnerabilities in virtualized environments 

are analyzed by comparing features of hosted, OS, and Bare-Metal types by Brooks et al. in [42]. 

Mobility, Diversity, and Identity are also the points to be considered for security at the virtual layer 

as per T. Garfinkel et al. [43]. Potential of virtualization security risks are suggested by Nan et al. 

[44], while Li et al. [45] proposed architecture for virtual machine security, virtual network 

security, and policy-based trust management services. A set of security considerations like Role-

based Access Control, Data Isolation, and Customer Privacy Protection for cloud computing 

virtualization environments are identified by S. Yeo et al. [46], while security requirements, attacks 

and security solutions for virtualization are presented by Kazim et al. [47]. Cleef et al. [48] have 

given a detailed literature study of the virtualization implications. They have suggested to remove 

or to tightly manage non-essential features like introspection, rollback and transfer to ensure data 

security. Cloud virtualization security, with a primary focus on hypervisor security, is discussed 

in detail by Orman in [49]. 

Approaches discussed above are providing a base for studying security attacks specific to 

each of the virtualization components. Accordingly, we need to consider the security issues at the 

Host level, Hypervisor (VMM) level, and VM level. 

We have classified the host-based security under the category of virtualization security as 

the host machine is the base of Hypervisor and VMs. Host security issues have a serious impact 

on virtualization. 

The exploitation of host is very challenging in the virtualization environment as it is not directly 

accessible from the end-users. Still, there are some cases like VM Escape (Guest-to-Host attack) and 

host level rootkits, that can damage the host. Although here are some proposals for VM Escape 

Attack like Cloudburst [50] for VMWare and Virtunoid [51] for KVM, a useful real-time 

implementation is yet not devised. However, approaches for maintaining hypervisor integrity are 

suggested by J. Wang et al. [52] and Z. Wang [53]. The mitigation method of VM Escape was 

suggested by Szefer et al.[54] also suggests eliminating hypervisor itself to make VM 

communicate to the hardware directly. The other way of exploiting the host machine is via kernel-

level rootkits. Kernel level rootkits reside and operate from ring 0 and thus affect the operation of 
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system resources directly from the root level. Approaches mainly observing and handling control 

flow to identify such rootkits are proposed, which operate either from kernel-level or hypervisor 

level.  Mitigation approaches to handle kernel-level rootkit includes State-Based Control-Flow 

Integrity (SBCFI) based kernel integrity monitoring system by Petroni et al. [55], VMM based 

memory shadowing approach NICKLE to identify unauthorized kernel code by Riley et al. [56], 

designing of tiny hypervisor ensuring kernel integrity by Seshadri et al. [57] and VMM based 

Patagonix to detect binaries’ code modifications by Litty et al. [58]. Among the other approaches 

handling kernel-level rootkit, Srivastava et al. [59] propose to observe OS behavior by intercepting 

applications. Lycosid is another detecting tool proposed by Jones et al. [60] that uses guest OS 

information to prevent guest-initiated attacks. In another similar approach by Ficco et al. [61], 

guest OS kernel space was suggested to be observed with the RootkitDel tool to identify the 

affected area. The effect of the approaches preventing the execution of kernel rootkit was bypassed 

when Return-Oriented Rootkits [62] came into existence. It bypasses the mechanisms set for kernel 

code integrity protection. However, Hooksafe [63] was proposed to mitigate this malware by 

providing a thin hook indirection to trap each attempt trying to modify the code. 

Attack to the Hypervisor is launched mainly by trapping and modifying the hyper/system calls. 

In the approach suggested by Bharadwaja et al. [64], an IDS Collabra is suggested to filter the 

malicious hyper calls. The validity of system calls is tested with the behavior analysis method by 

Y. Du et al. [65]. Accordingly, attack to hypervisor can be handled by filtering the system calls, 

but the things are different where hypervisor level rootkits are launched. Hypervisor-level rootkits 

like SubVirt [66] and Blue Pill [67] keep their identity hidden, and so, it is very difficult to be 

detected. However, as per [68], the hypervisor does not have full control over architectural 

components like Translation Look-aside Buffer (TLB), Branch Prediction, and Counter-based 

Clock using which the rootkits can be detected. 

Analysis of the last category, i.e., VM security, includes Outsiders, VM Migration, and  Cross-

VM attacks. An Outsider attack is typically launched by one of the compromised services to other 

services or VMs. Although the concept of captive account may be introduced to restrict user rights 

[69], it is not that difficult to exploit the service running on the VMs to launch the Outsider attacks. 

Various VMM-based or dedicated-VM based IDSs/IPSs are suggested for detecting the Outsider 

attacks. The dedicated IDS/IPS was suggested to reside either on a separate privileged VM or on 

Dom 0 machine in Xen hypervisor system as per F. Zhao et al. [70] and K. Kourai et al. [71]. Among 
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the other approaches, hypervisor-based IDS/IPS were suggested by U. Tupakala et al. [72], Y. 

Zhang et al. [73], H. Jin et al. [74], A. Joshi et al. [75], and Jiang X. et al.[76]. On the other hand, 

a host-based VM logging system was suggested by G. Dunlap et al. [77]. A distributed IDS 

performs better because of the increased scope, and accordingly, M. Noura et al. [78] and Bryan 

D. Payne et al. [79] propose a distributed IDS for preventing the Outsider attacks. 

Outsider attacks explicitly affect the performance of the system, where security during VM 

migration is also an important parameter to be considered for VM security. Live VM Migration 

requires mechanisms such that even attacked during the state transition is carried out, the state 

information must be protected. Parameters such as Virtual Trusted Platform, Live Migration 

Defense framework, and Role-based policies were suggested by Aiash et al. [80] for secure 

migration. A survey of VM migration security issues and solutions were presented by Kadam et 

al. [81]. A policy-based approach by Wang et al. [82] and an energy-aware cloud resource 

provisioning approach by Sammy et al. [83] is also efficient to support secure migration. A 

different context considering control, data, and migration planes to study issues raised during live 

migration was suggested by Oberheide et al. [84]. Apart from the above approaches, migration 

after data compression to lower downtime and migration of overloaded VM to prevent saturation 

were suggested by Jeincy [85] and Reeba et al. [86], respectively. 

The third type of attack on the VM is a Cross-VM attack, which is launched from one VM to 

the other VM operating on the same host. There are basically two ways of launching the attack: the 

first is by hijacking/replaying the packets, and the other is by exploiting the resources shared among 

the co-resident VMs. Security loss during Cross-VM communication can be prevented by providing 

a dedicated path or imposing packet encryption. Various Inter-VM communication schemes are 

suggested in [87][88][89][90][91][92] with different level of support for user and kernel 

transparency, standard protocol support, isolation, and complete CM discovery, etc. Where they 

increase security with a dedicated path between pair of VMs, they do not eliminate the scope of 

attack completely. Approaches suggested in [93] and [94] discuss the features of each of the Inter-

VM attacks in detail. Approaches are also proposed in the direction of increasing the efficiency 

and security of inter-VM data transfer operations in [95][96][97][98][99][100].  

The above discussion reveals that there are a number of approaches leading to secure packet 

exchange mechanisms, but there are other Cross-VM security issues also that need proper 

handling. One such type of attack is Side-Channel Attack (SCA). The major vulnerability in the 
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Cross-VM case lies in simultaneous access to architectural resources like CPU cache, network 

queue, memory bus, and BPU (Branch Prediction Unit). Analysis of performance parameters of 

these shared resources to extract private key bits is the main idea behind the SCA.  

The majority of the attack procedures employ explicitly looking malicious actions for 

launching the attack. They can be detected by imposing effective encryption mechanisms or by 

positioning IDS/IPS or firewall. On the opposite front, attack launching merely by profiling makes 

SCA very difficult to be detected. Thus, a unique attack launching method and challenge in detection 

make the SCA very interesting from the research point of view. 

In an approach to launching SCA, Zhang et al. [101] claim of implementing Side-Channel 

Attack on a multi-core system. Analysis of the work done for handling SCA reveals that Side-

Channel Attack on AES (Advanced Encryption Standard) loaded in the cache memory is focused 

in the majority of the research work. For removing AES specific issues, Sevak et al. [102] 

suggested following a confusion-diffusion approach for randomly selecting an encryption 

algorithm among DES (Data Encryption Standard), AES, and DES3. SCA was launched through 

the covert channel, the main media which provides a path between pair of isolated VMs. Yunjing 

Xu et al. [103] has discussed approach to improve the efficiency of L2 cache covert channel for 

preventing private key leakage. Similar approaches include mitigation methods of the cache timing 

attack proposed by Percival [104] and Bernstein [105]. Page [106] proposed a partitioned cache 

architecture, and Yu et al. [107] proposed a cache-based SCA detection approach that employs 

observation of resource utilization. For preventing attackers from retrieving confidential 

information, approaches like the addition of noise to cause delay and randomization while 

accessing memory are suggested by B. Mughal et al. [108]. One more approach in the area of cache 

attacks on AES has been explored very efficiently by D. Osvik et al. [109] that can extract the 

entire key. This is unlike other approaches where part of the key is known, and remaining key bits 

are extracted with time measurement, here the entire key can be extracted without any knowledge 

about the corresponding plaintext or ciphertext. With Evict + Time and Prime + Probe methods, it 

efficiently detects the attacks and also discusses possible countermeasures. Another approach 

detecting the presence of cache-based SCA on AES was proposed by Y. Kulah et al. that includes 

the detection of prime-and-probe attack, flush-and-reload attack, ECDSA and Flush+Flush attack 

[110]. 
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The impact of cache memory in the isolated memory of VMs and the applicability of 

available solutions is interesting. However, we found the impact of BPU sharing more interesting 

and essential to be explored more as very limited work is carried out in handling the Branch 

Prediction Analysis (BPA) attack. It motivated us to explore the same in our research work.  

1.3 Branch Prediction Analysis Attack 

BPA attack is one such type of SCA where parts of Branch Prediction Unit (BPU) like Branch 

Target Buffer (BTB) and Branch Predictors are exploited to extract the private key. Asymmetric 

cryptographic algorithms like RSA (Rivest Shamir Adleman) and ECC (Elliptical Curve 

Cryptography) are common targets of this attack. Onur et al. [111] have suggested a BPA attack 

where there are four different ways to launch the attack. The first method, Direct Timing Attack 

(DTA), extracts the private key bits by simulating the behavior of the branch predictor. The other 

three methods, (Asynchronous, Synchronous BTB Eviction Attack and Trace-Driven Attack (TDA)) 

manipulate (either fill or clear) the BTB to predict the status of key bits. The reading of the hardware 

performance counter is carried out by all the four methods to perform the bit prediction. A discussion 

of existing solutions is carried out in Subsection 1.4. 

 

1.4 Existing Solutions 

Execution of conditional branch instruction in the Square and Multiply algorithm depends on 

the respective secret key bits [111] [112]. Further, a replacement of the Square & Multiply algorithm 

by Montgomery Ladder Algorithm [113] was suggested for the OpenSSL library, where the balanced 

branch feature eliminates the scope of BPA attack [114]. We need to modify each vulnerable library 

for the effective implementation of this solution.  However, even if the Ladder algorithm is used for 

RSA implementation, a BPA attack is still possible as per S. Bhattacharya et al. in [115] and [116] 

where observation of a number of missed branches is carried out in place of CPU clock cycles. 

Additionally, S. Bhattacharya et al. [117] have also shown that even for RSA with Chinese 

Remainder Theorem (CRT) implementation, the BPA attack is possible.  

Many researchers have proposed approaches to handle BPA attack. Among them, Agosta et 

al. [118] suggested to either eliminate or to replace the conditional branch instruction from the 

vulnerable cryptographic algorithms with indirect branch instructions. In another solution, Ya Tan 

et al. [119] suggested a mechanism for locking some of the BTB entries of the processes, which 

prevents the spy process from filling the entire BTB with branch instructions of the spy process. The 
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spy process fails to predict the bits as it cannot keep pace with execution flow by filling all the entries 

of the BTB. They also state that the attack is possible even with RSA blinding. Julien et al. [120] 

have proposed a blacklisting approach that allows only white-listed processes to access the hardware 

counters. Prohibiting the access of performance parameters prevents the launching of a BPA attack 

as it needs to read CPU time or missed branch instructions. In a mitigation technique for BPA with 

DTA, S. Bhattacharya et al. [121] have proposed an approach to manipulate dynamic predictors. 

They have suggested executing a randomization module in concurrence to the compromised process 

alters the state of BPU because of which the compromised process lose its correlation with the key. 

Suggested approach prevents of BPA attack launched with the DTA method.  

Analysis of the approaches handling BPA attack reveals that the majority of the approaches 

manipulate the functioning of the components like BTB, Branch Predictors or Performance 

Counters. Manipulation of the architectural components affects normal system functioning. 

Existing work done in the area of BPA attack and their limitations has led us to define the 

problem statement of our work, as presented in Section 2. 

Our study also revealed that Onur et al. [111]  have just shown the theoretical possibility of 

four types of BPA attacks. Neither they nor other researchers [112], [113], [115]–[121] have shown 

any result of the successful launching of all types of BPA attacks on non virtualized or virtualized 

environment. Hence, we decided to explore the possibility of simulating BPA attacks in the 

virtualization environment.   

 

2. Problem Definition 

BPA attack suggested by Onur et al. [111] considers a non-virtualization environment where 

both the spy and victim processes reside on the same system. They have just suggested that the attack 

is possible even in the presence of virtualization and sandboxing but did not provide any other 

information. Solution approaches [118]–[121] also lacks in giving useful information about their 

effectiveness in the virtual environment.  

Thus, we found that a detailed study is needed to explore the scope of the BPA attack and the 

effectiveness of existing solutions in a virtual environment. We also found the necessity to overcome 

the limitations of existing solutions and work out robust, accurate, and independent solutions to 

handle the BPA attack in virtual environments.  
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3. Objective and Scope of the work 

We define the objective and scope of our work as: 

1 Assessing the scope of BPA attack in a virtualization environment 

2 Identifying the applicability of existing approaches to handle the Cross-VM BPA attack 

3 Carrying out a detailed study of BPA attack launching methods 

4 Simulating BPA attack in virtual environments 

5 Working out a new solution to overcome the limitations of existing solutions 

6 Working out testbed to examine the effectiveness and accuracy of our solution 

7 Carrying out various experiments for proving effectiveness and accuracy. 

 

4. Related Work 

We have carried out a detailed study on the scope of BPA attack in the virtualization and 

applicability of existing solutions in a virtualized environment. 

 

4.1. Scope Assessment of BPA attack in Virtualization 

Virtualization hides the internal details of the underlying resources from the end-users. 

However, an attacker can manage to place a VM co-resident to a target VM [122]. Such attacker 

VM or a compromised VM can launch a BPA attack on the other co-resident VM, giving rise to 

the Cross-VM BPA attack. However, the probability of a Cross-VM BPA attack and possible 

attack mechanisms depend on how VMs are sharing the hardware (CPU core) and software 

(Cryptographic Library) resources.  

VMs host multiple services for robust management and effective utilization of the resources. 

Each machine is treated as an individual machine having the required resource. VM technology 

can optimize between sharing and isolation of resources. The security of this environment depends 

on the configuration adopted by the system administrator for hosting multiple services. Higher 

sharing enables better resource utilization, whereas strict isolation provides better security. 

If a VM is isolated by allocating dedicated hardware and software resources, then the 

possibility of a Cross-VM BPA attack is completely eliminated. However, from the experience of 

experts working on Vmware or Citrix, as well as from the personal experience of KVM, it has 

been found very difficult to configure a VM with dedicated resources. Additionally, even if such 
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VM is configured,  the primary features of cloud technology like load balancing and fault tolerance 

would not be supported. Hence, practically this option is rarely preferred by VM administrators. 

In most prevailing options, the virtualization administrator allocates dedicated memory size, CPU 

frequency, and disk space size as security best practices. In such a scenario, CPU cores are 

generally shared by multiple VMs. The BPA attack is possible even if either CPU core or 

Cryptographic Library is shared. The underlying attack method plays a significant role in such a 

case to decide applicability. 

Among the four attack launching methods, the first method, DTA, extracts unknown key bits 

by simulating the behavior of the branch predictor. It requires a common cryptographic library 

between the spy and victim processes. The other three methods launching BPA attack manipulate 

BTB for tracking the behavior of the victim cryptographic process.   

Our analysis suggests that the Cross-VM BPA attack can be launched by the three methods 

other than DTA, only if the CPU core is shared. The Asynchronous BTB Eviction method also 

needs a shared cryptographic library. Additionally, if the two VMs have a separate core but shared 

library, then the Cross-VM BPA attack is possible with only the DTA method. Table 1 presents a 

summary of the discussion. The scope of existing solutions to handle the Cross-VM BPA attack is 

discussed in Subsection 4.2. 

 

 

4.2. Applicability of Existing Solutions 

Scope analysis of present solutions revealed that except Julien et al.[120], the majority of the 

above solutions are suggested for traditional server environments. Although other solutions can also 

be applied in virtualization in their direct form, each of them has its own limitations. 

The approach suggested by Julien et al. [120] can be directly applied to handle the Cross-VM 

platform irrespective of the underlying attack mechanism and sharing configuration. However, the 

BPA Attack Mechanism Required Sharing Configuration 

 Cryptographic 

Library 

CPU Core and BTB 

Direct Timing Attack Shared Shared / Separate 

Asynchronous BTB Eviction Attack Shared Shared 

Synchronous BTB Eviction Attack Shared / Separate Shared 

Trace-Driven Attack Shared / Separate Shared 

Table 1 Scope of BPA Attack Methods for Cross-VM BPA 



15 
 

proposed approach may fail if white-listed processes like HTTPS (Hypertext Transfer Protocol 

Secure) and SFTP (Secure File Transfer Protocol) get compromised. Suggested algorithmic changes 

by Agosta et al. [118] can address both common and separate core Cross-VM BPA attack 

irrespective of the employed attack mechanisms. However, suggested preventive steps are required 

to be implemented in each of the vulnerable algorithms. A direct application of a solution by Ya Tan 

et al. [119] is possible only for a Trace-Driven attack on a common core Cross-VM platform. 

Additionally, the suggested approach may lead to a false positive.  Mitigation technique suggested 

by S. Bhattacharya et al. [121] can work for common as well as separate core Cross-VM BPA attacks 

launched with the DTA method. However, it affects the performance of the legitimate processes that 

have a large number of conditional instructions. The summary of the behavior of existing approaches 

is presented in Table 2. 

 

Approach 

Targets 

Virtualization? Applicable to 

handle Cross-

VM BPA? 

Focused BPA 

mechanism 

Affects 

Legitimate 

Process? 

Dependent on 

Cryptographic 

Algorithm? 

Agosta et 

al.[118] 

No Yes Independent of 

Attack Mechanism 

No Yes. requires 

modification in each 

vulnerable algorithm 

Tan et al. 

[119] 

No Only for VMs 

with common 

core 

Trace-Driven 

Attack 

Yes No 

Julien et al. 

[120] 

Yes Yes Independent of 

Attack Mechanism 

Yes No 

S. 

Bhattacharya 

[121] 

No Yes Direct Timing 

Attack 

Yes No 

 

The above analysis reveals that we need a solution to handle a Cross-VM BPA attack such 

that irrespective of the targeted public key cryptographic algorithm, BPA attack must be prevented 

without affecting the performance of legitimate activities. The handling of the BPA attack requires 

consideration of all the four methods. In that regard, a brief overview of the underlying attack 

methodologies is given the next subsection. 

 

 

Table 2 Performance Comparison of Existing Solutions 
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4.3. BPA Attack Launching Methods 

 

Description of the attack procedures considers the virtualization environment, and 

accordingly, two co-resident VMs are assumed to run the victim and spy processes. We have 

considered RSA as the target process for our work. BPA attack procedures are explained briefly 

in the following subsections. 

 

4.3.1. Direct Timing Attack 

DTA performs simulations over known data sets to monitor the behavior of the target 

process. The output of the branch predictor is compared with the actual behavior of the conditional 

branch instruction for some known bits of the secret key for a large number of encrypted messages. 

The large message set M is divided into four sets, namely M1, M2, M3, and M4, based on the 

results of the comparison. Further, the total number of missed branches are observed during the 

decryption of messages in each of the message set. Finally, the next bit is predicted from the 

following equation, where BM represents the total number of missed branches.  

𝑖𝑓 (𝑎𝑣𝑔(𝐵𝑀(𝑀1)) > 𝑎𝑣𝑔(𝐵𝑀(𝑀2)) and 

𝑎𝑣𝑔(𝐵𝑀(𝑀3)) < 𝑎𝑣𝑔(𝐵𝑀(𝑀4)))       then    𝑑𝑖 = 1 

𝑒𝑙𝑠𝑒  𝑑𝑖 = 0 

(1) 

The above process is repeated until all the unknown bits are extracted [111]. 

 

4.3.2. Asynchronous BTB Eviction Attack 

 

Prediction of secret key bits in Asynchronous BTB Eviction Attack is carried out by 

executing a dummy process that frequently evicts all / a set of BTB entries where RSA process 

maps. Frequent clearance of the BTB entries leads to a BTB miss event on every call of that target 

instruction. Similar to the DTA method, simulation of exponentiations is carried out to predict the 

secret bits where the partitioning is done based on whether the target branch is taken during the 

computation of m2 (mod N) or not. 

4.3.3. Synchronous BTB Eviction Attack 

 

Synchronous BTB Eviction Attack executes a dummy process similar to the Asynchronous 

Attack with only one difference that the dummy process runs in synchronism to the RSA process 

as the name specifies. The dummy process clears BTB entries just before the ith step of the RSA 
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process. In turn, the next bit (bit i) is predicted based on the observed execution time of the dummy 

process. 

4.3.4. Trace-Driven Attack 

 

In Trace-Driven Attack (Time-Driven Attack) the spy process is comprised of a large number 

of conditional branch instructions. The total number of conditional instructions are selected to fill 

the entire BTB or to fill the BTB set where the victim crypto process is executing. The spy process 

starts executing before the victim crypto process executes. The spy process continuously executes 

and fills the target BTB entries. Hence, when the conditional branch instruction of the RSA 

algorithm executes, the corresponding target address would not be available in BTB and would be 

required to be fetched from memory. The entry of the target address of the target branch in BTB 

results in the eviction of one of the BTB entries of the spy process. During this time, the spy 

process continuously measures its execution time, so when one of its branch target addresses is 

evicted, it finds a considerable time difference. Hence, when conditional branch instruction of the 

RSA algorithm gets executed, it is reflected in the execution time of the spy process, and 

accordingly, the presence of bit 1 in the secret key is predicted by the attacker [111]. 

 

5 Original Contribution 

 

5.1 Attack Simulation 

We started our practical research work by simulating the BPA attack. The simulation was 

done on KVM VMs operating on the Ubuntu operating system.  

 

5.1.1 Direct Timing Attack 

The attack environment for DTA simulation is shown in Fig. 2. As shown in the figure, VM2 

launches DTA on VM1, where secure communication is going on between VM1 and Machine A. 

As per the procedure of Direct Timing Attack, simulation is carried out on a set of around 1000 

ciphertexts. Results obtained from the number of missed branches during the extraction of the 50th 

bit are represented in Fig. 3. The bit is correctly predicted from the observed results as per equation 

1. 
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We have counted an average number of missed branches instructions by executing the 

following command with perf [123] tool. 

$perf stat -e branch-misses  java  RSA_File_to_Monitor msg_to_decrypt 

 

Although our simulation was in the line of  [111] and [116], which claimed 100% success, 

our prediction accuracy was found to 97-98%. However, our objective is to simulate the attack 

rather than stealing the data, and hence 100% accuracy is not needed.    

 

5.1.2 Trace-Driven Attack 

We have used the Gem5 simulator [124] for simulating the TDA attack. Gem5 is an open-

source multithreaded simulation platform. The attack environment is shown in Fig. 4. Spy process 

on VM2 continuously measures the execution time of the RSA process as per the attack procedure. 
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Obtained results plotted in Fig. 5 represents the number of clock cycles (execution time) of the spy 

process in accordance with the execution of the conditional branch instruction of the RSA algorithm. 

The plot represents that the spy process takes more time in execution for the positions where the 

RSA algorithm encounters bit 1 in the private key. However, time taken for the rest of the places, 

corresponding to bit 0, is considerably low. As shown in the diagram, a bit sequence is predicted 

based on the observed execution time. 
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5.1.3 Asynchronous and Synchronous BTB Eviction Attacks 

 

Method to launch Asynchronous BTB Eviction Attack (ABEA) is similar to that of 

DTA with only one difference. As discussed in Section 4, the large number of messages 

taken for simulation are distributed among four sets based on the result of branch 

misprediction in the case of DTA. Instead, the actual status of branch instruction execution 

is considered while distributing the messages. Additionally, one dummy process is executed 

simultaneously to evict the BTB entries so that the execution time gets affected. Further, it 

helps in correctly predicting the private bits. 

Although we have partially simulated ABEA in the virtualization environment, it is 

also essential to analyze whether the attack is possible in the presence of the Ladder 

algorithm. The simulation of Cross-VM Synchronous BTB Eviction Arrack (SBEA) is very 

difficult as it needs perfect synchronism between two processes running on different VMs. 

However, even if the BTB eviction arracks are launched successfully, it is shown further in 

Section 6 that the proposed approach can detect the BPA attack irrespective of the underlying 

attack method. 

Obtained results reveal that it is possible to launch both DTA and TDA on the Cross-VM platform. 

The study of the BPA attack procedures has provided a base to identify the primary actions 

performed by the attacker. Our solution is a behavior-based approach that detects the presence of 

the BPA attack by monitoring and validating the identified actions employed by the attacker. A 

brief discussion of the fundamentals details of the suggested approach is provided in Subsection 

5.2. 

5.2 Behavior-Based Approach 

As an initial task of proposing a behavior-based approach, careful observation of the attack 

procedures was done. During the observation, the spy process of DTA was found to read the total 

number of missed branches during the decryption of a large set of messages. This action requires 

frequent access to cryptographic process RSA as well as needs a frequent reading of the Hardware 

Performance Counters (HPCnt). On the other hand, the spy process of TDA was found to carry out 

frequent access to BTB for continuous filling. Moreover, observation of the execution time carried 

out during TDA also needs to read the HPCnt values like DTA. Observation of primary actions 
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performed during the other two attack methods revealed that the behavior of the SBEA method is 

similar to the TDA method. Additionally, the ABEA method exhibits the combined primary actions 

of DTA and TDA methods. 

The above actions can be employed by legitimate processes like application profiler or secure 

video conversation also. However, these actions are performed with a considerably high frequency 

by the DTA/TDA process, and so we need to assess the action frequency to identify the legitimacy 

of the process. At the same time, detection of malicious VM just by observing the access frequency 

of the RSA algorithm or BTB, and HPCnts may lead to false positives also. Hence, one more 

essential point to be considered here is the usage of the extracted key.  

As a result of DTA or TDA, the Private Asymmetric Key (PAK) of the target crypto algorithm, 

i.e., RSA, becomes available to the attacker. Once PAK is available, the attacker can get Private 

Symmetric Key (PSK). This is with reference to the process of key exchange where PAK is used to 

encrypt PSK. All the confidential data is encrypted by this PSK. Hence, an obvious step that an 

attacker takes after stealing PSK is to trap the data packets for meaningful attacks by launching a 

MITM (Man-In-The-Middle) attack [125][126]. 

 Summarizing the above discussion, frequent access of RSA (during DTA and ABEA), 

frequent filling of BTB during (TDA, ABEA, and SBEA) and frequent reading of performance 

counters followed by packet trapping by all the four methods are the four basic actions performed 

by the attacker. By keeping these actions into consideration, a four-eyed solution Chaturdrashta is 

presented, which is discussed in Subsection 5.3. The solution is designed to detect the two most 

common types of the BPA attack, DTA and TDA. However, it would be shown further that the 

Chaturdrashta can also detect the presence of the ABEA and SBEA in its original form. 

 

5.3 Chaturdrashta: The Proposed Approach 

The Chatursrashta is designed to detect the presence of a BPA attack launched either by DTA 

or TDA on the Cross-VM platform. It is comprised of four monitors, namely, CryptoLibrary Access 

Monitor (CAM), BTBAccess Monitor (BM), Interrupt Monitor (IM), and Network Monitor (NM). 

The suggested four monitors observe the four primary actions discussed in Subsection 5.1. CAM 

monitors the access frequency of the target cryptographic library (RSA), while BM keeps track of 

BTB occupancy ratio of running processes. IM is configured to count the total number of times a 
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process reads the value of performance counters, while packet trapping activities are observed by the 

NM.  

These four monitors are grouped to form two separate logical units, namely, Trilochan and 

Trinetra. Trilochan and Trinetra are designed to detect the presence of DTA and TDA respectively 

which are discussed in the Subsections 5.3.1 and 5.3.2. 

 

5.3.1 Trilochan: Solution to Detect Cross-VM DTA 

 

As per the primary actions performed during the DTA procedure, Trilochan is comprised of 

three of the four monitors: CAM, IM, and NM. CAM and IM are initiated concurrently to observe 

RSA access frequency and performance counter access frequency of all the running trustworthy 

(initial state of VMs) VMs. On observing a very high frequency compared to the rest of the VMs, 

CAM and IM independently declare a VM as suspicious. A VM is declared as spy provided it is 

declared as suspicious by both CAM and IM. The NM is turned ON only for the spy VM, and if it 

finds the VM trapping data packets, then the VM is declared as malicious. Finally, the malicious VM 

is blocked. Experimental analysis on Trilochan is discussed in Subsection 6.2. 

 

5.3.2 Trinetra: Solution to Detect Cross-VM TDA 

 

Comparison of the actions taken while launching DTA and TDA identifies that only one of the 

three primary actions is different in both the procedures. Where frequent access of RSA is carried 

out during DTA, frequent access of BTB is a pioneer task employed by TDA. Hence, the place of 

CAM is taken by BM in Trinetra to observe BTB access frequency. The other two actions observed 

by IM and NM are common in both cases. Accordingly, Trinetra is comprised of BM, IM, and NM. 

The way of working of Trinetra for identifying a malicious VM is similar to Trilochan. Trinetra can 

also successfully detect the presence of TDA like Trilochan, which is presented in Subsection 6.2. 

 

5.3.3 Trilochan and Trinetra: Extended Scope to Detect of BTB Eviction Methods 

 

Primary actions of ABEA and SBEA discussed in Subsection 5.2 represent their coincidence 

with the actions of DTA and TDA, respectively. Accordingly, Trilochan and Trinetra, which are 

designed to detect the presence of DTA and TDA, can also detect the presence of ABEA and SBEA 

in their original form.  
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A combined model of both Trilochan and Trinetra, as well as the local flow of underlying 

procedure, is shown in Fig. 6(a) and Fig. 6(b), respectively.  

Both Trilochan and Trinetra are host-based systems. As users do not have direct access to host 

in the virtualization environment, there are rare chances of these systems of getting compromised. 

Moreover, kernel embedded implementation of CAM and implementation as a Linux service of the 

other three monitors reduces the scope of Chaturdrashta getting compromised. Attack simulation 

and experimental analysis of proposed approaches are discussed in Section 6. 
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6 Testbed and Results 

 

As a pre-requisite of implementing the proposed solution, we have carried out attack simulation 

of Cross-VM DTA and TDA, as discussed in Subsection 5.1. This section discusses the results 

obtained from the experimental analysis. The simulation environment and experimental analysis are 

discussed in Subsections 6.1 and 6.2, respectively.  

 

6.1 Simulated Operation Environment  

We have deployed KVM VMs on the Ubuntu operating system for the attack simulation of 

DTA and TDA. VM1 is set to initiate secure communication with another machine A. VM2 is a 

compromised machine that is launching DTA or TDA for extracting the private key. Launching of 

DTA requires a shared VM holding cryptographic library for which we have created VM3. The 

simulation environment is similar to that of attack simulation, which is represented in Fig. 2. 

 

6.2 Experiments and Results 

We have implemented Trilochan and Trinetra on a Linux based system. Implementation of 

each of the four monitors, i.e., CryptoAccess Library Monitor (CAM), BTBAccess Monitor (BM), 

Interrupt Monitor (IM), and Network Monitor (NM), is carried out as a separate entity, where their 

results are combined as per Fig. 6(b), to take the final decision. The following discussion provides 

the implementation details along with the obtained results of each of the monitors. 

As per the functional requirement of CAM, we implemented it with tcpdump tool to count 

the packet traversal frequency between the shared VM holding cryptographic library and all the 

other VMs. Application Profiler, Secure VC, and DTA attack procedures were initiated on 

different VMs to observe and compare packet traversal frequencies of different processes. The 

experiment was also performed in the presence of the ABEA method. The combined results are 

shown in Fig. 7(a), which clearly represents that the packet traversal frequency between the VM 

launching DTA/ABEA is much more than any other VM. We also initiated secure VC by taking 

different transmission speeds using trueconf, where results in Fig. 7(b) show that the observed 

frequency of the DTA process is much more than the frequency observed for the highest 

transmission speed. 
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The second monitor, BM, is implemented with the Gem5 simulator that measures the 

occupancy of different processes. Sample algorithms of MiBench [127] are simulated for multiple 

times results are plotted for the maximum, minimum, and average values in Fig. 8. The plot reveals 

that the occupancy ratio of TDA and ABEA is considerably more than the other processes. The 

average value obtained for the spy process of TDA and ABEA is taken as a threshold by the BM. 
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Hence, a VM with a process with an occupancy ratio higher than the obtained threshold is 

recommended as suspicious by the BM. 

Implementation of IM is done by applying a patch in the kernel level. We have modified the 

code of kernel function native_read_pmc to count the total number of times the reading activity of 

the hardware performance counter is carried out by a process. When the counter value hits a specific 

threshold value, the corresponding process ID is written as a kernel log. We measure the time taken 

by different running processes to hit the counter threshold. The experiment was carried out by setting 

different threshold values like 10, 20, 30, and 40. The obtained result is shown in Fig. 9. The results 

reveal that compared to other running processes of Linux, processes initiating DTA and TDA hit the 

counter threshold within considerably less time. Additionally, the number of processes hitting the 

counter threshold decreases as we increase the threshold value. We find a log of only DTA, TDA, 

and ABEA processes for counter threshold 40. Hence, 40 can be chosen as the final threshold for 

detecting processes accessing performance counters with high frequency. 
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NM is meant to track packet trapping activity for which there are multiple ways of 

implementation. We have employed ARPSpoofing to launch a MITM attack as per which, if NM 

observes duplicate entries of the MAC address of spy VM, then the status of the suspicious VM is 

changed to malicious.  

We initiated CAM, BM and IM followed by launching the DTA, TDA, and ABEA process 

where it was found that CAM, BM, and IM generate the alert for the VM launching the BPA attack 

(DTA/TDA/ABEA) by the time when hardly 8-10 bits are detected. Additionally, none of the 

monitors among CAM, BM, or IM catches legitimate Linux processes like Application Profiler, 

Secure VC, Xorg, update manager, or Web Content. However, even if either of the CAM, BM or 

IM declares a legitimate process as suspicious, and then as spy, the process will never initiate 

malicious action of packet trapping. Hence, the process will not get caught by NM and would be 

prevented from being wrongly declared as malicious. From the above discussion, it can be stated 

that the false positive percentage for both Trilochan and Trinetra is extremely low (almost zero). 

We evaluated the performance overhead of Trilochan as well as Trinetra by monitoring the 

free memory, CPU usage, and interrupts encountered. The obtained results are shown in Fig. 10, 

which is found within 1% for both the algorithms. 

  
 

7 Achievements 

Identification of problems in the area of cloud security itself is the biggest challenge looking 

to the quantity and quality of work done targeting various security issues. Our literature survey 

began with the study and analysis of generic as well as virtualization security issues, and ended 
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with the summary showing the research gap in the area of Cross-VM Branch Prediction Analysis 

attack. We found that none has studied BPA attack as a Cross-VM attack where even scope of the 

attack is also an essential parameter to be considered. We analyzed the Cross-VM BPA attack from 

an absolutely different angle by taking virtualization features and resource sharing configuration 

into account. Our study also revealed that Onur et al. [111] had shown the possibility of four types 

of BPA attacks in a non-virtualized environment. Neither they nor other researchers [112], [113], 

[115]–[121] have shown any result of the successful launching of all types of BPA attacks on a 

virtualized environment. We carried out experiments in successfully simulating two types of BPA 

attacks in the virtualization environment. During the simulation, we found that the third type of 

BPA attack, i.e., ABEA, requires more analysis regarding its applicability for the Ladder 

algorithm. The simulation of the fourth type of BPA attack, SBEA, is theoretically possible but 

extremely difficult to execute in practical conditions. 

Our analysis resulted in mapping between virtualization resource sharing configuration and the 

applicable BPA attack launching method. Further, we also found from the study of existing 

solutions handling BPA attack that there is a need to propose a novel solution such that the normal 

functioning of the system does not get affected as well as false positives do not rise. 

We have proposed a solution, Chatudrashta, to detect the presence of a BPA attack. We have 

considered the most probable two out of the four attack methods, DTA and TDA, for our work. 

Chaturdrashta is logically divided into Trilochan and Trinetra to detect the presence of DTA and 

TDA, respectively, in the Cross-VM environment. We implemented both the approaches at the 

host level to reduce the chances of getting compromised. We had also studied kernel source code 

to understand the logical flow of the system call reading HPCnts. Experimental analysis of both 

Trilochan and Trinetra reveals that they can successfully detect the presence of DTA and TDA 

respectively by the time when a very few bits are predicted. The detection does not result in any 

false positive and takes overhead lower than 1%. Additionally, Chaturdrashta was also found to 

be able to detect the presence of a BPA attack even when it is launched with ABEA or SBEA 

method. 
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8  Conclusion and Future Work 

The virtualization layer is the backbone of the Cloud Computing environment. Hence, we 

found it very essential and interesting to study security issues in the virtualization environment. A 

detailed literature survey on various cloud security issues with a primary focus on virtualization 

revealed that there is a research scope in the area of the Cross-VM Branch Prediction Analysis 

attack, a type of SCA. An in-depth study of the BPA attack had thrown light on a very important 

aspect that the attack launching method and the resource sharing configuration are very crucial 

parameters to be considered for assessing the scope of Cross-VM BPA attack. We carried out 

scope assessment of the Cross-VM BPA attack and identified the applicability of different BPA 

attack methods.  

Study of existing solutions handling BPA attack and their analysis to check their applicability 

in the Cross-VM platform presented that there is a need to propose a new approach to handle the 

Cross-VM BPA attack. We also analyzed that the new solution must not affect the normal system 

functioning as well as it should be independent of the cryptographic algorithm. Our proposed 

solutions Trilochan and Trinetra (Combinedly known as Chaturdrashta) can successfully detect 

the presence of DTA and TDA attacks respectively, with a very negligible overhead of 1%. The 

approach can detect the presence of the BPA attack by the time when a very few bits are extracted 

without resulting in any false-positive. 

We have targeted most-commonly employed DTA and TDA methods while designing 

Chaturdrashta. However, the behavior analysis of the attack methods revealed that the primary 

actions of the Asynchronous and Synchronous BTB Eviction methods coincide with those of DTA 

and TDA. The resemblance in the actions reveals that the Chaturdrashta can detect the presence 

of all the four types of BPA attacks in its original form. Moreover, its applicability can be further 

extended for a non-virtualization environment also just by a small change in the design. Simulation 

of BTB Eviction methods and revision of Chaturdrashta for its compatibility in the non-

virtualization environment is the future scope of our work. 
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