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ABSTRACT 
 

Recent increases in mobile data usage and the emergence of new applications drive the 

motivation to move towards the fourth generation of cellular wireless network. 3GPP 

(Third Generation Partnership Project) group have announced the LTE/SAE (Long Term 

Evolution/System Architecture Evolution) as the fourth generation of the 3GPP mobile 

network also known as EPS (Evolved Packet System). The access network used in the 

LTE network improves radio access technologies of the 3GPP mobile networks so as to 

offer a higher data rate with low latency. The EPS is also designed to support flat Internet 

Protocol (IP) connectivity and fully interworking with heterogeneous radio access 

networks and service providers. Internetworking with heterogeneous radio access 

networks exposes the vulnerability of these networks to direct external threats. Services 

such as mobile banking, on line payment systems and social networking deal with private 

information where protection is mandatory. Security becomes a priority issue for mobile 

operators. LTE AKA (Authentication and Key Agreement) protocol has improvements 

over the UMTS (Universal Mobile Telecommunication System) AKA protocol. However, 

there are still some weaknesses in the current LTE security mechanism. The LTE AKA 

scheme lacks privacy protection. There are many instances resulted in disclosure of the 

IMSI (International Mobile Subscriber Identity) during communication. Disclosure of the 

IMSI may incur severe security problems. Once the IMSI has been obtained, the attacker 

could acquire subscriber information, location information and conversation information. 

Attackers may disguise the real UE (User Equipment) and launch DoS (Denial-of-Service) 

attacks to destroy the network. Identity security is a major issue for wireless 

communication network. Enhance LTE authentication and key agreement protocol is 

require to use to conceal user identity and location privacy. NTRU (Nth degree Truncated 

polynomial Ring Unit) based proposed protocol solves the problem of sending the IMSI as 

a plain text over wireless channel and hence protect against various active attacks. 

Proposed authentication and key agreement protocol does not require to change the 

original infrastructure of the LTE/SAE (Long Term Evolution/System Architecture 

Evolution) network. Proposed protocol is verified using standard ProVerif tool and it 

proved that the proposed protocol enhance security in authentication and key agreement 

mechanism of the LTE network.  
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CHAPTER-1 
 

1 Introduction 

 
1.1 Introduction 
 

Mobile communications have been widely developed during the last decade, reaching 

unexpected numbers of active users. Increases in mobile data usage and the rise of new 

applications inspire to move towards the next generation of cellular wireless network. LTE 

(Long Term Evolution) is the fourth generation mobile technological design for wireless 

telecommunications system. LTE stands for Long Term Evolution and it was started as a 

project by telecommunication body known as the 3GPP (Third Generation Partnership 

Project). LTE evolved from an earlier 3GPP system known as the UMTS (Universal 

Mobile Telecommunication System) so it is also known as EPS (Evolved Packet System). 

SAE (System Architecture Evolution) is the corresponding evolution of the GPRS/3G 

packet core network. The term LTE is typically used to represent both LTE and SAE. The 

radio access network used in the LTE improves access technologies so as to offer high 

performance in terms of a higher data rate, flexible bandwidth and low latency. LTE 

network architecture has been designed with the goal to support packet switched traffic 

with seamless mobility and great quality of service. Due to the introduction of new 

features rise to number of security issues in the LTE network. There is a variety of attacks 

against mobile network. Attacks can be divided in to two main categories (a) Passive 

attacks (b) Active attacks. A passive attack is a network attack in which a system is 

monitored. The purpose is solely to gain information about the target and no data is 

changed on the target. An attacker monitors systems for vulnerabilities without 

interaction, through methods like session capture. In contrast to passive attacker, active 

attacker takes advantage of some shortcoming or limitation of the network infrastructure. 

It is possible to introduce fake mobile tower controlled by attacker. The major security 

issue due to fake tower is catching of IMSI (International Mobile Subscriber Identity), also 
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called IMSI Catcher. The IMSI Catcher is a device used for intercepting user device traffic 

and tracking location of user device. Fake mobile tower acts between target user device 

and the real towers of service provider. It is also known as man-in-the-middle attack. User 

device always select base station with strongest signal when more than one base station 

are accessible to optimize the reception.   IMSI catcher pretends like genuine base station 

and provides stronger signal within defined radius. It can control communication 

parameters. IMSI catcher forces user devices to transmit IMSI using special identity 

request and also possible to eavesdrop user traffic.  

 

1.2 Definition of Problem 
 

Mobile communication networks have been reaching unexpected active users during the 

last decade. Currently, most of the mobile services are based on GSM (Global System for 

Mobile Communications), UMTS (Universal Mobile Telecommunications System) and 

LTE (Long Term Evolution) network. GSM, UMTS and LTE are vulnerable to active 

attacks. When GSM’s AKA (Authentication and Key Agreement protocol) was designed 

at that time active attacks were considered too much expensive to be implemented. In 

Active attacks, attackers exploit some design weaknesses of the wireless network which 

make possible to introduce a false mobile station controlled by the attacker. GSM 

authentication mechanism only requires authentication of the user to the network. User 

can not authenticate network. Attacker can use false base station between the victim 

mobile phone and the genuine towers provided by the service provider, and it is able to 

both control communication parameters, like encryption algorithms, and eavesdrop traffic. 

In UMTS, UE (User Equipment) started to authenticate the network, because active 

attacks have been successfully implemented against GSM. Many security issues still exist 

in the UMTS security system such as Man-in-the-Middle attacks, rogue base station 

attacks and DoS (Denial-of-Service) attacks. The next generation mobile network needs to 

provide more secure functionality than UMTS. To achieve more secure mutual 

authentication between the UE (User Equipment) and network, LTE architecture enhances 

the UMTS AKA (Authentication and Key Agreement) and presents the new access 

security approach. A new key hierarchy mechanism has been introduced in order to ensure 

the security of the access in the LTE network. However, there are still some security 

issues in the current LTE networks. Overview of the security issues on LTE network has 
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been presented in many research papers published in order to review the existing security 

of LTE network. LTE network is also susceptible to privacy protection, location tracking 

and DoS attacks Normally, LTE send temporary identity GUTI (Globally Unique 

Temporary Identity) over the air instead of the permanent identity IMSI. There are many 

cases where IMSI is disclosed. For example, when a user attach to network for first time 

or when serving network cannot obtain permanent identity of user  due to synchronization 

problem when it roams to a new network, the serving network requests the IMSI of the 

user equipment at that time user must transmit the IMSI in plain text. Once the IMSI is 

captured, the attackers can collect user information, location information sometimes even 

conversation information. The LTE AKA mechanism cannot prevent Denial-of-Service 

attacks [9], [10], [11]. Network has to forward the requests of user equipments to the home 

subscriber station even before the user has been authenticated by network. Moreover, 

network can only authenticate user after response has been received from user. Based on 

these two conditions, attackers can launch DoS attacks in LTE network [10], [11]. 

Attackers can disguise a genuine user by continuously sending fake IMSIs to overload 

network. Network has to use its computational power to generate unnecessary 

authentication vectors for the user. On the other hand, the Network has to use its memory 

storage for false response. LTE AKA is vulnerable to DoS attacks and several DoS attacks 

have been found to overload the entities in E-UTRAN [11].  

 

1.3 Objective and Scope of Work 
 

The recent emergence of small and low cost base stations opens the gate to attacker easily 

creating his or her own fake base station equipped with the functionality of a base station. 

By using a fake base station, the attacker can also eavesdrop or redirect user traffic to a 

different network. The functionality of a fake base station could allow attackers to track 

the user mobile location or launch a variety of man-in-the-middle attacks between a user 

and genuine base station. Permanent identity security is a major issue for the users of a 

wireless communication network. Enhance authentication and key agreement protocol is 

require to use to conceal user identity and location privacy in LTE (Long Term Evolution) 

network. The main objective of the research is to propose authentication and key 

agreement protocol which solve the problem of sending the IMSI as a plain text over 

wireless channel and hence protect against various attacks. Proposed solution should be 
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easily fit in existing infrastructure of wireless network. Proposed solution should be 

efficient in terms of processing time, computational overheads and bandwidth.  

 

1.4 Original Contribution by the Thesis 
 

In the research, GSM, UMTS and LTE authentication and key agreement protocols have 

been thoroughly examined and analyzed. Security related issues such as user identity 

privacy, user location tracking and men in the middle attack present in LTE network with 

the focus of authentication and key agreement mechanism are thoroughly analyzed. The 

LTE AKA (Authentication and Key Agreement) protocol has enhancement over UMTS 

AKA protocol but still there are some security issues present in LTE network such as user 

privacy, location privacy, rogue base station attack, DoS (Denial-of-Service) attack and 

man-in-the-middle attack. Normally, LTE sends temporary identity GUTI (Globally 

Unique Temporary Identity) over the air instead of the permanent identity IMSI 

(International Mobile Subscriber Identity). As already mention earlier there are many 

cases where IMSI is disclosed. Attackers can collect this permanent identity IMSI in 

special areas (e.g. airport), where all new users switch on their mobiles, thus triggering the 

identification process in LTE AKA. Once IMSI is captured, the attackers can collect user 

information, location information sometimes conversation information. It is possible to 

disguise UE (User Equipment) and may launch DoS (Denial-of-Service) attacks. It also 

opens the gate for a Man-in-the-Middle attack. (1) LTE AKA vulnerable to privacy 

protection [4], [8]. Active attack model for capturing permanent identity has been 

proposed in [9]. Permanent identity can be easily disclosed by an active attacker. Proposed 

protocol is a secure authentication and key agreement protocol for the LTE network. 

Proposed protocol solves the problem of sending the IMSI as a clear text over wireless 

channel and hence protect against various attack. Proposed authentication and key 

agreement protocol does not require to change the original infrastructure and the 

framework of the LTE network. Performance of proposed protocol is verified using 

standard ProVerif tool and it proved that the proposed scheme is secure and achieves the 

security requirements of the LTE network. In the proposed solution, public key 

cryptosystem is used to secure user privacy by securing IMSI among entities (UE, 

eNodeB, MME, HSS). It is verified that IMSI can be sent securely between entities over 

insecure channel in proposed authentication and key agreement protocol. It is not possible 
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to catch IMSI even attacker has control over channel. Proposed AKA performs mutual 

authentication and also provides secrecy of IMSI. To differentiate the LTE AKA and the 

proposed AKA protocol AMF (Authentication Management Field) format defined for LTE 

AKA is used. MSB (Most Significant Bit) of AMF is separation bit. Protocol separation bit 

format is extended and first two bits of AMF are used to differentiate AKA protocols. 

There is a cost that must be paid to get these benefits. The high computational cost always 

associates with cryptosystem. During protocol design, it is always assumed perfect 

cryptosystem without considering computation. After designing protocol, it is required to 

choose cryptosystem which is suitable for wireless communication network and require 

less computation. Performance of five famous public key cryptosystems i.e. Elliptical 

Curve Cryptography (ECC) cryptosystem, Diffie Hellman (DH) cryptosystem, Elgamal 

Cryptographic System (ECS), RSA (Rivest, Shamir and Adleman, Who described algorithm,  

popularly known as RSA Algorithm) cryptosystem, and NTRU (Nth degree Truncated 

polynomial Ring Unit) cryptosystem are compared. The performance of a public key 

cryptographic system is mainly measured in processing time, computational overheads, 

key size and bandwidth. In the field where computing power, storage and bandwidth are 

limited, carrying out complex operations on large data becomes an impractical approach to 

provide strong security. This is most obvious in constrained devices such as the mobile 

phones, which have very limited resources. NTRU public key cryptosystem is the fastest 

public key cryptosystem to provide different security levels at high speed with very 

constrained resources. NTRU is more efficient in both hardware and software 

implementation than other cryptosystems. NTRU cryptosystem is preferred in proposed 

LTE AKA for wireless communication network. NTRU based LTE authentication and key 

agreement protocol enhance security of network by securing IMSI. 

 

1.5 Thesis Organization 
 

The rest of this thesis is planned as follows. In Chapter 2, it consists of literature reviewed 

on GSM, UMTS and LTE security. Literature reviewed on security issues in GSM, UMTS 

and LTE are discussed. Literature reviewed on existing solution and various public key 

cryptosystem are examined. At the end of chapter, we find research gap in LTE security 

system.     
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In Chapter 3, Brief overview and background of LTE network is presented. We describe 

LTE network architecture with functionality of entities such as UE, eNodeB, MME, HSS 

MME, SGW, PDN-GW, HSS, PCRF, SPR, OFSC and OCS along with interfaces between 

entities.  We also explain User plane protocol stack, Control plane protocol stack and 

Bearers of LTE Network.   

 

In Chapter 4 describes different identities used in entities and interfaces of LTE network 

during communication. Here, LTE identities are divided in to three main categories:  (1) 

User equipment identities (2) Network equipment identities and (3) Location identities. 

User equipment identities such PLMN, IMSI, GUTI, IP Address, C-RANTI, UE S1AP ID, 

IMEI, Network equipment identities such as MME ID, eNodeB ID, PGW-ID, Location 

identities such as TAC and TAI, are discussed along with their format in this chapter.   

 

In Chapter 5, EPS mobility management (EMM) and EPS session management (ESM) 

procedures are used to access LTE network. EMM Common procedures, EMM Specific 

procedures and EMM Connection management procedures of EPS mobility management 

(EMM) are described in this chapter.  

 

Chapter 6 presents Initial attachment procedure which is required to subscribe user with 

network to access LTE network. Various initial attach procedure based on situation of 

network and users are discussed. Overview of authentication, NAS security setup, location 

update procedures which are used in Initial attach procedure are also discussed in this 

chapter.   

 

Chapter 7 describes LTE security architecture.  Key security features supported by LTE 

networks such as Authentication and Key Agreement (AKA), NAS security and AS 

security are discussed. Mutual authentication between user and network discussed in 

detail. Access Stratum layer and Non Access Stratum layer have their own security 

context to protect signaling and data-traffic. NAS security and AS security set up 

procedure are discussed in this chapter in detail.   

 

In Chapter 8, Description and implementation of NTRU crypto system is discussed in 

detail. Proposed LTE authentication and key agreement based on NTRU is explained in 

detail to enhance current LTE security system. Security analysis and comparison of GSM, 
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UMTS, LTE and NTRU based proposed LTE authentication and key agreement protocol 

is carried out in this chapter.  

 

Finally, conclusions are given with major contribution and possible future scope to extend 

this research work is outlined in chapter 9 
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CHAPTER-2 
 

2 Literature Review 

 
2.1 Introduction 
 

A literature review is an unremitting procedure which was carried out during the course of 

research work. Literature reviews of research work are divided into five different stages. 

Table 2.1 shows component wise explanation about this stage with their objectives. 

  
 TABLE 2.1: Various stages of Literature Review  

Stage Topic of Literature Review Objective 

1 GSM, UMTS, LTE security To understand concept of security in 

wireless communication networks.  

2 Security issues in GSM, UMTS, 

LTE  

To understand security issues in 

wireless communication networks. 

3 Security issues in AKA of LTE  To understand security issues in 

authentication and key agreement 

procedure of LTE network.  

4 Existing solutions To explore existing solution related 

to security issues in AKA of LTE  

5 Analysis of public key crypto 

system 

To find public key crypto system 

which is suitable in AKA 

 

Following literatures are referred to understand UMTS & LTE security, Authentication 

and key agreement protocol and public key cryptosystem during research work.  

• 3GPP Technical Report on 3G & 4G Securities  

• Peer review Journal  
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• Research papers  

• Conference proceeding  

• Online Video lectures  

• Books  

 

Methodical literature reviewed during research work is very useful to find the following 

information.  

• The concept of security in wireless communication network  

• Security issues in wireless communication network with focus of AKA  

• Major challenges to protect permanent identity IMSI in AKA of LTE 

• Possible solutions to fill the research gap 

• Search the best solution  

 

2.2 First stage 
 

Technical documents [2], [53], [54], [55], [63] published by 3GPP are reviewed to 

understand architecture of 3G and 4G wireless networks. Books [23], [51] are used to 

understand concept of UMTS security and LTE Security. Technical documents [14], [55], 

[59], [60], [63] published by 3GPP are reviewed in order to understand security 

architecture of 3G and 4G wireless networks and found that authentication, confidentiality 

and integrity are three main key security functions of wireless communication system. 

Authentication process is used for verification of identities to protect unauthorized service 

access. Challenge-Response protocol is used for authentication. Confidentiality process is 

used for protection of user data sent over radio link. Ciphering algorithms are used for 

confidentiality. Integrity process is used to verify that data has not been modified in 

unauthorized way since it was sent. Message authentication codes are used for integrity. 

GSM security system has several security issues such as unilateral authentication (Only 

network verify authenticity of user), weak encryption algorithms (short key length), lack 

visibility (No indication about encryption) and Inflexibility to upgrade security 

functionality over time. Integrity security function is not available in GSM security 

system. UMTS security system has improvement over GSM security system. UMTS 

security system support mutual authentication means user can also check authenticity of 

network. UMTS security system has stronger ciphering algorithms than GSM security 
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system. In UMTS security system, user can verify whether security is available or not. 

Integrity algorithm is available in UMTS for integrity of data. UMTS security system has 

also some limitation such as no End-to-End security (encryption terminates at radio 

network controller). Integrity protection is not mandatory for all messages. From literature 

review, we found that LTE security system has improvement over UMTS system security. 

LTE security system provides true End-to-End security. LTE security functions for the 

NAS (Non-Access Stratum) and AS (Access-Stratum) have been separated. NAS 

functions are those functions for which the processing is accomplished between the core 

network and the mobile terminal or UE. AS functions includes the communications 

between the network edge, i.e. eNodeB (Evolved Node B) and UE. Integrity protection is 

mandatory for all messages after security mode command. A new hieratical key system is 

introduced to derived different keys for different purpose to enhance security.   

 

2.3 Second stage  
 

Many journal and conference paper are reviewed to understand security issues in wireless 

communication network. In GSM, A3 algorithm is used authentication. A5 algorithm is 

used for ciphering and A8 algorithm is used for key generation. Papers [65], [66] on GSM 

security are reviewed and found that cipher algorithms (A5 Algorithm) used in GSM is not 

strong algorithm to provide secure communication between user and network. A5 

algorithm has three different versions based on complexity. All version of A5 algorithm 

can be easily cracked.  A5/1 can be cracked in less than a second. A5/2 can be cracked in 

milliseconds. A5/3 can be cracked in two hours. GSM security is vulnerable to false base 

station attack. In short, GSM security is no longer secure system to provide secure 

communication between user and network.  

UMTS security has enhancement over GSM security. In UMTS security, Mutual 

authentication is performed between user and network so that both user and network can 

authenticate each other. Papers [67], [68], [69] on UMTS security system are reviewed 

and found that some security issues are still present in UMTS security system. UMTS 

security is vulnerable to man-in-the-middle attack, redirection attack, identity 

confidentiality, location tracking and false base station attack. A man-in-the-middle attack 

is defined as an attack in which the attacker is able to eavesdropping, modifying, deleting, 
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reordering, and replaying of messages communicated between two entities of network 

without either entity knowing it. Man-in-the-middle attacks are one of the most 

challenging threats in wireless communication network. Denial-of-Service (DoS) attack is 

attack in which the attacker makes network resource unavailable to its intended users by 

temporarily or indefinitely disrupting services.   Denial-of-Service is typically 

accomplished by flooding unnecessary requests to the targeted machine or resource in an 

attempt to overload systems and make it difficult or impossible for legitimate users to use 

them. UMTS systems partially robust against Denial-of-Service attack as integrity 

protection of critical signalling messages avoids attacks using user de-registration request 

spoofing, location update request spoofing and camping on false base station but 

unprotected messages before security mode command may be used for launching DoS 

attacks. Redirection attack is attack in which attacker has a device that can simultaneously 

impersonate both the base station and user equipment. To cheat the victim user, the 

attacker masquerades as a genuine base station by broadcasting a bogus base station 

identity and connect to victim user. Attacker connects to another legal foreign network on 

behalf of the legitimate user and builds up communication channel between the authorized 

foreign network and the victim user. The victim user will then be authenticated by the 

foreign network as authentication tokens and secret keys are successfully negotiated. 

Redirection attack annoys a victim user with billing problems, forcing the victim user on 

his own home network to be charged for roaming into a foreign domain operated by 

another service provider. It is also possible that the attacker can redirect the victim user to 

an insecure network with weak or none encryption. Hence, the attacker can eavesdrop the 

communication sessions.  

UMTS system offers partial identity confidentiality against identity catching. Permanent 

identity of user (IMSI) is replaced by temporary identity (TMSI) after the first connection 

request. IMSI is sent clear text during the initial attach request and also on the occasions 

like VLR database crash or inability to identify the TMSI. If TMSI cannot be resolved, 

then the network can make an identity request. In this case, user equipment has to send its 

IMSI as clear text in air. Attacker may catch unprotected IMSI and open gate to launch 

various attacks.   

LTE security has enhancement over the UMTS security. Serving network identity (SNID) 

of MME is included in authentication vector to protect against attacks but still some 

security issues are present in the LTE network such as user privacy, location privacy, 

https://en.wikipedia.org/wiki/Cyber-attack�
https://en.wikipedia.org/wiki/User_(computing)�
https://en.wikipedia.org/wiki/Network_service�
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rogue base station attack, Denial-of-Service (DoS) attack and Man-in-the-middle (MITM) 

attack. Comparison of GSM security, UMTS security and LTE security is shown in 

TABLE 2.1 

 TABLE 2.2: Comparison of GSM security, UMTS security and LTE security 

Security feature GSM security UMTS security LTE security 

Authentication Unilateral 
authentication 

Mutual authentication 
 

Mutual 
authentication 
 

Confidentiality  Ciphering only 
at the AS level 

Ciphering only at the 
AS level 

Ciphering at the AS 
(both signaling and 
data) and NAS level 
(signaling only) 

Integrity  No protection Integrity protection 
only at the AS level 

Integrity protection 
at the AS and NAS 
level 

User identity (IMSI) 
protection  

TMSI, but 
limited 

TMSI, but limited  GUTI, but limited  
 

Replay attack No protection Fully protection Fully protection 

Man-in-the-Middle 
attack 

No protection No protection Partial Protection 

Redirection attack No protection No protection Partial Protection 

Denial-of-Service 
attack 

No protection Partial protection Partial Protection 

 

Overviews of the security issues on LTE networks have been presented in many research 

papers [15], [16], [17], [18], [19], and [20]. It motivates to do research to enhance security 

of LTE network to conceal user identity and location privacy.  

 

2.4 Third stage 
 

Authentication and Key Agreement (AKA) procedure is used for mutual authentication 

between user and network in LTE network. LTE AKA has enhancement over the UMTS 

AKA.  Normally, LTE send temporary identity GUTI over the air instead of the permanent 

identity (IMSI) in order to protect user privacy and location privacy. There are many cases 

where IMSI is disclosed. For Example, when user attach to network for first time or when 

serving network cannot get user permanent identity of user when it roams to a new 

network, serving network requests the IMSI of the user equipment at that time user must 



Fourth stage 

13 
 

transmit the IMSI in plain text. Attackers can collect this IMSI in special areas (e.g. 

airport), where all new users switch on their mobiles, thus triggering the identification 

process in LTE AKA. Once the permanent identity is captured, the attackers can open the 

gate for various attacks. LTE AKA vulnerable to privacy protection [4], [8]. The LTE 

AKA mechanism cannot prevent DoS attacks [9], [10], [11]. Moreover, Attacker can 

easily obtain small and low cost base stations. Attacker can thus create its own rogue 

eNodeBs in to LTE network with the functionality of a base station. Rogue eNodeBs can 

impersonate the operator’s node and intercept voice and data transmission from the UE. 

Attacker can also passively eavesdrop or redirect user traffic to a different network using a 

rogue base station [7]. This allows attackers to track the user mobile location or launch 

man-in-the-middle attack. It has been pointed in [6] that LTE security is vulnerable to 

IMSI catching, bandwidth stealing, open architecture problem and DoS attacks.  

 

2.5 Fourth stage 
 

A minor modified version of the LTE-AKA protocol has been presented in [12]. It 

requires a new user module ESIM instead of USIM to provide a direct online mutual 

authentication between the ESIM and the MME/HSS to overcome the shortcomings of the 

LTE-AKA protocol. Challenge-Response procedure is retained for authentication but new 

message element includes in authentication token. Proposed protocol is online protocol 

with respect to the home network. Round-trip delays are increased in proposed 

authentication and key agreement protocol due to online of home network. HSS needs to 

participate in every authentication procedure for each UE; it may incur a large number of 

communication delays and thus cause signaling congestion on the HSS. However, it may 

suffer compatible problems in the LTE networks due to the use of the new ESIM. In 

addition, it cannot overcome the disclosure of user identity. These are considerable 

operational drawbacks in LTE network due to new ESIM based proposed authentication 

and key agreement protocol.  

Enhanced LTE AKA protocol has been proposed in [13] to enhance the performance of 

LTE-AKA mechanism by increasing a little computation in the network (MME). In the 

proposed protocol just one authentication vector computes by HSS, and then sends it to 

the MME for combination with other computed parameter in MME. So sharing MME in 

authentication procedure causes optimization of network resources. MME generates and 
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stores many authentication vectors (AVs) from the original AVs at the HSS. It can reduce 

the authentication signaling exchange between MME and HSS to saves the bandwidth 

consumption at the HSS. However, this scheme increases the load of the MME because 

more authentication vectors are required to generate at the MME.  Proposed protocol 

cannot prevent transmission of IMSI as clear text in air. In proposed-AKA, HSS 

authenticates user by verifying message authentication code and IMSI. So if an attacker 

can access to IMSI, and sent authentication requests to HSS than HSS uses its resources to 

compute authentication vector unnecessarily. HSS becomes busy for useless work and 

may cause DoS (Denial-of-Service) attack in the network.  

 

J-PAKE based protocol has been proposed in [1], Identity protection at the first initial 

attaches and perfect forward secrecy issues are discussed in paper. Juggling password 

authentication key exchange (J-PAKE) protocol is proposed to use in authentication 

process to provide strong perfect forward security protection. The J-PAKE is a password 

authentication keying agreement protocol to provide a zero knowledge proof using a 

shared key that is never sent over the transmission medium. J-PAKE based protocol only 

focused access level security issues that may arise at UE, eNodeB and MME. J-PAKE 

based proposed solution assumes the existence of a secure communication channel 

between the MME and the HSS. J-PAKE based authentication and key agreement protocol 

does not solves issue related to identity protection. However, it only discussed the use of 

J-PAKE in the LTE networks without much more detail of the implementation. 

 

Security issues in the LTE wireless networks with the focus of authentication and key 

access mechanism in fourth generation mobile telecommunication system are reviewed. 

Existing proposed solutions to overcome security problems in authentication and key 

agreement are reviewed. Paper [24] on “Toward 5G security” is reviewed and found that 

one of possible solution is to be the use of public key based mechanism for authentication 

and key agreement to enhance security in wireless network. User permanent identity 

confidentiality could be protected against active attacks using public key based 

authentication and key agreement. Lots of research is going on to enhance security of LTE 

network.  
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2.6 Fifth stage 
 

Many papers are reviewed to find suitable public key cryptosystem. Comparative analysis 

of RSA, ECC, Elgamal Elliptic Curve Encryption algorithm and Menezes Vanstone 

Elliptic Curve Encryption algorithm is prepared in [35]. These public key encryption 

schemes were implemented in Java. The performance of algorithms based on the key 

generation, encryption and decryption time were compared. The results proved that elliptic 

curve based implementations is better than the RSA algorithm on all parameters are used 

for evaluation. ECC is better than that of RSA on constrained devices such as mobiles 

phones, PDAs etc).  

Security solution using asymmetric key cryptography is discussed in [33]. Secure 

Authentication in mobile communication is very critical to secure information of the users. 

This paper discussed security of elliptic curve cryptographic technique. ECC on GF (P) 

shows that security of the proposed system is very strong. It has been discussed by many 

researchers that smaller key size can be used for ECC compared to RSA same time ECC 

requires a low calculation power as the mathematical calculations in ECC are easier. 

Therefore, ECC is a more suitable cryptosystem to be used on constrained devices like 

mobile phones.  

Security analysis of digital Signature schemes based on RSA, DSA and Elgamal is 

performed in [42]. The mathematical complexity of different algorithms for generation of 

keys, verification of digital signatures and security strengths were analyzed.  

Security analysis RSA and ECC is performed in [25]. Algorithms were implemented in 

Java in order to check the relative performance of each algorithm. Both algorithms are 

tested for key generation, encryption and decryption of large files. It was concluded ECC 

is stronger and faster than RSA. 

Different public key cryptosystems such as RSA, Elliptic curve cryptosystem, Diffie-

Hellman, Elgamal crypto system are discussed in [38].  Different public key algorithms 

were analyzed based on mathematical complexity of problem. It was concluded that ECC 

is the most efficient public-key cryptosystem among analyzed public key cryptosystems. It 

provides high security solutions on constrained devices where storage, computing power 

and bandwidth are limited such as mobile phones, PDAs etc. 
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ECC public key based mechanisms is explained in [41]. ECC public key based 

mechanisms offer security services such as key exchange, encryption and decryption. The 

well known encryption scheme is the Elliptic Curve Integrated Encryption Scheme 

(ECIES), which is included in IEEE standards. Wireless devices are swiftly becoming 

more dependent on security features such as the ability to do secure email, virtual private 

networking, corporate networks and secure Web browsing. ECC allows more efficient 

solution for all of these features. ECC provides better security than the other public key 

techniques.  

NTRU public key algorithm is explained in detail [26]. NTRU provides encryption, 

decryption and key generation. Theoretical operating characteristics of RSA, McEliece, 

GGH, and NTRU cryptosystems are compared.  RSA and NTRU public key algorithms 

are compared in terms of key size, key generation time, encryption time and decryption 

time. In this paper, it is found that NTRU significantly faster than the normally used RSA. 

NTRU public key algorithm with its mathematical back ground is discussed in [37]. 

Theoretical operations of key generation, encryption and decryption are explained. RSA, 

ECC and NTRU public key algorithms are compared in terms of key size, key generation 

time, encryption time and decryption time. It is concluded that NTRU is very fast and 

secure compared to other public key cryptosystems such as RSA and ECC. 

Different public key algorithms such as RSA, ECC, Braid group based crypto system and 

NTRU are analyzed in [36]. Based on analysis and implementations a comparison 

between the cryptosystems is made. The paper comes to a conclusion that NTRU is fastest 

algorithm among analyzed public key algorithms and it is one to two orders of magnitude 

faster than ECC, while the efficiency of Braid groups based cryptosystem is between ECC 

and NTRU. 

 

2.7 Research gap 
 
In this research work, following research gap is found after literature reviewed of all the 

stages. LTE security system is vulnerable to user privacy and location privacy. LTE AKA 

not able to protect permanent identity (IMSI) of user. Enhance authentication and Key 

agreement protocol is required to protect permanent identity (IMSI) to protect against 

various attacks. Proposed solution should be easily fit in existing infrastructure of wireless 
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network. Proposed solution should be efficient in terms of processing time, computational 

overheads and bandwidth. NTRU based LTE AKA protocol is proposed for complete 

permanent identity protection. NTRU public key cryptosystem is the fastest public key 

cryptosystem to provide different security levels at high speed with very constrained 

resources. NTRU is more efficient in both hardware and software implementation than 

other cryptosystems. NTRU is preferred in authentication and key agreement protocol of 

LTE network. None of the researcher or inventor has worked on NTRU based 

authentication and key agreement protocol to protect permanent identity of user in LTE 

network. The research gap mentioned above has been addressed in the proposed LTE 

authentication and key agreement protocol for LTE network.  

 

2.8 Summary of Literature Reviewed 
 

In this research work, the qualitative and exploratory approaches have been used and 

followed the research methodology steps. Very first, during the literature review, various 

research papers, journal and other articles on GSM, UMTS and LTE architecture and 

securities in networks are referred to understand concept of security in wireless 

communication networks. During this initial phase of literature review, many security 

issues are found present in wireless communication network. Many security issues in the 

LTE wireless networks with the focus of authentication and key access mechanism are 

reviewed and found that LTE AKA is also vulnerable to user privacy and location 

tracking. During literature review, some solutions are found to enhance security in LTE 

network. In this research work, NTRU based authentication and key agreement solution is 

proposed to secure permanent identity of user to protect against active attacks. Many 

papers on public key crypto system are reviewed and found that NTRU is more efficient in 

both hardware and software implementation than other cryptosystems. NTRU is suitable 

in authentication and key agreement protocol of LTE network. NTRU based 

authentication and key agreement protocol is proposed to protect permanent identity of 

user to enhance LTE security in order to protect against various active attack. The 

proposed system model and NTRU based authentication and key agreement protocol is 

available in the further chapter. 
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CHAPTER-3 
 

3 Background of LTE Network 

 
3.1 Introduction 
 

LTE (Long Term Evolution) is the fourth generation mobile technological design for 

wireless telecommunications. LTE has been specified by 3GPP as next generation mobile 

networks. It provides high-speed data for cellular users and other user devices. LTE is an 

evolution of UMTS system so it is also known as EPS (Evolved Packet System). LTE 

systems support fully inter-working heterogeneous wireless networks and smooth 

integration with other existing wireless communication networks.  

 

3.2 LTE Network architecture 
 

LTE network architecture is comprised of three main components (i) User Equipment 

(UE) (ii) Evolved UMTS Terrestrial Radio Access Network (E-UTRAN) (iii) Evolved 

Packet Core (EPC).  

The most common LTE network architecture is shown in the below FIGURE 3.1. User 

equipment (UE) is comprised of the Mobile Termination (MT), Terminal Equipment (TE) 

and Universal Integrated Circuit Card (UICC). UICC is also known as the SIM card for 

LTE equipment and it runs an application known as the Universal Subscriber Identity 

Module (USIM). The E-UTRAN handles the radio communications between the mobile 

and the evolved packet core using the evolved base stations, called Evolve Node B 

(eNodeB or eNB). eNodeB provides users with radio interfaces. eNodeB is responsible for 

RRM (Radio Resource Management) task such as scheduling, dynamic allocation, bearer 

control and radio mobility control. 
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FIGURE 3.1: LTE Network architecture 

LTE-Uu interface is between UE and eNodeB for the control and user planes. The 

signaling connection over the LTE-Uu is the RRC connections represented by Signaling 

Radio Bearers (SRBs) and the user plane connection is the logical channels represented by 

Data Radio Bearers (DRBs). X2 interface is between two eNBs for user plane and control 

plane. Handover related information and Load or interference related information is 

exchanged over X2 interface. The evolved packet core (EPC) communicates with packet 

data networks in the outside world such as the internet, private networks or the IP 

multimedia subsystem. EPC is comprised of the MME (Mobility Management Entity), 

SGW (Serving Gateway), PDN-GW (Packet Data Network Gateway), HSS (Home 

Subscriber Server), PCRF (Policy Charging Rules Function), SPR (Subscription Profile 

Repository), OFSC (Offline Charging System) and OCS (Online Charging System). S1-U 

interface is between Evolve Node B (eNodeB) and Serving Gateway (SGW) for the user 

plane. It offers GTP tunnel. The mobility management entity (MME) is main entity of 

EPC. MME is responsible for high-level operation of network. It communicates with 

Home Subscriber Server (HSS) for user authentication over S6a interface, Non Access 

Stratum (NAS) signalling, Mobility management, handover management and EPS bearer 
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management. S1-MME interface between an E-UTRAN (eNB) and MME for the control 

plane. Home Subscriber Server (HSS) component is a central database that contains 

information about user profiles. It provides user authentication information to MME. S6a 

interface is between HSS and MME for the control plane. HSS exchanges UE subscription 

and authentication messages. The Packet Data Network Gateway (P-GW) communicates 

with the outside world i.e. Packet data networks (PDN). The P-GW is responsible for 

handover between 3GPP network and non 3GPP network. The main functions of P-GW 

are IP address allocation from the address space of the PDN, IP routing and forwarding. 

The serving gateway (S-GW) forwards data between the base station and the PDN 

gateway. S-GW is responsible for inter Evolve Node B handover and inter 3GPP 

handover.  

S11 interface is between mobility management entity and serving gateway.  It provides a 

GTP tunnel per user. S5 is interface defined between S-GW and P-GW for the control 

plane and user plane. S5 interface provides GTP tunnel per bearer for user plane and GTP 

tunnel management (creation, modification and deletion) per user for the control plane. 

The Policy Control and Charging Rules Function (PCRF) is entity which is responsible for 

policy control decision-making, as well as for controlling the flow-based charging 

functionalities in the Policy Control Enforcement Function (PCEF), which resides in the 

P-GW. A SPR provides subscription information to the PCRF. Sp interface is between 

SPR and PCRF for the control plane. Gx interface is between P-GW and PCRF for the 

control plane to transfers PCC rules from the PCRF to the Packet Data Network Gateway 

(PGW) to maintain QoS (Quality of Service). OCS supports online credit control and 

charging functions based on volume, time and event. Gy interface is between P-GW and 

OCS for control plane. OFSC provides CDR-based charging information. Gz interface is 

between P-GW and OFSC for control plane.  

When UE is in the range of LTE network it send signal to connects to eNodeB. UE sends 

an attach request message to eNodeB to connect to the network. eNodeB sends attach 

request to the MME via the S1-MME interface. The Mobility Management Entity (MME) 

check the validity of the UE request against the Home Subscriber Server (HSS) central 

data base, and then selects required S-GW that has access to the PLMN. Finally the 

request reaches the PGW where IP is assigned to the connection. After IP assignment 

connection is established between the UE and the network.  
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Interfaces and protocol between LTE entities of the LTE network architecture are shown 

in following TABLE3.1.  
TABLE 3.1: LTE Interfaces and Protocol 

Name of 

Interface 

Name of Protocol 

LTE-Uu E-UTRA  (user plane  and control 

plane) 

X2 GTP-U (user plane) 

X2-AP  (control plane) 

S1-U GTP-U 

S1-MME S1-AP 

S11 GTP-C 

S5 GTP-U (user plane) 

GTP-C (control plane) 

S6a Diameter 

Sp Diameter 

Gx Diameter 

Gy Diameter 

Gz GTP’ 

SGi IP 

  

  

3.3 LTE Protocol Stack 
 

The radio protocol stack for LTE are separated into control two stacks based on 

functionality (1) User plane protocol stack  (2)   Control plane protocol stack. In user 

plane protocol stack, the application layer form data packets which are processed by IP 

protocol. In control plane protocol stack, the RRC (Radio Resource Control) protocol 

generates signalling messages which are transferred between the UE and eNodeB.  Data is 

processed by PDCP (Packet Data Convergence Protocol), RLC (Radio Link Control) 

protocol and the MAC (Medium Access Control) protocol in user plane protocol stake and 

control plane protocol stake before passed to the physical layer for transmission. 
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3.3.1 User plane protocol stacks 

 

User plane protocols deal with the transport of user data and other directly user related 

information. User plane protocol stacks shown in FIGURE 3.2 for the LTE network. 

 
FIGURE 3.2: User plane protocol stacks 

PDCP, RLC and MAC are sub layers between the eNodeB and UE in user plane protocol 

stack. Packets in the network are tunneled between the P-GW and the eNodeB using user 

plane protocol. Different protocols are used depending on the interface. GTP (GPRS 

Tunneling Protocol) is used between the eNodeB and S-GW on the S1 interface. It also 

used between the S-GW and P-GW on the S5 interface. PDCP protocol is used to 

transport of IP packets over the radio link. PDCP is responsible for AS (Access Stratum) 

security, header compression, and reordering and retransmission of packet during 

handover. RLC protocol forms RLC PDU at transmitting side. RLC protocol carry out 

concatenation or segmentation of PDCP PDU’s during process of the RLC PDU. RLC 

protocol performs reassembly of the RLC PDU to reform the PDCP PDU at receiving 

side. Transparent mode, Acknowledged mode and unacknowledged mode are three modes 

in RLC protocol to offer different reliability levels. Reordering and retransmission of 

RLC PDU is also performing by RLC protocol and gives RLC PDU to MAC layer. MAC 

layer is between PHY layer and RLC layer. MAC layer is connected to the PHY layer 

through transport channels and to the RLC layer through logical channels. MAC protocol 

performs multiplexing and de multiplexing between transport channels and logical 

channels. MAC protocol is responsible for QoS (Quality of Service) by scheduling data 
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from logical channels. Evolve Node B (eNodeB) scheduler is responsible for radio 

resources allocation to user equipments and performs quality of service control. 

 

3.3.2 Control plane protocol stacks 

 

Control plane protocols are used to ensure correct system functionality by transferring 

necessary control information between entities in the LTE network. Control plane protocol 

stacks shown in FIGURE 3.3 for the LTE network. 

 

 
FIGURE 3.3: Control plane protocol stack  

 

Non Access Stratum (NAS) protocols form the highest stratum of the control plane 

between the user equipment (UE) and Mobility Management Entity (MME). Non Access 

Stratum (NAS) protocols support the mobility of the UE and the session management 

procedures to establish and maintain IP connectivity between the UE and a P-GW. RRC 

protocol supports the transfer of the non access stratum signalling. It performs tasks 

needed for productive administration of RRM. The main functions are reconfiguration, 

restoration and release of radio bearer. X2-AP protocol underpins UE portability and SQN 

functions inside the E-UTRAN. To help UE mobility, the X2-AP protocol gives functions, 

for example, information sending, exchange of SN status and UE context. S1-AP protocol 

bolsters functions such as UE context administration, S1 interface administration, E-RAB 

administration and Non Access Stratum signaling transportation. GTP-C is used to 
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manage GTP tunnels. It is responsible for establishment, alteration and end of GTP 

tunnels. It makes information sending tunnels in the event of LTE handover. Diameter 

protocol is responsible for transmission of user and user authentication data between the 

home subscriber server and mobility management entity over S6a interface. It is also used 

for transmission of PCC rules from the PCRF to PDN-GW over Gx Interface and transfer 

of online credit control data between the PDN-GW and OCS over Gy interface. GTP’ 

protocol is responsible for CDR transfer from PDN-GW to OFSC over Gz interface. 

 

3.4 LTE Bearers and traffic flow on the LTE Network 
 

Bearer is a connection between two end points. Bearer carries traffic from a point to 

another point. It contains traffic class, delivery order, bit rate, priority, reliability and QoS 

for its connection. Signaling radio bearers (SRB) and transport bearers are two main types 

of bearers. Signaling radio bearers are used to allow signaling communication between the 

user and network on the control plane in order. It is used for transmitting Radio Resource 

Control and Non Access Stratum messages. Three signaling radio bearers are used in LTE 

network (1) Signaling Radio Bearer 0 (SRB0) (2) Signaling Radio Bearer 1 (SRB1) and 

(3) Signaling Radio Bearer 2 (SRB2). Data radio bearers are used for transmission of user 

data between user equipment and evolved base station on the user plane. It permits direct 

data communication between user equipment and Evolve Node B on the air interface. 

SRB0 is used RRC connection between the User Equipment (UE) and Evolve Node B 

(eNodeB). SRB1 is used for transfer of security information, handover information and 

measurement reports. SRB2 is used for the transferring of Non Access Stratum (NAS) 

messages and measurement information. SRB2 is always setup after SRB1 and security 

activation. After SRBs set up, User equipment is connected to the network through Evolve 

Node B. Bearers between LTE entities are shown in FIGURE 3.4. LTE network has 

multiple connection points to transfer user traffic such as UE to eNodeB, eNodeB to S-

GW. LTE network has multiple bearers in order to transfer user traffic. S1 Bearer is used 

between Evolve Node B and Serving Gateway. E-UTRAN Radio Access Bearer (E-RAB) 

is mixture of DRB and S1 Bearer. It creates connection between UE and SGW.  S5/S8 

Bearer is used between SGW and PGW. It is used for user data-traffic. EPS Bearer is a 

mixture of the E-RAB and S5/S8 Bearer. It provides user plane connectivity from UE to 

PGW. External Bearer is used between PGW and external resource to EPC such as 
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connectivity to the Internet. End to End Service is a combination of the EPS Bearer and 

the External Bearer.  

 

 
 

FIGURE 3.4: LTE Bearers  

 

It allows user plane access from a User Equipment to the appropriate resource that is 

external to the EPC. User equipment attach to network at that time GTP tunnel is created. 

During traffic flow, IP packets are sent over S1-U and S5 interfaces through the GTP 

tunnel. More than one bearer connection is set up on S1-U and S5 interfaces. During 

traffic flow in uplink direction, User Equipment transfers user IP packets to an Evolve 

Node B over LTE-Uu interface. Evolve Node B sum up the user IP packets with the S1 

GTP tunnel header. Base station forwards the resulting user traffic to the S-GW. After 

receiving the IP packets, the S-GW remove S1 GTP tunnel header, sum up the user IP 

packets with the S5 GTP tunnel header and forwards the resulting user traffic to the P-

GW. P-GW obtains the user IP packets by eliminating the S5 GTP tunnel header. P-GW 

sends IP packets to the Internet through IP routing. 
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CHAPTER-4 
 

4 LTE Identities 

 
4.1 Introduction 
 

Different identities (IDs) are used in entities and interfaces during communication in LTE 

network.  LTE IDs can be permanent or temporary. LTE IDs can be defined during 

installation or during service operation.   LTE IDs can be used locally or globally. TABLE 

4.1 lists main LTE IDs used in LTE network. 
                            

TABLE 4.1: LTE Identities  

ID Meaning 

MCC Mobile Country Code 

MNC Mobile Network Code 

PLMN ID Public Land Mobile Network Identifier 

IMSI International Mobile Subscriber Identity 

GUTI Globally Unique Temporary UE Identity 

S-TMSI SAE Temporary Mobile Subscriber Identity 

M-TMSI MME Temporary Mobile Subscriber Identity 

MSIN Mobile Subscriber Identification Number 

MMEGI MME Group Identifier 

MMEC MME Code 

GUMMEI Globally Unique MME Identity 

MMEI MME Identifier 

C-RNTI Cell- Radio Network Temporary Identifier 

IMEI International Mobile Equipment Identity 

http://www.sharetechnote.com/html/Handbook_LTE_IDs_in_LTE.html#PLMN_CellID_SIB1�
http://www.sharetechnote.com/html/Handbook_LTE_IDs_in_LTE.html#M_TMSI�
http://www.sharetechnote.com/html/Handbook_LTE_IDs_in_LTE.html#MME_ID�
http://www.sharetechnote.com/html/Handbook_LTE_IDs_in_LTE.html#MME_ID�
http://www.sharetechnote.com/html/Handbook_LTE_RNTI.html�
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IMEI/SV IMEI/Software Version 

TAI Tracking Area Identity 

TAC Tracking Area Code 

ECGI E-UTRAN Cell Global Identifier 

ECI E-UTRAN Cell Identifier 

PGW ID PDN GW Identity 

PDN ID Packet Data Network Identity 

EPS Bearer ID Evolved Packet System Bearer Identifier 

E-RAB ID E-UTRAN Radio Access Bearer Identifier• 

DRB ID Data Radio Bearer Identifier 

LBI Linked EPS Bearer ID 

TEID Tunnel End Point identifier 

  

 

4.1.1 Classification of LTE Identification 

  

LTE IDs can be separated in to four main category (1) UE IDs and (2) NE IDs (3) 

Location IDs (4) Bearer IDs. Different UE IDs are used to identify user at different 

interface and entities such as IMSI, GUTI, S-TMSI, IP address, C-RNTI, UE S1AP ID, 

IMEI and IMEISV. NE IDs are used by LTE network entities such as MMEs, eNBs and P-

GWs such as GUMMEI and MMEI for MMEs, Global eNB ID and eNB ID for eNBs, 

ECGI and ECI for cells, and P-GW ID for P-GWs. Location IDs are used to identify area 

of user such as TAI and TAC.  Bearer IDs are used during user traffic delivery such as 

PDN ID (or APN), EPS bearer ID, E-RAB ID, DRB ID, TEID and LBI. UE IDs, NE IDs 

and Location IDs are discussed in detail in this chapter.  

 

4.2 User Equipment Identities 
  

User equipment identities (UE IDs) are allocated to each UE by LTE entities in network. 

UEs share common resources in various layers and interfaces so different UE IDs are 

required. In this section, key UE IDs are discussed.   

http://www.sharetechnote.com/html/Handbook_LTE_IDs_in_LTE.html#E_RAB_ID�
http://www.sharetechnote.com/html/Handbook_LTE_IDs_in_LTE.html#DRB_ID�
http://www.sharetechnote.com/html/Handbook_LTE_IDs_in_LTE.html#TEID�
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4.2.1 PLMN ID  

  

Public land mobile network (PLMN) is a network that is established and operated by 

an administration or by a recognized operating agency (ROA) for the specific purpose of 

providing land mobile telecommunications services to the public. Each operator providing 

mobile services has its own PLMN ID. PLMNs interconnect with other PLMNs 

and Public switched telephone networks (PSTN) for telephone communications or 

with internet service providers for data and internet access. A PLMN ID is used global 

identity of mobile network. A PLMN is identified by the Mobile Country Code (MCC) 

and the Mobile Network Code (MNC) as shown in FIGURE 4.1. The three-digit MCC 

identifies the country where the mobile network established. MCC is assigned by ITU. 

Country may have one or more PLMN IDs as needed. For example, India has the MCC 

value of 404 and 405. An MNC identifies the operator of a mobile network and is 

allocated by national authority. MCC and MNC of mobile operators in India are shown in 

FIGURE 4.1. 

 

 

     Example: India 

                PLMN ID 

 

 

 
FIGURE 4.1: PLMN ID format and Example  

 

4.2.2 IMSI (International Mobile Subscriber Identity) 

  

IMSI is a unique identity of user to identify user globally. IMSI is permanent identity of 

user. IMSI is defined in ITU-T recommendation E.212. FIGURE 4.2 shows format of the 

IMSI. IMSI has two parts. First part of IMSI consist of PLMN ID in which user is 

subscribe to network. Second part of IMSI is Mobile Subscriber Identification Number 

MCC MNC Brand 

Name 

Mobile Network Operator 

404 5 Vodafone  Vodafone (Gujarat) 

405 6 Reliance Reliance (Gujarat) 

404 24 Idea Idea (Gujarat) 

404 57 BSNL BSNL (Gujarat) 

MCC MNC 

 

3 digit 

 

2 or 3 digits 

 

https://en.wikipedia.org/wiki/Telecommunications_network�
https://en.wikipedia.org/wiki/Administration_(business)�
https://en.wikipedia.org/w/index.php?title=Recognized_operating_agency&action=edit&redlink=1�
https://en.wikipedia.org/wiki/Mobile_phone�
https://en.wikipedia.org/wiki/Public_switched_telephone_network�
https://en.wikipedia.org/wiki/Telephone�
https://en.wikipedia.org/wiki/Internet_service_provider�
https://en.wikipedia.org/wiki/Data�
https://en.wikipedia.org/wiki/Internet�
https://en.wikipedia.org/wiki/Mobile_Country_Code�
https://en.wikipedia.org/wiki/Mobile_Network_Code�
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(MSIN) that is assigned by the operator. The IMSI can have a maximum length of 15-

digits. The MSIN identifies a mobile subscriber within a PLMN. 

 

                                             

                                             PLMN ID 

 

 

 

 

 
 

FIGURE 4.2: IMSI format 

  

IMSI is stored in USIM. Network uniquely identify user using IMSI. IMSI is also stored 

in Home Subscriber Server (HSS) and Subscriber Profile Repository (SPR) by the 

operator. IMSI is sent by the user equipment to the mobile network during initial 

attachment procedure. Network establishes default EPS bearer which is basic transmission 

path in the LTE network, IMSI installed in the USIM, HSS and SPR is for permanent. 

IMSI stored in the MME, S-GW, P-GW and PCRF while establishing a default EPS bearer 

during a UE’s initial attach process is a temporary value and  removed when the default 

EPS bearer is terminated. 

 

  

4.2.3 GUTI, S-TMSI and M-TMSI 

  

GUTI, S-TMSI and M-TMSI identities are utilized by Mobility Management Entity 

(MME). IMSI is a permanent and exceptional ID that recognizes a user in network. On the 

off chance that it is much of the time exchanged over the radio connection, it might 

conceivable that IMSI is gotten by attacker and makes security issues. For security 

improvement, a Globally Unique Temporary Identifier (GUTI) is dispensed to user 

equipment by a MME when the user equipment joins to the system. GUTI is utilized 

rather than the IMSI to recognize the UE. FIGURE 4.3 shows organization of a GUTI. 

 

MCC MNC MSIN 
 

3 digit 
 

2 or 3 digits 
 

Up to 10 digits 
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                                                                GUTI 
                                              
                                        GUMMEI                                            M-TMSI 
                                             
                           PLMN ID                             MMEI 

 

 

 

                
         S-TMSI 
 

FIGURE 4.3: GUTI format 

  

User equipment attaches to a system for first time; it utilizes its IMSI to ask for access to 

the system and gets a GUTI distributed by the system (i.e. MME). The UE from that point 

utilizes the GUTI, rather than IMSI, when it appends again to the system. Regardless of 

whether the User Equipment utilizes IMSI or GUTI as its ID when reattaching to the 

system relies upon which esteem is being set as Temporary Identifier utilized as a part of 

Next update (TIN). Once the underlying append process or the tracking area update (TAU) 

methodology of the User Equipment is performed effectively, the Mobility Management 

Entity designates and sends a GUTI to the UE, which at that point sets the GUTI as its 

TIN. The GUTI is utilized from there on rather than the IMSI when the user equipment is 

attached to the system or TAU update. A LTE administrator can have at least one than one 

Mobility Management Entity groups comprising of various MMEs. MME Identifier, along 

these lines, is comprised of MME Group Identifier (MMEGI) that speaks to a MME group 

and a MME Code (MMEC) that speaks to a MME inside the MME group. A Globally 

Unique MME Identifier (GUMMEI) is made by adding a PLMN ID to the MME ID. Each 

MME assigns a MME Temporary Mobile Subscriber Identity (M-TMSI), the 

extraordinary incentive in the MME, to each enrolled endorser of protect the supporter's 

secrecy.  

A GUTI, made out of GUMMEI and M-TMSI, is a global identity also used outside 

network and is utilized rather than an IMSI to recognize a UE. Not at all like an IMSI that 

has a settled esteem; it has a transitory esteem that is distributed by a MME at whatever 

point a User Equipment is enlisted to the LTE organize. So the GUTI can at present be 

MCC MNC MMEGI MMEC M-TMSI 
 

3 digit 
 

2 or 3 digits 
 

4 digits 
 

2 digits 
 

8 digits 
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kept secure notwithstanding when every now and again uncovered over the radio 

connection. S-TMSI comprising of MMEC and M-TMSI is utilized to particularly 

distinguish a User Equipment inside a MME group. It is shorter than a GUTI and 

subsequently it enhances transmission effectiveness on radio connections if utilized as a 

part of an administrator's system that does not have more than one MME groups. 

 

4.2.4 IP Address 

 

LTE networks are all-IP networks. Networks deliver all user traffic in IP packets. IP 

address is PDN (Packet Data Network) address. When user equipment attach to LTE 

network, IP address is assigned to user equipment for its connection to the PDN. Default 

bearer is established between UE and P-GW in the LTE network for each APN (Access 

Point Name). IP address assigned to the UE valid until the UE is detached from LTE 

network. UE can be connected to more than one PDN based on service. LTE network 

assigned each user equipment different IP address per each PDN connection. IP address 

may be local or global. Local IP address is private IP address and known within PLMN 

network. Global IP address is known outside network. A P-GW allocates IP addresses in 

two ways: dynamic or static IP address allocation. An operator allocates a permanent or 

static IP address to user equipment at the time of subscription in case of static IP address 

allocation.  Network operator has allocated static IP address provisioned for UE in the 

network (HSS). When the UE initially attaches to network, P-GW obtains static IP address 

from HSS and forwards it to the UE. Same IP address is assigned to the UE every time it 

initially attach to network. In case of dynamic IP allocation, the network automatically 

selects IP address for UE. Different IP address is assigned to the same UE every time it 

initially attaches to the network. IPv4 format is shown in FIGURE 4.4 

  
Network Address Host Address 

  
 

192.168 42.163 
 

FIGURE 4.4: IP address format 
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4.2.5 C-RNTI 

  

Cell Radio Network Temporary Identifier (C-RNTI) is assigned to user equipment by 

Evolve Node B through a random access procedure in a cell controlled by the Evolve 

Node B.  C-RNTI is active and used only within the serving cell. UEs in the cell are 

uniquely identified by their C-RNTI. For example, User equipment in cell-1 is assigned 

with C-RNTI1 by Evolve Node B. new C-RNTI is allocated when the user equipment 

leaves the current cell and moves to a new cell through a random access procedure. 

FIGURE 4.5 shows how a C-RNTI is allocated. As shown in figure new C-RNTI2 is 

assigned to user equipment when it moves from Cell-1 to Cell-2 by serving eNodeB. An 

Evolve Node B is responsible for allocating radio resources to UEs on uplink and 

downlink. It notifies which user equipment can use the radio resources in the next 

Transmission Time Interval (TTI) by broadcasting a C-RNTI on Physical Downlink 

Control Channel (PDCCH). If a UE finds its C-RNTI on the PDCCH in the cell it 

accessed, the UE then realizes it can use the radio resources in the next uplink or downlink 

TTI. 

 

 

  

 

 

 

                       

   
 

                                          User equipment  

FIGURE 4.5: C-RNTI allocation 

 

4.2.6 UE S1AP ID 

  

UE S1 AP IDs are utilized to separate users over S1-MME interface. S1AP layer handles 

signaling messages between Evolve Node B (eNB) and Mobility Management Entity 

(MME) over S1-MME interface. Numerous UEs remain associated with an eNB in the 

                           Cell 0 
Cell 1 
 
                       
                                Cell 2                       
C-RNTI 1 
            
                      C-RNTI 2 

   eNB 
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meantime and the eNB utilizes the same S1 connection for all the S1AP control messages 

it transmission with Mobility Management Entity (MME) as for the UEs. In this way, 

keeping in mind the end goal to tell which S1AP message is for which User Equipment, an 

eNB allots an ID (eNB UE S1AP ID) to every User Equipment when it sends the first 

S1AP message for a UE to a MME. Moreover, one MME can transmit S1AP messages 

with numerous eNBs (e.g. more than hundreds) and through numerous S1 interfaces 

simultaneously. Once more, with a specific end goal to tell which S1AP message is for 

which UE in which eNB, the Mobility Management Entity designates an ID (MME UE 

S1AP ID) to every UE when it sends the first message for a UE to an eNB. After this 

initially round excursion of S1AP message, all the user control messages (S1AP 

messages) transmitted over the S1-MME interface are conveyed with a couple of UE 

S1AP IDs all together that the eNB and Mobility Management Entity (MME) can tell 

which S1AP message is for which UE. At that point, with the combined IDs, the MME 

can discover which UE in which eNB the got S1AP message is for, and the eNB can 

likewise tell which UE the got S1AP message is for. UE S1AP ID is utilized at S1AP layer 

as shown in FIGURE 4.6. 

 

                                                                                                   
S1-AP  S1-AP 

SCTP  SCTP 

IP IP 

L2  L2 

L1  L1 

 

 
FIGURE 4.6: S1AP layer 

 

4.2.7 IMEI and IMEISV 

  

User Equipment (UE) comprises of ME and USIM. ME can be isolated into Terminal 

Equipment (TE) and Mobile Terminal (MT). MT is the place radio access conventions 

work (e.g. USB dongle) while TE is the place the MT control capacities work. 

International Mobile Equipment Identity (IMEI) is a unique number dispensed to every 

(eNB-UE-S1AP-ID, MME-UE-S1AP-ID)          

   eNB            S1-MME              MME 
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Mobile Equipment (ME). An IMEI is given when a ME is being fabricated, and contains 

data about the maker, model, and serial number of the ME. FIGURE 4.7 represents the 

configuration of an IMEI and IMEI/SV. The IMEI is made out of a Type Allocation Code 

(TAC), a Serial Number (SNR) and a Check Digit (CD). What's more, an IMEI/SV is 

made out of a TAC, a SNR and a Software Version Number (SVN). A TAC is comprised 

of a Reporting Body Identifier (RBID) that shows a revealing body and a ME Type ID that 

speaks to the producer's name and the model identifier. Serial numbers are allocated by the 

maker. An administrator has a DB putting away IMEI data, and in this manner can deny 

any attach attempted by a ME announced stolen or lost utilizing the DB. 

  

 

                                         IMEI format    
 

 

 

                                       IMEI/SV format    
 

 

 

FIGURE 4.7: IMEI and IMEI/SV format  

  

4.3  Network Equipment Identities  
  

NE IDs are used for LTE entities.  NE IDs may be local (PLMN) or global. GUMMEI and 

MMEI are used for MMEs. Global eNB ID and eNB ID are used for eNBs. ECGI and ECI 

are used for cells. P-GW ID is used for P-GWs. Key NE IDs are discussed in this section. 

 

4.3.1 GUMMEI, MMEI, MMEGI and MMEC 

  

GUMMEI, MMEI, MMEGI and MMEC are used to identify Mobility Management Entity 

(MME). MME is situated between E-UTRAN and EPC. It is the main entity in LTE 

TAC SNR CD 
 

8 digits 
 

6 digits 
 

1 digit 

TAC SNR SVN 
 

8 digits 
 

6 digits 
 

2 digit 
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network that permits, on behalf of Home Subscriber Server (HSS), User Equipment (UE) 

to join to network by transmitting control signals with the HSS which has subscription 

data of the UE. It additionally underpins carrier management and UE's mobility by 

transmitting control signals with S-GW on EPC side and with an eNB on E-UTRAN side. 

By and large, LTE administrators gather different MMEs into a group and work them as 

MME group. A MME ID for identifying a MME is designated by the administrator when 

the MME is introduced. MMEI (MME Identifier) is utilized while identifying Mobility 

Management Entity (MME) in the system of an administrator. GUMMEI (Globally 

Unique MME Identifier), mix of a PLMN ID and a MMEI, is utilized while identifying a 

MME outside of the system of the administrator. In case of a MME group shaped by the 

administrator, a MMEI comprise of a MMEGI that defines to a MME group, and a 

MMEC that defines to a specific MME in the MME group. MME ID format is shown in 

FIGURE 4.8. 

                                              

                                                                    GUMMEI                                                    
                                             
                                              PLMN ID                       MMEI 

 

 

 

             
FIGURE 4.8: MME ID format   

 

4.3.2 Global eNB ID and eNB ID 

  

An eNB ID is utilized to identify eNB within particular network of operator. Global eNB 

ID is combination of PLMN ID and eNB ID. It used to identify one outside the network. 

E-UTRAN Cell Identifier (ECI) is combination of eNB ID and Cell ID to identify cell 

within network. E-UTRAN Globally Cell identifier (ECGI) is combination of ECI and 

PLMN ID to identify cell globally. FIGURE 4.9 shows ECGI format. To identify a cell 

belonging to an eNB, an ID created by adding a cell ID to the combination of an eNB ID 

and a Global eNB ID is used. eNB IDs and cell IDs are allocated by the network operator 

MCC MNC MMEGI MMEC 
 

3 digit 
 

2 or 3 digits 
 

4 digits 
 

2 digits 
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when an eNB is installed. Once installed, the eNB begins a procedure for setting up an S1 

link between Mobility Management Entity (MME) and itself. When it requests the MME 

for S1 link setup, it reports its Global eNB ID and supported TAs  

 

                                                                    ECGI                                                   
                                             
                                             PLMN ID                             ECI 

 

 

 

       

                                             Global eNB ID       

          
FIGURE 4.9: ECGI format 

 

4.3.3 P-GW ID 

  

P-GW ID is used to identify P-GW. When a user attempts to attach an LTE network, the 

LTE network provides the UE with PDN connection. MME needs to know the PDN to 

interface the UE and the P-GW to connect the UE through to set up PDN connection 

between the User Equipment and a PDN. The default PDN for the UE has just been 

provisioned in the HSS as a bought in profile. Along these lines, the MME can just utilize 

this data downloaded from the HSS. For the P-GW, there are two methods for designating 

– fixed assignment in which the system administrator arrangements a P-GW ID as a 

bought in profile in the HSS, and dynamic assignment in which the Mobility Management 

Entity (MME) chooses a P-GW as per the P-GW determination strategy set by the 

administrator. HSS informs the MME of the P-GW ID, so that the MME can request the 

P-GW for PDN association during fixed allocation. P-GW IDs are utilized to identify P-

GWs, and can be in either IP address or FQDN (Fully Qualified Domain name. For 

instance, User equipment has default PDNs are designated as PDN 1 for Internet 

administrations and PDN2 for Voice administrations. At the point when the User 

Equipment at first gets to a LTE arrange, the Mobility Management Entity (MME) 

requests the Home Subscriber Server (HSS) for subscription data of the UE. The HSS then 

MCC MNC eNB ID Cell ID 
 

3 digit 
 

2 or 3 digits 
 

5 digits 
 

2 digits 
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informs the MME that (i) the default PDNs of the UE are PDN 1 (Internet) and PDN 2 

(Voice Service), and that (ii) the P-GW connecting PDN 1 is P-GW 1 and the one for PDN 

2 is P-GW 2. The Mobility Management Entity (MME) then establishes PDN connection 

between UE and Internet through P-GW 1, and one between the UE and Voice Service 

through P-GW 2. For P-GW ID assigned according to the dynamic allocation policy, the 

MME obtains a P-GW IP address list through DNS query, selects one from the list, and 

requests the P-GW to establish PDN connection. If a P-GW list is provided by DNS, the 

MME selects one from the list in accordance with the P-GW selection policy. IDs to 

identify are shown in FIGURE 4.10.  

 

 

 

 

 

 

 

 

 

 

 
 

FIGURE 4.10: ID to identify P-GW 

 

4.4 User Location Identities 
  

Mobility Management Entity (MME) is responsible for mobility management of user 

equipment.  MME updates information based location of user equipment. Location of a 

UE is known by the LTE network at cell level if UE is in registered state and using 

services. Location of a UE is known by the LTE network at TA level if it is in idle state 

and not using services. 

  

UE 

HSS 

P-GW 1 

P-GW 2 

PDN 1 

MME 

PDN 2 
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4.4.1 TAC and TAI 

  

TAC and TAI are used to identify the location of user equipment. User equipment (UE) is 

enrolled to a system at TA level. Mobility Management Entity (MME) likewise finds a UE 

in idle state at TA level too. IDs identifying TAs are TAC (Tracking Area Code) and TAI 

(Tracking Area Identifier). The TAC is utilized to identify a TA in the system of an 

administrator, while the TAI, blend of a PLMN ID and a TAC, is utilized to uniquely 

identify a TA comprehensively. TAI format is shown in FIGURE 4.11.   

 

                                                    TAI                                                   

                                             
                                                      PLMN ID 

 

 

 

        

FIGURE 4.11: TAI format  

  

At the point when a user at first connect to LTE network, the UE is enlisted to the system 

by a MME. Mobility Management Entity dispenses a TAI list to the User Equipment at its 

underlying join, and monitors its area from that point. For this, the UE informs the MME 

of its new area and requests for TA refresh at whatever point it leaves its enrolled TA. 

Along these lines, the Mobility Management Entity knows in which TA the UE is right 

now found, and keeps the TAI list of the UE refreshed. The User Equipment does not need 

to request TA update if making a trip to a TA recorded in the TAI list. In any case, if the 

present TA reestablishment period is terminated, the UE needs to advise the MME of its 

present TA, even while remaining in TAs recorded in the list, and let the MME realize that 

it can get information. At the point when information bound to the UE is arrived at the 

LTE network, the MME has to know the area of the UE to forward the information 

appropriately. On the off chance that the User Equipment is in active and registered state, 

the MME knows in which cell the UE is, and henceforth can essentially forward the 

information. In any case, if the UE is in idle state, the MME does not know which cell the 

UE is situated in. In this way, it scans the TA last announced for the UE.  MME sends a 

MCC MNC TAC 
 

3 digit 
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Paging message to all the eNodeB's having a place with the TA declaring there is 

information for the UE. User Equipment in idle state awakens at specific periods to check 

for any Paging message. On the off chance that it discovers it has been paged (by checking 

the S-TMSI in the Paging message), it reacts to the message to get the information. The 

larger TA implies the higher shot of finding the UE effectively. Be that as it may, in the 

meantime, the larger TA additionally implies more eNBs to page, and consequently the 

more prominent signaling overhead. How a TAI list is dispensed is one of the 

advancement issues. An Evolve Node B realizes which MME and TA it has a place with 

through the provisioning data when it is introduced. Every cell in the Evolve Node B 

communicates its cell IDs such as ECI, ECGI and TA such as TAC, TAI. A UE trying to 

attach new cell find out whether the new cell is in an alternate TA from the present one, 

and thus its TA must be changed, or the new cell is inside its present TA, by tuning in to 

the communicated system data. 
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CHAPTER-5 
 

5 EPS mobility management  

 
5.1 Introduction 
 

User Equipment (UE) has to communicate with Mobility Management Entity (MME) and 

need to follow some procedure to access LTE network. EPS mobility management (EMM) 

and EPS session management (ESM) procedures are used to access network. NAS (Non 

Access Stratum) protocol handles signaling activity between UE and MME at radio 

interface. EMM and ESM functions are main functions of NAS protocol. NAS functions 

are used to support mobility of the UE, Session management procedures are used to 

establish and maintain IP connectivity between the UE and a PDN gateway and integrity 

protection and ciphering of NAS signalling messages. During LTE initial attach 

procedure, the network activates a default LTE bearer. Along with this, the network can 

activate one or more dedicated LTE bearer. ESM messages for the default or dedicated 

EPS bearer activation are transmitted EMM messages. Once a user attaches to an LTE 

network, user is authenticated and registered at the network, EPS session and bearer are 

established for user services and mobility management functions for supporting the user’s 

movement are activated. Mobility Management Entity (MME) in the network that takes 

care of all these tasks by establishing signalling connection with the user and exchanging 

control messages. Mobility and session management between a user and a network are 

controlled in accordance with the NAS protocols in the Non-Access Stratum (NAS) layer 

located in the control plane of UE and MME. In this chapter, EPS mobility management 

(EMM) is discussed in detail. 
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5.1.1 EMM (EPS mobility management) 

  

EMM procedures supported by Non Access Stratum (NAS) protocols can be divided in to 

three main categories as per 3GPP specified (a) EMM Common procedures (b) EMM 

Specific procedures and (c) EMM Connection management procedures.  

 

(a) EMM common procedure 

EMM common procedures are related to various network initiated mechanisms as follow. 

• Identification  

• GUTI reallocation 

• Authentication 

• EMM information 

• Security mode control 

 

(b) EMM specific procedure 

EMM specific procedures are listed below.  

• Attach 

• Detach 

• Tracking Area Update  

 

It is related attachment and detachment of user with network. It also includes TAU 

procedure to update location go user in network.  

(c) EMM connection management procedure 

EMM connection management procedure is related to connection management between 

user and network. EMM connection management procedures are listed below. 

• Service request 

• Paging 

• Transport of Non Access Stratum messages 

• Generic transport of NAS messages 
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5.1.2 ESM (EPS session management) 

 

EPS session management is responsible for EPS bearer establishment between user and 

network.  ESM main functions are activation, deactivation and modification of EPS bearer 

contexts. EPS bearer context can be default bearer context or dedicated bearer context. 

ESM is also responsible for allocate resources means IP connectivity to a PDN or 

dedicated bearer resources. Each EPS bearer context represents an EPS bearer between the 

UE and a PDN. EPS bearer contexts can remain activated even if the radio bearers and S1 

bearers are temporarily released. ESM systems can be started just if an EMM context has 

been built up between the user equipment and the MME, and the protected transmission of 

Non Access Stratum (NAS) messages has been started by the Mobility Management 

Entity by utilization of the EMM methods. Default EPS bearer context is first activated. 

Once the User Equipment is effectively joined, the UE can ask for the MME to set up 

connections with extra PDNs. For each extra PDN connections, the MME activates a 

different dedicated EPS bearer context. A default EPS bearer context stays activated all 

through the lifetime of the connection with the PDN. A dedicated EPS bearer context is 

constantly connected to a default EPS bearer context and defines to extra EPS bearer 

recourses between the UE and the PDN. 

 

5.2 EMM, ECM and RRC States 
 

EMM is a sub layer of the Non Access Stratum (NAS) layer. EMM sub layer in NAS has 

the main functionality of providing mobility service to User Equipment (UE) that means 

to provide a mechanism to keep track of UEs whereabouts in a network. EMM also 

provides connection management services to SM sub layer (Session Management) and 

SMS entity in CM (Connection Management) sub layer. 

EMM entity in the User Equipment can be in one of the following states. 

• EMM NULL: EMM is not required because service is not available. 

• EMM DEREGESTERED: User is not registered to network. User needs to trigger 

attach procedure to generate EMM context. 
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• EMM REGISTERED INITIATED: After triggering attached procedure, User 

equipment moves to a new state called EMM REGISTERED INITIATED.  

• EMM REGISTERED: User equipment moves to EMM REGISTERED state after 

receiving attach success response from network. In EMM REGISTERED state, UE 

position is known to the mobility management entity with an accuracy of cell of 

Evolve Node B. Default EPS bearer is already activated for the user equipment.  

• EMM DEREGESTERED INITIATED: After sending detach request message to 

network by user equipment, UE enters in to EMM DEREGESTERED INITIATED 

state. 

• EMM TRACKING AREA UPDATING INITIATED:  After user equipment has 

started the tracking area updating and is waiting for a response from Mobility 

Management Entity (MME), UE enters in to EMM TRACKING AREA 

UPDATING INITIATED. 

• EMM SERVICE REQUEST INITIATED: After user equipment has started the 

service request, UE enters in to EMM SERVICE REQUEST INITIATED state. 

 

As an EMM procedure proceeds, User Equipment can have one of the seven EMM 

states and Mobility Management Entity can have one of the four EMM states. Among 

these states, some states such as “EMM REGISTERED” and “EMM DEREGISTERED” 

are the common states in both entities. In order for a UE and an MME exchange NAS 

messages with each other, a signaling connection for exchanging NAS messages must be 

established between them. This connection is called EPS Connection Management (ECM) 

connection. S1 signaling connection between Evolve Node B and MME. RRC connection 

between UE and Evolve Node B. and. This means, when an ECM connection is 

established or terminated, RRC and S1 signaling connections are all established or 

terminated as well. To a UE, an established ECM connection means having an RRC 

connection established with an eNB, and to an MME it means having an S1 signaling 

connection established with the Evolve Node B.  Description for “ECM IDLE”, “ECM 

CONNECTED”, “RRC IDLE” and “RRC CONNECTED” states are given below.  

 

• ECM IDLE: Non Access Stratum signaling connection (ECM connection) is not 

established. UE is not assigned physical resources, i.e. radio resources (SRB/DBR) 

and network resources (S1 bearer/S1 signaling connection). Downlink for paging 
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reception only. Location of user is known at TA level. S-TMSI and IP address 

assigned depends on EMM state.   

• ECM CONNECTED: Non Access Stratum signaling connection (ECM 

connection) is established. UE is assigned physical resources i.e. radio resources 

(SRB/DRB) and network resources (S1 bearer/S1 signaling connection). Location 

of user is known at Cell level. S-TMSI, IP address and C-RNTI are assigned. 

Handover is used for mobility of user. 

• RRC IDLE: RRC connection is not established between UE and eNodeB. 

• RRC CONNECTED: RRC connection is established between UE and eNodeB. 

 

FIGURE 5.1 shows Non Access Stratum (NAS), RRC and S1 signalling connection in 

protocol stack.  

 
NAS     NAS 

RRC  RRC S1-AP  S1-AP 

PDCP  PDCP SCTP  SCTP 

RLC  RLC IP  IP 

MAC  MAC L2  L2 

PHY  PHY L1  L1 

  
 

FIGURE 5.1: NAS, RRC and S1 signalling connection in protocol stack 

 

EMM, ECM and RRC states associated with the user equipment and mobility 

management entity.  

 

EMM can be in either “EMM REGISTERED” or “EMM DEREGISTERED” state 

depending on whether the User Equipment is attached to, or detached from, the network. 

ECM can have either “ECM CONNECTED” or “ECM IDLE” depending on whether a 

NAS signaling connection (i.e. ECM connection) is established or not. RRC can be in 

either “RRC CONNECTED” or “RRC IDLE” depending on whether an RRC connection 

is established or not. RRC, ECM and EMM state transition are shown in FIGURE 5.2. 

 

 

UE                         eNB                 MME 
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FIGURE 5.2:  (a) RRC, (b) ECM and (c) EMM state transition  

 

5.3 EMM State Transition 
  

The states of EMM, ECM and RRC change as the EMM procedure proceeds. RRC 

connection is part of ECM connection. ECM and RRC always have the same state in a 

UE’s point of view. Combinations of EMM and ECM/RRC states can be separated on to 

four main categories.  
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(1) EMM DEREGISTERED, ECM IDLE and RRC IDLE  

User equipment is switched on for the first time at that time user equipment is in this state. 

User Equipment is detached from the network. The network has no user equipment 

information other than provisioning information. GUTI and Non Access Stratum security 

contexts are not available in LTE Network. 

 

(2) EMM DEREGISTERED, ECM IDLE and RRC IDLE 

ECM connection is lost due to radio link failure (if the packet error rate over the radio link 

exceeds the threshold value during communication) or UE is switched on within a certain 

period of time after being turned off at that time user equipment is in this state. User 

equipment is detached from the network. LTE network keeps the GUTI and Non Access 

Stratum security context obtained last time the UE attached. GUTI and Non Access 

Stratum Security contexts are available in LTE Network from last attach. Network deletes 

GUTI and Non Access Stratum security context after a certain period of time and transits 

to state (1). Authentication and key agreement procedure is not required to perform during 

next attach procedure within certain period of time. 

  

(3) EMM REGISTERED, ECM CONNECTED and RRC CONNECTED 

 User equipment is attached to the network and uses services for example internet at that 

time user equipment is in this state. Radio and network resources are assigned to 

signalling connections in control plane and EPS bearers in user plane. User Equipment 

may perform handover to a neighbour cell which turned out to have better radio signal 

quality than its current cell even while communicating with its serving cell. 

 

(4) EMM REGISTERED, ECM IDLE and RRC IDLE 

User equipment is attached to the network but not uses any services at that time user 

equipment is in this state. UE is deactivated and thus ECM/RRC connection is released. 

Resources are assigned neither to ECM connection in control plane, nor to EPS bearers 

(DRB and S1 bearer) except for S5 bearer. In this state, no user traffic (UL/DL) can be 

delivered by UE or the network. 

 

EMM DEREGISTERED state in (1) and (2), the User Equipment search with which cell 

in which network it can communicate while selecting a Public Land Mobile Network 
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(PLMN) and cell. When user equipment requests permission to attach to the network to 

use services, an initial attach procedure begins and UE transit to state (3).  Once the UE is 

successfully attached to the network by transiting its state from EMM DEREGISTERED 

state to EMM REGISTERED, it stays in state (3) while using services, but transits to 

state (4) while not using services. In order for user traffic to be delivered in state (4), ECM 

connection should be established again, having the state transit to state (3), and then a new 

DRB and S1 bearer should be established to activate EPS bearer. In state (4), the User 

Equipment selects a cell to camp in according to the cell reselection criteria by measuring 

the strength of radio signals from its serving cell and neighbouring cells. State transition 

from (4) to (3) occurs when there is new traffic (UL or DL), and the User Equipment in 

Idle state makes a TAU request as its TA is changed or TAU timer is expired. On the other 

hand, state transition from (3) to (4) occurs when User Equipment inactivity is detected for 

a certain period of time and the User Equipment returns to state (4) having resources 

released after the User Equipment in state (4) makes a TAU request as its TAU timer is 

expired. UE location information known by EPS entity based on state of user equipment. 

EMM REGISTERED state, user equipment is attached to a network and the network 

knows the UE’s current location. In this state, the network knows the location of the UE at 

the level of cell (Cell of eNodeB) if the UE is in active state (3). LTE Entities such as 

MME, eNodeB, SGW, PGW and PCRF knows location of user at the level of cell.  In 

state (4), Network knows UE location at the level of TAI of last TAU. LTE Entities such 

as MME, SGW, PGW and PCRF knows location of user at the level of TAI of last TAU. 

EPS bearer for delivering user traffic and a NAS signaling connection for delivering NAS 

signaling messages are established and maintained as shown in FIGURE 5.3. Once a UE 

successfully attaches to a network and becomes EMM REGISTERED state, it uses 

services provided through EPS bearers. An EPS bearer consists of three bearers: Data 

Radio Bearer (DRB), S1 bearer and S5 bearer. All these three bearers are established and 

stay activated and thus radio and network resources are assigned in ECM CONNECTED 

and RRC CONNECTED state where user traffic is being delivered On the other hand, 

only S5 bearer is established and stays activated and other bearers are deactivated (any 

assigned resources are released) in ECM IDLE and RRC IDLE state where there is no user 

traffic as shown in FIGURE 5.3. Non Access Stratum (NAS) signalling connection i.e. 

ECM connection, consisting of RRC connection and S1 signalling connection, is 

established only when user traffic is being delivered, i.e. in ECM CONNECTED and RRC 

CONNECTED state.  
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            (a)  

 

 

   (b)  

FIGURE 5.3: EPS bearer and signaling connections in (a) state-3 (b) state-4 

UE attach to network for first time at that UE sends IMSI as identity. IMSI is permanent 

identity of UE. In state (1), LTE Entities such as UE and HSS have IMSI. GUTI is 

assigned by mobility management entity when a UE’s initial attach to the network is 

completed successfully and is used instead of International Mobile Subscriber Identity 

(IMSI), a permanent ID. If the User Equipment is detached from the network successfully, 

the UE and the MME keep the user equipment’s last GUTI and use it as a UE ID next time 
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the UE attaches to the network, even after detached. In state (2), GUTI is available in LTE 

Entities such as UE and MME. IMSI is also available MME. User equipment IP address is 

allocated by PGW when user equipment initially attaches to the network, causing a default 

bearer to be established, and is released when the default bearer is deactivated.  In state 

(C), IP address of UE available in LTE entities such as UE, PGW and MME. C-RNTI is 

assigned by an eNB to distinguish UEs in a cell in RRC CONNECTED state, and is valid 

only in the cell associated with the assigned C-RNTI. UE S1 IP is available in LTE 

entities such as eNB and MME.  In state (4), C-RNTI is not available. UE S1 IP is not 

available in LTE entities such as eNB and MME.  
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 CHAPTER-6 
 

6 LTE Initial Attachment  

 
6.1 Introduction 
 

User Equipment (UE) needs to subscribe with the network to receive services. This 

subscription is known as the network attachment. After establishing default EPS bearer 

during the network attachment procedure, IP connectivity is enabled for UE. Attachment 

procedure may trigger one or multiple Dedicated Bearer Establishment procedures to 

establish dedicated EPS bearer for that UE. Subscriber switch on gadget for the first time 

at that time subscriber sends permanent identity (IMSI) to attach to network. The initial 

attach procedure depends on situation of user. It depends on user in same PLMN or other 

PLMN. It also depends on user and network have last attach information used for his last 

attach or not. In this chapter, different initial attachment types and their characteristics are 

discussed. 

  

6.2 Call flow sequence 
  

LTE network triggers different attachment procedure based on the type of user initial 

attachment to network. The procedure start with “Attach Request” message (UE->MME) 

and ends “Attach Accept” message (MME->UE). Attach Request message includes UE ID 

IMSI or Old GUTI of user to identify user. Attach Accept message includes a GUTI and 

TAI list that contains the areas in which user equipment is allowed without TAU update. 

Mobility management entity carry out some or all procedures based on the types of initial 

attachment procedure such as “Authentication and Key Agreement (AKA)”, “NAS 

security setup”, “Location update” and “EPS session establishment”. In all types of initial 
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attach, EPS session establishment is needed in all types of call flow sequence. It is 

responsible for creation and maintenance of default EPS bearer.  In authentication and key 

agreement procedure, Network verifies whether user is authorised access service or not. 

User also verifies network is authorised to provide service or not. Home Subscriber Server 

sends generated master key KASME as top level key and authentication vectors to Mobility 

Management Entity. MME performs mutual authentication with the UE on behalf of HSS. 

Non Access stratum security keys are generated from master key KASME. NAS signaling 

messages between the user and network are secured after NAS security set up procedure. 

In Location update procedure, Mobility management entity obtains user information from 

the home subscriber server. HSS updates current location of user. Following criteria are 

used to distinguish different types of initial attachment. 

• IMSI or GUTI used as UE ID to request for initial attachment. 

• New MME or Old MME, UE attempt to attach. 

• UE Context or Last UE Context exists in the network. 

Mobility management entity may be classified as New MME and Old MME. Mobility 

management entity to which user equipment is attempt to attach is known as New MME. 

User equipment is attempt to attach MME which has attached last time is known as Old 

MME. 

 

Call flow sequence can be divided in to two main two category based on type of initial 

attach procedure 1) Call flow sequence with Unknown UE. 2) Call flow sequence with 

Known UE. Call low sequence start with initial attach message.  Initial attachment 

procedures can be divided in to five main cases as follow.  

 

Case-1: Initial attachment using IMSI 

Case-2: Initial attachment using Old GUTI but Old-MME has no valid last UE Context 

Case-3: Initial attachment using Old GUTI but New-MME has no valid last UE Context 

Case-4: Initial attachment using Old GUTI but Old-MME has valid last UE Context 

Case-5: Initial attachment using Old GUTI but New-MME has valid last UE Context 

Attach Case-1, Case-2 and Case-3 are in category of Initial attachment cases with 

Unknown UE and Case-4 and Case-5 are in category of Initial attachment cases with 

Known UE  
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Case 1:  Initial attachment using IMSI 

In this case, Last UE Context is not available in UE and MME. User equipment first sends 

“Attach Request” with its permanent identity IMSI to MME. Mobility management entity 

considers user equipment as new user equipment because an IMSI was sent as UE ID. 

MME triggers authentication and key agreement procedure for mutual authentication. 

After AKA procedure, NAS security setup is carries out. Mobility management entity 

sends a location update message to home subscriber server to obtain user information.  

EPS session is established at end of attachment procedure. Initial attachment procedure for 

case 1 is shown in FIGURE 6.1.  

 

 

 

 

 

 

 

 

 

 

 

FIGURE 6.1: Call Flow in Initial attach Case-1  

Case 2: Initial attachment using Old GUTI but Old MME has no valid last UE Context 

In this case, User equipment is trying to attach to same MME that it has attached to last. 

User equipment has the last attach Information such as security context and Old GUTI. It 

is attempt to attach to the same MME but the mobility management entity has not any 

valid UE context of the UE. Initial attachment procedure for Case-2 is as follows. User 

equipment sends an “Attach Request message” using its Old GUTI to MME. GUTI 

includes a GUMMEI, MME ID. Mobility management entity comes to know from GUTI 

that it was allocated by itself. Mobility management entity looks up the last UE context 

but MME has no last UE context. Mobility management entity sends the user equipment 

an “Identity Request message”. User equipment sends “Identity Response message” to 

MME with IMSI. MME triggers authentication and key agreement procedure for mutual 

authentication. After AKA procedure, NAS security setup is carries out.  MME sends the 

Attach Request (IMSI) 

EPS Session Establishment 

Location Update (New MME) 

NAS Security Setup 

AKA 
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location of user equipment to HSS during location update procedure. Remaining 

procedure is same as explained in Case-1. Initial attachment procedure for case 2 is shown 

in FIGURE 6.2.  

 

 
 

FIGURE 6.2: Call Flow in Initial attach Case-2  

 

Case 3: Initial attachment using Old GUTI but New MME has no valid last UE Context 

In this case, User equipment has the last attach information. It is attempt to attach to new 

mobility management entity. User equipment sends “Attach Request message” using its 

Old GUTI to New MME. New mobility management entity comes to know from GUTI 

(GUMMEI, MME ID) that it was assigned by other mobility management entity. New 

MME sends Old MME an “Identification Request” consists of Old GUTI and “Attach 

Request message” received from the user equipment. In this way, the New MME requests 

the Last UE Context related to the Old GUTI. Old MME checks UE context but Old MME 

has no last UE Context. Old mobility management entity then sends “Identification 

Response (error cause) message” to new mobility management entity with no last UE 

Context. Now, attachment procedure is same as in Case 2 is performed. New MME sends 

an “Identity Request message” and request IMSI to user equipment. The UE then sends its 

IMSI in “Identity Response message” to the MME. Mobility management entity carries 

out AKA, Non Access Stratum security setup, and location update procedure. Initial 

attachment procedure for case 3 is shown in FIGURE 6.3. 
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FIGURE 6.3: Call Flow in Initial attach Case-3  

 

Case 4: Initial attachment using Old GUTI but Old MME has valid last UE Context 

In this case, User equipment has the last attach information such as Old GUTI, NAS 

security context. It is attempt to attach to MME. User equipment sends “Attach 

Request message” using its Old GUTI to mobility management entity. Mobility 

management entity comes to know from the received Old GUTI that it was assigned by 

itself. Mobility management entity has the valid UE context for the UE. Mobility 

management entity checks integrity “Attach Request message”. If Integrity of message is 

not verified then the mobility management entity triggers AKA and NAS security setup 

procedure otherwise it skips. Initial attachment procedure for case 4 is shown in FIGURE 

6.4. 

                                                        

FIGURE 6.4: Call Flow in Initial attach Case-4  
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Case 5: Initial attachment using Old GUTI but New MME has valid last UE Context 

In this case, User equipment has the last attach information and it is trying to attach to new 

mobility management entity and the old mobility management entity has the valid UE 

context of the UE. User equipment sends “Attach Request message” using its Old GUTI to 

MME. MME comes to know from Old GUTI that it was assigned other MME. Mobility 

management entity sends “Identification Request (Old GUTI, complete Attach 

Request message)” to Old MME. In this way, MME sends “Identification requests 

message” to Old MME about last UE Context. Old MME has last UE context. Old MME 

verify integrity “Attach Request message”. If Integrity of message is not verified then the 

Old MME sends “Identification Response (Error cause)” to MME and rest of things are 

same as in Case 3. If Integrity of message is verified than UE context send to MME. AKA 

and Non Access Stratum security setup procedures are skipped. Difference from Attach 

Case 4 is that new mobility management entity communicates with the home subscriber 

server for location update of user equipment. Initial attachment procedure for case 5 is 

shown in FIGURE 6.5. 

 
 

FIGURE 6.5: Call Flow in Initial attach Case-5  

 

6.3 Call flow sequence procedures 

Call flow sequence procedure may go through some or all of the procedures. In this 

section ECM connection for User equipment identity, Authentication and Key Agreement, 

Non Access Stratum (NAS) security setup and Location update procedures are described 

in detail. 

Attach Request (GUTI) 
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6.3.1 ECM Connection establishment 

 

User equipment identity is required to send to attach to network (MME) through an 

Evolve Node B. So, User equipment selects an Evolve Node B through PLMN selection 

and cell search mechanism. User equipment is in “EMM-DEREGISTERED, ECM IDLE, 

AND RRC IDLE” state. User equipment sends request initial attach to mobility 

management entity. ECM connection is essential between the UE and MME to deliver 

initial attach message. RRC and S1 signaling connection establishment are required for 

ECM connection. ECM connection establishment procedure is shown in FIGURE 6.6 

 

 

 

        
                      RRC Connection Request 
       
       RRC Connection Setup 
     
              RRC Connection Setup Complete         
            

 

       Initial UE message 

 

                           
 
     

                                                                              
        

                                                                                         
 

                              
 

 

  
FIGURE 6.6: ECM connection establishment 

 

 

RRC connection is used to send RRC messages between UE and eNodeB. S1 signaling 

connection is used to sends S1AP messages between eNodeB and MME. 
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(1) RRC Connection   

RRC connection establishment mechanism is described below. 

  

1) RRC Connection Request 

User equipment requests an RRC connection by sending an RRC Connection 

Request message to an Evolve Node B. The “Mobile Originating Signaling” is 

a value used in the Establishment Cause field when user equipment requests 

Attach, Detach or Tracking Area Update. The message sent by the user 

equipment is delivered to the Evolve Node B through Signaling Radio Bearer 

(SRB 0). 

  

2) RRC Connection Setup 

The Evolve Node B allocates a Signaling Radio Bearer (SRB1) dedicated to 

the user equipment by sending the user equipment an RRC Connection 

Setup message, which is delivered through SRB 0. The uplink/downlink radio 

resources of the user equipment are controlled by Evolve Node B. So, after 

completing this step, the user equipment can use the radio resources by using 

the SRB configuration allocated through the RRC Connection Setup message. 

Then it transits to EMM-Deregistered, ECM-Idle and RRC-Connected state. 

  

3) RRC Connection Setup Complete 

The user equipment notifies the Evolve Node B that the RRC connection setup 

is completed by sending it an RRC Connection Setup Complete message 

through SRB 1. For efficient delivery, the Attach Request message that was 

delivered to the Non Access Stratum (NAS) layer is sent to the Evolve Node B 

when delivering the RRC Connection Setup Complete message. 

  

(2) S1 Signaling Connection  

S1 Signaling Connection Establishment is established between Evolve Node B and MME. 

S1AP messages are send between the Evolve Node B and the MME over S1-MME 

interface. S1 signaling connections are set up per user. eNB UE S1AP ID is assigned by 

Evolve Node B to identify user and MME UE S1AP ID is assigned by MME for S1 

signaling connections. 
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In FIGURE 6.6, User send first Non Access Stratum (NAS) message Initial UE message 

to Evolve Node B. User is assigned with identity eNB UE S1AP ID by Evolve Node B for 

establishment of S1 signaling connection and sends message to MME. Initial UE 

Message consists of eNB UE S1AP ID, NAS PDU, TAI, ECGI and RRC Establishment 

cause. 

 

- eNB UE SIAP ID: ID identifying UEs in an eNB over S1-MME interface (Uplink) 

- NAS-PDU: a Non Access Stratum (NAS) message (Attach Request) 

-TAI: shows the TA a user equipment is located in 

-ECGI: shows the cell a user equipment is located in 

-RRC Establishment Cause = mo Signaling: indicates the signaling was generated by user 
equipment 

 

Mobility management entity accepts the “Initial UE Message” from the Evolve Node B. 

MME assigned identity to UE with MME S1AP UE ID. Mobility management entity 

identifies UEs over S1-MME interface with assigned identity. S1 signaling connection is 

established with assigned identity to user by eNodeB and MME.  After RRC connection 

and S1 signaling connection establishment, we can say ECM connection established. 

Mobility Management Entity receives IMSI and Security capability of the user equipment 

from the “Attach Request Message”.  

 

  

6.3.2 Authentication and Key Agreement 

  

Mobility Management Entity (MME) triggers AKA and security setup procedures after 

receiving IMSI and security capability information of user equipment.  AKA and Security 

setup procedures are described in detail in next chapter. AKA is discussed briefly in this 

section. Mutual authentication procedure is used so that both user and network 

authenticate each other mutually. Over view of authentication mechanism between user 

and a network is shown in FIGURE 6.7.  
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FIGURE 6.7: Procedure for AKA 

  

First Mobility Management Entity receives attach request message from user equipment to 

access service as explained earlier. Non Access Stratum protocol is used for mutual 

authentication is between UE and MME. Diameter protocol is used between the MME and 

the HSS over the S6a interface. Authentication Mobility management entity sends 

authentication data request message to Home subscriber server (HSS) for the user 

equipment. MME sends message with IMSI and serving network identity consist of 

PLMN ID (MCC+MNC)). The HSS generates authentication vectors using LTE master 

key (K) associated with IMSI and the serving network ID (SN ID) of the UE. Home 

Subscriber Server generates sequence number and random nonce. HSS gives the values of 

master key, sequence number and random nonce to the complex function.  Complex 

function provides values which are used to generate authentication vector and key 

derivation function to derive KASME. Home Subscriber Server sends “Authentication Data 

Response” message to the MME with authentication vector. Mobility Management Entity 

uses this authentication vector to perform mutual authentication with the user equipment. 

UE HSS 

Authentication Complete 

UE authenticate 
Network 

MME 

Network 
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MME forward part of authentication vector to user equipment from received 

authentication vectors so that the user equipment can generate authentication vectors 

contain authentication token (AUTN) and authenticate the network. User equipment 

authenticate network by comparing AUTNHSS received from the mobility management 

entity and AUTNUE generate in user equipment.  If it is match than network is 

authenticated by user and authorised to provide service.  UE sends generated response 

value to MME in the “Authentication Response message (RES)” so network can 

authenticate the user. Mobility management entity compares Expected Response (XRES) 

available in authentication vector and response (RES) value received from user equipment. 

If it is match than user is authenticated by network and authorised to access service. In this 

way, the user and the network mutually authenticate each other.  

 

6.3.3 Location Update 

  

Mobility management entity issue message “Location Update request” to home subscriber 

server (HSS) after user is authenticated by network. MME informs HSS about to register 

user location in TAs over the S6a interface. Call flows sequence for location update is 

shown in FIGURE 6.8. 
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FIGURE 6.8: Procedure for Location Update  
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1) Update Location Request 

Mobility Management Entity issues message “Update Location Request” consist of 

IMSI, MME ID to the Home Subscriber Server. User equipment location is 

registered in HSS using MME ID. 

  

2) Update Location Answer 

After registration of user in Home Subscriber Server, It sends “Update location 

Answer” to MME. User information is included in “Update Location Answer” 

message. Update Location Answer consist of IMSI, Subscribed APN, Subscribed P-

GW ID and Subscribed QoS Profile. 

- Subscribed APN: APN that a user is subscribing to (e.g. Internet service) 

- Subscribed P-GWID: an ID for P-GW through which a user can access the 

Subscribed APN 

- Subscribed QoS Profile (UE—AMBR(UL/DL), QCI, ARP, APN-

AMBR(UL/DU)) 

- UE-AMBR(UL/DL): Aggregate bandwidth of all non GBR bearers that a 

UE can have determined by MME and controlled by eNB. 

- QCI, ARP, APN-AMBR (UL/DL): QoS applied to the Subscribed APN 

 

After receiving “Update Location Answer” message from the HSS, Mobility 

Management Entity provides service to user based on information available in 

“Update Location Answer”.   
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CHAPTER-7 
 

7 LTE Security 

 
7.1 Introduction 
 

Authentication, Confidentiality and Integrity are key security functions of wireless 

networks. Authentication is method of verification whether user is authorized subscriber to 

access service. Authentication Key Agreement protocol is used for authentication. 

Confidentiality is used for the protection of user data sent over the radio link. Ciphering 

algorithm is used for confidentiality. Integrity is used to verify that data has not been 

modified in an unauthorized way since it was sent. Integrity algorithm is used for integrity.  

 

LTE security architecture is specified by 3GPP committee [2]. The five main security 

levels are specified as shown in the FIGURE 7.1. (1) Network access security: In this level 

it provides the UEs with secure access to the core network and secure against attacks on 

the radio link. (2) Network domain security: In this level, It enable nodes to securely 

exchange signalling data, user data (between AN and SN, and within AN), and it provides 

security against various attacks on wire line network. (3) User domain security: In this 

level it provides a mutual authentication between USIM and ME. (4) Application domain 

security: In this level it enables applications in the user and in the provider domain to 

securely exchange messages. (5) Visibility and configurability: In this level it allow user 

to check whether a security feature is in operation or not and whether the use and 

provision of services should depend on the security feature. 
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FIGURE 7.1: LTE security architecture 

Network access security is used to provide a secure access services. It protect against 

attacks on the radio interface. Network access security features are listed below to provide 

secure access. 

• User device Identification 

-IMEI 

• User identity confidentiality 

-User identity and location confidentiality 

-User untraceability 

• Entity Mutual authentication 

-User authentication 

-Network authentication 

• Confidentiality 

-Cipher key agreement 

-Cipher algorithm agreement 

-Confidentiality of signalling data 

-Confidentiality of user data 

• Data Integrity 

-Integrity key agreement 

-Integrity Algorithm Agreement 

-Data integrity  

         (1)                              (2)                         Transport stratum 
 (1) 

                                             (1) 

                (3)                                      (1)                                      (1)                   Home 
                                                                                                                             stratum/ 
                                                                                             (2)    (2)                   Serving 
                        (1)                              (1)                                                              stratum 

                                                          (4)                                            Application stratum 

User Application Provider Application   

 

 

  
SN 

 

 

 
ME 

USIM HE 

        AN 



LTE Security 

64 
 

In order to achieve the security features of network access security, 3GPP defines 

numerous methods to achieve above listed features for secure access such as (a) user 

identity confidentiality (2) authentication and key agreement (3) data confidentiality and 

(4) integrity protection of signaling messages. LTE Authentication and Key Agreement, 

Non-Access Stratum security and Access Stratum security are key security features 

supported by LTE network. LTE authentication and key agreement is method, used for 

mutual authentication between user and network. The LTE security functions for the Non 

Access Stratum and Access Stratum have been separated. Protocol stacks for NAS and AS 

security setup is shown in FIGURE 7.2. 

 
NAS NAS Security Setup NAS 
RRC  RRC  S1-AP 

PDCP AS Security Setup PDCP  SCTP 
RLC  RLC  IP 
MAC  MAC  L2 
PHY  PHY  L1 

 

 

Application     
IP    IP 

PDCP AS Security 
Setup 

PDCP  GTP-U 

 
RLC 

  
RLC 

 UDP 
IP 

MAC  MAC  L2 
PHY  PHY  L1 

 

 

FIGURE 7.2: NAS and AS security setup in (a) Control Plane (b) User Plane  

LTE security architecture supports two-layer protection in the access network; that is the 

end-to-end and hop-by-hop layers. The end-to-end layer starts at user equipment and runs 

to mobility management entity, which is termination point for signaling traffic, or to an 

application server, which is a termination point for user-data traffic. The hop-by-hop layer 

covers only the first hop in the end-to-end layer of both the signaling and the user-data 

traffic; this hop is a section between a UE and Evolve Node B. The hop-by-hop layer is 

also referred to as an Access Stratum (AS). Similarly, the end-to-end layer is also known 

as the Non-Access Stratum (NAS). 

 

    UE                                             eNB             MME    

                             (a)                             

      UE                                           eNB                            PGW    

                             (b)                             
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Both Access Stratum layers in the User plane and Control plane are protected by the 

Network access security. The application provider is responsible for Application domain 

security in the Non Access Stratum (NAS) layer between a user equipment and the 

application provider. The Network domain security protects NAS signaling in a hop-by-

hop manner up to the MME. However, Network domain security is not mandatory for 

performance reasons in light of the need for the network nodes to establish IPSec 

association with each other. Thus, Non Access Stratum (NAS) signaling may not be 

protected on the S1-C interface despite its vulnerability to penetration by a malicious 

adversary. In such a circumstance, the LTE seeks to localize security breaches as much as 

possible by minimizing the effect of the E-UTRAN security on the EPC security. The LTE 

security appends the end-to-end security of NAS signaling to the AS security layer. Thus, 

the Non Access Stratum (NAS) signaling packet is protected twice in both the NAS and 

AS security layers. NAS security is used between UE and MME for integrity and 

ciphering of NAS signaling. Access Stratum security is used between UE and eNB for 

ciphering of IP packets (user traffic). Access Stratum security is also used between UE 

and eNB for integrity and ciphering of RRC signalling. Concept of the LTE Security is 

shown in FIGURE 7.3.  

 

 

 
 

FIGURE 7.3: Concept of LTE security 
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7.2 Over View of LTE Security 
 

In LTE AKA, Non-Access Stratum security and Access Stratum security are key securities 

of LTE Network.  LTE-AKA is used for mutual authentication between user and network. 

In the LTE, Access Stratum (AS) layer and Non Access Stratum (NAS) layer have their 

own security context to protect the signaling and user data traffic. After the successful 

completion of LTE AKA, the user equipment and Home Subscriber Server (HSS) agree on 

common session key KASME (Key Access Security Management Entity) as secure session 

key. New key hierarchy has been introduced to derived sub keys in LTE as shown in 

FIGURE 7.4.  

 

 

 

 

 

 

 

FIGURE 7.4: Key hierarchy 

 

KASME is base key to generate Access Stratum (AS) and Non Access Stratum (NAS) 

ciphering and integrity keys. Non Access Stratum (NAS) security is used for secure 

delivery of NAS signaling messages between UE and MME using Non Access Stratum 

(NAS) security keys in the control plane. Access Stratum (AS) security is used for secure 

delivery of RRC messages and user traffic between UE and Evolve Node B using Access 

Stratum security keys. KASME can be used to derive three second level keys in Mobility 

Management Entity such as KNASint, KNASenc and KeNB. KNASint and KNASenc are used for the 

protection of Non Access Stratum (NAS). KNASint key is used between UE and MME for 

integrity protection. KNASenc key is used to encrypt messages between UE and MME. 

Mobility Management Entity computes KeNB key and send this key to evolved eNodeB. 

KeNB can be used to three third level keys such as KUPenc, KRRCint and KRRCenc. These three 
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keys are used for protection of Access stratum (AS). KUPenc is used to encrypt user data 

traffic between user equipment and Evolve Node B. AS security keys, KRRCint and KRRCenc, 

used for encryption and integrity for radio resource control traffic between user equipment 

and eNodeB. Key hierarchy in LTE is more complicated than UMTS. Key is derived from 

top to bottom in downward derivation byone-way function. It is impossible to get high key 

from low key. It protect root keys and also reduces the need of periodic updates, re-

generation and transmission of the root keys. It improves the speed of the re-authentication 

mechanism and refreshing process of the keys. It also protect system from effect of 

compromised low key.  List of LTE related keys with their length and location 

summarised in TABLE 7.1.   

 
TABLE 7.1: LTE security keys with Length 

Key 

 

Length 

K             (LTE Master key) 128 bits 

CK          (Cipher key) 128 bits 

IK           (Integrity key) 128 bits 

KASME     (Master key) 256 bits 

KeNB       (eNB base key) 128/256 bits 

KNASint    (Integrity key for NAS) 128/256 bits 

KNASenc   (Encryption key for NAS) 128/256 bits 

KRRCint    (Integrity key for RRC) 128/256 bits 

KRRCenc   (Encryption key for RRC) 128/256 bits 

KUPenc     (Encryption key for user   

                plane traffic) 

128/256 bits 

 

In LTE, Both user and network, authenticate each other. LTE AKA procedure is used for 

mutual authentication between the user and the network. Overview of LTE AKA 

procedure is shown in FIGURE 7.5 
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                 Attach Request(IMSI) 

                                                                                                       Auth. Data Request (IMSI) 

                Auth. Data Response (AVs) 

                     Auth. Request 

                     Auth. Response 

                                                                  

                       NAS Security Mode Command 

                       NAS Security Mode Complete 

                                                          S1 AP Initial Context 

       AS Security Mode Command 

       AS Security Mode Complete 

 
FIGURE 7.5: Over view of LTE AKA procedure  

 

User equipment (UE) first sends “Attach Request” using IMSI to MME. Mobility 

Management Entity receives attach request, identifies the UE by its IMSI and sends 

request “Authentication Data Request” to HSS. HSS generates Authentication vectors 

(AVs) using LTE AKA algorithm and forwards them to the MME as “Authentication Data 

Response”. After receiving AVs (Authentication vectors), one of authentication vectors is 

used by MME to carry out mutual authentication with user equipment. Mobility 

Management Entity sends part of authentications vector to the user equipment as 

“Authentication Request”. User equipment used part of authentication vector and 

generates authentication parameters which are used to authenticate network. Once user 

found that network is authorised to provide service, User sends “Authentication Response” 

to MME. Mobility Management Entity compares received response from user equipment 

with part of authentication vector received from HSS for user equipment authentication. 

Once UE and network authenticate each other then both use generated key KASME as 

master key. KASME is never delivering between user equipment and network to protect 

master key over insecure radio channel. Non Access Stratum security setup procedure 

begins after user and network have mutually authenticated and agree on KASME as a master 

Key. In this procedure, NAS security keys are obtained from master key. NAS security 

setup starts with “Security Mode Command” message and ends with “Security Mode 

Complete” message. Mobility Management Entity sends Security Mode 

Command message to the user equipment. Mobility Management Entity uses NAS 

UE eNB MME HSS 
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security algorithms along with KASME to generate KNASint and KNASenc.  KNASint is used for 

integrity of “NAS SMC (Security mode command)” using generated “NAS MAC 

(Message Authentication Code)”. Mobility Management Entity sends “NAS Security 

Mode Command” to UE with Non Access Stratum security algorithms and NAS-MAC. 

User equipment generates NAS security keys (KNASint and KNASenc) from master key KASME 

and Non Access Stratum security algorithms received from “NAS SMC”. UE sends 

ciphered and integrity protected “NAS Security Mode Complete” to MME after integrity 

verification of “NAS Security Mode Command”. Integrity of “Security Mode 

Complete” message is verified by Mobility Management Entity and decrypted NAS SMC 

message using KNASenc.  NAS security setup procedure is completed after successfully 

verified Non Access Stratum (NAS) Security mode complete message. Now, Non Access 

Stratum signaling messages between user equipment and Mobility Management Entity are 

secured using Non Access Stratum security keys (KNASint and KNASenc) for secure delivery 

over wireless links.  Access Stratum security setup start between user equipment and 

Evolve Node B after Non Access Stratum security setup is over. Access Stratum security 

keys are obtained from Access Stratum base key (KeNB) and used to send RRC signaling 

messages and IP packets securely. Access Stratum security setup procedure start with 

Security Mode Command of RRC signaling messages and ends with Security Mode 

Complete message.  Mobility Management Entity calculates base KeNB from master key 

KASME and sends to the eNB. AS security algorithms is selected by eNB. KeNB and selected 

AS Security algorithm are used to generate KRRCint (Integrity key) and KRRCenc (Ciphering 

key) for RRC signaling messages. It also used to create KUPenc (Ciphering key) for user 

plane. KRRCint is used to generate AS MAC-I (Message Authentication Code) for integrity 

of “Security Mode Command”. Evolve Node B sends “AS Security Mode Command” to 

the user equipment along with the chosen Access Stratum security algorithms and the 

MAC-I. User equipment checks integrity of “AS Security Mode Command” using 

generated key KRRCint.  User equipment sends the message “AS Security Command 

Complete” to the eNB with RRC integrity key. Evolve Node B checks integrity of “AS 

Security Mode Complete”. After verification of “AS Security Complete” Message, Access 

Stratum security setup is over. RRC signaling messages between user equipment and the 

Evolve Node B are secured on Access Stratum layer. User traffic is encrypted for secure 

delivery over wireless channel.  
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7.3 LTE Authentication and Key Agreement Procedure 
  

Mobility Management Entity (MME) triggers authentication procedure when a user 

equipment attempt to attach to LTE network. Permanent identity (IMSI) is associated with 

unique permanent key (K) which is stored in USIM and HSS/AuC. IMSI and LTE 

permanent key (K) are stored on the USIM card and same is stored in the HSS/AuC. IMSI 

and permanent key (K) are active when user subscribe to operator’s network. LTE 

permanent key (K) is never transferred between entity. LTE authentication procedure is 

shown in FIGURE 7.6. 

 

 

        
                          Attach Request 
      (IMSI, UE Security Capability, KSIASME = 7) 
               Authentication Data Request 
                                                                                     (IMSI, SN ID, n, Network Type) 
 

                              Authentication Data Response  
                                                                             AV1 = (RAND1, AUTN1, XRES1, KASME1) 
        …. 

                                                                                        AVi = (RANDi, AUTNi, XRESi, KASMEi) 
         …. 

                                                                             AVn = (RANDn, AUTNn, XRESn, KASMEn) 
 

                             Authentication Request 
                          (RANDi, AUTNi, KSIASMEi) 

 
                                     Authentication Response  
                                                 ( RES ) 

 

 

 

 

  
FIGURE 7.6: LTE authentication procedure 

 

  

(1) Attach Request  

When user switch on device or user equipment tries to attach to network for first time, it 

sends “Attach Request message” to MME. Mobility Management Entity triggers LTE 

UE MME HSS 

Authentication Complete 

AUTNUE = AUTNi 

RES = XRESi 
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Authentication and key agreement procedure. Attach Request message consist of (IMSI, 

UE Security Capability, KSIASME = 7). 

 

User equipment security capability informs the Mobility management entity capability of 

UE in terms of Non Access Stratum and Access Stratum security algorithms. Security 

algorithms are supported or not indicated by one bit. For example EEA1 = 1, EEA2 = 1 

EEA3 = 0, It means SNOW 3G and AES are supported and ZUC is not supported by UE 

Security capability information with respect to ciphering and integrity protection 

algorithms is shown in TABLE 7.2.      

  
TABLE 7.2: UE Security Capability information (EEA and EIA)  

 

Key set identifier identifies master key KASME. KSIASME value is given 3 bits ranging from 

0 (“000”) to 7 (“111”).  KSIASME = 7 (“111”) indicates that user equipment has no master 

key.  

  

(2) Authentication Data Request 

Mobility Management Entity (Network) recognizing the user equipment has no 

KASME available based on KSIASME = 7 and triggers LTE authentication procedure by 

sending an Authentication Data Request message to the Home Subscriber Server (HSS). 

Authentication Data Request consist of IMSI, SN ID, n and Network Type. Information 

about parameters in the Attach Data Request message (IMSI, SN ID, n, Network Type) is 

given below.  

• IMSI: International Mobile Subscriber Identity, a unique identity of user 

• SN ID (Serving Network ID): Consists of PLMN ID (MCC+MNC). Identity of 

MME (network) accessed by the user.  

• n: Number of authentication vectors that requested by Mobility Management Entity 

• Network type: Network type accessed by UE (E-UTRAN, UTRAN, and GERAN) 
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After receiving Authentication Data Request message from the Mobility Management 

Entity, The HSS generates authentication vectors using LTE permanent key (K) associated 

with IMSI and the serving network ID (SN ID) of the user equipment. Authentication 

vectors generation procedure is shown in FIGURE 7.7. HSS generates SQN (Sequence 

Number) and RAND (Random Nonce). SQN is number which is refreshed each time 

network tries to re authenticate the user.  AMF is Authentication management field and 

it is configured in HSS and USIM. Home Subscriber Server (HSS) gives values of K, 

SQN, AMF and RAND to complex function F1 to generate MAC (Message 

Authentication code). K and RAND value is given to complex function F2, F3, F4 and F5. 

F2, F3, F4 and F5 generate XRES (Expected Response), CK (Cipher Key), IK (Integrity 

Key) and AK (Anonymity Key) respectively. CK, IK, SQN and SN ID (Serving Network 

Identity) are given to Key Derivation Function (KDF) to compute master key (KASME) of 

the access network. KDF is a one way hash function. Authentication vector is consisting 

of RAND, AUTN, XRES and KASME. Importance of each authentication vector element is 

given below. 

 

• RAND: a random number generated by Home Subscriber Server (HSS) and 

delivered to user equipment. The UE uses it when generating its authentication 

vectors. 

• AUTN: an authentication token generated by HSS and also delivered to user 

equipment. The UE, after generating its authentication vectors, compares the value 

of this token with that of the token it generates itself for authenticating a network. 

• XRES: a value generated by HSS. Mobility Management Entity (MME) keeps this 

value to itself without sending it to user equipment, and then later compares it with 

RES sent by the user equipment after network authentication to authenticate a user. 

• KASME: the top-level key in an access network, generated by user equipment and 

HSS, and delivered by the HSS to MME for its use in the access network. It serves 

as a base key of MME and user equipment when generating Non Access Stratum 

(NAS) security keys. 

 

Home Subscriber Server forms many authentication vectors AVi = (RANDi, AUTNi, 

XRESi, KASMEi), i = 0…..n. as requested by mobility management entity. 
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AUTN = (SQN ⊕ AK || AMF || MAC) 

AV = (RAND || AUTN ||XRES || KASME) 

 

FIGURE 7.7: Generation of Authentication Vector 

 

 (3) Authentication Data Response 

Home Subscriber Server sends generated authentication vectors (AVs) “Authentication 

Data Response” message to MME. Mobility management entity received authentication 

vectors consist of RAND, AUTN, XRES and KASME. Mobility management entity selects 

one of authentication for authentication of the user equipment. MME selected ith AV (AVi) 

in FIGURE 7.6. Master key KASME is top level key LTE network. It always resides within 

entity. Mobility Management Entity allocates key set identifier KSIASME for master key 

and sends it to the user equipment. 

  

4) Authentication request 

Mobility Management Entity (MME) received authentication vectors (AVs) and it keeps 

master key KASMEi and Expected response XRESi in AVi. KSIASMEi is used instead of 

KASMEi, MME sends “Authentication Request (KSIASMEi, RANDi, AUTNi)” to UE. 

XRESi is used for authentication of user. KASMEi is used for derivation of Non Access 

Stratum (NAS) security keys. KASMEi is not send to the user equipment but generated when 

K 

RAND 

F1 F2 F3 F4 F5 

AMF   SQN 

           MAC                   XRES            CK               IK              AK 

KDF 

KASME 

 SQN  SNID 
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the user equipment generates authentication vectors. User equipment receives 

the Authentication Request message from the Mobility Management Entity and generates 

RES, AUTNUE, CK and IK. User equipment compares AUTNUE generated using security 

algorithms and AUTNHSS received from Mobility Management Entity to authenticate the 

LTE network. 

  

6) Authentication Response 

User Equipment sends “Authentication Response” message generated RES value to the 

MME, after authentication of network. Mobility Management Entity use “Authentication 

Response” for authenticate of user.  

  

7) Network authenticate UE 

After receiving “Authentication Response (RES)” message from the UE, Mobility 

Management Entity compares the XRESi value received from HSS and RESi value 

generated by UE. If it is match than user equipment is authorised to access network. 

 

LTE authentication is mutual authentication performed between user and network. On 

behalf of HSS, Mobility Management Entity performs mutual authentication with user 

equipment and as an agreement master key KASME is used by UE and the MME to generate 

sub keys for Non Access Stratum layer and Access Stratum layer.  

 

7.4 Non Access Stratum security 
 

Non-Access Stratum security is used for secure delivery of NAS signaling messages 

between UE and MME using Non Access Stratum security keys. NAS security keys are 

generated from master key KASME. New keys are generated every time LTE Authentication 

and Key Agreement procedure is performed. UE and MME shares Non Access Stratum 

encryption key (KNASenc) and integrity key (KNASint) which are used for encryption and 

integrity protection of Non Access Stratum messages after the NAS security setup is 

completed. A detailed description of the Non Access Stratum (NAS) security set up is 

shown in FIGURE 7.8.   
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                                                         Attach Request 
          (IMSI, UE Security Capability (EEA0, EEA1, EEA2,.., EIA1, EIA2,..), KSIASME = 7) 
                
 
 
 
                                                                                      
 

      
                              

 

 

 

  
               
 
       NAS Security Mode Command (UE Security Capability, KSIASME, NAS Integrity alg., 
                                                               NAS Encryption alg., NAS-MAC) 
 

 
                                     NAS Security Mode Complete (NAS-MAC) 

 

 

 
 

FIGURE 7.8: NAS Security setup 

 

7.4.1 Non Access Stratum security setup 

 

Non Access Stratum security setup consists of round trip NAS signaling message between 

UE and MME. First, Mobility Management Entity sends Security Mode 

Command message to the user equipment and at the end, UE sends Security Mode 

Complete message to MME.  Non Access Stratum security setup is shown in FIGURE 7.8. 

As a result of the LTE authentication same KASME is generated by UE and MME. Here, 

Non Access Stratum security setup procedure is explained considering network assigned 

MME 

NAS Ciphered and Integrity Protected 

UE 

Select AVi from AV(s) 
using KSIASME 

Select Encryption and 
Integrity algorithm 
(e.g.EEA1, EIA1) 

Compute KNASint and 
KNASenc using KASME 

Compute NAS-MAC 
using KNASint 

Compute XNAS-MAC 
and verify NAS MAC 
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key set identifier KSIASME  as 1 ("001").  Mobility Management Entity sends “Security 

Mode Command” message to the user equipment during the Non Access Stratum security 

setup procedure. “Security Mode Command” message is integrity protected. User 

equipment computes Non Access Stratum (NAS) security keys and verifies integrity of 

message using computed integrity key. Detail description of Non Access Stratum security 

set up is given below. 

  

(1)  Select security algorithms 

Mobility Management Entity (MME) selects cipher algorithm and integrity algorithm 

based on user equipment security capability. Security algorithm IDs and algorithm 

distinguishers are given TABLE 7.3. For example, EEA1 and EIA1 for security algorithm 

it means SNOW 3G algorithm is used for ciphering and integrity of Non Access Stratum 

signalling message.  

 
TABLE 7.3: Security algorithm IDs and algorithm distinguishers  

 

(2)  Compute Non Access Stratum (NAS) security keys 

Mobility Management Entity (MME) computes Non Access Stratum security keys 

(KNASint and KNASenc) using key derivation function as explained below.  

 

             KNASenc = KDF (KASME, Algorithm ID, NAS encryption algorithm) 

             KNASint = KDF (KASME, Algorithm ID, NAS integrity algorithm) 
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(3)  Compute NAS MAC at MME  

Mobility Management Entity (MME) forms a “NAS Security Mode Command message”. 

MME calculates Non Access Stratum Message Authentication Code (NAS-MAC) as 

shown FIGURE 7.9  

• KNASint: NAS integrity key (128 bits) 

• Count: Downlink NAS count (32 bits) 

• Direction: Defines direction of the transmission using one bit (1 for downlink and 0 

for uplink) 

• Message: NAS message (Security Mode Command message) 

• Bearer: Constant bearer ID (5 bits) 

            

 
FIGURE 7.9: Calculation of NAS MAC at MME 

  

(4)  Security Mode Command message 

Mobility Management Entity attaches the calculated Non Access Stratum message 

authentication code (NAS MAC) to the “NAS Security Mode Command” message and 

sends it to user equipment. Non Access Stratum Security Mode Command message 

consist of user equipment security capability, KSIASME, NAS Integrity algorithm, NAS 

Encryption algorithm and NAS MAC. Description of Message parameters is given below. 

• UE Security Capability: user equipment security capability available in the Attach 

Request message of UE. 

• KSIASME: Key set identifier (3 bits value associated with KASME as explained earlier)  

• NAS Integrity Algorithm: Non Access Stratum integrity algorithm selected by 

Mobility Management Entity. 

EIA 

   Count                 Direction 

   Bearer                Message (Security Mode 
 

Key 
(KNASint) 

NAS MAC 
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• NAS Ciphering Algorithm: Non Access Stratum ciphering algorithm selected by 

Mobility Management Entity. 

User equipment receives integrity protected “NAS Security Mode Command”. It sets key 

set identifier for current master key. 

  

(5)  Compute Non Access Stratum (NAS) security keys 

User equipment (UE) distinguish Non Access Stratum cipher algorithm and Non Access 

Stratum integrity algorithm that Mobility Management Entity selected and compute NAS 

cipher key (KNASint) and NAS Integrity key (KNASenc) from master key KASME using the 

algorithm IDs and the algorithm distinguishers. 

  

(6)  Integrity verification  of Security Mode Command message 

User equipment verifies integrity of Security Mode Command message by verification of 

Non Access Stratum message authentication code (NAS MAC). UE calculates NAS 

XMAC (message authentication code) as shown in FIGURE 7.10. The user equipment 

verifies the integrity of the message by comparing NAS XMAC calculated by itself and 

NAS MAC calculated by MME. If it is match than “Security Mode Command” has not 

been altered or modified on the way. 

 

 

  

 

 
 

FIGURE 7.10: Calculation of NAS-XMAC at UE 

 

After successful verification of “Security Mode Command”, user equipment forms and 

sends “Security Mode Complete” message to Mobility Management Entity (MME) during 

the Non Access Stratum (NAS) security setup procedure.  

User equipment creates and encrypts the “Security Mode Complete”. Bitwise XOR 

operation is performed between “Security Mode Complete “and Key stream generated. 

Security Complete message with Input Block and Ciphered Security Mode 

Complete message with Cipher Output Block are shown in FIGURE 7.11.  

EIA 

   Count                 Direction 
   Bearer                Message (Security Mode Command) 

Key 
(KNASint) 

NAS-XMAC  
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• KNASenc: NAS Cipher key (128 bits) 

• Count: Uplink NAS count (32 bits) 

• Direction: Defines direction of the transmission using one bit (1 for downlink and 0 

for uplink) 

• Length: key stream length to be generated from encryption algorithm 

• Bearer: Constant bearer ID (5 bits) 

• EEA: EPS Encryption  Algorithm 

  

FIGURE 7.11: Generation of Ciphered NAS Security Mode Complete Message 

(7)  Compute Non Access Stratum Message Authentication Code ((NAS  MAC) at UE 

User equipment computes NAS MAC using “Ciphered Security Mode 

Complete message”. NAS MAC calculation using the following parameters is shown in 

FIGURE 7.12. 

• KNASint: NAS integrity key (128 bits) 

• Count: Downlink NAS count (32 bits) 

• Direction: Defines direction of the transmission using one bit (1 for downlink and 0 

for uplink) 

• Message: Non Access Stratum message (Ciphered Security Mode 

Complete message) 

• Bearer: Constant bearer ID (5 bits) 

EEA 

   Count                Direction 
   Bearer                Length 

Key 
(KNASenc) 

Key Stream 
Block 

Input Block 

 

Cipher Output Block 

 Ciphered Security Mode 
Complete Message 

Security Mode 
Complete Message 
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FIGURE 7.12: Calculation of NAS-MAC at UE 

 

(8) Security Complete message from UE to MME 

User equipment attaches the computed Non Access Stratum message authentication code 

(NAS MAC) to “NAS Security Mode Complete”. User equipment sends it to the Mobility 

Management Entity. “NAS Security Mode Complete” message is integrity protected and 

ciphered.  

  

(9)  Integrity Verification of  Security Mode Complete message  

Mobility Management Entity verifies integrity of the “Security Mode Complete” by 

verifying NAS MAC. Mobility Management Entity uses EPS integrity algorithm to 

computes NAS XMAC. Calculation of NAS XMAC is shown in FIGURE 7.13. Mobility 

Management Entity compares calculated NAS XMAC with NAS MAC calculated by UE. 

If it is match than “Security Mode Complete message” is not altered or modified on the 

way. 

 

  

 

 
 

 

 

FIGURE 7.13: Calculation of NAS-XMAC at MME 

 

After verification of “Security Mode Complete message”, the Mobility Management 

Entity decrypts “Security Mode Complete message” by performing XOR operation 

EIA 

   Count                 Direction 
   Bearer                Message (Ciphered Security Mode  
                                              Complete Message) 

Key 
(KNASint) 

NAS MAC 

EIA 

   Count                 Direction 
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Key 
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between the “Ciphered Security Mode Complete” and key stream block. Decryption of the 

Non Access Stratum (NAS) message by the receiver at MME is shown in FIGURE 7.14. 

 

 

 

 

 

 

  

 

 

 

 

 
 

FIGURE 7.14: Decryption of the Ciphered Security Mode Complete message  

  

Once the Non Access Stratum (NAS) security setup is completed as explained earlier, all 

the Non Access Stratum messages are secured between UE and MME.  

 

7.4.2 Non Access Stratum security context 

 

Security data that are set in LTE entities during Non Access Stratum set up procedures is 

called NAS security context. NAS security context can be "partially native" or "fully 

native". 

  

Non Access stratum security context is called as "partially native" after LTE AKA is 

performed and before the first “Security Mode Command” message. “Partially native” 

Non Access Stratum security context is converted into “Fully native” after “Security Mode 

Command” is completed. Lists of NAS security contexts are shown in TABLE 7.4 
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TABLE 7.4: NAS security contexts  

 

 

7.5 Access Stratum security 
  

Access Stratum security is used between UE and eNB to securely deliver RRC messages 

and user traffic using Access Stratum security keys. Access Stratum security set up 

procedure is shown in FIGURE 7.15. Access Stratum security keys are generated from 

base key KeNB. New security keys are generated every time a new radio link is established. 

User equipment and the eNB generate same sub keys for RRC message and User traffic. 

RRC integrity key (KRRCint) and RRC encryption key (KRRCenc) are used for RRC message. 

User plane encryption key (KUPenc) is used for user traffic. A detail description of the 

Access Stratum security setup procedure is given below.  

  

7.5.1 Access Stratum security setup 

 

Access Stratum (AS) Security setup procedure is between user equipment and Evolve 

Node B. Access Stratum security setup is shown in FIGURE 6.14. Mobility Management 

Entity computes Access Stratum security base key (KeNB) from master key KASME and 

sends it to eNB in “Accept Message”. Evolve Node B (eNB) computes other Access 

Stratum security keys from KeNB.  “Accept Message” consist of security key and user 

equipment security capability.  
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FIGURE 7.15: AS security setup 
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Description of accept message parameters is given below. 

• Security Key: KeNB  (256 bits) 

• UE Security Capability: User equipment security capability selected based on 

available in UE. 

(1)  Select security algorithms 

Evolve Node B selects cipher algorithm and integrity algorithm based on user equipment 

security capability. Security algorithm IDs and algorithm distinguishers are given TABLE 

7.3. For example, EEA1 and EIA1 for security algorithm it means SNOW 3G algorithm is 

used for ciphering and integrity Access Stratum signalling message.  

  

(2)  Compute Access Stratum (AS) Security Keys 

Evolve Node B computes Access Stratum Security keys (KRRCint, KRRCenc and KUPenc) 

using key derivation function as explained below.  

 

• KRRCint = KDF (KeNB, Algorithm ID, RRC integrity algorithm) 

• KRRCenc = KDF (KeNB, Algorithm ID, RRC encryption algorithm) 

• KUPenc = KDF (KeNB, Algorithm ID, UP encryption algorithm) 

(3)  Compute MAC-I  

Evolve Node B (eNB) forms “AS Security Mode Command message”. eNB 

computes MAC-I (Message Authentication Code for Integrity) same way MME computes 

NAS MAC as shown in FIGURE 7.9 using input parameters are as follows.  MAC-I is 

used for integrity protection 

• KASint: AS integrity key (128 bits) 

• Count: Downlink PDCP count (32 bits) 

• Direction: Defines direction of the transmission using one bit (1 for downlink and 0 

for uplink) 

• Message: RRC message (Security Mode Command message) 

• Bearer: Constant bearer ID (5 bits) 
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(4)  Security Mode Command message from eNB to UE 

Evolve Node B attaches computed MAC-I to “AS Security Mode Command” message and 

sends it to user equipment. “AS Security Mode Command” message consists of AS 

Integrity Algorithm and AS Ciphering Algorithm.  Description of Message parameters is 

given below. 

• AS Integrity Algorithm: Access Stratum integrity algorithm selected by Evolve 

Node B (e.g. EIA1) 

• AS Ciphering Algorithm: Access Stratum ciphering algorithm selected by Evolve 

Node B (e.g. EEA1) 

User equipment computes Access Stratum Security keys (KRRCint, KRRCenc and KUPenc) 

from base key KeNB as calculated by Evolve Node B. 

  

(5)  Integrity Verification of Security Mode Command message 

User equipment verifies integrity of “Security Mode Command” by verification of 

message authentication code (MAC-I). UE computes XMAC-I (message authentication 

code) similar to NAS-XMAC shown in FIGURE 7.9. The user equipment verifies the 

integrity of the message by comparing XMAC-I computed by itself and MAC-I computed 

by Evolve Node B. If it is match than “Security Mode Command” is not altered or 

modified on the way.  

  

(6) Compute MAC-I at UE 

User equipment forms “Security Mode Complete” message and computes MAC-I using 

EPS integrity algorithm and Access Stratum security key (KRRCint). Calculation of MAC-

I is similar to NAS MAC shown in FIGURE 7.9.  

  

(7) Security Mode Complete message from UE at eNB 

User equipment attaches computed MAC-I in to “Security Mode Complete” and sends it 

to Evolved Node B. “Security Mode Complete” is integrity protected.   

 

(8) Integrity Verification of  Security Mode Complete message at eNB 

Integrity of “Security Mode Complete” is verified by Evolve Node B by verifying 

the MAC-I. Evolve Node B computes XMAC-I (Message Authentication Code) using 
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selected EPS Integrity Algorithm with the Security Mode Complete message and KRRCint. 

Integrity Verification of “Security Mode Complete” performed by Evolve Node B by 

comparing XMAC-I computed by itself with MAC-I computed by the user equipment. If it 

is match than “Security Mode Complete” is not altered and modified on the way. Access 

Stratum security setup is over. Now, RRC messages are integrity protected and encrypted 

between user equipment and Evolve Node B using KRRCint and KRRCenc.  User traffic is 

encrypted between user equipment and Evolve Node B using KUPenc.  

 

7.5.2 Access Stratum security context 

 

Security data that are set in LTE entities during Access Stratum security setup is called AS 

security context. AS security contexts are shown in TABLE 7.5 

 

 
TABLE 7.5: AS security contexts  

AS Security Context 
 
UE Security Capability 
KeNB 
 
UL NAS Count 
DL NAS Count 
 
EIA ID 
EEA ID 
 
KRRCint 
KRRCenc 
KUPenc 
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CHAPTER-8 
 

8 NTRU based Authentication and Key 

Agreement protocol 

 
8.1 Introduction 
 

Security becomes a priority issue for next-generation mobile network. LTE AKA 

(Authentication and Key Agreement) protocol has improvements over the UMTS AKA 

protocol. However, there are still some security issues in current LTE security mechanism. 

The LTE AKA scheme lacks privacy protection. There are many cases resulted in 

disclosure of IMSI during communication. Once the IMSI has been obtained, the attacker 

could acquire subscriber information, location information and conversation information. 

Attackers may disguise the real UE and launch DoS (Denial-of-Service) attacks to destroy 

the network. Identity security is a major issue for wireless communication network. 

Enhance LTE authentication and key agreement protocol is require to use to conceal user 

identity and location privacy. Proposed protocol protect all user initial attach 

communication in LTE AKA (Authentication and Key Agreement) protocol using NTRU 

crypto system. Proposed protocol solves the problem of sending the IMSI as a plain text 

over wireless channel and hence protect against various active attacks. The NTRU 

cryptosystem was developed by J. Hoffstein, J. Pipher and J. H. Silverman. The name 

NTRU is an abbreviation for N-th degree TRUncated polynomial ring, or in mathematical 

notation, R = ℤ [𝑥𝑥] (𝑥𝑥𝑁𝑁 −  1)⁄  which is its underlying mathematical structure. NTRU 

offers high speed key generation, encryption and decryption than well known other public 

crypto system. NTRU satisfies crucial aspects of security that apply to payment systems, 

secure messaging and email, mobile ecommerce, vehicle communications, web browsers 

and servers. NTRU consumes minimal computation power and battery resources. NTRU 



NTRU based Authentication and Key Agreement protocol 

88 
 

is well suited for constrained devices where recourse is a major limitation. NTRU is more 

efficient in both hardware and software implementation. In this chapter first, NTRU is 

discussed in detail and after that well known four public key cryptosystem i.e. RSA, 

Elliptical Curve Cryptography (ECC), Diffie Hellman (DH) and Elgamal Cryptographic 

System (ECS) are compared with NTRU.  

 

8.2 NTRU Cryptosystem 
 

NTRU Cryptosystem was developed by Joseph H. Silverman, Jeffrey Hoffstein, Jill Pipher 

[26]. The NTRU public key cryptosystem was first presented at Crypto '96 by NTRU 

Cryptosystems Inc. NTRU has been adopted by two standards bodies, IEEE (IEEE P1363 

Working Group for Standards In Public Key Cryptography) and the Financial Services 

Industry’s Accredited Standards Committee X9 (X9.98 Lattice-Based Polynomial Public 

Key Establishment Algorithm) for the Financial Services Industry. NTRU algorithm is 

used to establish secure communications for financial services. X9.98 marks a particularly 

significant step forward in improving the robustness of systems based on X9 standards. It 

allows the deployment of systems that are protected against quantum computing attacks as 

well as against classical attacks. NTRU is a lattice-based public key cryptosystem from 

Security Innovation and the leading alternative to RSA and Elliptic Curve Cryptography 

(ECC) due to its higher performance and resistance to attacks from quantum computers. 

NTRU is based on a mathematical problem called the “Approximate close lattice vector 

problem”. The main characteristic is that during the encryption and decryption the 

polynomial multiplication is the most complex operation, which is much faster than other 

asymmetric cryptosystems such as RSA, ElGamal, and elliptic curve cryptography. The 

following notations are used to describe NTRU [26]. 

N The dimension of the polynomial ring used in NTRU.  

p A positive integer specifying a ring  ℤ 𝑝𝑝ℤ⁄  over which coefficients of certain 

product of polynomials will be reduced.  

q A positive integer specifying a ring ℤ 𝑞𝑞ℤ⁄  over which the coefficients of a certain 

product of polynomials will be reduced.  

k A security parameter to resistance to certain types of attacks. 

f A polynomial in ℤ [𝑥𝑥] (𝑥𝑥𝑁𝑁 −  1).⁄  

http://grouper.ieee.org/groups/1363/lattPK/index.html�
http://grouper.ieee.org/groups/1363/lattPK/index.html�
http://grouper.ieee.org/groups/1363/lattPK/index.html�
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𝑔𝑔 A polynomial in ℤ [𝑥𝑥] (𝑞𝑞, 𝑥𝑥𝑁𝑁 −  1)⁄ . 

𝑓𝑓𝑞𝑞  A polynomial in ℤ [𝑥𝑥] (𝑞𝑞, 𝑥𝑥𝑁𝑁 −  1).⁄  Polynomial is obtained by reducing the 

coefficients of f modulo q. 

𝑓𝑓𝑝𝑝  A polynomial in  ℤ [𝑥𝑥] (𝑝𝑝, 𝑥𝑥𝑁𝑁 −  1)⁄ . Polynomial is obtained by reducing the 

coefficients of f modulo p. 

𝑓𝑓𝑝𝑝−1 Inverse of 𝑓𝑓𝑝𝑝  in ℤ [𝑥𝑥] (𝑝𝑝, 𝑥𝑥𝑁𝑁 −  1)⁄ . 

𝑓𝑓𝑞𝑞−1 Inverse of 𝑓𝑓𝑞𝑞  in ℤ [𝑥𝑥] (𝑞𝑞,𝑥𝑥𝑁𝑁 −  1).⁄  

h A polynomial in ℤ [𝑥𝑥] (𝑞𝑞, 𝑥𝑥𝑁𝑁 −  1)⁄  (Public key). 

r A polynomial in ℤ [𝑥𝑥] (𝑞𝑞, 𝑥𝑥𝑁𝑁 −  1)⁄  (used with h to encode a message). 

m A polynomial in ℤ [𝑥𝑥] (𝑝𝑝, 𝑥𝑥𝑁𝑁 −  1)⁄  (Plaintext Message). 

e A polynomial in ℤ [𝑥𝑥] (𝑞𝑞, 𝑥𝑥𝑁𝑁 −  1)⁄   (Encrypted Message). 

 

The basic operations in NTRU take place in the ring ℤ [𝑥𝑥] (𝑥𝑥𝑁𝑁 −  1)⁄  which is known as 

the ring of convolution polynomials of rank N, where N is a prime. In the ring of 

convolution polynomials, addition and multiplication require only O (N) and O (N2) 

operations, respectively. NTRU defines the following three rings: R = ℤ [𝑥𝑥] (𝑥𝑥𝑁𝑁 −  1)⁄ , Rp 

= ℤ/𝑝𝑝ℤ[𝑥𝑥] (𝑥𝑥𝑁𝑁 −  1)⁄  and Rq = ℤ/𝑞𝑞ℤ[𝑥𝑥] (𝑥𝑥𝑁𝑁 −  1)⁄ . An element f of the rings R, Rp and 

Rq can be denoted interchangeably by a polynomial or its vector of coefficients. Addition 

and multiplication in Rp or Rq are equivalent to performing the same operations in R and 

ultimately reducing the resulting coefficients (mod p) or (mod q) respectively. q is also 

used in the construction of the public key. NTRU work in the ring R = ℤ [𝑥𝑥] (𝑥𝑥𝑁𝑁 −  1).⁄  A 

element f  ∈ 𝑅𝑅 will be written as a polynomial or a vector, 

𝑓𝑓 = �𝑓𝑓𝑖𝑖𝑥𝑥𝑖𝑖
𝑁𝑁−1

𝑖𝑖=0

= [𝑓𝑓0, 𝑓𝑓1,  … ,𝑓𝑓𝑁𝑁−1]  

f  ∗ 𝑔𝑔 = ℎ 

With  

ℎ𝑘𝑘  =  �𝑓𝑓𝑖𝑖𝑔𝑔𝑘𝑘−𝑖𝑖 +  � 𝑓𝑓𝑖𝑖𝑔𝑔𝑛𝑛+𝑘𝑘−𝑖𝑖 =  � 𝑓𝑓𝑖𝑖𝑔𝑔𝑖𝑖 .
𝑖𝑖+𝑗𝑗≡𝑘𝑘  mod  𝑛𝑛

𝑛𝑛−1

𝑖𝑖=𝑘𝑘+1

𝑘𝑘

𝑖𝑖=0

                                  (8.1) 
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Public key (h) is calculated using cyclic convolution between f and g. Result is in R. It is 

required to calculate multiplication modulo (say) q to reduce the coefficient, so the result 

is in ℤ [X] (𝑞𝑞,𝑥𝑥𝑁𝑁 −  1).⁄  Computation of a product f ∗ 𝑔𝑔  requires 𝑛𝑛2  multiplications. 

However, in NTRU, one of f or 𝑔𝑔 has small coefficients that are all 0's and±1’s, so f  ∗ 𝑔𝑔 

may be computed extremely rapidly. Further, for large values of N one may choose n to be 

highly divisible by 2, in which case the convolution product can be computed in O (N log 

N) operations by using Fast Fourier Transforms.  Generating function (G) and Hashing 

function (H) operations are required to define on rings of polynomials.  G and H are used 

to build a digital envelope into the NTRU protocol.   

𝑝𝑝𝑝𝑝 (N) = {polynomials of degree at most N - 1 with mod p coefficients}, and 

[𝑔𝑔]𝑝𝑝= �
𝑔𝑔 with its cofficients reduced

modulo 𝑝𝑝 into the range (−𝑝𝑝 2,𝑝𝑝 2).⁄⁄
�                                      (8.2) 

Generating function G and a Hashing function H are precisely describe as  

𝐺𝐺 = 𝑝𝑝𝑝𝑝  (𝑁𝑁)  →  𝑝𝑝𝑝𝑝  (𝑁𝑁) and 𝐻𝐻 = 𝑝𝑝𝑝𝑝  (𝑁𝑁) × 𝑝𝑝𝑝𝑝  (𝑁𝑁) →  𝑝𝑝𝑝𝑝  (𝐾𝐾)                 (8.3) 

Generating function G and a Hashing function H should be easy to compute, highly non 

linear and irregular. The NTRU PKC digital envelope depends on the choice of the 

functions G and H, and on an integer k. The probability of falsify a valid cipher text will 

be 𝑝𝑝−𝑘𝑘 . 

 

8.2.1 Key Creation 

 

Two small polynomials f  ∈  ℒ𝑓𝑓  and 𝑔𝑔 ∈  ℒ𝑔𝑔  are randomly generated to create a pair of 

public and private keys. The polynomial f must satisfy the additional requirement that it 

have inverses modulo q and modulo p. For suitable parameter choices, this will be true for 

most choices of f, and the actual computation of these inverses is easy using a 

modification of the Euclidean algorithm. As noted above, inverses by 𝑓𝑓𝑞𝑞−1  and 𝑓𝑓𝑝𝑝−1 are 

denote as   

                                  𝑓𝑓𝑞𝑞−1 ∗ 𝑓𝑓 ≡ 1 mod q and 𝑓𝑓𝑝𝑝−1 ∗ 𝑓𝑓 ≡ 1 mod 𝑝𝑝                                 (8.4)  

f, g, 𝑓𝑓𝑞𝑞−1 and 𝑓𝑓𝑝𝑝−1are kept secret and public key is computed and published as follow 
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            ℎ ≡ 𝑝𝑝𝑓𝑓𝑞𝑞−1 ∗ 𝑔𝑔 mod 𝑞𝑞                                                        (8.5)                                                  

Polynomial of h is the public key and polynomial of  f  is the private key. 

 

8.2.2 Encryption 

NTRU cryptosystem chooses plaintext m from the set  

𝑚𝑚 ∈  𝑝𝑝𝑝𝑝  (𝑁𝑁 − 𝑘𝑘)                                                          (8.6) 

and random polynomial 𝑟𝑟 ∈  ℒ𝑟𝑟 . Cipher text is computed as follow 

𝑒𝑒 ≡ 𝑟𝑟 ∗ ℎ + �𝑚𝑚 + 𝐻𝐻 �𝑚𝑚, [𝑟𝑟 ∗ ℎ]𝑝𝑝�𝑋𝑋𝑛𝑛−𝑘𝑘 +  𝐺𝐺�[𝑟𝑟 ∗ ℎ]𝑝𝑝��𝑝𝑝  (mod 𝑞𝑞)         (8.7) 

8.2.3 Decryption 

Decryption process starts by multiplying (convolving) the received polynomial e by the 

private key f.  

𝑎𝑎 ≡ 𝑓𝑓 ∗ 𝑒𝑒 mod 𝑞𝑞,                                                         (8.8) 

Choose the coefficients of a in the interval from −𝑞𝑞 2⁄  to 𝑞𝑞 2.⁄  Now treating a as a 

polynomial with integer coefficients, computes the temporary polynomial 𝑡𝑡 ∈

 ℤ[𝑥𝑥]/(𝑝𝑝, 𝑥𝑥𝑁𝑁 − 1) by 

𝑡𝑡 = 𝑓𝑓𝑝𝑝−1  ∗ 𝑎𝑎 ( mod 𝑝𝑝),                                                     (8.9)  

Calculate two b and c (temporary quantities) 

𝑏𝑏 ≡ 𝑒𝑒 − 𝑡𝑡 (mod 𝑝𝑝) and   𝑐𝑐 ≡ 𝑡𝑡 − 𝐺𝐺(𝑏𝑏) ( mod 𝑝𝑝),                   (8.10) 

And then writes c in the form 

𝑐𝑐 = 𝑐𝑐 ′ +  𝑐𝑐"𝑥𝑥𝑁𝑁−𝑘𝑘  with deg (𝑐𝑐′)  < 𝑁𝑁 − 𝑘𝑘 and deg(c")  < 𝑘𝑘.             (8.11) 

Finally, compares the quantities 

𝑐𝑐" and 𝐻𝐻(𝑐𝑐 ′,𝑏𝑏).                                                            (8.12) 

If they are the equal, accepts c’ as a valid decryption. Otherwise reject the message as 

invalid. Detail description of NTRU decryption method is given below.  
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𝑎𝑎 ≡ 𝑓𝑓 ∗ 𝑒𝑒 mod 𝑞𝑞 

≡ 𝑓𝑓 ∗ 𝑟𝑟 ∗ ℎ + 𝑓𝑓 ∗  �𝑚𝑚 + 𝐻𝐻�𝑚𝑚, [𝑟𝑟 ∗ ℎ]𝑝𝑝�𝑋𝑋𝑁𝑁−𝑘𝑘 +  𝐺𝐺�[𝑟𝑟 ∗ ℎ]𝑝𝑝��𝑝𝑝  (mod 𝑞𝑞)  

≡ 𝑓𝑓 ∗ 𝑝𝑝𝑟𝑟 ∗ 𝑓𝑓𝑞𝑞−1  ∗  𝑔𝑔 +  𝑓𝑓 ∗  �𝑚𝑚 + 𝐻𝐻�𝑚𝑚, [𝑟𝑟 ∗ ℎ]𝑝𝑝�𝑋𝑋𝑁𝑁−𝑘𝑘 +  𝐺𝐺�[𝑟𝑟 ∗ ℎ]𝑝𝑝��𝑝𝑝  mod 𝑞𝑞  

≡ 𝑝𝑝𝑟𝑟 ∗  𝑔𝑔 +  𝑓𝑓 ∗  �𝑚𝑚 + 𝐻𝐻�𝑚𝑚, [𝑟𝑟 ∗ ℎ]𝑝𝑝�𝑋𝑋𝑁𝑁−𝑘𝑘 +  𝐺𝐺�[𝑟𝑟 ∗ ℎ]𝑝𝑝��𝑝𝑝  mod 𝑞𝑞              (8.13)  

Choosing appropriate parameter, all of its coefficients lie between −𝑞𝑞 2⁄  and  𝑞𝑞 2⁄ , so that 

it doesn't change if its coefficients are reduced modulo q. This means that when reduces 

the coefficients of 𝑓𝑓 ∗ 𝑒𝑒 modulo q into the interval from −𝑞𝑞 2⁄  to 𝑞𝑞 2⁄ , it is possible to 

recovers exactly the polynomial 

a = 𝑝𝑝𝑟𝑟 ∗  𝑔𝑔 +  𝑓𝑓 ∗  �𝑚𝑚 + 𝐻𝐻�𝑚𝑚, [𝑟𝑟 ∗ ℎ]𝑝𝑝�𝑋𝑋𝑁𝑁−𝑘𝑘 +  𝐺𝐺�[𝑟𝑟 ∗ ℎ]𝑝𝑝��𝑝𝑝 in 𝑅𝑅        (8.14)  

Reducing a modulo p then gives the polynomial 

𝑓𝑓 ∗  �𝑚𝑚 + 𝐻𝐻�𝑚𝑚, [𝑟𝑟 ∗ ℎ]𝑝𝑝�𝑋𝑋𝑁𝑁−𝑘𝑘 +  𝐺𝐺�[𝑟𝑟 ∗ ℎ]𝑝𝑝�� 𝑝𝑝  in 𝑅𝑅                     (8.15)  

And then multiplying by 𝑓𝑓𝑝𝑝−1  produces 

t = 𝑚𝑚 + 𝐻𝐻�𝑚𝑚, [𝑟𝑟 ∗ ℎ]𝑝𝑝�𝑋𝑋𝑁𝑁−𝑘𝑘 +  𝐺𝐺�[𝑟𝑟 ∗ ℎ]𝑝𝑝� in ℤ[𝑋𝑋]
(𝑝𝑝 ,𝑋𝑋𝑁𝑁−1)

                    (8.16) 

Compute 𝑏𝑏 = 𝑒𝑒 − 𝑡𝑡  and recover 𝑏𝑏 = 𝑟𝑟 ∗ ℎ. Therefore computation of c yields 

𝑐𝑐 =  𝑚𝑚 + 𝐻𝐻�𝑚𝑚, [𝑟𝑟 ∗ ℎ]𝑝𝑝�𝑋𝑋𝑁𝑁−𝑘𝑘                                                (8.17) 

Accordingly, 𝑐𝑐′ is the original message m, and 𝑐𝑐" should match up with the hash 

𝐻𝐻�𝑚𝑚, [𝑟𝑟 ∗ ℎ]𝑝𝑝� = 𝐻𝐻(𝑚𝑚, 𝑏𝑏), as noted above. 

 

8.2.4 Parameter Selection 

 

Proper parameter selection is required for working of NTRU cryptosystem. For proper 

parameter values, Decryption procedure will recover the original message with extremely 

high probability. Decryption failure usually due to message is not properly centred. In this 

case it is possible to recover the message by choosing the coefficients of  𝑎𝑎 ≡ 𝑓𝑓 ∗
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𝑒𝑒 mod 𝑞𝑞 in a slightly different interval, for example from −𝑞𝑞 2 + 𝑥𝑥⁄  to 𝑞𝑞 2 + 𝑥𝑥.⁄  for some 

small value of x. If no value of x works, gap failure is arise and the message cannot be 

decrypted as easily. For proper parameter values, this will arise so rarely that it can be 

ignored in practice. 

(a) Sample spaces. The space of messages ℒ𝑚𝑚  consists of all polynomials modulo p.  

ℒ𝑚𝑚 = �𝑚𝑚 ∈ 𝑅𝑅:𝑚𝑚 has coefficients lying between 

−
1
2

(p − 1) and 
1
2 (p − 1) and has degree at most 𝑁𝑁 − 𝑘𝑘 − 1 �. 

It is most suitable to take assume p is odd.  Sets of the form are used to describe the other 

sample spaces. 

ℒ(𝑑𝑑1, 𝑑𝑑2) = {𝑓𝑓 ∈ 𝑅𝑅:𝑓𝑓 has 𝑑𝑑1cofficients equal 1,𝑑𝑑2 cofficients equal − 1, the rest 0}. 

Choose three positive integers 𝑑𝑑𝑓𝑓 , 𝑑𝑑𝑔𝑔 ,𝑑𝑑𝑟𝑟 . Where 𝑑𝑑𝑓𝑓  𝑎𝑎𝑛𝑛𝑑𝑑 𝑑𝑑𝑔𝑔  are distribution of the 

coefficients of the polynomial f and g.  Where 𝑑𝑑𝑟𝑟  is number of 1’s and -1’s used in a 

certain random polynomial r 

Now, set of polynomials ℒ𝑓𝑓  ℒ𝑔𝑔  and ℒ𝑟𝑟  in ℤ [𝑥𝑥] (𝑥𝑥𝑁𝑁 −  1)⁄  whose coefficients 

satisfy 𝑑𝑑𝑓𝑓 ,𝑑𝑑𝑔𝑔  𝑎𝑎𝑛𝑛𝑑𝑑 𝑑𝑑𝑟𝑟  respectively. 

ℒ𝑓𝑓 = ℒ�𝑑𝑑𝑓𝑓 ,𝑑𝑑𝑓𝑓 − 1�,    ℒ𝑔𝑔 = ℒ�𝑑𝑑𝑔𝑔 , 𝑑𝑑𝑔𝑔�, 𝑎𝑎𝑛𝑛𝑑𝑑    ℒ𝑟𝑟 =  ℒ(𝑑𝑑𝑟𝑟 ,𝑑𝑑𝑟𝑟).            (8.18) 

f is to be invertible, and a polynomial satisfying 𝑓𝑓(1) = 0 can never be invertible so don't 

set ℒ𝑓𝑓 = ℒ�𝑑𝑑𝑓𝑓 ,𝑑𝑑𝑓𝑓�. Notice that 𝑓𝑓 ∈ ℒ𝑓𝑓 ,𝑔𝑔 ∈  ℒ𝑔𝑔and r ∈ ℒ𝑟𝑟  have 𝐿𝐿2norms  

|𝑓𝑓|2 = �2𝑑𝑑𝑓𝑓 − 1 − 𝑛𝑛−1,           |𝑔𝑔|2 = �2𝑑𝑑𝑔𝑔 ,          |𝑟𝑟|2 = �2𝑑𝑑𝑟𝑟 .             (8.19) 

Different values for 𝑑𝑑𝑓𝑓 , 𝑑𝑑𝑔𝑔 ,𝑑𝑑𝑟𝑟  are used for decryption while maintaining various security 

levels. 

(b) Notation and a norm estimate. Define the width of an element 𝑓𝑓 ∈ 𝑅𝑅  

|𝑓𝑓|∞ =  max
0 ≤ 𝑖𝑖 ≤ 𝑁𝑁 − 1 {𝑓𝑓𝑖𝑖} −

min
0 ≤ 𝑖𝑖 ≤ 𝑁𝑁 − 1{𝑓𝑓𝑖𝑖 }. 

This is a sort of 𝐿𝐿∞ norm on R. Similarly, define a cantered 𝐿𝐿2norm on R by 
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|𝑓𝑓|2 =  ���𝑓𝑓𝑖𝑖 −  𝑓𝑓�̅
2

𝑛𝑛−1

𝑖𝑖=0

�

1 2⁄

,𝑤𝑤ℎ𝑒𝑒𝑟𝑟𝑒𝑒 𝑓𝑓̅ =  
1
𝑛𝑛�𝑓𝑓𝑖𝑖 .

𝑛𝑛−1

𝑖𝑖=0

                               (8.20) 

(Equivalently, |𝑓𝑓|2 √𝑛𝑛⁄  is the standard deviation of the coefficients of F.)  

The following proposition was suggested by Don Coppersmith. 

Proposition: For any 𝜖𝜖 > 0 there are constants 𝛾𝛾1,𝛾𝛾2 > 0, depending on 𝜖𝜖 𝑎𝑎𝑛𝑛𝑑𝑑 𝑁𝑁, such 

that for randomly chosen polynomials 𝑓𝑓,𝑔𝑔 ∈ 𝑅𝑅, the probability is greater than 1 − 𝜀𝜀 that 

they satisfy 

𝛾𝛾1|𝑓𝑓|2|𝑔𝑔|2 ≤ |𝑓𝑓 ∗ 𝑔𝑔|∞ ≤ 𝛾𝛾2|𝑓𝑓|2|𝑔𝑔|2.                                         (8.21) 

Of course, this proposition would be useless from a practical viewpoint if the ratio 

𝛾𝛾2 𝛾𝛾1⁄ were very large for small 𝜀𝜀 ′s. However; it turns out that even for moderately large 

values of N and very small values of 𝜖𝜖, the constants 𝛾𝛾1, 𝛾𝛾2 are not at all extreme. 

(c) A Decryption Criterion.  Let 

𝑚𝑚′ = �𝑚𝑚 + 𝐻𝐻�𝑚𝑚, [𝑟𝑟 ∗ ℎ]𝑝𝑝�𝑋𝑋𝑛𝑛−𝑘𝑘 + 𝐺𝐺�[𝑟𝑟 ∗ ℎ]𝑝𝑝��𝑝𝑝                        (8.22) 

Polynomial used (𝑒𝑒 ≡ 𝑟𝑟 ∗ ℎ + 𝑚𝑚′ mod 𝑞𝑞. ) for encryption.  

In order for the decryption process to work, it is necessary that 

|𝑓𝑓 ∗ 𝑚𝑚′+ 𝑝𝑝𝑟𝑟 ∗ 𝑔𝑔|∞ < 𝑞𝑞.                                                    (8.23) 

This will virtually always be true if parameters are chosen so that 

|𝑓𝑓 ∗ 𝑚𝑚′|∞ ≤ 𝑞𝑞 4⁄  and |𝑝𝑝𝑟𝑟 ∗ 𝑔𝑔|∞ ≤ 𝑞𝑞 4⁄                                    (8.24) 

This suggests that take 

|𝑓𝑓|2|𝑚𝑚|2 ≈ 𝑞𝑞 4𝛾𝛾2 and |𝑟𝑟|2|𝑔𝑔|2 ≈ 𝑞𝑞 4𝑝𝑝𝛾𝛾2⁄⁄                               (8.25)  

For a 𝛾𝛾2  corresponding to a small value for 𝜖𝜖.  For example, experimental evidence 

suggests that for   N = 167 and N = 503, appropriate values for 𝛾𝛾2  are 0.27 and 0.17 

respectively.    
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8.3 Practical Implementations of NTRU 

Security of data depends on strength of security algorithm and length of key. Security 

strength is normally expressed in bits. The security strength of an algorithm for a given 

key size is described in terms of the amount of work it takes to try all keys for a symmetric 

algorithm with a key size of "X" that has not any short cut attacks to break a cryptographic 

algorithm. If the security strength is X bits, then it is expected that roughly 2X basic 

operations are required to break the algorithm or system.  

 

Main objective of this section is to show that how length of key, key security and message 

security depends on N (Nth Degree Truncated polynomial ring) in NTRU crypto system. 

NTRU is lattice based public key algorithm. Performance of NTRU is much higher than 

other cryptosystem. Security performance analysis of various crypto systems is given in 

section 8.4.  In TABLE 8.1[26], Moderate, High and Highest security level are defined 

based on three distinct sets of parameters. f and g have been chosen so that decryption 

failure occurs with probability less than 5 X 10-5 . Different security levels are used based 

on size of message and how key changes rapidly.  

TABLE 8.1: Security parameters for different security levels [26] 

Security 

level 

N p q k df dg dr 

NTRU167 

(Moderate) 

167 3 128 49 61 20 18 

NTRU263 

(High) 

263 3 128 52 50 24 16 

NTRU503 

(Highest) 

503 3 256 107 216 72 55 

 

If length of key is higher than it provides more security against various attacks. 

Calculation for key length and security is given below.  

Plain Text Block = (N-k) log2 p bits.  

Private Key Length = 2N log2 p bits  

Public Key Length = N log2 q bits.  
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Key Security =   𝟏𝟏
𝒅𝒅𝒈𝒈!�

𝑵𝑵!
�𝑵𝑵−𝟐𝟐𝒅𝒅𝒈𝒈�!

 

Message Security = 𝟏𝟏
𝒅𝒅𝒓𝒓!�

𝑵𝑵!
(𝑵𝑵−𝟐𝟐𝒅𝒅𝒓𝒓)!

     

 

Key length, Key security and Message security for three different levels of security are 

calculated using three distinct sets of parameters.  

For Highest security level, N = 503, p = 3, q = 256 and k = 107 and ℒ𝑓𝑓  = ℒ(df , df -1), ℒ𝑔𝑔= 

ℒ(dg, dg), ℒ𝑟𝑟  = ℒ(dr, dr). f is selected with 216 1's and 215 -1's (i.e. df = 216), g is selected 

with 72 1's and 72 -1's, (i.e. dg = 72), and r is selected with 55 1's and 55 -1's (i.e. dr = 55).  

It gives keys size, key security and message security as follows.  

Private Key = 1595 bits, Public Key = 4024 bits, Plaintext = 628 bits, Key Security = 2285 

and Message Security = 2170  

 

Similarly, For High security level, it gives 

Private Key = 834 bits, Public Key = 1841 bits, Plaintext = 335 bits, Key Security = 2110.6 

and Message Security = 282.1 

Similarly, For Moderate security level, it gives 

Private Key = 530 bits, Public Key = 1169 bits, Plaintext = 187 bits, Key Security = 282.9 

and Message Security = 277.5 

 

Key security and message security is very high for highest security level. The appropriate 

security strength is to be used based on the sensitivity of the data being protected, and 

needs to be determined by the owner of that data. The moderate security parameters are 

suitable for situations in which individual message is small, and keys changes with 

reasonable frequency. 

 

8.4 Security analysis  
 

The performance of a public key cryptographic system is mainly measured in processing 

time, computational overheads, key size and bandwidth. In the field where computing 

power, storage and bandwidth are limited, carrying out complex operations on large data 
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becomes an impractical approach to provide strong security. This is most obvious in 

constrained devices such as the mobile phones, PDAs etc. which have very limited 

resources. In this section five well known public key algorithms like Elliptic Curve, RSA, 

Diffie-Hellman, Elgamal system and NTRU are analyzed. After reviewing papers, we 

have a deeper understanding of cryptography and perform a comparative analysis of 

public key algorithms on various important factors.  In PKC, private and public keys 

mathematically related complex function f. It is very hard to get private key from the 

public key. In order to recover the private key to decrypt information a mathematical 

problem P related to complex function f must be solved. The security of public key 

cryptosystems depends on the difficulty to solve P. In practice, four problems have been 

considered to be difficult to solve and are used for cryptographic applications. TABLE 8.2 

lists these problems and the cryptosystems that based their security on such problems.  

TABLE 8.2: Public Key Cryptosystems and their Mathematical Problems 

Cryptosystem  Mathematical 

Problem  

Description  Running 

times 

RSA  Integer 

factorization  

Given a number n, find its prime factors  Sub 

exponential  

Elgamal(ECS), 

DSA, DH  

Discrete 

logarithm  

Given a prime n, and numbers g and h, 

find x such that h = gx mod n  

Sub 

exponential  

ECC, ECDH Elliptic curve 

discrete 

logarithm  

Given an elliptic curve E and points P and 

Q on E, find x such that Q = x.P  

exponential  

NTRU Short Vector 

problem 

(geometrical 

problems) 

Based on hardness of lattice problems 

 

exponential 

 

The most popular public key cryptosystems like RSA and ECC are based on the 

complexity of number theoretic problems and their security is highly reliable to the 

distribution of prime numbers or based on the discrete logarithm problem on finite fields. 

Crypto systems are designed around computational hardness assumptions, making such 

algorithms hard to break in practice by any adversary. In general, these cryptosystems 

have been very effective before the introduction of an adversary called quantum 
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computers. Quantum computers are well known to be able to break cryptosystems that are 

based on the integer factorization problem or some discrete logarithm problem in 

polynomial time. This affects RSA and ECC and also number field cryptosystems [37]. 

NTRU cryptosystems is based on geometrical problems. The NTRU cryptosystem is an 

alternative algorithm based on a completely different mathematical problem from RSA 

and ECC based on hardness of lattice problems.  Public key algorithms are normally used 

for encryption/decryption, digital signature and key exchange. Some public-key 

algorithms are suitable for all the three applications whereas others can be used only for 

one or two of these applications. TABLE 8.3 describes the applications supported by the 

algorithms discussed in this chapter.  

TABLE 8.3: Applications for Public-Key Cryptosystem 

Algorithm RSA DH Elgamal System ECC NTRU 

Encryption/Decryption Yes No No Yes Yes 

Digital Signature Yes No Yes Yes Yes 

Key Exchange Yes Yes No Yes Yes 

 

It can be analyzed that RSA, Elliptic Curve algorithm and NTRU are suitable for all the 

three applications. One of the important points of analysis is whether public-key 

encryption is more secure from cryptanalysis than symmetric encryption. In fact, the 

security of any encryption scheme depends on the length of key and the computational 

work involved in breaking a cipher. The following TABLE 8.4 compares various public 

key algorithms standards based on their security levels.  

TABLE 8.4: PKC standards comparison 

Security 

levels (bits) 

RSA ECC NTRU-N 

80 RSA-1024 ECC 160-223 NTRU-251 

112 RSA- 2048 ECC 224-255 NTRU-347 

128 RSA- 3072 ECC 256-383 NTRU-397 

192 RSA-7680 ECC 384-511 NTRU-587 

256 RSA-15360 ECC 512 NTRU-787 
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Cryptographic algorithms provide different “strengths” of security, depending on the 

algorithm and the key size used. Two algorithms are considered to be of equal strength for 

the given key sizes (X and Y) if the amount of work needed to “break the algorithms” or 

determine the keys is approximately the same using a given resource. The security 

strength of an algorithm for a given key size is described in terms of the amount of work it 

takes to try all keys for a symmetric algorithm with a key size of "X" that has not any short 

cut attacks. An algorithm that has a Y-bit key, but whose strength is comparable to an X-

bit key of such a symmetric algorithm is said have “security strength of X bits”. Given a 

few plaintext blocks and corresponding ciphertext, an algorithm that provides X bits of 

security would, on average, take 2X T units of time to attack, where T is the amount of 

time that is required to perform one encryption of a plaintext value and compare the result 

against the corresponding ciphertext value.  

The National Institute of Standards and Technology (NIST) was founded in 1901 and is 

now part of the U.S. Department of Commerce. NIST is responsible for developing 

information security standards and guidelines, including minimum requirements for 

Federal information systems. For the Federal government, minimum security strength of 

80 bits (280 = 1.2 x 1024 operations are required to break security) is recommended in 

2010. Minimum security strength of 112 bits is strongly recommended in beginning of 

2011. The appropriate security strength is to be used based on the sensitivity of the data 

being protected, and needs to be determined by the owner of that data. 

Computational complexities of mathematical problems are described in TABLE 8.2. The 

sub exponential complexity of the problem on which RSA can be considered hard to solve 

but not as hard as fully exponential solutions, as ECC and NTRU. Because of this, ECC 

and NTRU can offer a similar security level than other public key cryptosystems but using 

shorter length keys, which requires less space for key storage, time saving when keys are 

transmitted. These characteristics make ECC and NTRU the best choice for securing 

devices with constrained resources such as mobile phones, PDAs etc. PKC algorithms use 

a pair of keys. Key is n bit string that is used to transform data. The size in bits of the key 

is an important security parameter in the cryptographic algorithms. The following TABLE 

8.5 [30], [31] compares key sizes of various public key algorithms standards with 

equivalent securety level. 
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TABLE 8.5: Key Sizes for Cryptographic Algorithms 

Security 

levels (bits) 

ECC RSA DH ECS NTRU Protection Life 

time 

80 160 1024 1024 1024 2008 Until 2010 

112 224 2048 2048 2048 3033 Until 2030 

128 256 3072 3072 3072 3501 Beyond 2030 

192 384 7680 7680 7680 5193 Beyond 2030 

256 512 15360 15360 15360 7690 -- 

 

The public key size of a cryptosystem gives useful insight on the bandwidth usage if the 

cryptosystem is intended to be used in key exchange schemes. TABLE 8.5 gives 

corresponding NTRU, ECC and RSA keys sizes for equivalent security levels ( k ) of 80 

bits, 112 bits and 128 bits etc.[30], [31]. 

 

 

FIGURE 8.1: Security levels V/s Key size plot of various PKC  

From TABLE 8.5 and FIGURE 8.1, one can observe that ECC have smallest key size, 

makes the best use of bandwidth and NTRU's bandwidth usage becomes more efficient 

with respect to RSA as the security level increases. Processing time of cryptosystem 

includes key generation time, encryption time and decryption time. Performance 

comparison of NTRU and RSA public key crypto system is shown in TABLE 8.6 based 
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on processing time. Performance comparison of NTRU and RSA public key crypto system 

based on processing time is shown in following TABLE 8.6[26]. 

TABLE 8.6: Comparison of NTRU and RSA 

System  Security              

(MIPS 

years) 

Public 

Key 

Size 

(bits) 

Key 

generation 

(msec) 

 

Encrypt 

(blks/sec) 

 

Decrypt 

(blks/sec) 

 

RSA 512 4.00 X 105 512 260 2441 122 

NTRU 167 2.08 X106 1169 4.0 5941 2818 

RSA 1024 3.00 X1012 1024 1280 932 22 

NTRU 263 4.61 X1014 1841 7.5 3676 1619 

RSA 2048 3.00 X 1021 2048 4195 310 3 

NTRU 503 3.38 X1035 4024 17.3 1471 608 

 

RSA 512 and NTRU 167 have same security levels. RSA 1024 and NTRU 263 have near 

about 80 bit security levels. Comparison between NTRU and RSA based on key 

generation time is shown in FIGURE 8.2.  

 

FIGURE 8.2: Key size V/s Generation plot of RSA & NTU  

FIGURE 8.2 shows that NTRU is far better than RSA in terms of key generation time.  
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FIGURE 8.3: Key size V/s Encryption (blks/sec) plot of RSA & NTRU  

FIGURE 8.3 shows that number of data blocks encrypted per second is more in NTRU 
than RSA. 

 

 

FIGURE 8.4: Key size V/s Decryption (blks/sec) plot of RSA & NTRU  

FIGURE 8.4 shows that number of data blocks decrypted per second is more in NTRU 

than RSA. TABLE 8.6 and above figures clearly shows that the performance of NTRU is 

better than RSA in terms of key generation, encryption and decryption.  
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Performance comparison of NTRU and ECC public key crypto based on processing time 

is shown in TABLE 8.7 [47].   

 

TABLE 8.7: Comparison of NTRU and ECC 

Cryptosystem 

 

Security Level 

(bits) 

 

Key Generation 

(msec) 

 

Encryption 

(msec) 

 

Decryption 

(msec) 

 

NTRU-251  80 75.65 1.68 8.22 

ECC-192 between 80 - 112 57.87 – 152.73 37.81 – 116.39 19.15 –57.68 

NTRU-347 112 144.16 3.11 15.70 

ECC-224 112 234.11 – 367.98 52.52 – 164.50 26.35 – 81.52 

NTRU-397 128 188.92 3.97 20.26 

ECC-256 128 478.22 – 656.63 68.72 – 223.29 35.00 – 111.16 

NTRU-491 160 288.31 5.97 30.96 

NTRU-587 192 412.10 8.42 44.42 

ECC-384 192 947.43 – 1429.11 182.35 – 586.20 90.61 – 290.94 

NTRU-787 256 738.75 14.49 79.48 

ECC-521 256 2055.04 – 3175.87 423.25 – 1257.56 211.35 – 626.33 

 

ECC timings are given as min-max of the values for all coordinate systems. Cryptosystem 

NTRU-251 and ECC-192 have near about same security level. Similarly NTRU-347 and 

ECC-224 have same security level near about 112bits.  NTRU and ECC cryptosystem for 

other security levels are given in TABLE 8.7. Time requirement for key generation, 

encryption and decryption of NTRU and ECC cryptosystem is shown in TABLE 8.7. 

Comparison between NTRU and ECC (min) based on key generation time is shown in 

FIGURE 8.5. 
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FIGURE 8.5: Security levels V/s Key generation (ms) plot ECC & NTRU  
 

FIGURE 8.5 shows that key generation time is less in NTRU than ECC for same security 

level. NTRU is better than ECC in terms of key generation time for same security level. 

FIGURES 8.6 present the plot of the NTRU cryptosystem versus the plot of the minimum 

values of ECC cryptosystem relating to encryption time. 

 

 

FIGURE 8.6: Security levels V/s Encryption (ms)  plot ECC & NTRU  
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FIGURE 8.6 shows that NTRU is better than ECC in terms of encryption time for same 

security level. FIGURES 8.7 present the plot of the NTRU cryptosystem versus the plot of 

the minimum values of ECC cryptosystem relating to the decryption time. 
 

 

FIGURE 8.7: Security levels V/s Decryption (ms) plot ECC & NTRU  

FIGURE 8.7 shows that NTRU is better than ECC in terms of decryption time for same 

security level. TABLE 8.7 and above figures show that the NTRU is much faster than the 

ECC with all same levels of security. Performance comparison of RSA, ECC and NTRU 

in terms of key generation, encryption and decryption is shown in following TABLE 

8.8[36]  

TABLE 8.8: Performance comparison of RSA, ECC and NTRU 

 RSA-1024 ECC-168 NTRU-263 

Public key size (bits) 1024 168 1841 

Key Generation (ms) 1432 65 19.8 

Encryption (ms) 4.32 140 1.9 

Decryption (ms) 48.5 67 3.5 

 

From above TABLE 8.8, we can see the fastest cryptosystem is NTRU for same security 

levels. NTRU block encryption is almost 73 times faster than the ECC block encryption, 

the difference is about 19 times when decrypting and about 3 times at key generation.  
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Performance of five famous public key cryptosystem i.e. Elliptical Curve Cryptography 

(ECC), Diffie Hellman (DH), Elgamal Cryptographic System (ECS), RSA, and NTRU are 

analyzed earlier. NTRU public key cryptosystem is very efficient public key cryptosystem 

to provide different security levels at high speed. Detail analysis of NTRU along with key 

generation, encryption and decryption mechanisms are already explained.The main 

characteristic is that during the encryption and decryption the polynomial multiplication is 

the most complex operations, which are much faster than other asymmetric cryptosystems 

such as RSA, Diffie Hellman, ElGamal and Elliptic Curve Cryptography. NTRU offer 

equal security for a smaller key size than RSA and ECC, thereby reducing processing 

overhead. NTRU offers high speed key generation, encryption and decryption than ECC 

and RSA. NTRU consumes minimal computation power and battery resources. NTRU is 

more efficient in both hardware and software implementation than other public key crypto 

systems. It is also found that quantum computers can be used to factor integers and to 

compute discrete logarithms in polynomial time. As a consequence, RSA, ECC and 

Elgamal algorithms will be easily breakable using a quantum computer. The security of 

NTRU is related to a very hard problem in lattice reduction hence NTRU public key 

cryptosystem is resistant to quantum computing based attacks. NTRU cryptosystem has 

been approved for standardization by the Institute of Electrical and Electronics Engineers 

(IEEE) in 2009 and now included in the IEEE P1363 standard. NTRU cryptosystem is 

fastest public key cryptosystems to provide different security levels at high speed. NTRU 

provides high security solutions even on constrained devices where bandwidth, storage 

and computing power are limited such as mobile phones, smart cards, PDA etc. So, NTRU 

is preferred to use in LTE authentication and key agreement protocol.   

 

8.5 NTRU based LTE authentication and key agreement protocol  
 

LTE AKA (Authentication and Key Agreement) protocol has improvements over the 

UMTS AKA protocol. However, there are still some issues in the current LTE security 

mechanism. The LTE AKA scheme lacks privacy protection. There are many cases 

resulted in disclosure of the IMSI during communication. Once the IMSI has been 

obtained, the attacker could acquire subscriber information, location information and 

conversation information. Attackers may disguise the real UE and launch DoS (Denial-of-

Service) attacks to destroy the network. Identity security is a major issue for wireless 
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communication network. Enhance LTE authentication and key agreement protocol is 

require to use to conceal user identity and location privacy so we have proposed NTRU 

based Authentication and key agreement protocol for next generation wireless network. 

NTRU offers high speed key generation, encryption and decryption. NTRU provides high 

security solutions even on constrained devices where bandwidth, storage and computing 

power are limited such as mobile phones, smart cards, PDA etc. Proposed protocol protect 

all user initial attach communication in LTE AKA (Authentication and Key Agreement) 

protocol using NTRU crypto system. NTRU based LTE AKA protocol solves the problem 

of sending the IMSI as a plain text over wireless channel and hence protect against various 

active attacks. NTRU based LTE authentication and key agreement protocol is shown in 

FIGURE 8.8. (1) User equipment sends an access request message to mobility 

management entity (MME) through eNodeB. Mobility management entity initiates an 

authentication procedure by asking the user equipment’s identity. (2) In response to user 

equipment’s identity request, UE send IMSI to MME which is encrypted using NTRU 

public key of Home Subscriber Server (HSS). (3) Mobility Management Entity (MME) 

sends an authentication data request containing user equipment’s identity to the HSS and 

also sent SNID which is encrypted using NTRU public key of HSS. (4) First of all, HSS 

decrypt authentication data request using NTRU private key of HSS. HSS uses long term 

secret key K shared with UE. HSS uses message authentication functions and key 

generation functions to computes the LTE authentication vectors. First it generates 

Random Nonce (RAND) and increase sequence number (SQN) for every vector. Using K, 

IMSI, RAND and SQN it computes following values.    

Message Authentication Code (MAC) =f1K (K, SQN||RAND||AMF)  

Expected Response (XRES) = f2K (K, RAND) 

Cipher Key (CK) = f3K (K, RAND) 

Integrity Key (IK) = f4K (K, RAND)  

Anonymity Key AK=f5K (K, RAND)  

KASME= KDF (SQN⊕AK, SN ID, CK, IK)  

AUTN= SQN⊕AK|| AMF || MAC 

AV[i]= RAND[i] ||XRES[i] || KASME[i] || AUTN[i]  
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MSG_1: {IMSI}NTRU_HSS 

MSG_2: {IMSI}NTRU_HSS 

MSG_3: AUTH_Req {IMSI, SNID}NTRU_HSS 

MSG_4: AUTH_Res AV[i]={AUTN[i],XRES[i],RAND[i],KASME[i])}NTRU_MME 

MSG_5: {AUTN,RAND}NTRU_eNB 

MSG_6: {AUTN,RAND}NTRU_UE 

MSG_7: RES                     

MSG_8: RES                   

MSG_9: KeNB 

FIGURE 8.8: Proposed LTE AKA Protocol  
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 (5) The HSS sends authentication data response message with array of authentication 

vectors (AVs) to Mobility Management Entity which is encrypted using NTRU public key 

of MME so that MME is authorized to authenticate the requesting UE. (6) Mobility 

Management Entity stores received array of authentication vectors AVs and send RAND 

and AUTN from chosen AV to eNodeB using NTRU public key of eNodeB. (7) eNodeB 

decrypt received messages using NTRU private key of eNodeB and send RAND & AUTN 

to UE which is encrypted using NTRU public key of UE (8) UE decrypt received 

messages using its own NTRU private key and computes XMAC and compares it with the 

MAC carried in AUTN. If both are equal then UE computes and sends the RES back to 

MME. User equipment also calculates CK and IK same way as derived in HSS.  (9) After 

receiving RES from UE, MME verify it with XRES which is available in the AV. 

Mobility Management Entity (MME) choose the corresponding KASME as the session key 

to protect wireless communication with the UE. User equipment also calculates its KASME. 

In this way UE and MME both agree on common session key KASME. (10) SMC procedure 

is initiated whose purpose is to provide security for signaling and user data using derived 

keys and security algorithms.  

ProVerif tool is used to verify the security of proposed LTE authentication and key 

agreement protocol. ProVerif is a well known automatic verification tool for security 

protocols. ProVerif language is typed variant of the π calculus. ProVerif is an automatic 

cryptographic protocol verifier tool in the Dolev-Yao model. In model it is assume (a) 

Perfect cryptography under assumption of idle cryptographic primitives (Attacker cannot 

decrypt information without key). (b) Attacker has full control over communication 

medium.  (c) Attacker can intercept all messages, forward, drop or replay old messages. 

Unbounded numbers of sessions are used to verify protocol using ProVerif. Key security 

properties such as secrecy, authentication and equivalences are verified using ProVerif. It 

is used for modelling of security protocols. Attack on protocol can be traced out if 

protocol is not safe. ProVerif is also used as back end in many other security verifier tools. 

FS2PV is a verification tool that compiles cryptographic protocol implementations in a 

first-order subset of F# to a formal pi-calculus model. This pi-calculus model then can be 

analyzed using ProVerif to prove the desired security properties or to find security flaws. 

FS2PV tool is used by Microsoft. TulaFale tool is based on the pi calculus (SOAP 

processors running in parallel), plus XML syntax (to express SOAP messaging), logical 

predicates (to construct and filter SOAP messages), and correspondence assertions (to 
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specify authentication goals of protocols). This tool is used to verify secrecy of Web 

Services. This tool is also used by Microsoft. Spi2Java, TTool, Websp, AIF and many 

more tools use ProVerif as back end tool.  

                      

 
 

FIGURE 8.9: Overview of structure of ProVerif 

 

Structure overview of ProVerif is shown in FIGURE 8.9. ProVerif describes “model” of 

the protocol in an extension of the π calculus. It supports a wide variety of cryptographic 

primitives described by rewrite rules or by equations. “Security properties” are required to 

define in ProVerif such as secrecy, authentication and some equivalence properties which 

are modelled as derivability queries. ProVerif automatically translate Model and Security 

properties into set of internal representation by Horn clauses. ProVerif uses algorithm 

based on resolution with free selection.  ProVerif verify fact is derivable from Horn 

clauses. If the fact is derivable then it output with “False” and trace attack against the 

considered property. If fact is not derivable then it output with “True” and desired security 
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property is proved. If an attack exists in the security protocol then it always exists in the 

result.  It also displays some actions that the attacker may take to break the desired 

security property. Horn clauses obtained by automatic translation represent the attacker´s 

potential knowledge, computational abilities of attacker and protocol itself. ProVerif does 

not always terminate and it infinite loop generated by the Horn clauses. Proving secrecy 

property is the most basic capability of the tool. In our protocol it checks secrecy of the 

IMSI. ProVerif verifies various states in which the IMSI disclosed to attacker. 

Authentication property is verified based on relationships between events. It is defined as 

“if some event has been executed, then another event has previously been executed.”  

In ProVerif, Protocol model is defined using type variant of applied π-calculus with the 

improve term algebra as language. Protocol model is separated into three parts (1) 

Declaration (2) Process macros (3) Process.  

Declaration: functions, security properties and user types are declared in declaration part 

of model. Functions describe the cryptographic primitives. Constructors and destructors 

are two main categories of function. Constructors are used to build terms modelling 

primitives. It is used for security protocols such as encryptions, hash functions and digital 

signatures. Constructors are defined by “fun f (t1, . . . ,tn): t”. f is a constructor of arity n, t 

is return type, and t1, . . . , tn are arguments types. Constructor and Destructor are used to 

capture relationship between cryptographic primitives. Destructors are defined as “Reduc 

for all xm,1 : tm,1, . . . , xm,nm : tm,nm; g(Mm,1, . . . ,Mm,k) = Mm,0”. g is a destructor of arity k. 

In security protocol, constructor and destructor are encryption and decryption functions. 

We have defined functions for GSM model, UMTS model, LTE model and proposed LTE 

model. Functions used in models are listed below.  

 

GSM security protocol functions 

fun A3 (nonce, key) : Resp. 

fun A8 (nonce, key) : MasterKey. 

fun sym_enc (bitstring, MasterKey) : bitstring. 

 

UMTS security protocol functions 

fun f1 (key, nonce): MAC. 

fun f2 (key, nonce ): Resp. 

fun f3 (key, nonce ): CK. 
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fun f4 (key ,nonce ): IK. 

fun f5 (key ,nonce ): AK. 

fun sym_enc (bitstring, CK) : bitstring. 

fun sym_enc_Int (bitstring , IK): bitstring. 

 

LTE security protocol functions 

fun f1(key, nonce): MAC. 

fun f2(key, nonce): Resp. 

fun f3(key, nonce): CK. 

fun f4(key, nonce): IK. 

fun f5 (key ,nonce ): AK. 

fun kdf_kasme(CK, IK, Identity): KASME. 

fun kdf_enc_nas(KASME): KNAS_Enc. 

fun kdf_int_nas(KASME): KNAS_Int. 

fun kdf_enb(KASME): KENB. 

fun kdf_enc_as(KENB): KAS_Enc. 

fun kdf_int_as(KENB): KAS_Int. 

fun kdf_enc_up(KENB): KUP_Enc. 

fun sym_enc_nas(bitstring, KNAS_Enc): bitstring. 

fun sym_enc_as(bitstring, KAS_Enc): bitstring. 

fun sym_int_nas(bitstring, KNAS_Int): bitstring. 

fun sym_int_as(bitstring, KAS_Int): bitstring. 

fun sym_enc_up(bitstring, KUP_Enc): bitstring. 

 

NTRU LTE security protocol functions 

fun f1(key, nonce): MAC. 

fun f2(key, nonce): Resp. 

fun f3(key, nonce): CK. 

fun f4(key, nonce): IK. 

fun f5(key, nonce): AK. 

fun kdf_kasme(CK, IK, Identity): KASME. 

fun kdf_enc_nas(KASME): KNAS_Enc. 

fun kdf_int_nas(KASME): KNAS_Int. 

fun kdf_enb(KASME): KENB. 
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fun kdf_enc_as(KENB): KAS_Enc. 

fun kdf_int_as(KENB): KAS_Int. 

fun kdf_enc_up(KENB): KUP_Enc. 

fun sym_enc_nas(bitstring, KNAS_Enc): bitstring. 

fun sym_enc_as(bitstring, KAS_Enc): bitstring. 

fun sym_int_nas(bitstring, KNAS_Int): bitstring. 

fun sym_int_as(bitstring, KAS_Int): bitstring. 

fun sym_enc_up(bitstring, KUP_Enc): bitstring. 

fun senc(Identity, p_key): Identity. 

fun sencn(nonce, p_key): nonce. 

fun sencr(Resp, p_key): Resp. 

fun sencm(MAC, p_key): MAC. 

fun senck(KASME, p_key): KASME. 

fun pk(NTRU_skey): NTRU_pkey. 

fun NTRU_enc(Identity, NTRU_pkey): Identity. 

fun spk(sskey): spkey. 

fun sign(bitstring, sskey): Identity. 

 

Process macros: Process macros consist of sub processes.  Sub process P may be defined 

as sequence of events. It is represented in the form “let R(x1,…,xn) = P”. We have defined 

sub processes for GSM model, UMTS model, LTE model and proposed LTE model. Sub 

processes used in models are listed below.  

  

GSM AKA protocol sub processes 

• User sub process ( let process_UE =P )  

• Base station sub process ( let process_BS =P )   

• Home location register sub process ( let process_HLR=P)  

 

UMTS security protocol sub processes 

• User sub process ( let process_MS =P )  

• Node base station sub process ( let process_NB =P ) 

• Home location register sub process ( let process_HLR=P)  
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LTE and Proposed LTE  security protocol sub processes 

• User sub process ( let process_UE =P ),  

• Evolved Node base station sub process ( let process_ENB =P )  

• Mobility management entity sub process ( let process_MME=P) and  

• Home Subscriber Server sub process ( let process_HSS =P)  

 

 

Processe: Process is main process in ProVerif model. Processes of ProVerif language is 

explained below. 

  

P,Q ::=    processes 

0     null process 

P | Q     parallel composition 

!P     replication 

new n : t; P    name restriction 

in(M, x : t); P    message input 

out(M,N); P    message output 

if M then P else Q   conditional 

let x = M in P else Q   term evaluation 

R(M1, . . . ,Mk)   macro usage 

 

In GSM security model, (( !process_UE ) | process_BS | process_HLR ) statement is 

defined in main process. It indicates that unbounded number sub process user equipment 

in parallel with sub process base station and sub process home location register. In UMTS 

security model, (( !process_MS ) | process_NB | process_HLR ) ) statement is defined in 

main process.  In LTE and Proposed LTE security model, (( !process_UE ) | process_ENB 

| process_MME | process_HSS ) ) statement is defined in main process.   

Security protocols models are automatically later translated into Horn clauses by ProVerif. 

We usually assume that the processes are executed in the presence of the adversary, which 

is itself a process in calculus and so it is allowed to execute the same actions as any other 

process.  
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Only portion of ProVerif result for existing GSM authentication and key agreement is 

shown in FIGURE 8.10. ProVerif checks whether IMSI is disclosed in existing GSM 

network during communication. ProVerif result shows that it is possible that IMSI may 

catch by attackers during transmission of IMSI over insure channel. 

  

 

 

FIGURE 8.10: ProVerif result of GSM AKA Protocol  

 

 

 

 

 

 



NTRU based Authentication and Key Agreement protocol 

116 
 

 

Only portion of ProVerif result for UMTS authentication and key agreement is shown in 

FIGURE 8.11. ProVerif checks whether IMSI is disclosed in existing UMTS network 

during communication. ProVerif result shows that it is possible that IMSI may catch by 

attackers during transmission of IMSI over insecure channel between user and network.  

 

 
 

FIGURE 8.11: ProVerif result of UMTS AKA Protocol  
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Only portion of ProVerif result for LTE authentication and key agreement is shown in 

FIGURE 8.12. ProVerif checks whether IMSI is disclosed in existing LTE network during 

communication. ProVerif result shows that it is possible that IMSI may catch by attackers 

during transmission of IMSI over insecure channel between user and network.  

 

 

FIGURE 8.12: ProVerif result of LTE AKA Protocol  
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Concept of securing IMSI over insecure channel is shown in FIGURE 8.13. Only portion 

of ProVerif result of proposed LTE authentication and key agreement protocol is shown in 

the FIGURE 8.14. In the proposed solution, cipher IMSI is used to secure user privacy by 

securing IMSI among Entities (UE, eNodeB, MME, HSS). It shows that IMSI is not 

possible to catch by attackers. There is a cost that must be paid to get these benefits. The 

high computational cost always associates with cryptosystem. During protocol design we 

always assume perfect cryptosystem without considering computation. After designing 

protocol, Cryptosystem which is suitable for wireless communication network and require 

less computation is required to choose. NTRU is more efficient in both hardware and 

software implementation than other cryptosystems. NTRU cryptosystem is preferred in 

proposed authentication and key agreement protocol for wireless communication network. 
 

 

FIGURE 8.13: ProVerif result of secure IMSI   
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FIGURE 8.14: ProVerif result of proposed LTE AKA Protocol  

Communication among entities i.e. MS, eNodeB, MME and HSS are secure in proposed 

AKA protocol hence protect against various attacks. Comparison among GSM AKA, 

UMTS AKA, LTE AKA and proposed AKA is shown in the TABLE 8.9. 

TABLE 8.9: Comparison of GSM AKA, UMTS AKA, LTE AKA and Proposed AKA 

Authentication and 

Key Agreement 

protocol (AKA) 

Auth. of  

Network to 

User 

Secrecy of IMSI Secrecy against 

Active attacks 

  GSM AKA No Not secure Not secure 

  UMTS AKA Yes Not secure Not secure 

  LTE AKA Yes Not secure Partially secure 

  Proposed AKA Yes Secure Secure 

 

AKA performs mutual authentication and also provides secrecy of IMSI. To differentiate 

the LTE AKA and the proposed AKA protocol, AMF (16 bits) format defined for LTE 

AKA is used. MSB of AMF is separation bit. Proposed extended separation bits are used. 

First two bits of AMF are used to differentiate AKA protocols as shown in TABLE 8.10. 
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TABLE 8.10: Proposed AMF format 

First Two bits (AMF) AMF (16-bits) AKA Protocol 

0X 0XXX     UMTS AKA protocol 

10 8000     LTE AKA protocol 

11 C000 Proposed AKA protocol 

 

In proposed LTE AKA protocol, IMSI can be sent securely between entities over insecure 

channel. It is not possible to catch IMSI even attacker has control over channel. 
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CHAPTER-9 
 

9 Conclusions and Scope of Future Work 

 
9.1 Conclusion 
 

In this research, Security issues in the LTE wireless communication network with the 

focus of authentication and key agreement (AKA) mechanism are discussed. Lots of 

research is going on to enhance security of LTE network. LTE AKA is vulnerable to user 

privacy and location tracking. IMSI (International Mobile Subscriber Identity) is a 

permanent identity of user in network. There are many instances resulted in disclosure of 

the IMSI during communication. Disclosure of the IMSI may incur severe security 

problems. NTRU (Nth degree Truncated polynomial Ring Unit) based proposed protocol 

solves the problem of sending the IMSI as a plain text over wireless channel and hence 

protect against various active attacks. NTRU public key cryptosystem is the fastest public 

key cryptosystem to provide different security levels at high speed with very constrained 

resources. NTRU is more efficient in both hardware and software implementation than 

other cryptosystems. So, NTRU is preferred in proposed authentication and key agreement 

protocol. Performance of proposed AKA protocol is verified using standard ProVerif tool 

and it is proved that user permanent identity confidentiality could be protected against 

various man-in-the-middle  attacks. Proposed protocol does not require to change the 

original infrastructure of the LTE network and easily fit in the existing LTE network. 

There is always a trade off between security and computation overhead. NTRU based 

proposed protocol slightly increase computational overhead but provides more security 

than existing LTE AKA protocol. The performance of the NTRU based proposed 

authentication and key agreement protocol shows that the objectives of the research work 

have been satisfied.  
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9.2 Scope of Future Work 
 

There are some recommendations and potential research directions that extend this work 

as the scope of future work. In the heterogeneous network, GSM, UMTS and LTE 

network operate simultaneously. UE context and Security context automatically 

transformed during interworking of networks. The research work can be extended for 

heterogeneous network. It also solves security issues in LTE network due to backward 

compatibility and enhances security in heterogeneous network.   
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