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Rationale:  

 Compare alternative tools and approaches for Intrusion Detection through quantitative analysis to 
determine the best tool or approach to reduce risk from intrusion. 

 Identify and describe the parts of all intrusion detection systems and characterize new and emerging 
IDS technologies according to the basic capabilities all intrusion detection systems share. 

 
Teaching and Examination Scheme:  
 

Teaching Scheme Credits Examination Marks Total 
Marks L T P C Theory Marks Practical Marks 

ESE(E) PA (M) PA (V) PA (I) 
3 0 2 4 70 30 30 20 150 

 

Content: 

 
 
 
 

Reference Books: 

Sr. No. Content Total 

Hrs 

% Weightage 

1 The state of threats against computers, and networked systems-Overview 
of computer security solutions and why they fail-Vulnerability 
assessment, firewalls, VPN’s -Overview of Intrusion Detection and 
Intrusion Prevention-Network and Host-based IDS 

10 20% 

2 Classes of attacks - Network layer: scans, denial of service, penetration-
Application layer: software exploits, code injection-Human layer: 
identity theft, root access-Classes of attackers-Kids/hackers/sop 
Hesitated groups-Automated: Drones, Worms, Viruses 

8 16% 

3 A General IDS model and taxonomy, Signature-based Solutions, Snort, 
Snort rules, Evaluation of IDS, Cost sensitive IDS 

8 18% 

4 Anomaly Detection Systems and Algorithms-Network Behavior Based 
Anomaly Detectors (rate based)-Host-based Anomaly Detectors-
Software Vulnerabilities-State transition, Immunology, Payload 
Anomaly Detection 

10 20% 

5 Attack trees and Correlation of alerts-Autopsy of Worms and Botnets-
Malware detection-Obfuscation, polymorphism-Document vectors 

8 16% 

6 Email/IM security issues-Viruses/Spam-From signatures to thumbprints 
to zero day detection-Insider Threat issues-Taxonomy-Masquerade and 
Impersonation-Traitors, Decoys and Deception-Future: Collaborative 
Security 

4 10% 

 Total 48 100% 



1. The Art of Computer Virus Research and Defense, Peter Szor, Symantec Press ISBN 0-321-30545-
3 

2. Crimeware, Understanding New Attacks and Defenses, Markus Jakobsson and Zulfikar Ramzan, 
Symantec Press, ISBN: 978-0-321-50195-0 2008 

 

Course Outcome: 

After completion of course, students would be able to: 
Apply knowledge of the fundamentals and history of Intrusion Detection in order to avoid common pitfalls 
in the creation and evaluation of new Intrusion Detection Systems. Evaluate the security an enterprise and 
appropriately apply Intrusion Detection tools and techniques in order to improve their security posture 

List of Experiments: 

1. To study the use of network reconnaissance tools like WHOIS, dig, traceroute, nslookup to gather 

information about networks and domain registrars. 

2. To study packet sniffer tools like wireshark, ethereal, tcpdump etc.  

3. To install nmap and gather the details of port vulnerabilities. 

4. To install SNORT and perform different snort rules. 

5. To install OSSEC and study the details of the log. 

6. To perform detection on the network using Kismet. 

7. To install and perform rootkit and address the changes in the registry. 

 

List of Open Source Software/learning website: 

Wireshark, Snort, Kismet, OSSEC, Virtual Box, Linux virtual machine 


