GUJARAT TECHNOLOGICAL UNIVERSITY
CYBER SECURITY (59)
CYBER SECURITY: ADMINISTRATION AND MANAGEMENT

SUBJECT CODE: 3715906
SEMESTER: |

Type of course: Master of Engineering (Cyber Security)
Prerequisite: Concept of networking and cryptography.

Rationale: The aim of this course is to analyze the security requirement of the enterprise infrastructure and
Systems and to define and implement the suitable security policy in order to protect the IT resources.

Teaching and Examination Scheme:

Teaching Scheme Credits Examination Marks Total
T P C Theory Marks Practical Marks Marks
ESE(E) PA (M) PA (V) PA (1)
3 0 2 4 70 30 30 20 150
r. N
S 0 %
No Course Content of .
Hrs Weight

The Cyber security Challenge:

Defining and meeting the cyber security challenges

New Enterprise Cyber security Architecture:

2  |Enterprise cyber security - Architecture, Implementation, and Operations. 12 15
Cyber security and the cloud, Enterprise security for mobile
The Art of cyber defense:

3 [Building an Effective Defense, Responding to Incidents, Managing a 8 15
Cyber security Crisis
Enterprise Cyber defense Assessment:

4 |Assessing Enterprise Cyber security, Measuring a Cyber security 6 15

Program, Mapping Against Cyber security Frameworks

Enterprise Cyber security Program:

5 [Managing an Enterprise Cyber security Program, Advances in cyber 5 15
security
Common Cyber attacks, Cyber security Frameworks, Enterprise Cyber

6 6 15

security Capabilities,

7 |Sample Cyber security Policy, Cyber security Operational Processes 6
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Course Outcome:

To understand the cyber security challenges for enterprise environment.

To analyse the security needs of enterprise environment.

To define and implement cyber security defense for enterprise environment.
To define enterprise security architecture and policy.

List of Experiments: based on the content.
Major Equipments:

»  Security labs having dedicated network and required software security tools.
List of Open Source Software/learning website:

»  Security assessment, monitoring and defense tools



