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Prerequisite: Fundamentals of computer network, wireless sensor network, communication & internet
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10T & Web Technology

The Internet of Things Today, Time for Convergence, Towards the 10T Universe, Internet
of Things Vision, loT Strategic Research and Innovation Directions, 10T Applications,
Future Internet Technologies, Infrastructure, Networks and Communication, Processes,
Data Management, Security, Privacy & Trust, Device Level Energy Issues, 10T Related
Standardization, Recommendations on Research Topics.

M2M to 10T — A Basic Perspective— Introduction, Some Definitions, M2M Value Chains,
loT Value Chains, An emerging industrial structure for 10T, The international driven
global value chain and global information monopolies.

M2M to loT-An Architectural Overview— Building an architecture, Main design
principles and needed capabilities, An 10T architecture outline, standards considerations.

10

IoT Architecture -State of the Art — Introduction, State of the art, Architecture
Reference Model- Introduction, Reference Model and architecture, 10T reference Model,
loT Reference Architecture- Introduction, Functional View, Information View,
Deployment and Operational View, Other Relevant architectural views.

10

10T Applications for Value Creations

Introduction, 10T applications for industry: Future Factory Concepts, Brownfield 10T,
Smart Objects, Smart Applications, Four Aspects in your Business to Master 10T, Value
Creation from Big Data and Serialization, 10T for Retailing Industry, loT For Oil and Gas
Industry, Opinions on loT Application and Value for Industry, Home Management,
eHealth.

Internet of Things Privacy, Security and Governance

Introduction, Overview of Governance, Privacy and Security Issues, Contribution from
FP7 Projects, Security, Privacy and Trust in loT-Data-Platforms for Smart Cities, First
Steps Towards a Secure Platform, Smartie Approach. Data Aggregation for the IoT in




| Smart Cities, Security
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3. Vijay Madisetti and Arshdeep Bahga, “Internet of Things (A Hands-on-Approach)”,
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Everything”, 1° Edition, Apress Publications, 2013
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Course Outcome:
After learning the course, the student will be able:

Understand the vision of 10T from a global context.

Understand the application of loT.

Determine the Market perspective of loT.

Use of Devices, Gateways and Data Management in loT.

Building state of the art architecture in loT.

Application of 10T in Industrial and Commercial Building Automation and Real World Design
Constraints
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List of Experiments:

1. Define and Explain Eclipse 10T Project.

2. List and summarize few Eclipse 10T Projects.

3. Sketch the architecture of loT Toolkit and explain each entity in brief.

4. Demonstrate a smart object APl gateway service reference implementation in loT toolkit.
5. Write and explain working of an HTTP- to-CoAP semantic mapping proxy in loT toolkit.
6. Describe gateway-as-a-service deployment in loT toolkit.
7. Explain application framework and embedded software agents for 10T toolkit.
8. Explain working of Raspberry Pi.
9. Connect Raspberry Pi with your existing system components.
10. Give overview of Zetta.

Major Equipment:

Raspberry pi, Arduino



List of Open Source Software/learning website:

e  https://github.com/connectlOT/iottoolkit

e  https://www.arduino.cc/

e  http://www.zettajs.org/

e Contiki (Open source 10T operating system)

e Arduino (open source I0T project)

e 10T Toolkit (smart object API gateway service reference implementation)

o Zetta (Based on Node.js, Zetta can create 10T servers that link to various devices and sensors)



https://github.com/connectIOT/iottoolkit
https://www.arduino.cc/
http://www.zettajs.org/

