
Appendix D – Getting your NAT instances ready  

This if for those who want to have a look at how a NAT instance is actually launched.  

Navigate to the EC2 console and click on “Launch Instance”. The following are the steps you will 
have to follow to create your NAT instances. 

Select the Amazon Linux AMI and click the 64 bit radio button. 

  

Choose the desired instance type. This completely depends on the amount of traffic flowing out 
of your private subnet. 

Now, choose where you want this instance to be launched into. Yeah, it is to be launched into 
the public subnets of your VPC. For the first NAT instance, choose 10.0.0.0/24 which is the 
default public subnet for the VPC we created. 

 

For the IAM role, choose the one you created in the previous step from the drop down list. 

In the advanced details tab, add a Network Interface with an IP say – 10.0.0.10. 

Let the storage details be default unless you want it to suit your needs accordingly. 



Tag the instance with a name say –NAT1. 

 

Next, select the security group for the NAT instance by clicking on “existing security group”. 

 

Now you are all set to launch your instance! Click launch and you just got a NAT instance or 
yourself. 

All you need now is another NAT instance, for which you just got to follow the above steps with 
minor changes that include the Subnet where you would place it. Choose 10.0.2.0/24 and of 
course give it a different name say NAT2. 

That’s cool! You now have two NAT instances running in your VPC. For a NAT instance to 
perform network address translation, you got to disable source/destination checking on each of 
those instances. This is necessary as by default, each EC2 instance performs source and 
destination checking. This means the instance must be the source or destination of any traffic it 
sends or receives. However, the NAT instance needs to be able to send and receive traffic 
where the eventual source or destination is not the NAT instance itself. Disabling 
source/destination checking on the NAT instance would accomplishes this. 

It’s simple. Right-click each of the NAT instances in the “Instances” pane, and select “Change 
Source / Dest”. Check “disable” and reconfirm once again by hitting “Yes, Disable”. 

Your NAT instances are now ready and placed in the public subnets of your VPC. But wait a 
second; they are not yet capable of forwarding the traffic to the internet yet. You got to 
associate EIPs with them if you want them to serve their purpose here. 

 

 



Go to the Elastic IP pane and click on “Allocate new address”.  

 

Once it is allocated, right click on it and choose “associate”. Select the NAT1 and NAT2 instances 
from the instance drop down list box.  

 

You now have the 2 NAT instances associated with EIPs and all set to forward traffic meant for 
the internet from the private subnets of your VPC. 

 

 

 

 

 

 

 


