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Abstract: 
Network is responsible for transmission of 
data from one device to another device. 
The end to end transfer of data from a 
transmitting device to a receiving device 
involves many steps, each subject to error. 
With the error control process, we can be 
confident that the transmitted and received 
data are identical. Data can be corrupted 
during transmission, for reliable 
communication, error must be detected 
and corrected. There are various error 
detection and correction techniques. In this 
paper we have studied parity, CRC and 
Checksum, error detection techniques and 
hamming code, error correction techniques 

which are very useful in data 
communication. We also represent the 
analysis of the techniques and their 
application in different fields. 
Keywords: Checksum, CRC, Error, 
Hamming code, parity. 
Introduction: In mathematics, computer 
science, telecommunication, and 
information theory, error detection and 
correction has great practical importance 
in maintaining data (information) integrity 
across noisy channels and less-than-
reliable storage media. Error is the change 
or the mismatching take place between the 
data unit sent by transmitter and the data 
unit received by the receiver.  

 

 

 

 

 

 

     Figure 1 

Single Bit [1]: here one bit of a given data 
unit is changed from one to zero or zero to 
one single bit error is isolated. Error 
conditioned that alters one bit but does not 
affect nearby bits. 

Multiple Bits: two or more non 
consecutive bits in a data unit changes 
from one to zero or zero to one.  

Burst Errors: Two or more consecutive 
bits in a Data unit changes from one to 
zero or zero to one. A burst error is a 
contiguous sequence of bits In which the 
first and last bits and any number Of 
intermediate bits are received in error. 
 
Error detection is the ability to detect the 
presence of errors caused by noise or other 
impairments during transmission from the 

Types of Errors Single Bit Multiple Bits 

Burst Errors 
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transmitter to the receiver. Error correction 
is the additional ability to reconstruct the 
original, error-free data. 
 There are two basic ways to design the 
channel code and protocol for an error 
correcting system. [2] Automatic Repeat-
Request (ARQ) and Forward Error 
Correction (FEC). Firstly we present ARQ 
in this the transmitter sends the data and 
also an error detection code, which the 
receiver uses to check for errors, and 
requests retransmission of erroneous data. 
In many cases, the request is implicit; the 
receiver sends an acknowledgement 
(ACK) of correctly received data, and the 
transmitter re-sends anything not 
acknowledged within a reasonable period 
of time. [3]There are many different types 
of ARQ. ARQ techniques include, 
amongst several others, “Selective- 
Repeat” and “Go-back N” systems. In 
addition, there is a logical split between 
positive and negative acknowledgment 
systems. The differences are conceptually 
not difficult. positive and negative  
acknowledgment  a  negative  
acknowledgment system, the  data source  
re-transmits  data  only  upon  request;  no 
news is good news. In  a  positive  
acknowledgement system, the data  source  
expects  confirmation  from  the  data  sink 
on the  correct  receipt of every block. In  a  
positive acknowledgement system, the  
throughput  can be low,  particularly if the  
round-trip delay  between  the data source 
and the  data  sink  is  long,  that is, over a  
satellite  link. The advantage of positive 
acknowledgement is, of course, superior 
data security. Error checking codes include 

[4] parity checking, checksums and CRCs, 
before study this central concept in 
detecting or correcting errors is 
redundancy. To be able to detect or correct 
errors, we need to send some extra bits 
with our data. These redundant bits are 
added by the sender and removed by the 
receiver. Their presence allows the 
receiver to detect or correct corrupted bits. 
The concept of including extra information 
in the transmission for error detection is a 
good one. But instead of repeating the 
entire data stream, a shorter group of bits 
may be appended to the end of each unit. 
This technique is called redundancy 
because the extra bits are redundant to the 
information: they are discarded as soon as 
the accuracy of the transmission has been 
determined. Figure 2 shows the process of 
using redundant bits to check the accuracy 
of a data unit which consist of sender who 
sends data with redundant bits through 
transmission medium like twisted pair, 
coaxial-cable, fiber-optics and receiver 
who accepts data with redundant bits, 
discards the redundant bits  and accepts 
original data . Once the data stream has 
been generated, it passes through a device 
that analyses it and adds on an 
appropriately coded redundancy check. 
The data unit, now enlarged by several 
hits, travels over the link to the receiver. 
The receiver puts the entire stream through 
a checking function. If the received hit 
stream passes the checking criteria, the 
data portion of the data unit is accepted 
and the redundant bits are discarded. 
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               Receiver node                  Sender node 

  

 

 

 

 

 

  

    Medium     

    Figure 2 

Three types of redundancy [5] checks are common in data communications: parity check, 
cyclic redundancy checks (CRC) and checksum (see Fig. 3). 

 

 

 

 

 

      Figure 3 

 

Parity: Simple Parity Check  

In this technique [6], a redundant bit called 
a parity bit is added to every data unit so 
that the total number of 1’s in the unit 

(including the parity bit) becomes even (or 
odd). Figure (4) shows this concept when 
transmit the binary data unit 100001. 

 
 

                                                            Data 

        Yes   

   Received Data 

                    No 

 

 

Data and Redundancy 

                                                               Data 

 

 

 

 

Data and   Redundancy 

 

10100000000101010 10100000000101010 

10100000000101010     1011101   

Ok? 

10100000000101010      1011101 

Detection methods 

Parity CRC Checksum 
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2.2 Two-Dimensional Parity Check  
The two dimensional parity checks is a 
better approach [7]. In this method, a block 
of bits is organized in a table (rows and 
columns). First we calculate the parity bit 
for each data unit. Then we organize them 
into a table For example, as shown in 
Figure 5. We have four data units shown in 
four rows and eight columns. We then 

calculate the panty bit for each Column 
and create a new row of 8 bits; they are the 
pants bits for the whole block. Note that 
the first parity bit in the fifth row is 
calculated based on all first bits: the 
second parity bit is calculated based on all 
second bits: and so on. We then attach the 
8 parity bits to the original data and send 
them to the receiver. 

Drops parity and accepts data  
  Yes 

Rejected data 

          No 

                              
   
        Data                             

       1100001 

Calculate parity Bits 

1100001               1 

Count Bits 

Bits 

Even
? 
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                     Data and Parity Bits 

Figure 5 

 

2.3 Cyclic Redundancy Check (CRC)  

The third and most powerful of the 
redundancy checking techniques is the 
cyclic redundancy check (CRC) [8]. 
Unlike the parity check which is based on 
addition. CRC is based on binary division. 
In CRC, instead of adding bits to achieve a 
desired parity, a sequence of redundant 
bits, called the CRC or the CRC 
remainder, is appended to the end of a data 
unit so that the resulting data unit becomes 
exactly divisible by a second, 
predetermined binary number. At its 
destination, the incoming data unit is 
divided by the same number. If at this step 
there is no remainder the data unit is 
assumed to be intact and is therefore 

accepted. A remainder indicates that the 
data unit has been damaged in transit and 
therefore must be rejected. The 
redundancy bits used by CRC are derived 
by dividing the data unit by a 
predetermined divisor; the remainder is the 
CRC. To be valid, a CRC must have two 
qualities: It must have exactly one less bit 
than the divisor, and appending it to the 
end of the data string must make the 
resulting bit sequence exactly divisible by 
the divisor. Both the theory and the 
application of CRC error detection are 
straightforward. The only complexity is in 
deriving the CRC. To clarify this process, 
we will start with an overview and add 
complexity as we go. Figure 6 provides an 
outline of the basic steps. 

 

1 1 0 0 1 1 1      

1 1 0 0 1 1 1      

1 1 0 0 1 1 1      

1 1 0 0 1 1 1      

1 1 0 0 1 1 1      

1100111  1011101  0111001  

1100111  1011101  0111001  0101001  

R
ow

 P
ur

iti
es

 

Column 

             Original data 
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Reciever       Sender 

            Figure 6 

First, a string of n 0’s is appended to the 
data unit. The number n is 1 less if-number 
of bits in the predetermined divisor which 
is n + 1 bits. Second, the newly elongated 
data unit is divided by the divisor, using a 
p called binary division. The remainder 
resulting from this division is the CRC. 
Third, the CRC of n bits derived in step 2 
replaces the appended 0’s at the data unit. 
Note that the CRC may consist of all 0’s. 
The data unit arrives at the receiver data 
first, followed by the CRC. The receiver 
treats the whole siring as a unit and divides 
it by the same divisor that was used the 
CRC remainder. If the siring arrives 
without error, the CRC checker yields a 
remainder of zero, the data unit passes. If 
the string has been changed in transit, the 
division yields zero remainder and the data 
unit does not pass. 
Checksum:  
[9]Checksum is the third mechanism for 
error detection which is also based on the 

concept of redundancy. Check sum 
Generator in the sender, the check sum 
generator subdivides the data unit into 
equal segments of n bits. These segments 
are added using ones complement 
arithmetic in such a way that the total is 
also n bits long. That total is then 
complemented and appended to the and o 
the original data unit as redundancy bits 
called the check sum field. The extended 
data unit is transmitted across the network. 
So if the sum of data segment is T, the 
checksum will be T. Check sum Checker -
The receiver subdivides the data unit as 
above and adds all segments and 
complements the result. If the extended 
data unit is intact, the total value found by 
adding the data segments and the check 
sum field should be zero if the result is not 
zero, the packet contains an error and the 
receiver rejects it. 

 
 
 
 
 
 

 

 

 

 

      Zero, Accepts Non Zero, 
Rejects 

 

                   N bits 

                         N+1Bits      

                           Reminder 

     

      Zero, Accepts Non Zero, 
Rejects 

Data                        CRC        

Divisor 

Reminder 

Data                       CRC        

Data                        00…0        

Divisor 

CRC 
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     Figure 7 

As mentioned above in the paper the 
second way of design the channel and 
protocol is Forward error correcting (FEC) 
[10]. An error-correcting code (ECC) or 
forward error correction (FEC) code is 
redundant data that is added to the 
message on the sender side. If the number 
of errors is within the capability of the 
code being used, the receiver can use the 
extra information to discover the locations 
of the errors and correct them. Since the 
receiver does not have to ask the sender 
for retransmission of the data, a back-
channel is not necessary in forward error 
correction, so it is suitable for simplex 
communication such as broadcasting. 
Error-correcting codes are used in 
computer data storage, for example CDs, 
DVDs and in dynamic RAM. It is also 
used in digital transmission, especially 
wireless communication, since wireless 
communication without FEC often would 
suffer from packet-error rates close to 
100%, and conventional automatic repeat 
request error control would yield very low 

good put.Two main categories of FEC 
convolutional codes and block codes. 
Convolutional codes are processed on a 
bit-by-bit basis, and only cause a 
processing delay corresponding to a few 
bit periods. In convolutional coding, a 
Viterbi decoder is typically used on the 
receiver side. Block codes are processed 
on a block-by-block basis. Early examples 
of block codes are repetition codes, 
Hamming codes and multidimensional 
parity-check codes. 

Hamming codes:  

Hamming’s development [11] is a very 
direct construction of a code that permits 
correcting single-bit errors. He assumes 
that the data to be transmitted consists of a 
certain number of information bits u, and 
he adds to these a number of check bits p 
such that if a block is received that has at 
most one bit in error, then p identifies the 
bit that is in error (which may be one of 
the check bits). Specifically, in 
Hamming’s code p is interpreted as an 

 Section  

 Section  

Checksum  

Section k           

Sum  

Complement 

If the result is 0        
Keep otherwise 
Discard      Result 
  

n bits 

n bits 

n bits 

n bits 

n bits 

n bits 

 Section   

 Section     

Checksum              

Section k                

Sum                         

Complement 

If the result is 0        
Keep otherwise 
Discard      Result 
  

n bits 

n bits 

n bits 

n bits 

n bits 

   N bits 
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integer which is 0 if no error occurred, and 
otherwise is the 1-origined index of the bit 
that is in error. Let k be the number of 
information bits, and m the number of 
check bits used. Because them check bits 
must check themselves as well as the 
information bits, the value of p. interpreted 
as an integer, must range from 0 to m+k, 
which is m+k+1 distinct values Because m 
bits can distinguish 2m cases we must have 
2m≥m+k+1.  (1) This is known as the 
Hamming rule. It applies to any single 
error correcting (SEC) binary FEC block 
code in which all of the transmitted bits 
must be checked. The check bits will be 
interspersed among the information bits in 
a manner described below.  because p 
indexes the bit (if any) that is in error, the 
least significant bit of p must be 1 if the 
erroneous bit is in an odd position, and 0 if 
it is in an even position or if there is no 
error. A simple way to achieve this is to let 
the least significant bit of p, p0, be an even 
parity checks on the odd positions of the 
block, and to put p0 in an odd position. 
The receiver then checks the parity of the 
odd positions (including that of p0). If the 
result is 1, an error has occurred in an odd 
position, and if the result is 0, either no 
error occurred or an error occurred in an 
even position. This satisfies the condition 
that p should be the index of the erroneous 
bit, or be 0 if no error occurred. Similarly, 
let the next from least significant bit of p, 
p1, be an even parity check of positions 2, 
3, 6, 7, 10, 11, … (in binary, 10, 11, 110, 
111, 1010, 1011,…), and put p1 in one of 
these positions. Those positions have a 1 
in their second from least significant 
binary position number. The receiver 
checks the parity of these positions 
(including the position of p1). If the result 
is 1, an error occurred in one of those 
positions, and if the result is 0, either no 

error occurred or an error occurred in some 
other position. Continuing, the third from 
least significant check bit, p2, is made an 
even parity check on those positions that 
have a 1 in their third from least 
significant position number, namely 
positions 4, 5, 6, 7, 12, 13, 14, 15, 20, …, 
and p2 is put in one of those positions. 
Putting the check bits in power-of-two 
positions (1, 2, 4, 8, …) has the advantage 
that they are independent. That is, the 
sender can compute p0 independently of 
p1, p2 … and, more generally, it can 
compute each check bit independently of 
the others. As described in [12] single 
error correcting code for k=4 Solving (1) 
for m gives m=3 with equality holding. 
This means that all 2m  possible values of 
the m check bits are used, so it is 
particularly efficient. A code with this 
property is called a perfect code. This code 
is called the (7, 4) Hamming code, which 
signifies that the code length is 7 and the 
number of information bits is 4. The 
positions of the check bits pi and the 
information bits ui are shown below. 

p0 p1 u3 p2 u2 u1 u0 

 

1             2        3          4          5         6           
7 

Table 1 shows the entire code. The 16 
rows show all 16 possible information bit 
configurations and the check bits 
calculated by Hamming’s method. 
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informatio
n 

1 

p
0 

2 

p
1 

3 

u
3 

4 

p
2 

5 

u
2 

6 

u
1 

7 

u
0 

0 0 0 0 0 0 0 0 
1 1 1 0 1 0 0 1 
2 0 1 0 1 0 1 0 
3 1 0 0 0 0 1 1 
4 1 0 0 1 1 0 0 
5 0 1 0 0 1 0 1 
6 1 1 0 0 1 1 0 
7 0 0 0 1 1 1 1 
8 1 1 1 0 0 0 0 
9 0 0 1 1 0 0 1 
10 1 0 1 1 0 1 0 
11 0 1 1 0 0 1 1 
12 0 1 1 1 1 0 0 
13 1 0 1 0 1 0 1 
14 0 0 1 0 1 1 0 
15 1 1 1 1 1 1 1 
  Table 1 

A perfect code exists for k=2m –m-1, m an 
integer that is k=1, 4,11,26,57,120. As 
above stated the receiver corrects a single 
bit error with the code word 1001110.This 
is row 4 in Table 1 with bit 6 flipped. The 
receiver calculates the exclusive or of the 
bits in odd positions and gets 0. It 
calculates the exclusive or of bits 2, 3, 6, 
and 7 and gets 1. Lastly it calculates the 
exclusive or of bits 4, 5, 6, and 7 and gets 
1. Thus the error indicator, which is called 
the syndrome, is binary 110, or 6. The 
receiver flips the bit at position 6 to correct 
the block.  

Analysis of techniques:   

Simple parity check: - can detect all 
single-bit errors. It can also detect burst 
errors as long as the total number of bits 
changed is odd. This method cannot detect 
errors where the total number of bits 
changed is even. If any two bits change in 
transmission, the changes cancel each 

other and the data unit will pass a parity 
check even though the data unit is 
damaged. The same holds true for any 
even number of errors [13]. 

Two-dimensional parity check [14]: - 
increases the likelihood of detecting burst 
errors. Redundancy of n bits can easily 
detect a burst error of n bits; a burst error 
of more than n hits is also detected by this 
method with a very high probability. There 
is, however one pattern of errors that 
remains elusive. If 2 bits in one data unit 
are damaged and two bits in exactly the 
same positions in another data unit are also 
damaged, the checker will not detect an 
error 

Cyclic Redundancy Check: - is a very 
effective error detection method. It can 
detect all burst errors that affect an odd 
number of bits.CRC can detect all burst 
errors of length less than or equal to the 
degree of the polynomial. [15]CRC can 
detect, with a very high probability, burst 
errors of length greater than the degree of 
the polynomial. 

Checksum: - The checksum detects all 
errors involving an odd number of bits. It 
detects most errors involving an even 
number of bits. If one or more bits of a 
segment are damaged and the 
corresponding bit or bits of opposite value 
in a second segment are also damaged, the 
sums of those columns will not change and 
the receiver will not detect a problem [16]. 

Hamming code: - Hamming codes have a 
minimum distance of 3, which means that 
the decoder can detect and correct a single 
error, but it cannot distinguish a double bit 
error of some codeword from a single bit 
error of a different codeword [17]. Thus, 

IJMER; ISSN: 2277-7881; IF-2.735; V:5.16; Vol 3, Issue 3(11), March 2014

9 International Journal of Multidisciplinary Educational Research



they can detect double-bit errors only if 
correction is not attempted. To remedy this 
shortcoming, Hamming codes can be 
extended by an extra parity bit. This way, 
it is possible to increase the minimum 
distance of the Hamming code to 4, which 
allows the decoder to distinguish between 
single bit errors and two-bit errors. Thus 
the decoder can detect and correct a single 
error and at the same time detect (but not 
correct) a double error. If the decoder does 
not attempt to correct errors, it can detect 
up to 3 errors. This extended Hamming 
code is popular in computer memory 
systems, where it is known as SECDED 
("single error correction, double error 
detection"). Particularly popular is the (72, 
64) code, a truncated (127,120) Hamming 
code plus an additional parity bit, which 
has the same space overhead as a (9, 8) 
parity code. 

Applications: -  

Applications that use ARQ must have a 
return channel. Applications that have no 
return channel cannot use ARQ [18]. 
Applications that require low latency (such 
as telephone conversations) cannot use 
Automatic Repeat Request (ARQ); they 
must use Forward Error Correction (FEC). 
By the time an ARQ system discovers an 
error and re-transmits it, the re-sent data 
will arrive too late to be any good. 
Applications where the transmitter 
immediately forgets the information as 
soon as it is sent (such as most television 
cameras) cannot use ARQ; they must use 
FEC because when an error occurs, the 
original data is no longer available. (This 
is also why FEC is used in data storage 
systems such as RAID and distributed data 
store). 

In internet: - [19] Each Ethernet frame 
carries a CRC-32 checksum. The receiver 
discards frames if their checksums do not 
match. The IPv4 header contains a header 
checksum of the contents of the header 
(excluding the checksum field). Packets 
with checksums that don't match are 
discarded. The checksum was omitted 
from the IPv6 header, because most 
current link layer protocols have error 
detection.UDP has an optional checksum. 
Packets with wrong checksums are 
discarded. TCP has a checksum of the 
payload, TCP header (excluding the 
checksum field) and source- and 
destination addresses of the IP header. 
Packets found to have incorrect checksums 
are discarded and eventually get 
retransmitted when the sender receives a 
triple-ack or a timeout occurs.  

 

Deep-space telecommunications: - [20] 
NASA has used many different error 
correcting codes. For missions between 
1969 and 1977 the Mariner spacecraft used 
a Reed-Muller code. The noise these 
spacecraft were subject to was well 
approximated by a "bell-curve" (normal 
distribution), so the Reed-Muller codes 
were well suited to the situation. The 
Voyager 1 & Voyager 2 spacecraft 
transmitted color pictures of Jupiter and 
Saturn in1979 and 1980. Color image 
transmission required 3 times the amount 
of data, so the Golay (24, 12, 8) code was 
used. This Golay code is only 3-error 
correcting, but it could be transmitted at a 
much higher data rate. Voyager 2 went on 
to Uranus and Neptune and the code was 
switched to a concatenated Reed-Solomon 
code-Convolutional code for its 
substantially more powerful error 
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correcting capabilities. Current DSN error 
correction is done with dedicated 
hardware. For some NASA deep space 
craft such as those in the Voyager 
program, Cassini Huygens (Saturn), New 
Horizons (Pluto) and Deep Space 1—the 
use of hardware ECC may not be feasible 
for the full duration of the mission.The 
different kinds of deep space and orbital 
missions that are conducted suggest that 
trying to find a "one size fits all" error 
correction system will be an ongoing 
problem for some time to come. For 
missions close to the earth the nature of 
the "noise" is different from that on a 
spacecraft headed towards the outer 
planets. In particular, if a transmitter on a 
spacecraft far from earth is operating at a 
low power, the problem of correcting for 
noise gets larger with distance from the 
earth.   

Satellite broadcasting (DVB):- The 
demand for satellite transponder [21] 
bandwidth continues to grow, fueled by 
the desire to deliver television (including 
new channels and High Definition TV) 
and IP data. Transponder availability and 
bandwidth constraints have limited this 
growth, because transponder capacity is 
determined by the selected modulation 
scheme and Forward error correction 
(FEC) rate.  QPSK coupled with 
traditional Reed Solomon and Viterbi 
codes have been used for nearly 20 years 
for the delivery of digital satellite TV. 
Higher order modulation schemes such as 
8PSK, 16QAM and 32QAM have enabled 
the satellite industry to increase 
transponder efficiency by several orders of 
magnitude. This increase in the 
information rate in a transponder comes at 
the expense of an increase in the carrier 
power to meet the threshold requirement 

for existing antennas. Tests conducted 
using the latest chipsets demonstrate that 
the performance achieved by using Turbo 
Codes may be even lower than the 0.8 dB 
figure assumed in early designs.   

Data storage: - [22] Error detection and 
correction codes are often used to improve 
the reliability of data storage media. A 
"parity track" was present on the first 
magnetic tape data storage in 1951. The 
"Optimal Rectangular Code" used in group 
code recording tapes not only detects but 
also corrects single-bit errors. Some file 
formats, particularly archive formats, 
include a checksum (most often CRC32) 
to detect corruption and truncation and can 
employ redundancy and/or parity files to 
recover portions of corrupted data. Reed 
Solomon codes are used in compact discs 
to correct errors caused by scratches. 
Modern hard drives use CRC codes to 
detect and Reed-Solomon codes to correct 
minor errors in sector reads, and to recover 
data from sectors that have "gone bad" and 
store that data in the spare sectors . RAID 
systems use a variety of error correction 
techniques, to correct errors when a hard 
drive completely fails. 

Conclusion: - 

 The correction of errors is more difficult 
than the detection. In error detection, we 
are looking only to see if any error has 
occurred. The answer is a simple yes or 
no. We are not even interested in the 
number of errors. A single-bit error is the 
same for us as a burst error. In error 
correction, we need to know the exact 
number of bits that are corrupted and more 
importantly, their location in the message. 
The number of the errors and the size of 
the message are important factors. If we 
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need to correct one single error in an 8-bit 
data unit, we need to consider eight 
possible error locations; if we need to 
correct two errors in a data unit of the 
same size, we need to consider 28 
possibilities. You can imagine the 
receiver's difficulty in finding 10 errors in 
a data unit of 1000 bits. This paper 
contains review of error detection and 
correction techniques also state the 
analysis and application which are useful 
for the reviewer.  
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Abstract— This paper focuses on general 
introduction of ultra wideband antenna and its 
application. Federal Communications 
Commission (FCC) in United States of America 
(USA) defines UWB as systems with bandwidth 
larger than 500MHz or relative bandwidth W/fc 
(fc is the carrier frequency) larger than 20%. In 
particular, a very wide bandwidth of 7.5 GHz 
from 3.1 GHz to 10.6 GHz is available for ultra 
wideband (UWB) wireless communication 
systems; UWB is vastly increasing as a high data 
rate wireless communication technology. In case 
of conventional wireless communication systems, 
an antenna plays a very pivot role in UWB 
systems. However, there are more challenges in 
designing a UWB antenna than a narrow band 
one. A suitable UWB antenna is capable of 
operating over a wide bandwidth as allocated by 
FCC. At the meantime, satisfactory radiation 
properties over the entire frequency range must 
be necessary. So, a new concept for the design of 
a UWB antenna with a bandwidth ranging from 
2GHz-11.3GHz is introduced, which satisfies the 
system requirements for different applications 
such as Wireless-LAN, China Multimedia Mobile 
Broadcasting (CMMB) and the entire UWB. 
 
Keywords - Ultra Wideband, Wi-Fi, Wireless 
Personal Area Network (WPAN), Radar, 
Bluetooth, planar PCB Antenna and bandwidth. 

 
I. INTRODUCTION 

In recent years, the increasing demands for 
antenna with multiband operation in modern 
wireless communication systems have attracted 

much attention. In particular, as one of the key 
components of the ultra-wideband (UWB) system, 
extremely broadband antennas have been launched 
in the frequency range from 3.1–10.6 GHz, which 
has drawn the attention of a large number of 
researchers because of its advantages of low cost, 
resistant to severe multipath and jamming, etc. [1]. 

In February  14,  2002,  the  Federal  
Communications Commission (FCC) amended the 
Part 15 rules which govern unlicensed  radio  
devices to  include  the operation  of  UWB devices. 
The FCC also allocated a bandwidth of 7.5GHz, i.e. 
from 3.1GHz to 10.6GHz  to  UWB applications,  
this is the  largest spectrum allocation  the  FCC has 
ever granted for unlicensed  use.[2] 

Ultra-wideband (UWB), a  radio 
transmission  technology which occupies an 
extremely wide bandwidth exceeding the minimum  
of  500MHz  or  at  least  20%  of  the  centre 
frequency,  is  a  revolutionary  approach  for  short-
range high-bandwidth  wireless  communication.  
Differing  from the traditional  narrow  band  radio  
systems  (with  a  bandwidth less than  10% of the 
centre frequency)  transmitting signals by 
modulating the amplitude, frequency or phase of the  
sinusoidal  waveforms,  UWB  systems  transmit 
information  by  generating  radio  energy  at  
specific  time instants in the form of very short 
pulses , so it occupies very wide bandwidth and 
enabling time modulation. 

The  first  important  requirement  for  
designing  an  UWB antenna  is  the  extremely  
wide  impedance  bandwidth.  In 2002,  FCC  
allocated  an  unlicensed  band  from 3.1GHz  to  
10.6GHz  on  the  frequency  spectrum  for  UWB  
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applications. A planar integrated antenna is 
common for Bluetooth and UWB has been recently 
introduced for systems operating in those two 
communication systems [6,7].  The Bluetooth 
frequency band is achieved by using a coupling-fed 
meander line on the backside of the UWB patch 
antenna. A compact & simple, microstrip fed 
printed dual band antenna for Bluetooth and UWB 
applications with Wireless-LAN band notched 
characteristics is presented in [7].  And usually, the 
return  loss  for  the  entire  ultra-wide  band  should  
be    less  than  -10dB. Next, for wireless 
communication omnidirectional property in 
radiation pattern is demanded for UWB antenna to 
enable convenience in communication between 
transmitters and receivers. Therefore, low 
directivity is desired and the gain should be uniform 
for unlike directions. Another vital constraint is the 
radiation efficiency. Meanwhile the power 
transmitted into space is very low, the radiation 
efficiency is required to be quite high (normally the 
radiation efficiency must be less than 70%). Linear 
phase in time domain characteristics is desired for 
UWB application, since linear phase will produce 
constant group delay, the radiated strength of signal 
in the form of extremely short pulses will not be 
distorted and hence the system works effectively. 
Since UWB technology is mainly employed for 
indoor and portable devices, the size of the UWB 
antennas is required to be sufficiently small so that 
they can be easily integrated with various 
equipments. 

Ultra Wideband Radio (UWB) is a 
potentially revolutionary approach to wireless 
communication; it transmits and receives pulse 
based waveforms compressed in time rather than 
sinusoidal waveforms compressed in frequency. 
This is contrary to the traditional convention of 
transmitting over a very narrow bandwidth of 
frequency, typical standard narrowband systems 
such as 802.11a, b, and Bluetooth. This enables 
transmission over a wide swath of frequencies such 
that a very low power spectral density can be 
successfully received. 

the applicable criteria that follow. 

II. SO WHY IS UWB SO INTERESTING? 
This antenna operates on wide band 

frequency which is 400-500MHz with minimum 
interference. It requires low transmission power and 
having data rate of 500Mbps upto distance of 
10Feet and can be increased. 

 
Fig 1. Illustrating a pulse based waveform 
compressed in time to a signal of very wide 
bandwidth in the frequency domain. 

Figure 1 illustrates the equivalence of a 
narrowband pulse in the time domain to a signal of 
very wide bandwidth in the frequency domain. 
Also, it shows the equivalence of a Amplitude (V) 
Power (W) sinusoidal signal (essentially expanded 
in time) to a very narrow pulse in the frequency 
domain. 

In February 2004, the FCC allocated the 3.1-
10.6 GHz spectrum for unlicensed use [1]. This 
enabled the use and marketing of products which 
incorporate UWB technology. Since the allocation 
of the UWB frequency band, a great deal of interest 
has generated in industry. 

III. BLOCK DIAGRAM 
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        This is ultra wideband antenna transrecieiver 
system which uses the following modulation 
techniqes 
   Pulse length = approx. 200ps; Energy 
concentrated in 2GHz to 6GHz band; 
Voltage swing = approx. 100mV; Power = approx. 
10uW 

i. Pulse Position Modulation (PPM) 
ii. Pulse Amplitude Modulation (PAM) 

iii. On-Off Keying (OOK) 
iv. Bi-Phase Modulation (BPSK) 

 

IV. ULTRA WIDEBAND (UWB) SPECTRUM 

 

V. ULTRA WIDEBAND 
CHARACTERISTICS 

i. Very low transmission energy ( less than 
1mW). 

ii. Very wide bandwidth within short range 
(200Mbps within 10m). 

iii. Very difficult to intercept:  Short pulse 
excitation generates wideband spectra, low 

energy densities- it minimizes interference to 
other services. 

iv. Multipath immunity. 
v. Commonality of signal generation and 

processing architectures. 
vi. Radar: Inherent high precision, sub-centimeter 

ranging, wideband excitation for detection of 
complex, low RCS targets. 

vii. Geo-location / Positioning: Sub-centimeter 
resolution using pulse leading edge detection 
passes through building blocks, walls, etc. 

viii. Low Cost. 

VI. UWB ADVANTAGES 

i. Capacity: possibility of achieving high 
throughput. 

ii. Low cost & low power: can directly modulate a 
baseband pulse, can be made nearly all digital, 
high capacity with lower transmitter power 
levels. 

iii. Fading robustness: wideband signal reduces 
time varying amplitude fluctuations, relatively 
immune to multipath cancellation effects. 

iv. Path delay = approx.  1ns > pulse duration 
v. Position location capability: developed first as 

radar technology and various systems can be 
design using ultra wideband antenna. 

vi. Flexibility: dynamically trade-off throughput for 
distance. 

VII. APPLICATIONS 

  Ultra-wideband characteristics are well-
suited to short-distance applications, such as PC 
peripherals. Due to low emission levels permitted 
by regulatory agencies, UWB systems tend to be 
short-range indoor applications. Due to the short 
duration of UWB pulses, it is easier to engineer 
high data rates; data rate may be exchanged for 
range by aggregating pulse energy per data bit (with 
integration or coding techniques). Conventional 
orthogonal frequency-division multiplexing 
(OFDM) technology may also be used, subject to 
minimum-bandwidth requirements. High-data-rate 
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UWB may enable wireless monitors, the efficient 
transfer of data from digital camcorders, wireless 
printing of digital pictures from a camera without 
the need for a personal computer and file transfers 
between cell-phone handsets and handheld devices 
such as portable media players. UWB is used for 
real-time location systems; its precision capabilities 
and low power make it well-suited for radio-
frequency-sensitive environments, such as hospitals. 
Another feature of UWB is its short broadcast time. 
Ultra-wideband is also used in "see-through-the-
wall" precision radar-imaging technology, precision 
locating and tracking (using distance measurements 
between radios), and precision time-of-arrival-based 
localization approaches .It is efficient, with a spatial 
capacity of approximately 1013 bit/s/m².UWB radar 
has been proposed as the active sensor component 
in an Automatic Target Recognition application, 
designed to detect humans or objects that have 
fallen onto subway tracks. 
 
A. WPAN 
 

 
 

• Desktop and Laptop PCs 
– High res. printers, scanners,  

storage devices, etc 
– Connectivity to mobile and  

CE devices 
• Mobile Devices 

– Multimedia files, MP3, games, video 
– Personal connectivity 

• CE Devices 
– Cameras, DVD, PVR, HDTV 

– Personal connectivity 

B. Application 2 
• Positioning, Geolocation, Localization 

          High Multipath Environments 
          Obscured Environments 

•  Communications 
          High Multipath Environments 
          Short Range High Data Rate 
          Low Probability of Intercept/ Interference 

•  Radar/Sensor : MIR (motion detector, 
range-finder, etc.) 

          Military and Commercial: Asset Protection 
          Anti-Terrorist/Law Enforcement 
          Rescue Applications 
 

VIII. RELATED STANDARDS 
 
• IEEE 802.15 : Wireless Personal Area 

Network (WPAN) 
• IEEE 802.15.1 : Bluetooth, 1Mbps 
• IEEE 802.15.3 : WPAN/high rate, 50Mbps 
• IEEE 802.15.3a: WPAN/Higher rate, 

200Mbps, UWB 
• IEEE 802.15.4 : WPAN/low-rate, low-

power, mW level, 200kbps 

IX. Possible Research Topics for UWB 

• UWB as WPAN (IEEE 802.15.3a) currently, 
debating with PHY layer and MAC layer 

- Optimal MAC vs.  802.15.3 MAC vs.  802.11a 
MAC 
- QOS scheduling algorithm for multimedia stream 
- Interoperability with 802.11, Bluetooth, wired 
LAN,  
           Sensor network           
         - Security policy 

• UWB as Localization device (in sensor 
network or other mobile node) 

- Optimal localization protocol in ad hoc network  
     (Task dispatching between UWB and RF unit) 
         - Security issue 
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• UWB as alternate RF component (in sensor 
network or other mobile node) 

         - Optimal MAC 
         - routing algorithm 

X. CONCLUSION 

Since the release by the Federal Communications 
Commission (FCC) of a bandwidth of 7.5GHz 
(from3.1GHz to10.6GHz) for ultra wideband 
(UWB) wireless communications, UWB is rapidly 
advancing as a high data rate wireless 
communication technology. As is the case in 
conventional wireless communication systems, an 
antenna also plays a very crucial role in UWB 
systems. Studies have been undertaken covering the 
areas of UWB fundamentals and antenna theory. 
Extensive investigations were also carried out on 
the development of UWB antennas from the 
2.4GHz, 3.1 Ghz, 7GHz and 10GHz. Therefore the 
operating frequency is extended downwards to 
2GHz for this antenna. 
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Abstract 

Large-scale heterogeneous distributed computing 
environments offer the promise of access to a 

vast amount of computing resources at a 
relatively low cost. In order to ease the application 

development and deployment on such complex 

environments, high-level parallel programming 
languages exist that need to be supported by 

sophisticated runtime systems. One of the main 
problems that these runtime systems need to 

address is dynamic load balancing that ensures 
that no resources in the environment are 

underutilized or overloaded with work. This paper 
deals with the problem of obtaining good 

speedups for irregular applications on 

heterogeneous distributed computing 
environments. It focuses on Dynamic Load 

balancing algorithm that can be used for load 
balancing during the execution of irregular 

applications.  

Index Terms Dynamic Load Balancing, Web 
Caching, Honeybee Foraging Algorithm 

1. Introduction 

Dynamic Load Balancing is a process of 

reassigning the total load to the individual nodes 

of the collective system to make resource 

utilization effective and to improve the response 

time of the job, simultaneously removing a 

condition in which some of the nodes are over 

loaded while some others are under loaded. A 

load balancing algorithm which is dynamic in 

nature does not consider the previous state or 

behavior of the system, that is, it depends on the 

present behavior of the system. The important 

things to consider while developing such 

algorithm are : estimation of load, comparison of 

load, stability of different system, performance of 

system, interaction between the nodes, nature of 

work to be transferred, selecting of nodes and 

many other ones. This load considered can be in 

terms of CPU load, amount of memory used, 

delay or Network load.[1] 

Dynamic Load balancing algorithm 

 Symmetric: It is the combination of both sender 

initiated and receiver initiated depending on the 

current state of the system, load balancing 

algorithms can be divided into 2 categories: 

 Static: It doesn’t depend on the current state of 

the system. Prior knowledge of the system is 

needed. 

Dynamic: Decisions on load balancing are 

based on current state of the system. No prior 

knowledge is needed. So it is better than static 

approach. Here we will discuss on various 

dynamic load balancing algorithms for the 

clouds of different sizes. 

2. Literature Survey 
 

Existing Load Balancing Techniques In Clouds 
are as follows[5] 
 
VectorDot It handles the hierarchical complexity 
of the data-center and multidimensionality of 
resource loads across servers, network 
switches, and storage in an agile data center 
that has integrated server and storage 
virtualization technologies. VectorDot uses dot 
product to distinguish nodes based on the item 
requirements and helps in removing overloads 
on servers, switches and storage nodes.  
 
CARTON - unifies the use of LB and DRL. LB 
(Load Balancing) is used to equally distribute the 
jobs to different servers so that the associated 
costs can be minimized and DRL (Distributed 
Rate Limiting) is used to make sure that the 
resources are distributed in a way to keep a fair 
resource allocation. DRL also adapts to server 
capacities for the dynamic workloads so that 
performance levels at all servers are equal. With 
very low computation and communication 
overhead, this algorithm is simple and easy to 
implement. 
  
Compare and Balance This  load balancing 
model is designed and implemented to reduce 
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virtual machines’ migration time by shared 
storage, to balance load amongst servers 
according to their processor or IO usage, etc. 
and to keep virtual machines’ zero-downtime in 
the process. A distributed load balancing 
algorithm COMPARE AND BALANCE is also 
proposed that is based on sampling and reaches 
equilibrium very fast. This algorithm assures that 
the migration of VMs is always from high-cost 
physical hosts to low-cost host but assumes that 
each physical host has enough memory which is 
a weak assumption.  
 
Event-driven- This algorithm after receiving 
capacity events as input, analyzes its 
components in context of the resources and the 
global state of the game session, thereby 
generating the game session load balancing 
actions. It is capable of scaling up and down a 
game session on multiple resources according 
to the variable user load but has occasional QoS 
breaches.  
 
Scheduling strategy on LB of VM resources -  
scheduling strategy on load balancing of VM 
resources that uses historical data and current 
state of the system. This strategy achieves the 
best load balancing and reduced dynamic 
migration by using a genetic algorithm. It helps 
in resolving the issue of load imbalance and high 
cost of migration thus achieving better resource 
utilization.  
 
CLBVM- Central Load Balancing Policy for 
Virtual Machines (CLBVM) that balances the 
load evenly in a distributed virtual machine/cloud 
computing environment. This policy improves 
the overall performance of the system but does 
not consider the systems that are fault tolerant. 
  
LBVS- LBVS provides a large scale net data 
storage model and Storage as a Service model 
based on Cloud Storage. Storage virtualization 
is achieved using an architecture that is three-
layered and load balancing is achieved using 
two load balancing modules. It helps in 
improving the efficiency of concurrent access by 
using replica balancing further reducing the 
response time and enhancing the capacity of 
disaster recovery.[3] This strategy also helps in 
improving the use rate of storage resource, 
flexibility and robustness of the system.  
 

3. Dynamic Load balancing algorithm 

In a distributed system, dynamic load balancing 

can be done in two different ways: distributed 

and non-distributed. In the distributed one, the 

dynamic load balancing algorithm is executed by 

all nodes present in the system and the task of 

load balancing is shared among them. The 

interaction among nodes to achieve load 

balancing can take two forms: cooperative and 

non-cooperative. In the first one, the nodes work 

side-by-side to achieve a common objective, for 

example, to improve the overall response time, 

etc. In the second form, each node works 

independently toward a goal local to it, for 

example, to improve the response time of a local 

task. Dynamic load balancing algorithms of 

distributed nature, usually generate more 

messages than the non-distributed ones 

because, each of the nodes in the system needs 

to interact with every other node. A benefit of 

this is that even if one or more nodes in the 

system fail, it will not cause the total load 

balancing process to halt; it instead would affect 

the system performance to some extent. 

Distributed dynamic load balancing can 

introduce immense stress on a system in which 

each node needs to interchange status 

information with every other node in the system. 

It is more advantageous when most of the nodes 

act individually with very few interactions with 

others.  

Policies or Strategies in dynamic load balancing 

In non-distributed type, either one node or a 

group of nodes do the task of load balancing. 

Non-distributed dynamic load balancing 

algorithms can take two forms: centralized and 

semi-distributed. In the first form, the load 

balancing algorithm is executed only by a single 

node in the whole system: the central node. This 

node is solely responsible for load balancing of 

the whole system. The other nodes interact only 

with the central node. In semi-distributed form, 

nodes of the system are partitioned into clusters, 

where the load balancing in each cluster is of 

centralized form. A central node is elected in 

each cluster by appropriate election technique 

which takes care of load balancing within that 

cluster. 

Hence, the load balancing of the whole system 

is done via the central nodes of each cluster. 

Centralized dynamic load balancing takes fewer 
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messages to reach a decision, as the number of 

overall interactions in the system decreases 

drastically as compared to the semi distributed 

case. However, centralized algorithms can 

cause a bottleneck in the system at the central 

node and also the load balancing process is 

rendered useless once the central node 

crashes. Therefore, this algorithm is most suited 

for networks with small size. 

Policies or Strategies in dynamic load 

balancing 

Transfer Policy: The part of the dynamic load 

balancing algorithm which selects a job for 

transferring from a local node to a remote node 

is referred to as Transfer policy or Transfer 

strategy. 

 Selection Policy: It specifies the processors 

involved in the load exchange (processor 

matching) 

Location Policy: The part of the load balancing 

algorithm which selects a destination node for a 

transferred task is referred to as location policy 

or Location strategy. 

Information Policy: The part of the dynamic load 

balancing algorithm responsible for collecting 

information about the nodes in the system is 

referred to as Information policy or Information 

strategy.

 

Figure. 1. Interaction among components of a 

dynamic load balancing algorithm  

Distributed Load Balancing for the Clouds 

In complex and large systems, there is a 

tremendous need for load balancing. For 

simplifying load balancing globally (e.g. in a 

cloud), one thing which can be done is, 

employing techniques would act at the 

components of the clouds in such a way that the 

load of the whole cloud is balanced.[4] For this 

purpose, the paper discusses three types of 

solutions which can be applied to a distributed 

system:  

1. Honeybee foraging algorithm,  

2. Abiased random sampling on a random 

walk procedure 

3. Active Clustering. 

4. Honeybee Foraging Algorithm 

This algorithm is derived from the behavior of 

honey bees for finding and reaping food. There 

is a class of bees called the forager bees which 

forage for food sources, upon finding one, they 

come back to the beehive to advertise this using 

a dance called waggle dance. The display of this 

dance, gives the idea of the quality or quantity of 

food and also its distance from the beehive. 

Scout bees then follow the foragers to the 

location of food and then began to reap it. They 

then return to the beehive and do a waggle 

dance, which gives an idea of how much food is 

left and hence results in more exploitation or 

abandonment of the food source. In case of load 

balancing, as the web servers demand 

increases or decreases, the services are 

assigned dynamically to regulate the changing 

demands of the user. The servers are grouped 

under virtual servers (VS), each VS having its 

own virtual service queues. Each server 

processing a request from its queue calculates a 

profit or reward, which is analogous to the 

quality that the bees show in their waggle dance. 

One measure of this reward can be the amount 

of time that the CPU spends on the processing 

of a request. The dance floor in case of honey 

bees is analogous to an advert board here. This 

board is also used to advertise the profit of the 

entire colony. Each of the servers takes the role 

of either a forager or a scout. The server after 

processing a request can post their profit on the 

advert boards with a probability of profit.[2]  

Honeybee Foraging Algorithm server can 

choose a queue of a VS by a probability of px 

showing forage/explore behavior, or it can check 

for advertisements and serve it, thus showing 

scout behavior. A server serving a request, 

calculates its profit and compare it with the 
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colony profit and then sets its px. If this profit 

was high, then the server stays at the current 

virtual server; posting an advertisement for it by 

probability pr. If it was low, then the server 

returns to the forage or scout behavior. 

Regarding job execution and completion, 

Whenever a node does or executes a job, it 

deletes an incoming edge, which indicates 

reduction in the availability of free resource. 

After completion of a job, the node creates an 

incoming edge, which indicates an increase in 

the availability of free resource. The addition and 

deletion of processes is done by the process of 

random sampling. The walk starts at any one 

node and at every step a neighbor is chosen 

randomly. The last node is selected for 

allocation for load. Alternatively, another method 

can be used for selection of a node for load 

allocation, that being selecting a node based on 

certain criteria like computing efficiency, etc. Yet 

another method can be electing that node for 

load allocation which is underloaded i.e. having 

highest in degree. If b is the walk length, then, 

as b increases, the efficiency of load allocation 

increases. We define a threshold value of b, 

which is generally equal to log n experimentally. 

A node upon receiving a job, will execute it only 

if its current walk length is equal to or greater 

than the threshold value. Else, the walk length of 

the job under consideration is incremented and 

another neighbor node is selected randomly. 

When, a job is executed by a node then in the 

graph, an incoming edge of that node is deleted. 

After completion of the job, an edge is created 

from the node initiating the load allocation 

process to the node which was executing the 

job. 

Finally what we get is a directed graph. The load 

balancing scheme used here is fully 

decentralized, thus making it apt for large 

network systems like that in a cloud.  

Active Clustering 

Active Clustering works on the principle of 

grouping similar nodes together and working on 

these groups. The process involved is: 

A node initiates the process and selects another 

node called the matchmaker node from its 

neighbors satisfying the criteria that it should be 

of a different type than the former one. 

 The so called matchmaker node then forms a 

connection between a neighbor of it which is of 

the same type as the initial node. 

The matchmaker node then detaches the 

connection between itself and the initial node. 

The above set of processes is followed 

iteratively.  

5. Divisible Load Scheduling Theory in 

Clouds 

Divisible load scheduling theory (DLT) in case of 

clouds is an optimal division of loads among a 

number of master computers, slave computers 

and their communication links. Our objective is 

to obtain a minimal partition of the processing 

load of a cloud connected via different 

communication links such that the entire load 

can be distributed and processed in the shortest 

possible amount of time. 

The whole Internet can be viewed as a cloud of 

many connections-less and connection oriented 

services. The concept of load balancing in 

Wireless sensor netwoks (WSN) proposed in  

can also be applied to clouds as WSN is 

analogous to a cloud having no. of master 

computers (Servers) and no. of slave 

computers(Clients). 

The slave computers are assumed to have a 

certain measurement capacity. We assume that 

computation will be done by the master 

computers, once all the measured data is 

gathered from corresponding slave computers. 

Only the measurement and communication 

times of the slave computers are considered and 

the computation time of the slave computers is 

neglected. Here we consider both 

heterogeneous and homogeneous clouds. That 

is the cloud elements may possess different 

measurement capacities, and communication 

link speeds or the same measurement 

capacities, and communication link speeds. One 

slave computer may be connected to one or 

more master computers at a certain instant of 

time. 

In DLT in case of clouds, an arbitrarily divisible 

load without having any previous relations is 
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divided and first distributed among the various 

master computers (for simplicity here the load is 

divided equally between the master computers) 

and the each master computer distributes the 

load among the corresponding slave computers 

so that the entire load can be processed in 

shortest possible amount of time. An important 

reason for using DLT is its flexibility, tractability, 

data parallelism, computational difficulties. 

System Model 

The cloud that we have considered here is a 

single level tree (star) topology consisting of K 

no. of master computers and each 

communicating N no. of slave computers as 

shown

 

Figure 2. System Model 

When Measurement starts simultaneously and 

Reporting is done sequentially initially when time 

t = 0, all the slaves are idle and the master 

computers start to communicate with the first 

slave of the corresponding slaves in the cloud. 

By time t = t1, each slave will receive its 

instructions for measurement from the 

corresponding master as shown in fig. 14. It is 

assumed that after measurements are made; 

only one slave will report back to the root master 

at a time (or we can say only a single link exists 

between them). 

The slaves here receive a fraction of load from 

their corresponding master sequentially and the 

computation will start after each slave 

completely receives its load share. 

 

Figure 3.  Measuring and Reporting Time  

The minimum measuring and reporting time of 
the homogeneous network will then be given as 
 

 

6. Conclusion  

This paper deals with the problem of obtaining 

good speedups for irregular applications on 

heterogeneous distributed computing 

environments. It’s observed that Dynamic Load 

balancing algorithm is suitable for load balancing 

during the execution of irregular applications. 

The System Model designed gives results of 

measuring and reporting time.  Thus DLT 

provides flexible and traceable solution for 

distributed computing environments. 
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Abstract 
With advent of ‘The Human Genome Project’ large-scale proteomics has rapidly come to dominate the post 

genomic age.The Protein Prediction is hard because of its complex structure. The main problem in proteomics is to 
estimate the several proteins available in cell structure or tissue sample. The protein-protein interaction is necessary to 
study the behaviour of protein in a specific environment, and study molecular relationship in living systems. Therefore, 
large scale proteomics technologies are required to measure physical connection of proteins in living organisms. Mass 
Spectrometry uses the technique to measure mass-to-charge ratio of ion. It’s an evolving technique for characterization 
of proteins. A Mass Spectrometer can be more sensitive and specific, also complement with other LC detectors. Liquid 
Chromatography, unlike gas chromatography is a separation technique which helps to separate wide range of organic 
compounds from small molecular metabolites to peptides and proteins. This paper addresses the various tools available 
for protein prediction and also tools which uses mass spectrometry technique for protein analysis. 
Keywords: Mass Spectrometer, LC (liquid chromatography), protein-protein interaction. 

1. Introduction 

Protein structure prediction is an important area of 
life sciences. Every protein has a primary structure, 
its sequence; a secondary structure, the helices and 
sheets; tertiary structure, the fold of the protein; and 
the quaternary structure, multimeric formation of its 
polypeptide subunits. Structural knowledge is vital 
for complete understanding of life at the molecular 
level.  An understanding of protein structure can lead 
to derivation of functions. Bioinformatics is a novel 
approach in recent investigations on sequence 
analysis and structure prediction of proteins. The 
central challenge for Bioinformatics is not only to 
store and retrieve data but also to develop tools for 
data analysis. A number of tools are also available for 
protein structure visualization, identification and 
characterization. Thus bioinformatics tools for 
protein analysis provide a wealth of information 
related to sequences and structures of proteins. Use of 
computational tools has become mandatory for the 
biologist recently in the information world. 

Eventually, tools and techniques for protein sequence 
analysis and further, the structure prediction, has 
become an integral study for protein biochemists. 
Mass Spectrometer is an analytic tool used to 
measure the mass-to-charge ratio of ions. An ion is 
atom or group of atoms which have gained or lost 
one or more electrons making them negatively or 
positively charged. The two primary methods for 
ionization of whole proteins are electrospray 
ionization (ESI-which turns the sample proteins into 
ions) and matrix-assisted laser desorption/ionization 
(MALDI- It uses laser to ionize the sample proteins 
produce a Mass Spectrum and then push the proteins 
into the analyzer to.).  As it is an important tool in 
proteomics, it is essential to understand not only the 
results, but also the principles of Mass Spectrometer. 
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2. Techniques for Protein 

Identification 
 

Unfortunately the proteins do not come with a 
tag. Proteins can be uniquely identified by 
determining the sequence or precisely measuring its 
mass. For protein identification, the experimental 
and computational methods must go hand-in-hand. 
The experimental techniques provide the raw data 
while the computational techniques convert these raw 
data into a usable protein name or data bank accession 
number. [5]In this section we will see two protein 
identification methods and associated tools. 

i) Identification by 2D gel spot position 
ii) Identification by Mass Spectrometry 

 
2.1 Identification by 2D gel spot 

position 
 

Two dimensional 2D-Gel electrophoresis 
method is most popular, despite of availability of 
other powerful separation techniques. With 2D gel 
electrophoresis proteins are separated in one 
dimension according to their molecular weight and 
isoelectric charge in orthogonal dimension. 
Theoretically it’s done by determining the protein’s 
position along two dimensions of separation. By 
comparing spot intensities across images, we are 
able to compare the amount of the same protein 
under different conditions or exposures or stages of 
tissue development and identify protein spots that 
change in volume under conditions of interest. The 
main steps in differential analysis of two-
dimensional gels involve image de-noising, spot 
detection, quantification, sequenced matching and 
statistical analysis. While most 2D gel analysis 
software is very image oriented, the fact that these 
packages can be used to measure physical 
properties (pI and MW) and identify proteins 
actually makes them a key part of the standard 
bioinformatics tool. There are at least four major 
commercial programs for 2D gel analysis: Phoretix 
2D, Investigator 2D, PDQuest, and Melanie 3 
(Table. 1).   

 

Table 1: Tools/Databases used in 2D gel spot analysis 
      

 

In addition to individual spot 
manipulation, whole gel manipulations such as 
rotating, overlaying, referencing, “synthesizing”, 
and averaging are typically supported in most 
commercial packages. This is done to facilitate 
inter-gel comparison and to calibrate gels to pI and 
molecular weight standards. Calibration is 
particularly important for 2D gels, if one wishes to 
extract accurate molecular weight or pI information 
for protein identification. 

None as sophisticated as image 
manipulation, Flicker has recently been translated 
to Java, making it a platform independent package 
that runs on any Java enabled Web browser. Flicker 
is quite useful for transforming (warping, rotating, 
etc.) and visualizing pairs of 2D gels so that the gel 
of interest can be easily compared to a pre-existing 
gel. When combined with other Web tools, such as 
WebGel and 2DWG (also developed by Lemkin), 
it is possible to create a very powerful suite for 
protein identification at essentially no cost. Over 
the past 25 years, thousands of 2D gels have been 
run on cell extracts of many different organisms 
and human tissues. A large number of these gels 
have been analyzed and their protein spots 
identified through microsequencing or mass 
spectrometry. These carefully annotated gels have 
been deposited into more than 30 different 
“Federated” 2D gel databases (such as SWISS-2D 
PAGE (Table 1)  

 
2.2 Identification by Mass 

Spectrometry 
 

Key to making this paradigm shift possible has 
been the development of bioinformatics software 
that allows one to correlate biomolecular MS data 
directly with protein sequence databases. Two 
kinds of MS bioinformatics software exist: 
(1) software for identifying proteins from peptide 
mass fingerprints and 
(2) software for identifying peptides or proteins 
directly from uninterpreted tandem (MS/MS) mass 
spectra. 

 
Peptide mass fingerprinting was developed in the 
early 1990s to identify proteins from proteolytic 
fragments (PAPPINet al., 1993; YATESet al., 
1993; MANNet al., 1993). Specifically, if a pure 
protein is digested with a protease that cuts at 
predictable locations (say trypsin), the result will be 
a peptide mixture containing a unique collection of 
between 10–50 different peptides, each with a 
different or characteristic mass. Running this 
mixture on a modern ESI or MALDI instrument 
will lead to an MS spectrum with dozens of peaks 
corresponding to the masses of each of these 
peptides. Because no two proteins are likely to 
share the same set of constituent peptides, this 
mixture is called a peptide mass fingerprint. By 

Tool/Database Web Address 
Flicker (2D gels) http://www.lecb.ncifcrf.gov/f

licker 
Phoretix 2D http://www.phoretix.com 
PDQuest/Melanie 
II 

http://www.proteomeworks.
bio-
rad.com/html/pdquest.html 

Investigator 2D http://www.bioimage.com 
SWISS-2DPAGE http://www.expasy.ch/ 
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comparing the observed masses of the mixture with 
predicted peptide masses derived from all known 
protein sequences it is theoretically possible to 
identify the protein of interest (providing the 
protein has been previously sequenced). 
Specifically, in the course of performing a mass 
fingerprint search, database sequences are 
theoretically “cleaved” using known protease 
cutting rules, the resulting hypothetical peptide 
masses are calculated and the whole protein is 
ranked according to the number of exact (or near 
exact) cleavage fragment matches made to the 
observed set of peptide masses. The sequence with 
the highest number and quality of matches is 
usually selected as the most attractive candidate.  

 
Because of the inclusion of noise the 

search for peptide mass fingerprinting is not an 
easy task. The common complications included in 
it are as follows [5]: 
(1) disappearance of key peaks due to 
nonspecific ion suppression, 
(2)  appearance of extra peaks from protease 
autolysis, 
(3)  appearance of peaks from post-
translational or artifactual chemical modification, 
(4)  appearance of peaks from non-specific 
cleavage, or from contaminating proteases, and 
(5) appearance of peaks from contaminating 
impurities, contaminating homologs, or splice 
variants. 
 
Due to such complications the reliability and 
performance of search gets reduced. The secondary 
searches are called “orphan” masses are made 
readily available. It also allows comparing he 
results with other search algorithms as SEARCH. 
But the best way is to apply various methods of 
mass fingerprinting and combining the result, 
called ‘Single Averaging’. The programs works 
typically by scanning the databases and probability 
of a protein matching increases with maximum 
matched sequence. 
 
Tool/Database Web Address 
PeptIdent (MS 
Fingerprint)  

http://expasy.cbr.nrc.ca/tools/pepti
dent.html 
 

Profound (MS 
Fingerprint) 

http://prowl.rockefeller.edu/cgi-
in/ProFound 

Mowse (MS 
Fingerprint) 

http://srs.hgmp.mrc.ac.uk/cgi-
bin/mowse 

turboSEQUES
T (MS/MS) 

http://www.thermoquest.com/biow
orks.html 

GenBank 
Database  

http://www.ncbi.nlm.nih.gov 
 

Protein Data 
Bank 

http://www.rcsb.org 

Table 2: Tools/Databases used for Mass Spectrometry 
 

3. Various tools available for 
Protein Prediction using Mass 
Spectrometry 
 
Peptide identification algorithms fall into 

two broad classes: database search and de novo 
search. The first search takes place against a 
database containing all amino acid whereas the 
latter deduce peptide sequences without knowledge 
of genomic data. At present, database search is 
more reliable and considered to produce higher 
quality results for most uses. With advancement in 
instrument precision, the de novo search may 
become increasingly captivating. 

 
3.1 Database search algorithms 

 
3.1.1 SEQUEST 

SEQUEST is a patented tandem mass 
spectrometry data analysis program. It was 
developed by John Yates and Jimmy Eng in 
1994[4]. The algorithm used by this program is 
covered by several US and European software 
copyrights. SEQUEST identifies collections of 
tandem mass spectra to peptide sequences that have 
been evolved from databases of protein sequences. 
SEQUEST, like many engines, learns each tandem 
mass spectrum one by one. The software evaluates 
protein sequences from a database to calculate the 
list of peptides. The peptide's intact mass is known 
from the mass spectrum, and SEQUEST uses this 
information to find the group of candidate peptides 
sequences that could be compared to the spectrum 
by including only those which are equally near the 
mass of the observed peptide ion. 

3.1.2 PEAKS DB 
 

PEAKS DB is a proprietary database 
search engine, run in cohesion with de novo 
sequencing to automatically formalize the search 
results, allowing for a higher number of searched 
sequences for the available false search rate. In 
addition to providing an independent database 
search, results can be integrated as part of the 
software’s multi-engine (Sequest, Mascot, 
X!Tandem, OMSSA, PEAKS DB) consensus 
reporting tool, inChorus. The tool also provides a 
list of sequences identified exclusively by de novo 
sequencing. 

3.1.3 Phenyx 
 

Phenyx is developed by Geneva 
Bioinformatics (GeneBio) in collaboration with the 
Swiss Institute of Bioinformatics (SIB). Phenyx 
incorporates OLAV, a family of statistical scoring 
models, to create and optimize scoring schemes 
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that can be tailored for all kinds of instruments, 
instrumental set-ups and general sample 
exposures[13]. Phenyx computes a score to 
evaluate the quality of a match between a 
theoretical and experimental peak list (i.e. mass 
spectrum). A match is thus a collection of 
observations inferred from this comparison. The 
basic peptide score is ultimately transformed into a 
normalized z-score and a p-value. A basic peptide 
score is the summation of raw scores for up to 
twelve physico-chemical properties. 

 
3.1.4 OMSSA 

 
OMSSA[7] is an open source database 

search program developed at NCBI. 

3.1.5 RAId 
 

Developed at NCBI Robust Accurate 
Identification (RAId) is a suite of proteomics tools 
for analyzing tandem mass spectrometry data with 
correct statistics. In addition, RAId offers users 
with different modes of data analysis: database 
search, generation of de novo score distribution of 
all possible peptides using different scoring 
functions (RAId, XCorr, Hyperscore, Kscore),[7] 
and statistical confidence reassignment. In 
particular, RAId's integrated knowledge 
databases[8] incorporate known single amino 
polymorphisms, post-translational changes and 
disease information, providing dynamic 
information extraction for biomedical applications. 

3.2 De novo sequencing algorithms 

DeNovoX performs de novo sequencing[9] on 
CID spectra obtained with ion trap mass 
spectrometers. The software, launched in 2002 by 
Thermo Fisher Scientific, was the first commercial 
software for low-resolution data. DeNovoX 
presents complete and/or partial peptide sequences 
(sequence tags). Each output sequence comes with 
a probability symptoms of how likely  it is for the 
sequence to have been obtained. The software 
implements an algorithm based on probabilistic 
results. 

3.2.1 DeNoS 
 
DeNoS is part of the software tool 

Proteinmatching Analysis Software (PAS) which is 
part of the software package, Medicwave 
Bioinformatics Suite (MBS).DeNoS performs 
sequencing of peptides with high reliability, using 
all information from CAD and ECD spectra. It is a 
hierarchal algorithm. In the first step fragments that 
are confirmed in both CAD and ECD (so called 
Golden Complementary Pairs) along with 
fragments that are only found in CAD (so called 

Complementary Pairs) are used. After that, one-by-
one fragments with less assurance are used. 
Ultimately, if the peptide is still not fully 
sequenced, the software uses a crucial application 
from the graph theory to sequence the left out 
peptide parts with "unreliable" fragments.  

3.2.2 PEAKS 
 
PEAKS de novo automatically provides a 

complete sequence for each peptide, confidence 
scores on individual amino acid assignments, 
simple reporting for high-throughput analysis, and 
greater knowledge for scientifically sensitive, in-
depth investigations. A de novo, manually assisted 
mode, is present  for users who wish to 
tweak/optimize their results further. Automated de 
novo sequencing on an entire LC run processed 
data faster than 1 spectra per second.  

3.2.3 Lutefisk 

Lutefisk is software for the de novo 
interpretation of peptide spectrum. 

3.3 MS/MS peptide quantification 

3.3.1 OpenMS / TOPP 
 

OpenMS is a software C++ library for LC-
MS/MS data management and analysis, It offers an 
infrastructure for the development of mass 
spectrometry related software. OpenMS is free 
software available under the 2-clause BSD licence 
(previously under the LGPL).TOPP - The OpenMS 
Proteomics Pipeline - is a set of small applications 
that can be sequenced to create analysis pipelines 
tailored for a particular problem. TOPP is 
developed using the at structures and algorithms 
provided by OpenMS. TOPP is free software 
available under the 2-clause BSD licence 
(previously under the LGPL). TOPP provides 
readily available applications for peak picking, the 
finding of peptides features (including de-
isotoping), their quantitation and interfaces for 
most of the database search engines. It supports 
label-free and isotopic-label based quantification 
(such as iTRAQ). Furthermore, the TOPP tools 
provide applications for SILAC pair identification 
and quantification and it includes a metabolomics 
analysis pipeline. 

TOPPView is viewer software that visualization of 
mass spectrometric data on MS1 and MS2 level as 
well as in 3D  
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OpenMS and TOPP is a collaboration project of the 
Algorithmic Bioinformatics group at the Free 
University of Berlin and the Applied 
Bioinformatics group at Tübingen University. 

3.3.2 MaxQuant 
 

MaxQuant is a proprietary software for 
numerical proteomics developed by Jürgen Cox 
and others at the Max Planck Institute of 
Biochemistry in Martinsried, Germany.[9] The 
software is written in C# and released as freeware 
under the "MaxQuant Freeware Software License 
Agreement".The software accepts the analysis of 
label free and SILAC based proteomics 
experiments. It also provides its own search engine 
called Andromeda. 

3.4 OTHER SOFTWARES 

3.4.1 AnalyzerPro 
 

AnalyzerPro is a proprietary software by 
SpectralWorks Limited. It is a vendor independent 
software application for processing mass 
spectrometry data. Using proprietary algorithms, 
AnalyzerPro can examine both GC-MS and LC-MS 
using both qualitative and quantitative data 
processing. It is widely used for metabolomics data 
processing using MatrixAnalyzer for the 
comparison of multiple data sets. 

3.4.2 Analyst 
 

Analyst is a proprietary software by AB 
Sciex, a division of The Danaher Corporation. 

3.4.3 RemoteAnalyzer 
 

RemoteAnalyzer is a proprietary software 
by Spectral Works Limited. It is a vendor 
independent 'Open Access' client/server based 
solution to provide a walk-up and use LC-MS and 
GC-MS data system. Instrument control and data 
processing support for multiple vendors' hardware 
is provided. 

3.4.4 ESIprot 1.0 / ESIprot Online 
 

Electrospray ionization (ESI) mass 
spectrometry (MS) devices with relatively low 
resolution are widely used for proteomics and 
metabolomics. Ion trap devices like the Agilent 
MSD/XCT ultra or the Bruker HCT ultra are 
typical representatives. However, even if ESI-MS 
data of most of the naturally occurring proteins can 
be computed, the availability of data evaluation 

software for such ESI protein spectra with low 
resolution is quite moderate. ESIprot 1.0 allows the 
charge state determination and molecular weight 
calculation for low resolution electrospray 
ionization (ESI) mass spectrometry (MS) data of 
proteins.Whereas ESIprot 1.0 is written in Python 
(GPL v3 License), ESIprot Online is a freely 
accessible PHP web application. 

3.4.5 PROTRAWLER 
 

ProTrawler is an LC/MS data reduction 
application that inputs raw mass spectrometry 
vendor data (from a variety of well-known 
instrument companies) and creates lists of {mass, 
retention time, integrated signal intensity} triplets 
summarizing the LC/MS chromatogram. The 
measurements are reported with errors, which are 
essential for performing dynamic binning for 
comparisons between data sets. ProTrawler 
operates in two modes: a highly visual hands-on 
(expert) mode for the development of parameters 
used in data reduction and a fully automated mode 
for moving through many chromatograms in an 
automated fashion. ProTrawler's data reduction 
work flow involves background elimination, noise 
estimation, peak shape estimation, shape 
deconvolution, and isotopic and charge-state list 
deconvolution (factoring in errors and signal noise) 
to give a list features. Typically, ProTrawler 
reduces 1 GB of raw data to 10 Kb of processed 
results with a detection sensitivity of three orders of 
magnitude in 25% of the data acquisition time. No 
formal Bayesian methods are used, but 
sophisticated statistical inference is working 
throughout. ProTrawler has been used for bacterial 
protein biomarker discovery efforts as well as for 
IPEx-related applications. 

3.4.6 Mass Frontier 
Mass Frontier is a software tool for 

interpretation and management of mass spectra of 
small molecules. Computer methods for 
interpretation of mass spectral data in Mass 
Frontier centre on three fundamental 
methodologies: library search techniques, expert 
system procedures and classification methods. 
Mass Frontier uses automated generation of 
possible fragments at an expert level, including 
complete fragmentation and rearrangement 
mechanisms, starting from a user-supplied 
chemical structure. This software contains an 
expert system that automatically extracts a 
decomposition mechanism for each fragmentation 
reaction in the fragmentation library and analyse 
the compound class range that the mechanism can 
be applied to. The expert system implements 
database mechanisms to a user provided structure 
and automatically predicts the fragmentation 
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reactions for a given compound. The knowledge 
base uses around 30,000 fragmentation schemes 
that contain around 100,000 reactions collected 
from mass spectrometry literature. Mass Frontier 
also incorporates an automated system for detecting 
chromatographic components in complex GC/MS, 
LC/MS or MSn runs and retriving mass spectral 
signals from closely coeluting components 
(deconvolution).Classification methods include 
principal component analysis, neural networks and 
fuzzy clustering. 

3.4.7 pymzML 

pymzML is an open-source Python 
module to interface mzML data in Python based on 
cElementTree with extra tools for MS-informatics. 
It offers access to mass spectrometry data by 
rendering a fast parser for mzML data. 

4. Conclusion 

Protein identification is a difficult and 
complicated task. In this paper we have seen the 
review of various techniques for Protein 
Identification. Also the various tools available for 
protein identification using mass Spectrometry. The 
details of the various techniques available for 
peptide, protein identification. 
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Abstract – Face recognition is an identification technique that 
identifies the given face obtained from an individual & compared 
with the database of individuals. The chosen edge detection 
technique is Sobel edge detection used to implement face 
recognition system on FPGA platform. The FPGA platform is 
relies on Altera DE2-70 development board with TRDB-D5M 
camera and LTM screen. We implemented a real time sobel edge 
detection and face recognition algorithm using Verilog HDL 
programming language. The Altera’s Quartus II 13.1 web edition 
software tool is used for implementation and simulation of the 
algorithms. The final output of the system is given to the Alarm 
system and Door motor control system. 

Keywords - FPGA, Sobel edge detection, DE2-70 development 
board, Quartus II 13.1, LTM Screen, TRDB-D5M Digital 
Camera. 

I. INTRODUCTION 

Biometric identification technique is an emerging set 
of pattern recognition technologies used in security systems, 
which accurately and automatically identifies or verifies 
individuals based on person’s unique physical or behavioral 
characteristics. There are many biometric techniques available 
now days: fingerprint, figure and hand geometry, palm print, 
iris pattern, retina pattern, face recognition, voice recognition, 
signature dynamics etc. In our security system, we chose and 
developed a face recognition system [1] in our project which 
fulfills the requirement of automobile security to avoid thefts 
[2][3]. 

Current automobile security systems are, 

1. GPS security systems. 
2. Central locking system. 
3. Wheel locks. 
4. Keyless car entry. 

a. Remote keys. 
b. Voice identification. 
c. Fingerprint scanner. 

We chose the Field Programmable Gate Array 
(FPGA) as a resourceful, feasible and configurable hardware 
platform for implementing real time face recognition system 
[4]. Altera DE2-70 development board becomes one of the 
most widely used FPGA board powered by Cyclone II 2C70, 
for the development of FPGA design and implementation. The 
purpose of this board is to provide the ideal path for learning 
about FPGA, digital logic and computer organization. The 
board offers a large set of features that make it suitable for use 

in laboratory environment for the variety of design projects 
and for the development of digital systems [7]. 

 

II. SYSTEM ARCHITECTURE 

In Fig.1 the system architecture based on Altera 
Cyclone II 2C70 FPGA processor is presented. The 
TRDB_D5M camera kit provides a 5 Megapixel digital 
camera on the Altera DE2 board [8]. This digital camera is 
used to capture the image which is used as input to Sobel edge 
detection algorithm and face recognition module. The 
Cyclone-II 2C70 FPGA processor and different hardware 
components provided on DE2-70 board are used for the image 
transformation, implementation of edge detection & face 
recognition algorithms and storing the images & output 
results. The on-chip SRAM is used to store the project code 
while an external SDRAM is used to store the grayscale and 
binary images data generated by face recognition module. The 
output data from face recognition module is given to output 
units i.e. LCD touch panel module (LTM), Door motor control 
system and Alarm system. 

 

 

 

 

 

 

 

 

Fig. 1 Block diagram of the system 

 

III. ALTERA DE2-70 BOARD SPECIFICATIONS 

 The Altera DE-70 board [8] has provides many 

features that allow the user to implement a wide range of 

designed circuits, from simple circuits to various multimedia 

projects. Fig. 2 shows the block diagram of the Altera DE2-70 

board. All connections on board are made through the 

Cyclone II FPGA device to provide maximum flexibility for 

the user. Altera provides various supporting material for DE2 
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board, including demonstrations, laboratory exercises and 

tutorials. Software tool is provided with the DE2 board is 

Quartus II 13.1 web edition CAD system and Nios-II 

Embedded Processor, included tutorials and example 

applications to help students and professionals.  
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Fig. 2 Block diagram of DE2-70 board 

 
IV. SOBEL EDGE DETECTION 

An edge is the instant change of intensity in an 
image. The different edge detection techniques are used for 
the extraction of features and detect outlines of an object, in 
many image processing applications. Different techniques of 
edge detection are Prewitt edge detector, Robert’s edge 
detector, Sobel edge detector, Laplacian of Gaussian, Zero 
crossing edge detector and Canny edge detector [5]. 

The sobel operator consists of a pair of 3×3 sobel 
convolution kernels which executes a 2D spatial gradient 
measurement on an image and highlights the area of high 
spatial frequency that matches to edges. This operator is 
applied separately to the input image to produce separate 
measurements of the gradient component in each orientation 
and combined together to find absolute magnitude of the 
gradient at each point and the orientation of that gradient, say 
Gx and Gy [6]. 

Gx =   
     
     
     

             Gy =  
      
             
      

  

 

The gradient magnitude is given by, 

                                                                     (1) 

The faster calculation is used to compute approximate 
gradient is given by, 

                                                                              (2) 

The angle of orientation given by, 

                                 
  

  
                                        (3) 

 

V. FACE RECOGNITION 

A. Algorithm Description: 

In this system, for the extraction of features and to 
detect edges of the face in the captured image, the sobel edge 
operator is used [6]. The edges data at the output of sobel 
module is used as input to “Face Recognition Module”. Face 
recognition module has the algorithm that detects the row 
having maximum summation of edge data values in two 
halves. For every ‘0’ output of sobel module corresponding 
‘1’ is added to the row summation. Summation of row values 
of “5” rows is stored and average is calculated. The maximum 
average value in the first half is stored and the corresponding 
row is stored as “Row having the Eye Feature”.  

The same procedure is repeated for other half to get 
the “Row having Mouth Feature”. After obtaining these row 
feature values the difference in the corresponding rows is 
computed and stored. This difference is used to recognize the 
face. The flow chart of the face recognition system is as 
shown in Fig.3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Fig. 3 Flow chart of Face recognition system 
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B. SignalTap II Analyzer:  

  Altera provides the SignalTap II Logic Analyzer to 
help with the process of design debugging [9]. This logic 
analyzer is a solution that allows you to examine the behavior 
of internal signals, without using extra Input/output pins, 
while the design is running at full speed on an FPGA device. 
In our system, there are various signals probed to show the 
internal calculations or signals as shown in Fig.4. 

 Description of probed signals: 

 1) row_diff(0..8): 

This signal indicates the distance between the eye 
and mouth row. You can use this signal to show the 
calculated feature distance. You can set the trigger and 
capture the images in the same postures and see that this 
signal will have the value in the tolerance range. 

2) touch_tcon:vga0|y_cnt[0..9]: 

 This signal is used to count the number of columns in 
the captured image. 

3) touch_tcon:vga0|x_cnt[0..10] : 

 This signal is used to count the number of rows in the 
captured image. 

 

 

Fig. 4 Snapshot of SignalTap II Logic Analyzer 

 

VI. DESIGN METHODOLOGY 

Hardware design of the system consists of following 
modules: 

1.  CCD Capture: 

The CMOS sensor image capturing component 
switches is used for real time video streaming as well as 

image capturing. In Fig.5 CMOS sensors control the frame 
speed, by which the value output at once is 12 bits. Data valid 
(oDval) is a signal obtained when both field and line are valid. 

 

Fig. 5 CCD Capture Module 

2. RAW2RGB: 

The pixels output in a Bayer pattern format 
consisting of four “colors” - Green1, Green2, Red, and Blue 
(G1, G2, R, B) representing three filter colors. The first row 
output alternates between G1 and R pixels, and the second 
row output alternates between B and G2 pixels. The Bayer 
pattern is converted into RGB format using RAW2RGB 
module as shown in Fig.6. 

 

 

(a) 

 

(b) 

Fig. 6 (a) Bayer pattarn (b) RAW2RGB Module 

3. SDRAM Controllers: 

Two SDRAM controllers are used to control two 
SDRAM chips as shown in Fig.7. One SDRAM chip saves 10 
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bit Red color and 5 bit Green color and second SDRAM saves 
10 bit Blue color and other 5 bits of green color. The 
controller has two sides one is FIFO write side and other FIFO 
read. The SDRAM controller’s FIFO write side is 
synchronized with camera’s pixel clock and FIFO read side to 
VGA display. 

 

(a) 

 

(b) 

Fig.7 (a) SDRAM 0 Controller Module (b) SDRAM 1 Controller Module 

4. SDRAM PLL: 

SDRAM PLL is used to generate and lock the 
SDRAM Clocks to 166.66 MHz, thus both SDRAM chips are 
run at maximum frequency leading to very fast FIFO read and 
write as shown in Fig.8.  

 

Fig. 8 SDRAM PLL Module 

5. LCD Touch Module: 

LTM touch module is used for timing control and 
displaying the output image data from SDRAM, as shown in 
Fig.9. 

 

Fig.9 LCD Touch Module 

6. Reset Delay: 

 Reset Delay generates three resets RST_0, RST_1, 
RST_2 to synchronize CCD capture module, SDRAM 
controller module, VGA controller module is shown in Fig.10. 

 

Fig.10 Reset Delay Module 

VI. SYSTEM SETUP & RESULT 

In Fig.11 shows the setup for face recognition system 
using Altera DE2-70 board and LTM screen. The SRAM 
object file (.sof) file is generated after simulation of program, 
which is downloading on Cyclone II processor using USB 
blaster. The output images of Gray scale and Sobel edge 
detection on the LCD touch panel module (LTM) is as shown 
in Fig.12. The image is captured and the row feature values of 
“Rows having Eye feature” & “Rows having Mouth feature” 
is computed and stored in SDRAM. This stored value is 
compared with predefined values and if the face is recognized 
the output signal is given to the Door motor control system 
otherwise given to the Alarm system. 

 

Fig. 11 System setup 
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       (a) 

 

         (b) 

Fig. 12 Output images on LTM Screen (a) Gray scale Image (b) Sobel Edge 
Detection Images 

VII. CONCLUSION 

Face recognition algorithm is successfully 
implemented on Altera Cyclone II FPGA using Sobel edge 
detection. We can use this system in the different types of 
automobiles like cars, bikes, trucks etc. Also can be use in 
different security systems where biometric identification 
techniques are used. However the results may vary due to 
changes in the intensity of light, different facial expressions 
and background conditions. This security system is mobile 
and it can be reprogrammed & installed on fields as per user 
requirements. 
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Abstract— India is a multilingual country having diverse 

people speaking different languages. Currency values have 

different interpretation in different languages. This may cause 

problem to the people while dealing with money transactions 

while travelling to different places. To aid such people, there is a 

need of currency interpreter which can interpret the numeric 

currency value to selected regional language. The designing of 

such interpreter falls in the area of Natural Language Processing 

(NLP). In this work, the algorithmic approach has been 

implemented for text to speech conversion in different languages. 

At the beginning, preprocessing is done on input numeric 

currency values. Currency values are treated as Non-Standard 

Words (NSW) in NLP. These values are normalized in 

preprocessing step. The number expansion algorithm is applied 

on normalized currency values that can aid in translation. The 

phonetic equivalent of each number word is identified from the 

libraries and the translation of English number words to regional 

language is done based on rule based approach. Statistical 

Machine Translation, Rule Based Machine Translation and 

Example Based Machine Translations are the different 

approaches available for language translation. The Rule based 

approach (RBMT) is used efficiently for translation of currency 

value to different languages. 

Keywords— NLP, Rule based approach, number expansion, 

non-standard words 

I. INTRODUCTION 

India is a country having diverse people speaking different 

languages. Languages used here can cause a communication 

gap between the people when they travel from one place to 

another. Natural Language Processing (NLP) is the field that 

strives to fill this gap. Language translation is an approach 

which mainly deals with transformation from one language to 

another. Language Translation can have an enormous scope in 

India due to presence of many regional languages. It can be 

used to provide an interface of regional language. Most of the 

tools are available for translation of sentences from one 

language to another but still people may face problems while 

doing money related transactions, as those tools are not so 

efficient to translate the currency value from one language to 

another. A lot of work have been done on translation of 

sentences but comparatively very little work have been done 

on the problem of translating numeric values expressed in 

words[1]. The numerical values used to represent currency 

value are nothing but the cardinal numbers e.g. „1010‟ have to 

be expressed as „one thousand and ten‟ rather than „one zero 

one zero‟[2]. The direct translation of Indian currency value to 

the regional language is not possible directly. For this cardinal 

values have to be converted to English number expression and 

then that expression has to be converted to required regional 

language expression which can then further be used for speech 

synthesis. The initial work on machine translation in India was 

performed at various locations like IIT Kanpur, NCST 

Mumbai, Computer and Information Science Department of 

Hyderabad, CDAC Pune, the department of IT in India. 

II. DEALING WITH NUMERICAL VALUES 

The statistical machine translation approach has been widely 

used and has achieved great improvements in translation [2]. 

There are still some problems in this approach while dealing 

with the out of vocabulary words or non-standard words in 

input. Non-standard word (NSW) may include the numeric 

values, abbreviation, acronyms, phone numbers, money, dates, 

times, symbols, etc[18].The basic focus here is on currency 

values. Numbers can be present in several formats and they can 

be classified in different types as follows: 

A. Arabic numbers: 

Arabic numerals are used widely for counting and measuring in 
several languages such as Indo-European and Chinese. For 
example, 100, 000; 3.14 ; 20% ; etc[2][19]. 

B. Cardinal numbers: 

These numbers are language dependent and are different form 
of Arabic numbers. For example, in English, we use “one, two, 
hundred, thousand, lakhs, and so on” to represent numbers. 
These numbers are useful for denoting money in various Indian 
languages [2][19]. 

C. Ordinal numbers: 

These numbers represents the order or rank of particular 
position. The written form of this number differs from that of 
above two described numbers. For example, II, III, IV, etc. 
which can be pronounced as second, third, fourth, etc [2]. 

D. Date: 

The numeric values present in Date format are fixed which 
represent the day, month, and year. For example, 3rd 
September 2013[2][19]. 
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E. Figures: 

This group includes the number such as telephone numbers, 
room numbers, etc. These numbers have to be pronounced in 
number by number format. For example, the room number 997 
have to be pronounced in the form nine nine seven rather than 
nine hundred and ninety seven [2][19]. 

III. RELATED WORK 

The research on number translation has been started in early. 

[3][17] Has analyzed cardinal number names in five languages 

and implemented the rules for construction of number names. 

The translation from figure expression to word expression has 

also been done. In speech synthesis there have been some work 

done on text normalization which sometimes include numerals 

to word conversion [4]. [5] Depicts the special treatment for 

translation of cardinal numbers to regional language. [6] Gives 

the approach for translation of number names to Dutch. The 

number representation cared about was just limited to the 

cardinals with well-format. An embedded-in-code rule based 

framework for number recognition and translation for English-

Chinese has been proposed in [7]. A statistical based 

translation approach had been combined with rule based 

approach for machine translation and gave better results than 

only using statistical based approach has been described in [8]. 

 
A. Text normalization techniques 

As the input text in any text to speech system can be in any 
format. For getting proper output speech for any given text that 
text should be present in standard format. Initial step for any 
number translation is the text normalization. Text 
normalization includes the tokenization, classification of 
number, its expansion, etc [16]. Several techniques for text 
normalization are: 

a) Tokenization and classification: 

In most of the languages tokenization is done on the basis of 
white spaces present in between the input strings or words. 
These white spaces act as a delimiter for most of the languages. 
Sometimes, the token is not recognized as a single token but it 
is split up into two or more tokens [18]. 

For example, if a pin code is written in the form 442 402, 
this number should be identified as a single token of type pin 
code, but if tokenization is exclusively based on white spaces 
then this number can be tokenized with two tokens. These 
tokens have to go through a token identification process which 
identifies its token type. The drawback of this approach is that 
this approach cannot be feasible for some languages. 
Depending on tokenization the numbers are then classified in 
different formats. 

b) Token Sense Disambiguation: 

The tokens which are formed are needed to be identified. The 

token identification involves high degree of ambiguity. This 

ambiguity may be exists due to presence of numbers such as 

2013 which can be either recognized as a year or any cardinal 

number and 2.30 can be any float number or a number 

representing time. Such disambiguation can be handled 

generally by manual, handcrafted and context dependent rules. 

Token sense disambiguation can be mapped to a general 

homogram disambiguation problem [18]. 

 

c) Decision trees and decision lists 

These models are based on self learning procedures that can 

be used for sorting the instances in learning data. The decision 

tree algorithm is used for selecting the best attribute in order to 

get the best predictive value for classification. When the token 

with disambiguation occurs then that token is given to 

decision tree, the decision is made by traversing the tree 

starting from the root, different paths are taken satisfying the 

conditions at intermediate nodes, till the leaf. This path is 

taken depending on different contextual features. The 

decisions predictive value is present in leaf node. Decision 

lists are the special class of decision trees. This is a simplest 

model for hierarchical decision making. It can also be used for 

representing wide range of classifiers. A decision list can be 

defined as a rules hierarchy. When classification is needed, the 

first rule is addressed. If this rule suggests classification then 

the classification is done and if its fail then another rules in 

hierarchy are addressed until the correct decision obtained 

[18][20]. 

 

d) Token expansion and verbalization: 

The classified tokens are expanded with the help of number 

expansion algorithm depending upon certain expansion rules. 

For cardinal numbers the rule used is to divide the number by 

ten and obtain the remainder. The term verbalization is called 

standard word generation process which includes the 

conversion of non natural words such as numbers to the 

natural language. The language which is used for expansion of 

cardinal numbers is a lexicon language [1][6][8]. 

 

B. Approaches for multilingual number expansion 

 

a) Rule based expansion with lookup dictionary: 

Handwritten rules are used for expansion of text and its 

conversion is done depending on lookup dictionary. The rules 

require small memory and are conventionally stored as 

software independent language data. The same rule framework 

can be used for processing context–dependent abbreviation 

and interpretation of formatted text such as cardinal numbers 

[21]. 

 

b) Generation of number-name grammar and use of 

database from web: 

A database of several million spelled-out number names is 

collected from the web and mapped to digit strings using an 

over generating number name grammar [22].The n-gram 

model can be used for generating the number name grammar. 

The number name is handled by a language model that selects 

the contextually most appropriate form. 
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c) Letter language model and decision trees for 

classification and number  expansion: 

The model involves filtration process of input text and 

expanding it to the full words to get the output refined text in 

which NSWs are tagged with classification information and 

pronounceable words for each NSW [20]. This model [20] is 

language specific and was designed only for one language. 

The goal of language model is to produce accurate value of 

probability of a word [25]. A language model contains the 

structural constraints available in the language to generate the 

probabilities [14]. Language model specifies what are the 

valid words in the language and in what sequence they can 

occur [25] [28]. 

 

d) A hybrid word sense disambiguation method with 

word net: 

This approach uses a minimal speech database containing all 

the diaphones occurring in a given language. The suffix 

stripping approach along with a rule engine that generates all 

the possible suffix sequences is used [23]. The word sense 

disambiguation methods include the sense tagged corpora, 

dictionaries and word nets. The supervised learning approach 

is achieved through sense tagged corpora and unsupervised 

approach includes the dictionaries and word nets for removing 

disambiguation [22] [26]. 

 

e) Context-aware mapping method with Neural 

network: 

In this approach the system can be designed that is able to 

translate number segments into the intended words[24] [27]. 

The system is made aware of the correspondence of number-

segments with Japanese words through learning by ANN. The 

ANN is used for mapping between the numbers and its 

number words depending upon the context of that input 

number. The testing of this method has been done on Japanese 

language [24]. 

 

C. Approaches for Language Translation 

Normal language translation approaches are depicted below 

which can be used for translation of normal text from one 

language to another [13]. 

 

a) Statistical Machine Translation Technique(SBMT) 

The statistical machine translation is a machine translation 

approach where translations are done on the basis of statistical 

models whose parameters are derived from the analysis of 

bilingual text corpora [9][29]. The SMT is a corpus based 

approach. The parallel corpora are maintained here depending 

on that the translation is done. The main advantage of this 

approach is that the corpora can be maintained without any 

specific training [9]. 

 

b) Example-based Machine Translation 

Technique(EBMT) 

The example based machine translation (EBMT) is a simple 

but accurate approach for machine translation. The basic units 

used in this approach are sequences of words or phrases. The 

basic techniques used in this approach are matching of input 

sentence with the source examples; matching phrases from the 

database and extracting corresponding phrases along with the 

translation phrases and aggregation of extracted phrases and 

correct translation sentences [10]. 

 

c) Rule Based Machine Translation Technique(RBMT) 

The rule based model can be used for translation of given 

input sentence to the target sentence using handwritten rules 

[1] [16]. The rule based model generates Marathi or Hindi 

translation of a given input English sentence using rules 

generating verbs and nouns for Marathi or Hindi [15] [16] 

.The main advantage of rule based approach is the easy 

implementation and requirement of small memory [11]. 

 

D. Methods  for Rule based Machine Translation 

The RBMT methodology could have several approaches as 

shown in fig1. The Interlingua method, transfer method and 

direct method are the three main methods used in RBMT [12]. 

 

 
Fig.1 Different methods of Rule based machine translation 

(Source:http://www.axistranslation.com/translation-article/machine- 

translation-definition.html) 

 

a) Direct Method 

The words in source language are translated directly without 

passing through any intermediary representation.  

 

b) Transfer based Method 

In this method the source language is transformed into an 

abstract, less language-specific representation. An equivalent 

representation is then generated for the target language using 

bilingual dictionaries and grammar rules. 

 

c) Interlingua Method 

Interlingua is a combination of two words Inter and Lingua 

which means between/intermediary and language respectively. 

In Interlingua source language is transformed into an 
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intermediary language which is independent of any of the 

languages involved in translation. The translated verse for the 

target language is then derived from the intermediary 

language.   
 

IV. ANALYSIS AND DISCUSSION 

Different language translation methodologies are studied and 

there comparative analysis is done as given in table 1. As per 

study it is seen that the Rule Based Translation Model is most 

efficiently used for translation of currency values than the 

other approaches. 

TABLE I COMPARISON OF SBMT, EBMT AND  RBMT 

Parameters SBMT EBMT RBMT 

 

Translation 
approach 

 

Corpora 
Based. 

 

Examples 
Based. 

 

Bilingual dictionaries 
and rules based. 

 

 
Feature 

 
Contextual 

matching 

 
Best match 

reasoning. 

 
Exact match 

reasoning. 

 

Robustness Medium Low High 

 
Role in numeric 

translation 

 

 
Arabic 

numerals. 

 
Date, time 

translation. 

 
Currency translation. 

 

The currency interpreter takes an input as a numeric value. 

This numeric value is then normalized using a tokenization 

technique for text normalization. The normalized currency 

value is then expanded using number expansion algorithm. 

The expansion of number is written in English textual form. 

The expanded number in English text has to be converted to 

the text in selected language pronounceable form. This is done 

by designing rules for mapping with particular language. The 

converted text is given to speech synthesizer to give output 

speech.  

V. PROPOSED WORK  

 

The methodology to be followed for the project is as follows: 

1. The input numeric currency values will be separated 

first. 

2. Number expansion algorithm will be used and 

numeric values will be expanded to number words. 

3. Expanded currency values are interpreted in output 

speech with the help of concatenative speech 

synthesis techniques inorder to get naturalness 

quality in synthetic speech. 

4. The rule based approach will be used for number 

translation to various regional languages. 

5. Speech database with .avi files will be developed for 

speech synthesis. 

The basic work flow is given in the flowchart as 

shown in fig 2. 

 

a. Algorithm for number expansion 

A normalized number is expanded using number expansion 

algorithm. A number token is first read and broken down into 

different place values. For example a four digit currency value 

will have places like units, tens, hundred and thousand. Each 

place value has to be processed with different function. The 

simplified algorithm is given below, 

a) Separate the digits by using divide by 10 rule. 

b) Traverse digits from left to right. 

c) Map first two digits with lexicon to get its expanded 

form(for example, 100 as hundred) 

d) After expanding third digit insert token hundred. 

e) Continue the process for next digits after third digit. 

f) Insert the token thousand after expanding fourth and 

fifth digit and lakh after expanding sixth and seven 

digits. 

g) Each seven digit is considered as a separate block. 

Insert the token crore after each of the second block. 

So the expanded form of token 1250 is one thousand 

two hundred and fifty. 

The above stated algorithm works for expansion of currency 

values to English text but for different languages the algorithm 

have to be modified as per the requirement of language. 

 
            Fig.2. Generalized architecture of Currency interpreter 

b. Algorithm for English text to English speech conversion 

Once the number expansion algorithm is applied, than perform 

the library lookup to get the phonetic equivalent of the 

expanded number. Arrange the entire phonetic equivalents and 

perform the speech synthesis with maintaining the speech 

quality.  

 

c. Algorithm for English text to Regional language speech 

conversion 

The rule based technology is used in this research for the 

currency value translation to different regional languages. 

After getting started, get the input numeric currency values 
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then separate the numbers. The separated numbers are then 

expanded to number words using number expansion 

algorithm. After this step the whole data is mapped to the 

required language. The next step is to perform the library 

lookup to get the phonetic equivalent of the text. Further the 

speech synthesis is performed and the speech quality is 

maintained. Finally the application can be implemented in 

portable device.  

CONCLUSION 

In this work a multilingual currency interpreter has been 

made. The rule based approach has been selected to be used 

for number words translation from English language to other 

regional languages, after doing literature survey of several 

approaches. The result coming from the English text to 

English speech conversion and English speech to different 

regional language speech conversion can show the effective 

outcome. The proposed work presents an algorithm for 

conversion of text to speech for different regional languages. 

The currency interpreter can have many applications in day to 

day life.  It can be used mainly for travelling people who face 

transaction problems due to language barrier. The main 

advantage of using Rule Based Approach is the easy 

implementation and requirement of small memory space hence 

is suitable for developing the required application. This 

approach includes designing of rules for mapping the English 

words with the required language words and giving the output 

speech in selected regional language.  
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Abstract 
A major advantage of cloud computing is 
the ability to provide more affordable, 
flexible, reliable resources for the 
applications. At present, maximum 
methods emphasizes on allocating 
physical resources to the applications 
running on cloud when memory load of 
these applications reach a peak and they 
fall short of physical resources. These 
methods lead to the suspension of cloud 
applications due to the mandatory 
shutdown of the associated virtual 
machines. Instead of allocating the 
physical resources to cloud environment, 
we are working at application level to 
handle the load of the virtual 
environment increased due to the cloud 
applications. The strategy we proposed is 
a dynamic resource allocation scheme for 
cloud that uses a threshold schema, which 
dynamically allocates the virtual 
machines among the cloud environment, 
based on their load changes and uses the 
threshold method to optimize the decision 
of resource reallocation.  
 
Keyword: Cloud computing, Datacenter, 
Databroker, Virtual machine, RAS-M ( 
Resource Allocation Strategy-Market 
Based ) 
 
 
 
 

 
 
 
 

I. Introduction 
 
Cloud Computing makes computer 
infrastructure and services available "on-
need" basis. The computing infrastructure 
could include hard disk, development 
platform, database, computing power or 
complete software applications. To access 
these resources from the cloud vendors, 
organizations do not need to make any large 
scale capital expenditures. Organization 
need to "pay per use" i.e. organization need 
to pay only as much for the computing 
infrastructure as they use. Presently the 
allocation schemes particularly memory and 
CPU allocation for cloud environment 
mechanisms use static allocation schemes. It 
means that for e.g., if a machine on cloud 
requires 100 MB extra RAM due to increase 
in load, the respective allocator would 
provide RAM space in two raised to the 
power form. That is probably it would 
allocate a RAM of 512 MB. But due to this 
412 MB of RAM would be wasted and 
would even waste more when the 
application is not at its peak. Also to 
increase the configuration, the application 
running would temporarily be required to be 
suspended. For time critical applications, 
this is not affordable. Hence we have 
proposed a mechanism in which firstly, the 
memory/CPU will be allocated dynamically. 
Secondly, rather than increasing the 
configuration of existing machine, a new 
virtual machine is included in the virtual 
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Threshold Schema 
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environment for the applications that 
exceeded the threshold value. 
 

II. Need 

Nonetheless, most of these existing methods 
focused on the optimization of allocating 
physical resources to their associated virtual 
resources and migrating virtual machines to 
achieve load balance and increase resource 
utilization. These methods suspense or pause 
the applications of cloud in the mid of 
processing an application due to the 
mandatory shutdown of the associated 
virtual machines. To overcome this obstacle, 
a new method to resource allocation to cloud 
environment has become more attractive. 
This new approach uses virtual machine as 
the minimum resource allocation unit. When 
a user starts an application, a virtual 
machine that satisfies the minimum resource 
requirement for the application is allocated. 
When workload of the application increases, 
a new virtual machine is provided for this 
application. Unlike the existing resource 
allocation schemes, which allocate more 
physical resources (CPU, Memory, etc.) to 
the existing virtual machine, this new 
approach does not need to terminate the 
existing virtual machine for resource 
reallocation. It is more practical because 
most of the mission critical applications, 
such as online Web services, cannot afford 
any downtime. Therefore, in this paper 
instead of allocating the physical resources 
to cloud environment, we are working at 
application level to handle the load of the 
virtual environment increased due to the 
cloud applications. The goal is to 
dynamically allocate new virtual machine 
among the cloud applications based on their 

load that improves resource utilization and 
reduce their usage cost which is a rising 
urgency in today’s 95% corporate world. 

III. Architecture 

 

Figure1: System architecture 

 
 
Threshold: A minimum memory space 
reserved to use when application load 
suddenly increases and which acts as an 
important parameter in case of resource 
allocation and deallocation. 
  
Virtual Machine (VM): A virtual machine 
is software based, fictive computer. Virtual 
machines may be based on specifications of 
a hypothetical computer or emulate the 
computer architecture and functions of a real 
world computer. 
 

[Current Load>Normal 
Load +Threshold] 
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Data Broker: The databroker acts as a 
simple monitoring and signaling process. It 
does the task of monitoring the current load 
of application. Also it does the work of 
comparing the current load with threshold 
value. As soon as it finds that the current 
load has exceeded the sum of normal load 
and threshold value, it immediately notifies 
the data center.  
 
Datacenter: The datacenter acts as a 
scheduler. Its main task is allocation of 
virtual resources to the executing 
application. As soon as the notification from 
the data broker is received, it does the 
provisioning of virtual machines and 
allocates it to the running application. In this 
way the executing application undergoes 
distributed processing amongst various 
virtual machines allocated to it.  
 
IV. Proposed Work 
 
A. The principle of the dynamic resource 
allocation scheme based on threshold 
 
Usually the workload of applications mostly 
web applications fluctuate as per their load.  
If a static resource allocation scheme is used 
for assignment of fixed resources to an 
application, there may be slowing down of 
application at times due to insufficient 
resources, or excess resources undergo 
wastage when application is not at its 
highest maximum load. So ideally we need 
to design a dynamic resource allocation 
scheme for the adjustment of resources 
allocated to an application as per its 
workload, thereby, improving the resource 
utilization. The main ideology of the 

specified threshold-based dynamic resource 
allocation scheme is for the monitoring and 
prediction of the resource needs of the cloud 
applications and adjustment of the virtual 
resources based on actual needs of the 
application. A dynamic resource allocation 
scheme needs to address two issues:  
1) Reallocation of resources  
2) Adjustment of resources. 
 
Datacenter: 

while (the system is executing) do   wait for 
brokers for submission of requests if (broker 
asks for  virtual machines) thenallot/provide  
virtual machine to broker; start the 
application on new virtual machine; 

end if 

if (broker releases virtual machine ) then 
withdraw  the virtual machine  released by a 
broker 

end if 

return the execution result; 

end while 

Broker:  

 while the system is in execution  do 

 wait for the next reallocation cycle; 

initiateBroker(); 

calculateThreshold(); //calculate Threshold 

if currentLoad() > normalLoad() + 

Threshold  then 

calculate  the amount of virtual machines 

needed; 
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send  a request to datacenter for more 

virtual machines; 

wait for reply from datacenter ; 

add new virtual machines  to the local 

resource list; 

end if 

if currentLoad() < normalLoad() – 
Threshold then 

calculate the amount of virtual machines  to 
be released; 

send a request to datacenter to withdraw 
virtual resources; 

delete the released virtual resources from 
the local resource list; 

end if 

end while 

V. Related work 

Recently, quite a few policies have been 
proposed to address the resource allocation 
problem in Cloud computing. [1]One policy 
proposed a market-oriented resource 
allocation policy that combined both 
customer-driven service management and 
computational risk management to preserve 
service level agreement (SLA) oriented 
resource allocation. However this policy 
requires a market maker to bring service 
providers and consumers together, and a 
market registry for publishing and 
discovering cloud service providers and 
their services. Another market-based 
resource allocation strategy, RAS-M, was 
proposed by another policy. This policy is 
based on market economy theory, where the 

problem of resource allocation is 
transformed into finding the equilibrium 
price vector and corresponding equilibrium 
solution, and a GA-based price adjusted 
algorithm is proposed to deal with the 
problem. But RAS-M policy is proposed for 
resource allocation at the physical level of 
the cloud computing, and it only manages 
the CPU resource. Another method proposed 
an autonomic resource manager to control 
the virtualized environment which separates 
the provisioning of resources from the 
dynamic allocation of virtual machines. This 
manager aims to optimize a global utility 
function which integrates both the degree of 
SLA fulfillment and the operating costs. 
They switched to a Constraint Programming 
approach to formulate and solve the 
optimization problem.  

Another policy proposed a new 
approach, Entropy, in a homogeneous 
cluster environment, which takes into 
account both the problem of providing the 
virtual machines (VMs) to available nodes 
(physical hosts) and the problem of how to 
migrate the VMs to these nodes. The 
performance overhead is calculated by the 
time required to choose a new configuration 
and the time required to migrate VMs as per 
the configuration. The Entropy resource 
manager can choose migrations that can be 
implemented efficiently, leading to a small 
performance overhead. Another approach 
used game theory to handle the resource 
allocation in cloud computing. In their 
approach, a Binary Integer Programming 
method is proposed to solve the parallel 
tasks provision problem on unrelated 
machines connected across the Internet. 
Their algorithms take both optimization and 
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fairness into account and provide a relatively 
good compromise resource allocation. 
[1]But these policies can only be used for 
seeking optimal resource provision solution 
for the complicated and dynamic problems 
that can be divided into multiple cooperative 
subtasks. Our approach eliminates all the 
drawbacks of above schemes and provides 
most efficient approach.  
 

VI. Comparison 
 
The proposed strategy deals with load 
condition specified by the data broker 
through which virtual machines can be 
added to or removed from the virtual 
environment. 
The table referenced below table1[2] 
specifics the various existing resources 
allocation strategies and their effects.  

Sr. Resource 
Allocation Strategy 

Percussion 
  

1 Based on cost and 
speed of VM. 

Allows the user 
to select VM.  

2 Based on the load 
conditions specified 
by the user. 

Instances of 
resources can be 
added or 
removed. 

3 Based on workflow 
representation of the 
application. 

The application 
logic can be 
interpreted and 
exploited to 
produce an 
execution 
schedule 
estimate. Again 
estimation may 
not be accurate.  

4 Based on the CPU 
usage of VM, active 
user requests are 
served. Adaptively 

There is a 
limitation in the 
number of 
concurrent user 

new VM spawns, 
when the CPU usage  
reaches some 
critical point.(VR)  

monitor and the 
prototype is not 
capable of 
scaling down as 
the number of 
active user 
decreases.  

5 Based on hardware 
resource 
dependency 

Considered only 
CPU and I/O 
resource 

6 Network game 
theory approach. 

Lack in dynamic 
cooperative 
organization 
formation 

 
Table1 

 
VII. Conclusions 

 
Schemes for resource allocation in 
traditional IT infrastructure usually allocate 
fixed/static computational resources to a 
specific application for satisfying its 
maximum/peak load requirement. Such 
policies based on peak-load-based static 
resource allocation usually result into 
underutilization of resources. As a solution 
to this problem, we propose a new policy 
that uses virtual machine as the smallest 
resource allocation unit and the dynamic 
resource allocation scheme based on 
threshold for cloud computing for 
monitoring and prediction of the resource 
needs of the applications on the cloud and 
adjustment of the virtual resources based on 
application’s actual requirements. The 
policy can dynamically configure the virtual 
machines for cloud apps as per the load 
fluctuations in cloud apps, so it can result in 
resource retention and increase in utilization 
of resources. The experimental analysis and 
results indicate that the proposed scheme for 
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dynamic resource allocation can improve 
resource utilization and lead to reduction in 
usage cost of user. Also, the specified 
scheme has a simple implementation and, 
unlike other policies, it can eradicate the 
complexity of re-allocation of physical 
resources. 
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Abstract - In the area of research and development effort for 

cloud computing, Cloud security is considered as one of 

challenging issues. Most commonly faced attacks are Distributed 

Denial-of-Service (DDoS) attacks. DDoS attacks are variation of 

DOS attack at distributed and large-scale level. Firstly attacker 

tries to discover the vulnerabilities or we can say loopholes of a 

cloud system and takes control over the virtual machines. And 

then gets success in deploying DDoS at large scale. Such attacks 

includes certain actions at initial stage such as exploitation in 

multiple steps, scanning for uncommon or less occurring 

vulnerabilities, identified vulnerabilities are utilized against 

virtual machines  to use them as zombies and finally DDOS is 

achieved through these compromised zombies. To avoid 

vulnerable virtual machines from being compromised in the 

cloud system, we propose multiphase vulnerability detection at 

distributed level, measurement, countermeasure selection 

mechanism called as NICE, which is based on attack graph based 

models and reconfigurable virtual network based 

countermeasures. There is a need of processing encrypted traffic 

also together with plain traffic flowing through the cloud system. 

As included in the proposed system, HIDS based implementation 

gives more benefits as compare to NIDS based implementation. 

Keywords - Attack Graph, Cloud Computing, Intrusion 

Detection, Zombie 

I.  INTRODUCTION 

A recent Cloud Security Alliance (CSA) survey concludes 

that among all security issues, Data Breaches is considered as 

a top security threat [2], in which data loss and data leakage 

are serious threats to cloud computing. But the main reason 

behind this is losing control over the system, in which 

attackers tries to exploit vulnerabilities in clouds and uses 

cloud system resources to deploy attacks. Cloud users usually 

have the privilege to manage installed software on their own 

virtual machines, that installed software may be harmful for 

the system security and can violate the service level agreement 

(SLA). Cloud users can install vulnerable software on their 

VMs unknowingly, which essentially contributes to create 

loopholes in cloud security. 

The challenge before cloud service provider (CSP) is to 

establish an effective vulnerability or attack exposure and 

reply system for accurately finding attacks and reducing the 

impact of security breach to cloud users [1]. 

In a cloud system especially in IAAS, the infrastructure is 

shared by millions of users, misuse and wicked use of the 

shared infrastructure benefits attackers to exploit 

vulnerabilities of the cloud and consume its resource to set up 

attacks and use compromised system to penetrate whole 

system [3]. Such type of attacks are more active in the cloud 

environment because cloud users typically share computing 

resources, e.g., many resources are being connected through 

the same switch, sharing file systems along with the same data 

storage, even with potential attackers [4]. The same kind of 

setup for virtual machines in cloud system, e.g., VM 

Operating System, techniques of virtualization, different 

installed software which may be vulnerable, networking 

structure and so on, attracts attackers to compromise multiple 

VMs [1]. 

It is usual practice to implement a firewall or a security 

policy, but experience has shown these to be dramatically 

insufficient. Simply, denial-of-service attacks are attacks to 

prevent users of a cloud service from being able to access their 

data or their applications. By forcing the zombie VMs to 

consume inordinate amounts of finite system resources such as 

processing power, memory, disk storage or network 

bandwidth, the attacker or attackers, such as in DDoS attacks 

results in an unbearable system slowdown and makes all of the 

legitimate service users confused and angry as to why the 

service isn’t responding. Whereas DDoS attacks take 

advantage of vulnerabilities in web servers, databases, or other 

cloud resources which allows a malicious individual to take 

out an application [2]. 

II. LITERATURE SURVEY 

In this section, we discuss literatures of several highly 

related research areas to IDS, Zombie detection and 

prevention techniques, their drawbacks. 

A considerable amount of research has been done towards 

detecting malicious behavior. Detecting malicious behavior 

has been well explored by Duan [5] discusses detection of 

compromised machines that have been chosen to serve as 

spam zombies. Their approach called as SPOT, is based on 

sequentially scanning outgoing messages while employing a 

statistical method Sequential Probability Ratio Test (SPRT), to 
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quickly determine whether a host has been compromised or 

not. Bianchi [6] detects compromised machines by comparing 

images of physical memory taken from similar machines to 

identify differences associated with rootkit infections. Porras 

[7] detects compromised machines through malware infection 

process which has a number of well-defined stages that allow 

correlating the intrusion alarms triggered by inbound traffic 

with resulting outgoing communication patterns. Zhang [8] 

first exploits uniform spatial-temporal behavior characteristics 

of compromised machines and then detect zombies by 

grouping flows by considering server connections and 

searching for similar behavior in the flow. 

Each path in an attack graph is a series of exploits or actions 

that leads to an undesirable state. We can say an undesirable 

state is a state where the intruder has obtained administrative 

access to a critical host. Firstly, scanning tools determine 

vulnerabilities of individual hosts. Then the analyst produces 

an attack graph using local vulnerability information along 

with other information about the network like connectivity 

between hosts [9]. There are many automation tools are 

available to construct attack graph. Sheyner [10] constructs 

attack graph using a technique based on Binary Decision 

Diagrams (BDDs) and modified symbolic model checking 

NuSMV [11]. Although their model can generate all possible 

attack paths, the scalability is a big issue for their solution. 

Amman [12] considered the assumption of monotonicity, 

which explains that the precondition of a given exploit is 

never invalidated by the successful application of another 

exploit. It means attackers never need to backtrack. With this 

assumption, it becomes possible to obtain a scalable and 

concise graph representation for encoding attack tree. Ou [13] 

presents MulVAL (which is Multihost, and multistage 

Vulnerability Analysis), a framework for modeling the 

interaction of software bugs with system and network 

configurations. As a modeling language, MulVAL uses 

Datalog. MulVAL comprises a scanner which tests a machine 

for vulnerable software. MulVAL aims at detecting potential 

attack paths before an attack happens. But to provide the 

security assessment and alert correlation features we can 

modify and extend MulVAL’s attack graph structure [1]. 

Ingols [14] describes substantial enhancements to the NetSPA 

attack graph system required to model additional present-day 

threats and countermeasures like host-based vulnerability 

scans, intrusion prevention systems, proxy firewalls and 

personal firewalls. 

The aim of Intrusion Detection is Detecting and reacting to 

an attack. But the current solution by IDS as well as firewall 

does not work very well in real life. For any IDS 

implementations the large volume of raw alerts from IDS and 

false alarms are two major problems. For signature-based 

IDSs (one of the method of IDS) there will be gag between a 

new threat discovery and its signature being used by the IDS. 

But in meanwhile the IDS will be unable to identify the threat 

whose signature is not available with current IDS. Alert 

correction tool plays an important role in identify the source or 

target of the intrusion in the network and also specially to 

detect multistep attack.  

Many attack graph-based alert correlation techniques have 

been proposed recently. Roschke [15] proposed an AG based 

correlation algorithm that overcomes the limitations in 

applying the nested loop-based correlation methods and 

proposed a QG called queue graph approach to remove this 

limitation. The algorithm is able to identify multiple attack 

scenarios of the same anatomy by using an attack graph. Once 

any exploit is examined QG is used to trace alerts matching 

each exploit in the attack graph. But the algorithm needs some 

computing power to consume and algorithm needs to be tested 

using larger data sets. Wang [16] extend the basic QG 

approach to a unified method to hypothesize missing alerts 

and to predict future alerts and propose a compact 

representation for the result of alert correlation. But the 

limitations of this method are overcome in [15]. 

Once we know the possible attack scenarios, selecting and 

then applying countermeasure is the next important step. 

Selecting optimal countermeasures depends on attack path and 

cost benefit analysis so that final solution cost can be optimal 

as much as possible. Poolsappasit [17] proposed a Bayesian 

attack graph (BAG) model of the network which enables to 

better understand the causal relationships between pre-

conditions, vulnerability exploitations, and post-conditions. 

He proposed a genetic algorithm capable of performing both 

single and multi-objective optimization of the system 

administrator’s objectives. Using a BAG, the system 

administrator performs risk assessment and risk mitigation and 

uses genetic algorithm for giving solution to the 

countermeasure optimization problem. Roy et al. [18] 

proposed an attack countermeasure tree (ACT) which is 

considering both attacks and its countermeasures. He used 

greedy and branch and bound techniques to minimizing the 

number of countermeasures. This approach aims for 

minimizing security investment cost and maximizing the 

benefit from implementing a certain countermeasure set in the 

ACT. 

III. IMPLEMENTATION DETAILS  

We describe here how to utilize attack graphs to model 

security threats and vulnerabilities in a virtual networked 

system, and propose a VM protection model based on virtual 

network reconfiguration approaches to prevent VMs from 

being exploited. 

A. Threat Model 

In our attack model, we assume that an attacker can be 

located either outside or inside of the virtual networking 

system. The attacker’s prime aim is to exploit vulnerable VMs 

and compromise them as zombies. Our security model focuses 

on virtual-network-based attack detection and reconfiguration 

solutions to improve the resiliency to zombie explorations. 

Our effort comprises host-based IDS and addresses how to 

handle encrypted traffic for attack detections.  

Our proposed solution can be deployed in an Infrastructure-

as-a-Service cloud networking system, and we consider that 

the Cloud Service Provider (CSP) is nonthreatening. We also 

consider that cloud users are free to install whatever operating 

systems or applications they are needed, but such action may 
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introduce vulnerabilities to their managed VMs. Bodily 

security of cloud server is out of scope of the proposed work. 

We assume that the hypervisor is secure and free of any 

vulnerability. The problem of a wicked tenant breaking out of 

DomU and gaining access to physical server have been studied 

in recent work [19] and are out of scope of the proposed work. 

B. Attack Graph Model 

An attack graph is a modelling tool to illustrate all possible 

multistage, multi host attack paths that are vital to understand 

threats and then to decide appropriate countermeasures . In an 

attack graph, each node represents either precondition or 

consequence of an abuse. The activities are not necessarily a 

vigorous attack because normal protocol interactions can also 

be used for attacks. Attack graph is cooperative in finding 

probable threats, likely attacks, and well-known vulnerabilities 

in a cloud system.  

Since the attack graph provides details of all known 

vulnerabilities in the system and the connectivity info, we get 

an entire picture of current security situation of the system, 

where we can guess the likely extortions and attacks by 

correlating detected events or actions. If an incident is 

recognized as a possible attack, we can apply precise 

countermeasures to moderate its impact or take actions to 

prevent it from contaminating the cloud system. To signify the 

attack and the consequence of such activities, we extend the 

scheme of MulVAL logic attack graph as presented by Ou et 

al. [20] and define as Scenario Attack Graph (SAG). 

Definition: SAG - An SAG is a tuple SAG = (V, E), where 

1. V = NC U ND U NR denotes a set of vertices that include 

three types namely conjunction node NC to denote exploit, 

dislocation node ND to denote outcome of exploit, and root 

node NR for viewing initial step of  an attack scenario. 

2. E = Epre U Epost denotes the set of directed edges. An edge e 

€ Epre   ND × NC represents that ND must be satisfied to 

achieve NC. An edge e € Epost   NC × ND means that the 

consequence shown by ND can be obtained if NC is satisfied. 

Node vc € NC is defined as a three tuple (Hosts, vul, alert) 

representing a set of IP addresses, vulnerability information 

such as CVE [21], and alerts related to vc, respectively. ND 

behaves like a logical OR operation and contains details of the 

results of actions. NR represents the root node of the SAG. 

For correlating the alerts, we refer to the approach described 

in [22] and define a new Alert Correlation Graph (ACG) to 

map alerts in ACG to their respective nodes in SAG. To retain 

track of attack growth, we track the source and destination IP 

addresses for attack activities. 

Definition: ACG - An ACG is a three tuple ACG = (A, E, 

P), where 

1. A is a set of aggregated alerts. An alert from set A, a € A is 

a data structure (src, dst, cls, ts) representing first source IP 

address, second destination IP address, third type of the alert 

that is generated, and lastly time stamp of the alert 

respectively. 

2. Each alert a maps to a pair of vertices (vc, vd) in SAG 

using map(a) function, i.e., map(a) : a {(vc, vd) | (a.src € 

vc.Hosts) ^ (a.dst € vd.Hosts) ^ (a.cls = vc.vul)}. 

3. E is a set of directed edges representing correlation 

between two alerts (a, a’) if criteria below satisfied: 

a. (a.ts < a’.ts) ^ (a’.ts – a.ts < threshold). 

b. (vd, vc) € Epre: (a.dst € vd.Hosts ^ a’.src € vc.Hosts). 

4. P is set of paths in ACG. A path Si  P is a set of related 

alerts in chronological order. 

We assume that A contains aggregated alerts rather than the 

raw alerts. Raw alerts having identical destination and source 

IP addresses, time stamp within a specified window and attack 

type are aggregated as Meta Alerts. Each ordered pair (a, a’) in 

ACG maps to two neighbour vertices in SAG with time stamp 

difference of two alerts within a predefined threshold values. 

ACG demonstrations dependency of alerts in consecutive 

order and we can find related alerts in the same attack scenario 

by searching the alert path in Attack Correlation Graph. A set 

P is mainly used to store all paths from root alert node to the 

target alert node in the SAG, and each path Si  P represents 

alerts that belong to the same attack scenario. 

We explain a method for utilizing SAG and ACG together 

so as to predict an attacker’s behaviour. Alert_Correlation 

algorithm is followed for every alert detected and returns one 

or more paths Si. Every alert ac, received from the IDS system, 

it is added to ACG graph if it does not exist. For this new alert 

ac, the corresponding vertex in the SAG is found by using 

function map(ac) (line 3). For this vertex in SAG, alert related 

to its parent vertex of type NC is then correlated with the 

current alert ac (line 5). This creates a new set of alerts that 

belong to a path Si in ACG (line 8) or splits out a new path Si+1 

from Si with subset of Si before the alert a and appends ac to 

Si+1 (line 10). In the end of this algorithm, the ID of ac will be 

added to alert attribute of the vertex in SAG graph. Following 

algorithm returns a set of attack paths S in ACG. 

Algorithm: Alert Correlation 

Require: alert ac, SAG, ACG 

1: if (ac is a new alert) then 

2:     create node ac in ACG 

3:     n1 ← vc € map (ac) 

4:     for all n2 € parent (n1) do 

5: create edge (n2.alert, ac) 

6: for all Si containing a do 

7:       if a is the last element in Si then 

8:   append ac to Si 

9:       else 

10:   create path Si+1 = {subset (Si, a), ac} 

11:       end if 

12:  end for 

13:  add ac to n1.alert 

14:    end for 

15: end if 

16: return S 
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C. VM Protection Model 

The VM protection model of NICE consists of a security 

indexer, a Virtual Machine profiler, and a state monitor. We 

assign security index to all the VMs in the network depending 

upon various factors like connectivity, no. of vulnerabilities 

existing and their impact scores. As defined by the CVSS 

guide, the impact score of vulnerability helps to evaluate the 

integrity, confidentiality, and availability influence of the 

vulnerability being abused. By evaluating incoming and 

outgoing connections, connectivity metric of a VM is decided. 

Definition: VM State - VM states can be defined as following 

based on the information gathered from the network 

controller: 

1. Stable: There does not exist any known vulnerability on the 

VM. 

2. Vulnerable: Presence of one or more vulnerabilities on a 

virtual machine, which remains untouched. 

3. Exploited: At least one vulnerability have been exploited 

and the VM is compromised. 

4. Zombie: VM is under control of attacker. 

IV. DESIGN 

First we see the overview of system design of NICE and 

then detailed descriptions of its components. 

A. Overview of System Design 

The proposed NICE framework is shown in Fig. 1. It 

demonstrates the NICE framework within cluster of one cloud 

server. Key components in this framework are distributed and 

light-weighted NICE-A placed on each physical cloud server, 

a VM profiling server, a network controller, and an attack 

analyser. Three components a VM profiling server, a network 

controller, and an attack analyser are located in a centralized 

control centre connected to software switches on each cloud 

server. NICE-A is a software agent employed in each cloud 

server connected to the control centre using a dedicated and 

isolated secure channel, which is isolated from the normal data 

packets.  

In the following description, our terminologies are based on 

the XEN virtualization technology. NICE-A is a lightweight 

network intrusion detection engine that can be installed in 

either Dom0 or DomU of a XEN cloud server to capture and 

filter malicious traffic. In case of suspicious or anomalous 

traffic is detected, intrusion detection alerts are sent to control 

centre. Afterward receiving an alert, attack analyser first 

evaluates the severity of the alert depending on the attack 

graph then decides which countermeasure strategies to apply, 

and then initiates it with the help of  the network controller. 

An attack graph is generated according to the vulnerability 

information obtained from both real-time and offline 

vulnerability scans. By running penetration tests offline 

scanning can be performed and online real-time vulnerability 

scanning can be activated by the network controller or when 

new alerts are prompted by the NICE-A. Once new 

vulnerabilities are exposed or countermeasures are applied, the 

attack graph will be reconstructed. It helps new updates to take 

into effect. Attack analyser is responsible to initiate 

countermeasures by considering the evaluation results from 

the cost-benefit analysis of the countermeasures effectiveness. 

Then after by reconfiguring virtual or physical OFSs the 

network controller initiates countermeasure actions.  

 

System Components: 

Here, we describe each component of NICE.  

1. NICE-A 

The NICE-A is a Network-based Intrusion Detection 

System (NIDS) agent installed in either Dom0 or DomU in 

each cloud server. Main task handled by it is, it scans the 

traffic passing through Linux bridges that regulate all the 

traffic among VMs and in as well as out from the physical 

cloud servers. In the proposed work, to implement NICE-A in 

Dom0 Snort is used. It is more proficient to scan the traffic at 

Dom0 because all traffic in the cloud server needs go through 

it; though, our design is not dependant on the installed VM.  

The important thing is that quality of alert detection of 

NICE-A depends on how NICE-A is implemented, which uses 

Snort. We are not focusing on the detection accuracy of Snort 

in the proposed work. However, through our architecture 

design, else alarm rate could be reduced.  

2. VM Profiling 

Virtual machines in the cloud can be profiled to get precise 

information related to their state, open ports, services running, 

and so on. One key factor that counts toward a VM profile is 

its connectivity with other virtual machines.  

Also required is the knowledge of services running on a 

VM so as to verify the authenticity of alerts related to that 

VM. Port-scanning program can be used by an attacker to 

perform detail inspection of the network to find open ports on 

any VM. Information about any open ports on a VM and the 

history of ports those are opened plays important role in 

determining how vulnerable the VM is. By combining all 

these factors will form the VM profile. 

VM profiles are maintained in a database and contain 

comprehensive information about alert, vulnerabilities, and 

traffic. The data is collected from: 

Attack graph generator: At the time of generating attack 

graph, detected vulnerability is added to its corresponding VM 

entry in the database. 

NICE-A: The alert comprising the VM will be recorded in the 

VM profile database. 

Network controller: The traffic patterns involving the VM are 

based on five tuples (source MAC address, destination MAC 

address, source IP address, destination IP address, protocol). 

We can have traffic pattern like packets originate from a 

single IP and are sent to multiple destination IP addresses, and 

oppositely also applicable. 
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Fig. 1. NICE architecture within one cloud server cluster 

3. Attack Analyser 

The key functions of NICE system are done by attack 

analyser, including procedures such as attack graph 

construction and update, alert correlation, and countermeasure 

selection. 

The process of constructing and utilizing the SAG consists 

of three phases: 1. Information gathering, 2. Attack graph 

construction, and 3. potential exploit path analysis. By using 

this information, attack paths can be demonstrated using SAG. 

Each node in the attack graph represents an exploit by an 

attacker. Every single path from an initial node to a goal node 

denotes a successful attack. 

In summary, NICE attack graph is constructed based on the 

following information: 

Cloud system information: is collected from the node 

controller (i.e., Dom0 in XenServer). The information includes 

the number of VMs in the cloud server, running services on 

them and virtual machines Virtual Interface (VIF) 

information. 

Virtual network topology and configuration information is 

collected from the network controller, which includes virtual 

network topology, host connectivity, VM connectivity, every 

VM’s IP address, MAC address, port information, and traffic 

flow information. 

Vulnerability information is generated by both on-demand 

vulnerability scanning (i.e., initiated by the network controller 

and NICE-A) and regular penetration testing using the well-

known vulnerability databases. 

The attack analyser also handles alert correlation and 

analysis operations. It is having two main functions: 1. 

Constructs ACG, 2. Provides threat information and 

appropriate countermeasures to network controller for virtual 

network reconfiguration. 

Fig 2 shows the workflow in the attack analyser component. 

Alert analyser matches the alert in the ACG, after receiving an 

alert from NICE-A. If the received alert already exists in the 

graph and it is a known attack (i.e., matching the attack 

signature), countermeasure selection procedure performed by 

the attack analyser according to discussed in section 5 and 

then notifies network controller immediately to deploy 

mitigation actions or countermeasure. Attack analyser will 

perform alert correlation and analysis if the alert is new, 

according to Algorithm: Alert_Correlation, and updates ACG 

and SAG. This algorithm correlates each new alert to a 

matching alert correlation set (i.e., in the same attack 

scenario). The selected or finalized countermeasure is applied 

by the network controller according to the severity of 

evaluation results. If the generated alert is a new vulnerability 

and does not exist in the NICE attack graph, attack analyser 

inserts it to attack graph and then reconstructs it. 

 

Fig. 2. Workflow of attack analyser 

4. Network Controller 

The network controller is responsible for collecting network 

information of current Open Flow network and provides input 

to the attack analyser to construct attack graphs. Network 

controller is able to discover the network connectivity 

information from OVS and OFS through the cloud internal 

discovery modules that use DNS, DHCP, LLDP, and flow 

initiations [23]. This information comprises current data paths 

on each switch and complete flow information associated with 

these paths, such as MAC header and TCP/IP. 

 Another important function of the network controller 

is to assist the attack analyser module. According to the Open 

Flow protocol, when the controller receives very first packet 

of a flow, it holds that packet and observes the flow table for 

complying traffic strategies. In NICE, the network control 

similarly consults with the attack analyser for the task of flow 

access control by setting up the filtering rules on the 

corresponding OVS and OFS. 

 Network controller is also responsible for applying 

the countermeasure from attack analyser. Countermeasures are 

selected by NICE based on severity of an alert and VM 

Security Index (VSI), and executed by the network controller. 

In case of a severe alert is generated and finds some known 

attacks, or a VM is noticed as a zombie, the network controller 

will block the VM immediately. 

V. RESULTS 

As discussed in the previous two sections we are 

sequentially following some steps to complete the task. Here 

we provide initial snapshots of the implementation.We are 
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using KDD cup-99 dataset which contains information about 

different intrusions. It contains near about 86 lakh records 

with 46 columns which identifies different characteristics of 

intrusions as shown in Fig.3. It serves as a training dataset for 

intrusion detection process. 

 

 

Fig. 3. KDD Cup set99 with different fields 

Our initial KDDReader module imports all the records in 

the KDD Cupset one by one as it is displaying in the Fig.4.  

  

Fig. 4. Output of KDDReader Module 

VI. NICE SECURITY MEASUREMENT, ATTACK MITIGATION, AND 

COUNTERMEASURES 

In this section, we present the methods for selecting the 

countermeasures for a given attack consequence. When 

vulnerabilities are exposed or some VMs are recognized as 

doubtful, several countermeasures can be decided to restrict 

attackers’ capabilities. 

1. Security measurement metrics 

To assess the network security risk condition for the current 

network configuration, some kind of security metrics are 

required in the attack graph to measure risk possibility. 

Vulnerability information is included in the graph after an 

attack graph is constructed. For the initial node or external 

node i.e., the root of the graph, NR  ND, the priori probability 

is assigned on the probability of a threat source becoming 

active and the difficulty of the vulnerability to be misused. For 

the internal exploitation node, each attack-step node e € NC 

will have a probability of vulnerability exploitation. The risk 

probability of current node is determined by the relationship 

with its predecessors and their risk probabilities. 

 

2. Mitigation Strategies 

NICE is able to construct the mitigation strategies in 

response to detected alerts based on the security metrics 

defined in the previous subsection. Now we describe the term 

countermeasure pool as follows: 

Definition: Countermeasure Pool - A countermeasure pool 

CM = {cm1, cm2. . . cmn} is a set of countermeasures. 

Individually each cm   CM is a tuple cm = (cost, 

intrusiveness, condition, effectiveness), where 

cost is the unit that defines the expenditures required to apply 

the countermeasure in terms of operational and resources 

complexity, and it is well-defined in a range from 1 to 5, and 

higher metric indicates higher cost. 

intrusiveness is the negative effect that a countermeasure 

brings to the SLA and its value ranges from the least intrusive 

(1) to the most intrusive (5), and the value of intrusiveness is 0 

if the countermeasure has no impacts on the SLA; 

Condition is the necessity for the corresponding 

countermeasure; 

Effectiveness is the percentage of probability variations of the 

node, for which this countermeasure is applied. In general, 

there are many countermeasures that can be applied to the 

cloud virtual networking system depending on available 

countermeasure techniques that can be applied. 

3. Countermeasure Selection 

Algorithm Countermeasure Selection presents how to select 

the optimal countermeasure for a given attack consequence. 

Since the input to the algorithm is a pool of countermeasures, 

CM, attack graph G, and an alert. The algorithm initiates by 

choosing the node vAlert that relates to the alert produced by a 

NICE-A. Before picking up the countermeasure, we count the 

distance of vAlert to the target_node In case the distance is 

greater than a threshold value, we do not complete 

countermeasure choice but update the ACG to keep track of 

alerts in the system (line 3). For the source node vAlert, all the 

reachable nodes (including the source node) are collected into 

a set T (line 6). Because the alert is generated only after the 

attacker has performed the action, we set the probability of 

vAlert to 1 and calculate the new probabilities for all of its child 

(downstream) nodes in the set T (lines 7 and 8). Now, for all t 

 T the applicable countermeasures in CM are selected and 

new probabilities are calculated according to the effectiveness 

of the selected countermeasures (lines 13 and 14). The 

variation in probability of target node gives the profit for the 

applied countermeasure using (7). In the next double for-loop, 

we compute the Return of Investment (ROI) for each benefit 

of the applied countermeasure based on (8). The 

countermeasure which when applied on a node gives the least 

value of ROI, is considered as the optimal countermeasure. 

Finally, ACG and SAG are also reorganised before 

terminating the algorithm. The complexity of Algorithm 

Countermeasure Selection is O(|V| × |CM|), |V| is nothing but 

the number of vulnerabilities and |CM| signifies the number of 

countermeasures. 

IJMER; ISSN: 2277-7881; IF-2.735; V:5.16; Vol 3, Issue 3(11), March 2014

52 International Journal of Multidisciplinary Educational Research



Algorithm: Countermeasure_Selection 

Require: Alert, G(E, V), CM 

1. Let vAlert = Source node of the Alert 

2. if Distance_to_Target(vAlert) > threshold then 

3. Update_ACG 

4. return 

5. end if 

6. Let T = Descendant(vAlert) U vAlert 

7. Set Pr(vAlert) = 1 

8. Calculate_Risk_Prob (T) 

9. Let benefit [|T|,|CM|] =Ǿ 

10. for each t € T do 

11. for each cm € CM do 

12. if cm.condition(t) then 

13. Pr(t) = Pr(t) * (1 - cm.effectiveness) 

14. Calculate_Risk_Prob(Descendant(t)) 

15. Benefit [t, cm] = ∆Pr(target_node).   (7) 

16. end if 

17. end for 

18. end for 

19. Let ROI[|T|, |CM|] = Ǿ 

20. for each t € T do 

21. for each cm € CM do 

22. ROI[t, cm] =   (8) 

23. end for 

24. end for 

25. Update_SAG and Update_ACG 

26. return Select_Optimal_CM(ROI) 

VII. CONCLUSION 

From the above discussion and analysis, NICE is mainly 

proposed to detect and mitigate collaborative attacks in the 

cloud virtual networking operating environment. NICE uses 

the attack graph model to perform attack detection and 

estimation. The proposed solution conveys how to use the 

programmability of software switches based solutions to 

advance the detection accuracy and fight with victim 

exploitation phases of collaborative attacks. The proposed 

solution can considerably moderate the risk of the cloud 

system from being exploited and misused by internal and 

external attackers.  

VIII. FUTURE WORK 

NICE model only investigates the network-based IDS 

approach to counter zombie explorative attacks. To improve 

the detection exactness, host-based IDS solutions are needed 

to be integrated and to cover the whole continuum of IDS in 

the cloud system. This should be studied in the future work. 

Additionally, as specified in the proposed work, we will 

examine the scalability of the proposed NICE result by 

investigating the decentralized network control and attack 

analysis model based on current study. 
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Abstract— A adaptive approach is needed in 
MANET as it is a dynamically re-configurable 
wireless network in which it has no fixed 
infrastructure thats why a optimized adaptive 
protocol needed  for working properly. A major 
design issue for an efficient and effective routing 
protocol for  MANETs is to achieve optimum 
values of performance parameters under 
network different scenarios where nodes are 
subjected to different types of mobility that 
dynamically change the network topology. 
Blindly retransmitting broadcast packets can 
lead to an explosive growth of traffic called the 
Flooding and looping problem that attenuates 
broadcast performance as a result of collisions 
and congestion. The Distribution-Adaptive 
Distance with Channel Quality (DADCQ) 
protocol performs better than several existing 
broadcast protocols by using distance method 
and adaptive decision threshold value. This 
paper introduces newly proposed DADCQ 
protocol in MANET. 
 
Keywords- MANET, DADCQ, Wireless 
multicast, Broadcast storm 

 
I. INTRODUCTION 
 
Connection of wireless mobile nodes which 

dynamically forming a temporary network without 
use of any centralized control or fixed network 
infrastructure called as Mobile Ad Hoc Network. 
While transmitting and receiving data Flooding and 
looping can occure.[3] Multicasting plays an 
important role in ad hoc networks when the 
applications must send the same data to more than 

one destination. While multicasting provides the 
bandwidth efficiency, reduced delays and high 
scalability, it constructed multicast trees primarily 
based on connectivity which may be unsatisfactory 
when QoS is considered. This is because of the lack 
of resources. QoS is more difficult to give the 
guarantee in ad hoc networks than in other type of 
networks, due to the wireless bandwidth is shared 
among adjacent nodes and the network topology 
changes as the nodes move [4]. 

Broadcasting is a fundamental operation in all 
kinds of networks; it may be used for discovering 
neighbors,  collecting global information, naming, 
addressing, and sometimes helping in multicasting 
[6]. Research in this area has demonstrated that 
blindly retransmitting broadcast packets (flooding) 
can lead to an explosive growth of traffic called the 
broadcast storm problem, that attenuates broadcast 
performance as a result of collisions and congestion 
[5].So there is need of some efficient adaptive 
protocols to solve broadcast storm problem. The 
proposed DADCQ protocol is adaptive which 
shows high efficiency while achieving desired 
reachability. Designing of the proper threshold 
value is key factor for efficiency and high 
reachability. Aggressive threshold value will give 
low coverage. but  more conservative value also 
causes low broadcast efficiency. For  best efficiency 
and reachability the optimal threshold value must be 
found [5]. An optimal value varies with spatial 
distribution pattern, node density, and wireless 
channel quality. The main objective of this work to 
demonstrate how threshold function that is adaptive 
to a wide range of various scenarios and achieves 
both efficiency and reachability. 
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II. RELATED WORK 
 
Multiple protocols are proposed to minimize the 

multicast  flooding and looping is called  broadcast 
storm. 

The double covered based scheme (DCB) is 
sensitive to the node’s mobility [1] Both double 
coverage mechanism increases the delivery ratio 
when the transmission error rate is high, but 
increasing the number of retries only slightly 
improves or even decreases the delivery ratio.[1], 
And also  when the node's mobility  increases the  
delivery ratio of the DCB drops significantly.  The 
reason is high mobility of nodes makes node  
neighbor  sets outdated  quickly.[7] DCB algorithm 
is applicable only to discover routes to the 
destination node, not for data delivery. And it does 
not discuss about route failures and their 
maintenances [11]. 

In the counter based scheme it approaches to 
reduce the number of rebroadcast at the expense of 
reachability. In contrast, messages are rebroadcast 
only when the number of copies of the message 
received at a node is less than a threshold value in 
counter-based schemes. This lead to better 
throughput and reachability, but suffer from 
relatively longer delay. [13] 

The location-based approach is not inherently 
handicapped by its lack of knowledge of 2-hop 
neighbors. With the advantage of a considerably 
reduced communication overhead, the location-
based broadcast protocols, when well designed, can 
perform as well as the graph- based ones on several 
important metrics. [15] 

 
III. REVIEW OF BROADCASTING SCHEMES 

Review of four representative schemes: 
location-based scheme , Double- Covered Broadcast 
protocol, counter-based scheme and DADCQ 
Protocol for minimizing broadcast storm problem. 
 
A. LOCATION BASED SCHEME 
 

In the location-based scheme, it is assumed 
that each host is equipped with a positioning device 
such as GPS. Thus, a receiver can accurately 
calculate the additional coverage that it can offer 
from the location(s) of the source(s) from which it 
heard the broadcast packet. A predefined threshold 
A is used to determine whether the receiving host 
should rebroadcast or not. Since more accurate 
information is used, the location-based scheme can 
achieve better performance in terms of both 
reachability and the amount of saving than the 
counter-based scheme [6]. Location-based scheme 
provides an on-demand approach to utilize location 
information-obtained using the global positioning 
system - to improve the performance of routing 
protocols for ad-hoc networks. This algorithm is 
identical to flooding with the modification that a 
node that is not in the request zone does not forward 
a route request to its neighbors, where the request 
zone is defined (implicitly or explicitly) by source 
node for the route request[11]. A node discards its 
retransmission if its position is inside the convex 
hull of the neighbors that transmitted the same 
message during its defer period [12]. The location-
based approach is not inherently handicapped by its 
lack of knowledge of 2-hop neighbors. While 
enjoying the advantage of a considerably reduced 
communication overhead, the location-based 
broadcast protocols, when well designed, can 
perform well[15]. 
 
B. DOUBLE-COVERED BROADCAST 
PROTOCOL 
 
A broadcast operation requires the packet  
disseminated to all nodes in the network. But the 
interference of the transmission of neighbors and 
the movement of the nodes may cause the failure of 
some nodes to receive the broadcast data packet. 
The broadcast efficiency can provide more chance 
for a node to successfully receive the packet. The 
double-covered broadcast algorithm uses following 
scheme :- When a sender broadcasts a packet, it 
selects a subset of I-hop neighbors as its forward 
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nodes to broadcast based on a greedy algorithm to 
find shortest path. The selected forward nodes 
satisfy two conditions: (a) They cover all the nodes 
within 2 hops of the sender. (b) The sender's 1-hop 
neighbors are either forward nodes or non-forward 
nodes but covered by at least two neighbors, once 
by the sender itself and once by one of the selected 
forward nodes. After receiving the broadcast data 
packet, each forward node save the  records of the 
that data packet and computes its forward nodes and 
re-broadcasts the data packet to a new sender node. 
As the acknowledgement of receiving the data 
packet, the retransmissions of the forward nodes are 
received by the sender. Receipt of the broadcast do 
not acknowledge by the non-forward 1-hop 
neighbors of the sender. To overhear the 
rebroadcasting from its forward nodes, the sender 
waits for a specified duration. If the sender fails to 
detect all its forward nodes retransmitting during 
this duration, it assumes that a transmission failure 
has occurred for this broadcast because of the 
transmission error or because the missed forward 
nodes are out of its transmission range. The packet 
will be re-send by the sender, until all forward 
nodes are retransmitted or the maximum number of 
retries is reached. The algorithm utilizes the method 
that the sender overhears the retransmission of the 
forward nodes to avoid the ACK implosion 
problem. The algorithm also guarantees that each 
node is covered by at least two transmissions so that 
it can avoid a single error due to the transmission 
collision. Moreover, the algorithm does not suffer 
the disadvantage of the receiver-initiated approach 
that needs a much longer delay to detect a missed 
packet[7]. The DCB algorithm selects a set of 
forwarding nodes that form a virtual backbone of 
the network. The forwarding nodes are selected in 
such a way that they balance the average 
retransmission redundancy for the delivery of a 
broadcast packet throughout the entire network. The 
scheme avoids the broadcast storm problem: Since 
only the forwarding nodes transmit the packet, the 
broadcast collision and congestion are both reduced. 
This scheme also avoids the ACK implosion 

problem: The retransmissions of forwarding nodes 
are also used as the ACKs to the sender so that no 
extra ACKs are needed. Overhearing of forwarding 
nodes failure’ relays will trigger the sender to 
retransmit the packet, for the packet loss can be 
recovered in a local region. Each non forwarding 
node is covered by at least two forwarding 
neighbors so that it can tolerate a single 
transmission error and its chance to receive the 
broadcast packet successfully is greatly increased 
even in a high transmission error rate environment. 
The algorithm does not suffer the disadvantage of 
the receiver-initiated approach that needs a much 
longer delay to detect a missed packet[1]. 

 
C. COUNTER BASED SCHEME 
 
A counter-based scheme is a simple and distributed 
approach that determines nodes' rebroadcast 
probability by the node density within area of 
transmission range. The approach operates as 
follows. When a node receives a new rebroadcast 
request, a Random Assessment Delay (RAD) is 
initiated before making the rebroadcast decision. To 
obtain the current neighborhood density, each node 
counts the number of duplicated rebroadcast 
requests received during the RAD period. After a 
node's RAD expires, the node rebroadcasts the 
request if its counter does not exceed the preset 
counter threshold; otherwise, the request is dropped 
[9]. When a host tries to rebroadcast a message, the 
rebroadcast message may be blocked by busy 
medium, back off procedure, and other queued 
messages. Always there is a chance for the host to 
hear the same message again and again from other 
rebroadcasting hosts before the host actually starts 
transmitting the message[2]. 
In the counter based scheme, a counter c that 
records the number of times a host has received the 
same broadcast packet is maintained by each host 
for each broadcast packet. When c reaches a 
predefined threshold C, we inhibit the host from 
rebroadcasting this packet because the benefit (the 
additional coverage) could be low. It was shown in 
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[2] that a threshold C of 3 or 4 can save many 
rebroadcasts in a dense network while achieving a 
reachability better or comparable to that of flooding. 
A larger threshold of C > 6 will provide less saving 
in a sparse network but behave almost like flooding 
[6]. 
Fixed counter-based broadcasting was used 
irrespective of node/network status; this causes loss 
of saved rebroadcasts and degree of 
Reachability[8]. 
 
D. DADCQ 
 

Distribution adaptive distance with channel 
quality (DADCQ) protocol is used  to design a 
statistical protocol, for high efficiency while 
achieving desired reachability. The aim is  the 
designing of the threshold value. The protocol will 
give low coverage  if the threshold value is too 
aggressive, and if it is too conservative, the 
broadcast efficiency will be low. The  optimal value 
of the threshold will  be found  that gives the best 
efficiency  and possible reachability. DADCQ  
protocol utilizes the distance method to select 
forwarding nodes. This protocol helps in achieving 
high reach-ability and low bandwidth consumption 
in urban and highway scenarios with varying node 
density and fading intensity. The primary 
contribution of this work is the proposed multihop 
broadcast protocol DADCQ. The DADCQ 
combines node density , local spatial distribution  
information and other factors with the distance 
method to select rebroadcasting nodes. 

The optimal value of the threshold function 
will varies with channel quality, node density, and 
distribution pattern. A main objective of this 
DADCQ protocol  is to demonstrate how to design 
a threshold function that is adaptive to a wide range 
of  these factors. This adaptive threshold function is 
then used in the proposed DADCQ protocol. 
 
DADCQ protocol: The primary contribution of this 
work is the proposed multihop broadcast protocol 
DADCQ. DADCQ combines information about 

local spatial distribution and other factors with the 
distance method heuristic to select rebroadcasting 
nodes. Less comprehensive supplemental 
information is used in previous broadcast protocols 
proposed for ad hoc that make use of the distance 
method. Here described a methodology for 
incorporating more information into the protocol. 
With the use of this extra information, the protocols 
make adaptive to more networking scenarios than 
many previous proposals. 
 
Adaptive threshold function design: It gives a 
novel design strategy for a decision threshold 
function. Threshold values are a critical component 
of many multihop broadcasting methods, such as 
stochastic broadcast (gossiping), the counter 
method, the distance method, and the location 
method [3]. The proposed design scheme builds a 
threshold function using three independent input 
variables chosen to allow the threshold to be 
adaptive to the environmental conditions of primary 
interest. All these variables calculate node density, 
the spatial distribution pattern of nearby nodes, and 
the wireless channel quality. The resulting threshold 
value of these three variables causes the protocol to 
operate efficiently across a broad range of 
scenarios. 
 
Quadrant method for spatial distribution 
characterization: The local node distribution 
pattern is  used to compute the rebroadcasting 
decision threshold in DADCQ. So the quadrant 
method of spatial statistics be used to characterize 
the spatial distribution of nodes for use in a 
multihop broadcast protocol. This contribution may 
be applicable in a wider context as well because 
distribution pattern may affect the behavior of many 
multihop broadcast methods. 

Fig 1 explains the different scenarios and 
need for different adaptive threshold value for each 
one of them. The random sets of node density are 
selected for MANET network. 
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Fig 1. Flowchart of DADCQ protocol 
 
Scenario 1 - If node density is small, and threshold 
value affects it differently. If threshold value is 
fixed then there are two possible outcomes. If 
threshold value is low then there will be high 
reachability, as then each node try to broadcast 
every possible node in the field, but if the fixed 
threshold value is high then the reachability will be 
compromised as each node will broadcast to limited 
number of nodes. So for small node density we need 
low threshold value. 
Scenario 2 - Considering node density is high and 
threshold value is fixed then if the threshold value is 
low, it will cause less efficient broadcast by creating 
broadcast storm problem. But if the threshold value 
is high, then the efficacy will be high and broadcast 
storm will be prevented. So for high node density 
we need high threshold value. 
Looking at these two scenarios, it's clear that we 
need an adaptive approach for variable node density 
and spatial distribution pattern, i.e change of 
threshold value based on above variables. Hence the 
adaptive approach of DADCQ protocol is used for 
MANET. 
 
 

CONCLUSION 
 

Managing MANET with efficient protocol is 
difficult task. Efficient broadcasting, reachability 
and quality of service invariably depend on adaptive 
threshold value for routing. This paper compares 
few broadcasting protocols with newest protocol 
introduced for multicast that is DADCQ, which 
delivers high reach-ability and low bandwidth 
consumption by adaptive approach for threshold 
value. 
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Abstract—Background subtraction method for 
detecting moving objects is no more a new 
phenomenon. Today large number of image 
processing applications are available for 
background subtraction. However most of them 
use purely software solutions. It is observed that 
the results of such solutions are not as accurate 
as hardware. We have implemented one such 
hardware solution using morphological filtering 
and the same is discussed in this paper. This 
hardware solution is developed using Microblaze 
architecture of Spartan3 EDK FPGA. Field 
Programmable Gate Arrays (FPGA) gained high 
demand for implementing complex algorithms 
for image processing applications especially 
video processing. 
 
 Index terms: Background subtraction, FPGA, 
Morphological filtering, Image processing 

I. INTRODUCTION  

Field Programmable Gate Arrays (FPGA) are 
widely implemented as reconfigurable devices those 
can be used in an area of Image Processing [7][9]. 
FPGA generally consists of numerous digital 
components like look up tables, logic gates, flip-
flops and many more along with memory, and all 
these are interconnected through many 
interconnecting wires. The logic in an FPGA can be 
rewired, or reconfigured to satisfy various custom 
designs. Usually Image Processing applications can 
be implemented by using software (mostly 
MATLAB) however in this paper, Background 
subtraction algorithm is realized using Spartan 3 

FPGA consisting of Microblaze processor to 
increase the speed of operation. It also consists of 
high no of MAC units than the DSP processors to 
further accelerate the operations in the FPGA. The 
main reason behind this concept is that the software 
results are not as accurate as the hardware results. 
Hence we are using FPGA to implement hardware 
in the existing Image Processing applications.  
In this project, a heavily configurable Microblaze 
processor is used, an algorithm is written in system 
C coding and synthesized using the XILLINX 
Platform Studio 10.1 and our output are observed 
through Visual Basis based application which 
extracts the pixel values of an image that comes 
from the FPGA to computer through UART 
communication. 
Background subtraction is an image processing 
technique in the visual surveillance whereby an 
image's foreground is extracted for additional 
processes like object recognition. Typically an 
image's regions of interest are objects (humans, cars 
etc.) in its foreground. Background subtraction is a 
very widely used approach for detecting moving 
objects from static camera videos. The explanation 
within the approach is that of a detective work of 
the moving objects from the distinction between 
this frame and a system, typically known as 
“background image”, or “background model” [1]. 
Background subtraction is generally done if the 
image in question is a part of a video stream. 
Background subtraction is used as a category of 
techniques for segmenting out objects of interest in 
very useful applications like police investigation. 
There are several challenges in developing a decent 
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background subtraction algorithmic rule. Main 
challenge is to keep it strong against changes in 
illumination. Second challenge if to avoid detection 
of dynamic background objects and shadows by 
moving objects. A decent background model should 
react quickly to changes in background and adapt 
itself to accommodate changes occurring within the 
background like moving of a stationary chair from 
one place to a different. It should also have a decent 
foreground detection rate and the constant time 
interval for background subtraction. 

II. THE REVISED APPROACH 

The revised approach in this paper has three main 
phases as below [12]: 
 
a. Background subtraction 
b. Using morphological filter to remove noise and 
c. Implement a linear filer technique 
 
Background subtraction: Background subtraction is 
a common method to detect moving objects by 
constantly capturing current image and comparing it 
with static background image. The success of this 
method lies in the initialization of background 
image (and updating it when required) and detection 
of accurate moving objects. 
The major goal of image enhancement is to improve 
the visibility and perceptibility of several regions 
into which an image can be partitioned and also the 
detectability of the image features in these regions. 
This goal can be achieved through various tasks 
such as: cleaning various types of noises from an 
image; enhancing the contrast among neighboring 
regions; simplifying the image by selective 
smoothing or removing and retaining the features at 
various scales. Traditional approaches mainly uses 
linear system tools to achieve these goals, however 
it is commonly observed that such linear approaches 
are not suitable to solve problems related to 
geometrical aspects of an image. This gives birth to 
the need for nonlinear approaches. Mathematical 
morphology is one of such a powerful nonlinear 
methodology that can successfully solve the said 

problems [14]. 
 
Morphology is an image processing solution which 
compares each pixel in an image with its 
neighboring pixels and then reassigns the value 
based on specific operation. 
 
 The main two operations in the morphology are  
 
A. Dilation 
B. Erosion 
 
Both these operations requires an input image to 
process and the structured element which is nothing 
but a set of coordinates or pattern as shown in fig 
2.1 below 
 

 
.       4 neighbors     8 neighbors             
. 
 
Figure 2.1 Structuring elements for morphological 
operations 
 
In first structuring element, each pixel value is 
compared with only vertical and horizontal 
neighbor pixels whereas in second structuring 
element the pixel value is compared with vertical, 
horizontal and diagonal neighbor pixels. 

A. Dilation 
In dilation operation, the value of each pixel in 
output image is the maximum value of all the 
neighboring pixels in the input image. 

Consider a binary image as shown in fig 2.2 below 
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Figure 2.2 Sample binary input image for dilation 

 
If the dilation operation is performed on this image 
using 4 neighbor structuring element, then the 
resulting output image will look like an image 
shown in fig 2.3 below 
 

 
Figure 2.3 Dilation output image 

From this example, it is clearly illustrated that the 
dilations enlarges the region boundaries and fills up 
the small holes. 

B. Erosion 
 
Erosion operation assigns each pixel with a value 
equal to the minimum value among all its 
neighboring pixels from the input image. Again the 
neighboring pixels are based on the structuring 
elements. 
 

Erosion operation is illustrated using the below 
image from fig 2.4 as an input image 
 

 
 
Fig 2.4 Sample input image for erosion operation 
 
Considering the 4 neighbor structuring element, 
erosion operations results in output image as shown 
below in fig 2.5 
 

 
 
Fig 2.5 Erosion output image 
 
This clearly indicates that the erosion operation 
erodes the regions boundaries and expands the holes 
in an input image. 

III. MICROBLAZE PROCESSOR DESIGN 

FPGAs are versatile and reusable high-density 
circuits that can easily be reconfigured by the 
engineers which allow to quickly perform the 
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VLSI style / validation / simulation cycle at 
cheaper cost. Various FPGA manufacturers like 
Xilinx and Altera are encouraged to provide 
complex embedded parts, as well as multipliers, 
DSP blocks and even embedded processors due to 
highly growing need for FPGA device densities. 
One of the recent subject enhancements in the 
Xilinx Spartan, Virtex family architectures is the 
introduction of the Micro Blaze (Soft IP) and 
PowerPC405 hard-core embedded processor. The 
MicroBlaze processor is a 32-bit Harvard 
Reduced Instruction Set pc (RISC) design 
introduced for implementation in Xilinx FPGAs 
with separate 32-bit instruction and knowledge 
buses running at full speed to execute programs 
and access knowledge from each on-chip and 
external memory at an equivalent time. 

A. Background  

The backbone of this design is a single-issue, 3-
stage pipeline with thirty two all-purpose registers 
(without any address registers like the Motorola 
68000 Processor), associate in Nursing Arithmetic 
Logic Unit (ALU), a shift unit, and 2 levels of 
interrupt. This basic style will then be organized 
with additional advanced options to tailor to the 
precise wants of the target embedded application 
such as: barrel shifter, divider, multiplier, single 
exactitude on floating-point unit (FPU), instruction 
and information caches, exception handling, rectify 
logic, quick Simplex Link (FSL) interfaces at all 
This flexibility permits the user to balance the 
specified performance of the target application 
against the logic space value of the soft processor 
MicroBlaze additionally supports reset, interrupt, 
user exception, and break hardware exceptions. For 
interrupts, MicroBlaze supports only 1 external 
interrupt supply (connecting to the Interrupt input 
port). If multiple interrupts are required, then 
Associate in Nursing interrupt controller should be 
accustomed handle multiple interrupt requests to 
MicroBlazeshowninfigure3.1.  An interrupt 
controller is offered to be used with the Xilinx 

Embedded Development Kit (EDK) code tools. The 
processor can solely react to interrupts if the 
Interrupt alter (IE) bit within the Machine standing 
Register (MSR) is ready to one. On Associate in 
Nursing interrupt the instruction within the 
execution stage can complete, whereas the 
instruction within the decipher stage is replaced by 
a branch to the interrupt vector (address Ox 10). 
The interrupt address (the laptop related to the 
instruction within the decipher stage at the time of 
the interrupt) is mechanically loaded into all-
purpose register. Additionally, the processor 
additionally disables future interrupts by clearing 
the id est bit within the MSR. The id est bit is 
mechanically set once more once corporal 
punishment the RTlD instruction. 
 

 
 
Figure 3.1 MicroBlaze architecture block diagram 

 
Due to the advancement within the fabrication 
technology and therefore the increase within the 
density of logic blocks on FPGA, the utilization of 
FPGA is no longer restricted to debugging and 
prototyping digital electronic circuits. As a result of 
the big similarity doable on FPGA and therefore the 
increasing density of logic blocks, it's getting used 
currently as a replacement to ASIC solutions during 
a few applications wherever the time to plug is vital 
and conjointly entire embedded processor systems 
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square measure enforced on these devices with soft 
core processors embedded within the system. Soft 
cores square measure technology freelance and need 
solely simulation and temporal order verification 
when synthesized to a target technology. This 
reduces {style|theplanning|the look} cycle 
development time by a significance tissue as 
compared to the event cycle for a tough core 
processor and has the advantage of customizing the 
soft core design for a selected application. 
 

B. Features 
The Micro Blaze soft core processor is very 
configurable, permitting you to pick a particular 
set of options needed by your style. 
The fastened feature set of the processor includes:  
 
• Cardinal 32-bit general purpose registers  
• 32-bit instruction word with 3 operands and 2 
addressing   modes 
•32-bitaddressbus 
•Single issue pipeline  
 

In addition to those fastened options, the 
MicroBlaze processor is parameterized to permit 
selective sanctioning of The Xilinx Platform Studio 
(XPS) is that the development atmosphere or user 
interface used for planning the hardware portion of 
your embedded processor system. B. Embedded 
Development Kit Xilinx Embedded Development 
Kit (EDK) is associate integrated software system 
tool suite for developing embedded systems with 
Xilinx MicroBlaze and PowerPC CPUs. EDK 
includes a spread of tools associated applications to 
help the designer to develop associate embedded 
system right from the hardware creation to final 
implementation of the system on an FPGA. System 
style consists of the creation of the hardware and 
software system parts of the embedded processor 
system and also the creation of a verification 
element is elective. A typical embedded system 
project requires creation of hardware platform, 
verification or simulation of hardware platform, 

creation of software system platform & application, 
and verification of software system. Base System 
Builder is the tool to mechanically generate a 
hardware platform which will satisfy the user 
specifications defined by the Microprocessor 
Hardware Specification (MHS) file. [The MHS file 
defines the system design, peripherals and 
embedded processors]. The Platform Generation 
tool creates the hardware platform mistreatment the 
MHS file as input. The software system platform is 
defined by MSS (Microprocessor software system 
Specification) file that defines driver and library 
customization parameters for peripherals, processor 
customization parameters, customary one hundred 
ten devices, interrupt handler routines, and different 
software systems connected routines. The MSS file 
is associate input to the Library Generator tool for 
personalization of drivers, libraries and interrupts 
handlers. 
 

 

Figure 3.2: Embedded Development Kit Design 
Flow 
 
The creation of the verification platform is 
facultative and is predicated on the hardware 
platform. The MHS file is taken as Associate in 
Nursing input by the Simgen tool to make 
simulation files for a particular machine. Three 
varieties of simulation models will be generated by 
the Simgen tool: behavioral, structural and temporal 
arrangement models. Other useful tools on the 
market in EDK are Platform Studio that provides 
the GUI for making the MHS and MSS files. 
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Produce / Import IP Wizard that permits the 
creation of the designer's own peripheral and 
imports them into EDK. Platform Generator 
customizes and generates the processor system 
within the sort of hardware net lists. Library 
Generator tool configures libraries, device drivers, 
file systems and interrupt handlers for embedded 
processor system. Bit stream Initializer tool 
initializes the instruction memory of processors on 
the FPGA shown in figure 3.2. Antelope Compiler 
tools are used for collection and linking application 
executables for every processor within the system 
[6]. There are 2 choices on the market for 
debugging the appliance created victimization EDK 
namely: Xilinx micro chip correct (XMD) for 
debugging the appliance package employing a 
micro chip correct Module (MDM) within the 
embedded processor system, and package program 
that invokes the package program appreciate the 
compiler getting used for the processor. C. package 
Development Kit Xilinx Platform Studio package 
Development Kit (SDK) is Associate in Nursing 
integrated development atmosphere, complimentary 
to XPS, that's used for C/C++ embedded package 
application creation and verification. SDK is made 
on the Eclipse open source framework. Soft 
Development Kit (SDK) may be a suite of tools that 
allows you to style a package application for elite 
Soft IP Cores within the Xilinx Embedded 
Development Kit (EDK).The package application 
will be written during a "C or C++" then the entire 
embedded processor system for user application are 
completed, else correct and download the bit file 
into FPGA which acts like a processor. 
 

IV. RESULT 

 
We have implemented this approach on the 
reference image shown in figure 4.1 and obtained 
various results which are phase-wise shown in 
subsequent figures 
 

 
 
Figure 4.1: Reference Image 
 

 
Figure 4.2: Working Image  
 

 
Figure 4.3: Background subtracted image 
 
 

 
Figure 4.4: Noise free Filter Image Output 
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Figure 4.5: Edge detected Image Output 

V. CONCLUSION: 

In this paper, we have developed moving object 
motion detection on background subtraction 
algorithmic rule using FPGA hardware. This system 
works on a period pipelined flow on the Micro 
Blaze architecture of Spartan3 EDK resulting in 
more accurate results. On other hand, synthesis 
results prove the low space consumption, using 
purely logic components of FPGA for moving 
object detection system, permitting the 
implementation of this method over inexpensive 
FPGAs. 
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Abstract—we are proposing a novel approach 
for implementing global data analysis by 
applying parallelism over dynamic datasets. Our 
work proposes a parallel apriori for distributed 
market basket analysis applications to reach to 
the final decision making. Hence here we proved 
to achieve the speedup of double order of 
magnitude over optimized CPU Apriori 
implementation on a Personal Computer (PC) 
with NVIDIA GT620 GPU and quad core CPU. 

INTRODUCTION  
Apriori algorithm is a very popular algorithm in 

data mining for transactional databases. Apriori 
algorithm is used for frequent itemset mining and 
association rule learning to find interesting patterns 
from the given databases. Such database contains 
transactions and items in those transactions. Apriori 
algorithm goes through the database, to identify 
frequently occurring items in the databases more 
than the threshold value specified at the start. The 
number of occurrences is termed as support, and the 
threshold is the minimum support. 

Apriori’s non recursive implementation generates 
candidates’ itemsets from given item sets. It 
generates candidate itemsets of length k from 
itemsets of length k-1. Then again it scans all the 
transaction to check whether the generated candidate 
itemsets are frequent or not. Most of the times for 
Apriori implementation, apriori borgelt is slightly 
faster when support is high [1]. 

Use of parallel architectures in such data mining 
operations results in large speedup in performance. 
In this paper, in our proposed system we are 
adapting the CPU based Apriori to the GPUs. GPUs 
are massively multithreaded many-core processors. 

GPU threads are executed in SIMD architecture. 
Taking account of GPU’s great computation power, 
same work is done to perform database operations 
[2, 3, 4].There has been very few work is done on 
accelerating Apriori algorithm on GPUs, within such 
environment. Though parallel Apriori has been 
tested on multithreaded processors [5], shared 
memory systems [6] and also on multicore CPUs 
[7]. 

According to IBM, every day we create 2.5 
quintillion bytes of data, such that 90% of the data in 
the world today has been created in the last 2 years 
alone [8]. So the need to handle the dynamic 
datasets is crucial. Storing such data is not that much 
useful way to handle dynamic data. We need to 
process the streaming data at the time it comes and 
retrieve the useful information (only that we need) 
from it. In this way we will be storing only useful 
information and discard other redundant or 
unnecessary datasets. In our implementation we are 
considering dynamic datasets on all the systems. 
Data sharing overhead will not be there. All system 
will be processing their data on their individual 
processors only. 

Talking about heterogeneous environment, it 
means usage of different computational units. 
Computational units can be the general purpose 
processors or special purpose processors or it can be 
co-processors. Need of high performance and highly 
responsive systems etc. are the reason behind the use 
of heterogeneous systems. Using such environment 
we are allowed to use multiple processing elements 
of different types. Each of these elements will 
perform the task they are made for or the task 
assigned by the user to achieve high performance. 
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Such environment allows us to use multi-core 
computing systems or parallel computing. 

    
RELATED WORK DONE 

1. GPGPU 
The GPU or graphics processing unit works as 

co-processor to the CPU originally is a part of video 
rendering systems of the computer. The typical 
function of the GPU is to assist with the rendering 
of 3-D graphics and visual effects such that CPU 
doesn’t have to. Hence it is mainly used for games 
and other graphical applications. Now a day’s GPU 
has been used to perform non-graphical tasks as 
well. 

Previously GPUs were designed only for 
computer graphics and relatively very difficult to 
program. Today the scenario is different. GPUs are 
used as general purpose parallel processors and we 
can develop a code for GPU in our familiar 
languages or industry standard high level languages 
such as C/C++. Example of such programming 
framework is NVIDIA CUDA. This parallel 
computing platform provides us a C extension to 
achieve data and task parallelism exploiting GPUs 
multithreaded model. 

Developer needs to develop a code or algorithm 
which lends itself to the parallelism. Further GPU 
behaves like ‘slave’ of the ‘master’ CPU. It relies 
on CPU for memory allocation. Common practice 
for the developer is to allocate memory statically on 
GPU then pass the input to the GPU and get it done 
from it.     

 

 

2. PARALLEL APRIORI ALGORITHM 
APPROACHES 

 
The apriori algorithm is introduced to calculate 

association rules from the transactional databases. 
Let A = { a1,  a2 ,…, am} be the set of m items and T   
= { T1, T2 ,…. , Tm} are transaction in database. Each 
transaction T contains set of items such that T ⊆ I. 
each transaction is identified by unique identifier 
Tid. A k- item set that contains k items from I is 
frequent. If it is occurring in transaction not less than 
s times, where s is minimum threshold. Apriori 
algorithm focuses on finding all such itemsets that 
occurs more than this threshold support. 

By the time, many implementations of apriori 
algorithm are reported and evaluated. Many are tried 
to improve performance by using different 
architectures as well. Also many tried to do this 
implementation parallel to improve the throughput. 
Original implementations like Bodon’s, Borgelt’s 
and Goethels [11], are revised into parallel ones 
where input transactions are fed to the parallel 
computer. 

Apriori algorithm is studied by researchers in 
distributed systems [12,13,14], on heterogeneous 
computer clusters and grid environments using 
dynamic data management [12]. Researchers also 
studied frequent itemset mining algorithm on 
multiple systems exploiting the Instruction level 
parallelism (ILP) and Thread level parallelism 
(TLP) [5]. Few implementations are benchmark for 
the mining on the multi-core processors [15,16]. 
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In this paper, we are revising Apriori 

implementation designed for GPU with massive 
SIMD parallelism, instead of multi-core CPUs and 
other systems [5, 15, 16]. 

PROPOSED APPROACH 
 
a) PROPOSED ARCHITECTURE 
 
In our proposed architecture, we are considering 

the system with heterogeneous environment. Master 
node will have GPU as a co=processor to the CPU. 
On-chip parallelism is achieved on Master node 
using CPU + GPU collaboration. Now this Master 
node is connected to the CPU cluster. As we are 
considering the dynamic datasets, every system is 
supported with their own magnetic disk storages. All 
the distributed systems connected to the Master 
node will process their own data sets. The 
communication between Master node and other 
nodes will happen through the MPI (Message 
Passing Interface). MPI provides efficient way to 
pass the instructions from Master node to others.  

 

 
                          Fig.: System Architecture 
 
These distributed systems will process their own 

data sets and generate corresponding analyses. 
These analyses will send back to Master node for 
‘smart analyses’. 

 
b)  PROPOSED ALGORITHM 
    
We are representing two ways to mine the 

frequent itemsets from transactional databases. Both 

the implementations are using array data structure 
which provides fast and simple way to access data. 

In our Apriori algorithm two major modules are 
Candidate_generation and 
Frequent_Itemset_Generation. Candidates are 
generated using Candidate_generation while 
support counting and identifying frequent item sets 
is done by Frequent_Itemsets_Generation. 
     

We are proposing two GPU implementations. 
Both implementations implements 
Frequent_Itemset_Generation procedure on GPU 
only. One implementation runs entirely on the GPU 
and discards intermediate data transfer between the 
GPU memory and the CPU memory. The other 
implementation uses both the GPU and CPU for 
processing. 

Now the algorithm considering distributed 
systems with the master node needs few additional 
lines of code. Selection of nodes for distributed 
systems which are active holds importance. Then 
according to the Apriori implementation instruction 
passing is done to the other systems. Some 
conditional statements are added to take care of 
problems that can occur on the distributed systems. 

 

 
 

EXPERIMENTAL SETUP AND PROPOSED RESULT 
 
a) EXPERIMENTAL SETUP 

We are performing our experiments on a Personal 
Computer having quad-core CPU with an NVIDIA 
GT 620 GPU. Distributed systems we are 
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considering are also PC with quad-core processor. 
The GPU memory is of size 1GB with memory 
bandwidth of 14.4 Gbps. The CPU has 4 cores 
running at 3.10GHz. The main memory is 8GB.  All 
the PCs have 2 TB magnetic hard disk. 

The CUDA version we are using is 4.2. 
At first we are implementing only CPU 

implementation of Apriori algorithm. No co-
processor will be used here. After that the 
CPU+GPU collaborated implementation will be 
done in all proposed ways. Results from all this 
CPU-based and GPU-based implementations will be 
compared. Also the results are compared with the 
reference results available. 
 

b) PROPOSED RESULT 
 
 Comparison to CPU-based Apriori 
implementation 
  In this section, we are comparing the 
traditional Apriori implementation on uniprocessor 
system to our GPU based system. As we are 
proposing our GPU-based implementation of 
Apriori in two ways viz. GPU+CPU and purely on 
GPU, results from both of this will be compared to 
the CPU-based implementation. 
 The time for data transfer between CPU 
memory and GPU memory, candidate generation 
and support counting will also matter in calculating 
the running time. So comparison will also be done 
on this basis. Performance divergence will be 
calculated of all the proposed models and will be 
compared to acquire the knowledge of which 
algorithm will be processed faster than other and 
because of which parameters. 

 
CONCLUSION AND FUTURE WORK 

In this paper, we have proposed the CPU-GPU co- 
processing scheme to implement apriori way faster 
than the traditional way. We are implementing it 
with the new architecture having distributed 
systems in heterogeneous environment.  Also we 
are considering the dynamic datasets in this system. 
In future there will be lot of work to do on our 
implementation. Architecture can also be modified 
with addition of any new technology (like buffering 
mechanism between CPU memory and GPU 
memory, GPU clustering etc.)  or any new way to 
increase parallelism and so the performance. 
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Abstract 

One of the main objective of wireless 

sensor network is to forward the events to the 

destination as soon as possible and reliable 

manner. In this paper we are focusing on 

different protocols in a Wireless sensor 

network for real time event detection and 

reliable packet forwarding. There are several 

methods existing for packet forwarding. Some 

uses single node to forward event packet, 

some user multiple nodes and some uses all 

nodes in particular region where event has 

happened to forward event packet. In this 

paper we focus on how event can be 

transferred in more reliable and secure manner 

using single node by comparing with other 

protocol. 

 

I.INTRODUCTION 

A Wireless Sensor Network (WSN) 

contains hundreds or thousands of sensor 

nodes. Each sensor node comprises sensing, 

processing, transmission; mobilizer, position 

finding system, and power units. The sensor 

nodes are composed of variety of sensors for a 

variety of sensing tasks, such as temperature, 

sound, vibration, light, humidity, etc. along 

with on-board sensors, processor, memory, 

transceiver, and power supply. Ii is capable of 

gathering sensory information, performing 

some processing, and communicating with 

other connected nodes in the network. Routing 

has been carried out in the sensor networks 

with the intention of conserving energy. Each 

of sensor nodes has the capability to collect 

and Route data either to other sensors or back 

to an external base station. A base-station may 

be a fixed node or a mobile node capable of 

connecting the sensor network to an existing 

communications infrastructure or to the 

Internet where a user can have access to the 

reported data. 

WSNs are Robust, Reliable, Accurate 

and Fault-tolerant. WSNs perform main tasks 

such as sensing specific environmental 

phenomenon and perform in-network 

processing on the sensed data, propagation of 

these data throughout the network, the 

collection of observed data from the individual 

sensor nodes to a sink. 

These sensors sense specific 

environmental phenomenon and perform in-

network processing on the sensed data before 

sending their result to a central gathering node, 

called the sink. In this type of network, sensors 

communicate with each other (possibly) 

through multi-hop wireless communication 

links and forward sensed data on behalf of 

others so the sink can receive them on time for 

further processing and analysis. 

WSNs can be used for a wide variety 

of applications dealing with monitoring (health 

environments monitoring, seism monitoring, 

etc.), control (object detection and tracking), 

and surveillance (battle fields surveillance).  

The main features of WSN are number 

of nodes which can be of several orders of 

magnitude, densely deployed, prone to 

failures, topology of sensor network changes 

frequently, sensor nodes mainly use broadcast 

communication paradigm. Also sensor nodes 

are limited in power consumption, 

computational capacities and memory [2]. To 

perform these three modules efficiently WSN 

should satisfy reliability, congestion control 

and energy efficiency [4]. The reliability is 

concerned with how much information is 

necessary to ensure the occurrence of event in 

WSN. Congestion control deals with reducing 

traffic in the network and the energy efficiency 

in WSN is necessary to increase its lifetime. 

In this paper we will go through some 

of the methods of event detection and 

transmission in brief. 

 

II.RELATED WORK 

  

1. Sink Centric Event Detection and 

Transmission Protocols (SCEDTPs) 

Sink makes the final decision based on 

the data received from sink nodes. The sink 

centric protocols are classified under the 

constraints  

 reliability,  

 congestion control and  

 energy efficiency  

1.1 Reliability Based Event Detection & 

Transmission Protocols (RBEDTPs)  

Reliable event detection at the sink is 

based on collective information provided by 

source nodes and not on any individual report. 

Perform reliable event detection at the sink 

based on the number of packets received from 

the sensor nodes based on different 

approaches. 
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The protocols coming under this 

category are: ESRT, RRRT, and SMESRT  

1.1.1 ESRT (Event-to-Sink Reliable 

Transport) Protocol:  

ESRT is self-configuring in nature 

performs the reliable event detection at the 

sink based on reporting frequency f 

adjustments on five possible network states 

[7]. ESRT can detect multiple events 

concurrently occurring in WSN. The 

disadvantages with ESRT are as multiple 

event occurring at the same time in network 

the adjustment of frequency for all the sensor 

nodes at same time will not perform better as 

the events are independent to each other and 

also the event occurring area may not be same.  

1.1.2 RRRT (Reliable Robust and Real-

Time) Protocol:  

In RRRT protocol [8], focuses on two 

concepts such as event-to- action delay bound 

in which the application specific deadlines and 

congestion control mechanism which provide 

the dual purpose of achieving reliability and 

conserving energy. First is based on 

assumptions such as Observed delay-

constrained event reliability, Desired delay-

constrained event reliability and Delay-

constrained reliability indicator (Į):  i.e., I= 

Observed Delay/ Desired Delay. The 

drawback with RRRT is extra overhead due to 

congestion detection and control mechanisms 

lead. 

1.1.3 SMESRT (Simultaneous Multiple 

Event-to-Sinks Reliable Transport) 

Protocol:  

SMESRT [9] is a protocol designed 

for simultaneous multiple reliable event 

detection. Minimal functionality required at 

resource constrained sensor nodes and a 

payload control component at the elected 

cluster head (CH) of the event. It has dual 

purpose of less traffic at the sink and 

conserving energy. SMESRT sent only one 

packet to the sink by combining all payloads at 

the CH, The sink notifies the event’s CH with 

the reporting frequency for next time interval 

with the acknowledgement for that packet. 
The main drawback is assignment of different 

reporting frequency leads to extra overhead.   
1.2 Congestion Resolution Based 

(CRBEDTPS):  

In wireless sensor networks, 

congestion occurs when every sensor node 

will send the event it has sensed to a sink 

node. This operation makes the sensors closer 

to the sink, resulting in congestion. Congestion 

may cause packets loss, lower network 

throughput and sensor energy waste. Perform 

event detection and transmission under various 

congestion or traffic conditions. These 

protocols include: CODAR, LTRES and DST 

1.2.1 CODAR (Congestion and Delay 

Aware Routing) Protocol:  

The main objective of CODAR is to 

improve reliability and the reducing delay of 

the data transmitted by critical nodes through 

congestion avoidance [10]. It utilizes 

congestion parameters into routing decision. It 

works in a distributed manner as it needs 

control data only from neighboring nodes 

Each node in event occurring region 

broadcasts its location and Relative Success 

Rate (RSR) value using control packets during 

a fixed interval [9]. The RSR helps to mitigate 

congestion by choosing lightly congested 

nodes. Disadvantages of CODAR are not 

suitable for large number of critical nodes and 

less energy efficient.  

1.2.2 LTRES (Loss Tolerant Reliable Event 

Sensing) Protocol:  
The LTRES distributed source rate 

control mechanism performs the congestion 

control based on the node- end source rate 

adaptation mechanism and Node-end 

Distributed Source Rate Adaptation. It is 

designed to achieve dynamic ESF 

requirements with congestion control LTR 

data transport requirements are event sensing 

fidelity and network congestion level. The sink 

calculates the Event- sensing Fidelity level 

(ESFE) and sends the event sensing reliability 

measure to the Enodes. Based on this Enodes, 

update their source rate in order to ensure the 

congestion control [11]. LTRES uses a loss 

rate based lightweight ACK mechanism to 

provide congestion control .The main 

disadvantages of LTRES Less energy efficient 

due to source rate adaptation mechanism.  

1.2.3 DST (Delay Sensitive Transport) 

Protocol:  
It in involves Time Critical Event First 

(TCEF) scheduling mechanism to meet the 

application specific delay bounds at the sink 

node .The DST mainly involves two 

mechanisms 1) Reliable and Real-time event 

transport mechanism: DST performs real- time 

event detection under event-to-sink delay 

bound. Event transport delay and event 

processing delay are important components of 

event -to-sink delay bound [12], and 2) 

Congestion control and detection mechanism. 

In this for any sensor node whose packet 
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storing capacity overflows due to uncontrolled 

incoming packets is said to be congested and it 

informs the sink congestion condition by a 

Congestion Notification (CN) bit the event 

packet header. The disadvantage of DST is the 

reporting frequency rate adjustment 

mechanism leads to overhead.  

1.3 Energy Efficiency Based (EEBDTPs):  

These protocols perform event 

detection and transmission with low energy 

usage. These protocol reliably and 

collaboratively transport event features from 

the sensor field to the sink with minimum 

energy consumption and to timely react to 

sensor information with appropriate action 

.Some protocols coming under this includes: 

OEDSR and (RT) 2  

1.3.1 OEDSR (Optimized Energy Delay 

Sub-network Routing) Protocol:  

The OEDSR, before detecting event 

the nodes are either in idle or sleep mode, but 

once an event is detected, the nodes near the 

event become active. Active nodes start 

forming sub-networks and this formation saves 

energy because only particular part of the 

network is active in response to an event [13]. 

The best link cost factor of all nodes in range 

to the Cluster Head (CH) or relay node is 

calculated in order to select route. Route does 

not take a longer or cyclic path to the Base 

Station. There could be more than one route 

created from the CHs in the subnet to the BS 

so the traffic get merged into a single optimal 

path through the selection of relay nodes 

common to the CHs Advantages are reduces 

overhead, minimizes number of hops, and 

communication due to flooding. Disadvantage 

is more number of hops are needed.  

1.3.2       (Real-Time and Reliable 

Transport) Protocol:  

It focuses on heterogeneous reliability 

requirements of both sensor–actor and actor–

actor communication. The       protocol uses 

the new idea of event-to-action delay bound 

which is the sum of the event transport delay, 

event processing delay, and action delay [14]. 

The      2 protocol operation is based on two 

states namely Start-Up state and Steady State: 

It consists of four sub states namely increase, 

decrease, hold and probe. The disadvantage of 

     is the configuration adjustment nature of 

     leads to extra delay.      

2. Node Centric Event Detection and 

Transmission Protocols (NCEDTPS)  

In node centric WSN the sensor nodes 

detects, process and finalize the decision based 

on number of criteria and pass the result to the. 

NCEDTPs can be classified into RBEDTPs, 

CRBEDTPs and EEBEDTPs.  

2.1 Reliability Based (RBEDTPs):  

These types of protocols perform 

event detection among the sensor nodes itself. 

The decision may be made by one or more 

nodes. After the event detection the sensor 

nodes performs transmission of the detected 

event using different forwarding techniques. 

The protocols coming under this category are 

ERP, COLLECT and REAR  

2.1.1 ERP (Event Reliability Protocol):  

ERP is based on the spatial locality 

condition and make use of an implicit 

acknowledgement (iACK) mechanism 

with region-based selective 

retransmissions [20]. It introduces in-

network data processing, where the data 

packets are being pre-processed at the nodes 

before forwarding them further. The 

disadvantage with ERP is less energy efficient.  

2.1.2 COLLECT (Collaborative Event 

detection and Tracking) protocol:  
The COLLECT consists of three 

procedures vicinity triangulation, event 

determination, and border sensor selection. In 

the vicinity triangulation procedure same kind 

of sensor to construct the respective attribute 

region, named logical triangle to accurately 

identify the event region [15]. An ordinary 

node send an ATR packet when it detects an 

event to its neighbors consists of the ID of the 

sensor node, its location, the attribute it 

detected, and the timestamp when it detects 

the event attribute. Based on this information 

the sensor nodes participate in the vicinity 

triangulation [6]. In event determination 

procedure within its logical triangles a sensor 

node locally determines the existence of the 

event according to its sensor data and received 

messages from the different kinds of sensors 

and the border selection procedure aims to 

select the border sensors to stand for the event 

boundary [18]. The main disadvantage with 

COLLECT is it cost-effective because of no 

need of sensor redeployment.  

2.1.3 REAR (Reliable Energy Aware 

Routing) Protocol:  

REAR supports a multi-path routing 

by establishing two disjoint routing paths. A 

Source node broadcasts a multi-path route 

request message (MREQ) in order to find a 

routing path for a destination node. Then next 

nodes having received the MREQ message 

continuously forward it after checking their 
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own energy value. More the energy of node 

more quickly it forwards to other node than 

less energy node. REAR considers current 

Energy levels of sensor nodes when it 

establishes routing paths from sources to 

destinations nodes having high energy value 

can be selected in terms of energy efficiency 

during establishing a routing path from source 

node to destination node. Therefore, REAR 

can extend wireless sensor network's lifetime 

by acquiring two energy efficient routing path. 

If data transmission to next hope fails the node 

sends an error message packet to the source 

node. Then the source node receiving the error 

message resends it with a second path and thus 

the reliability of data transmission is 

guaranteed [16]. The Disadvantage with 

REAR is the use of queues adds to extra 

overhead.   

2.2 Congestion Resolution Based 

(CRBEDTPS):  

These are the event detection 

protocols which perform event detection and 

transmission with less congestion. The 

decision about an incident is made in the 

sensor nodes itself. The protocols coming 

under this category are EEDP and SWIA  

2.2.1 EEDP (Efficient Event Detection 

Protocol):  
Simple Decision Rule (SDR) is used 

to take decision that is whether the event has 

happened or not after each sensor node senses 

the event in event occurring region .By using 

Composite Decision Rule (CDR) makes 

further accurate decision [4].The event 

reliability is achieved by using a method called 

dynamic multi-copy scheme. The disadvantage 

only one decision node sends the event packet 

to the sink so less reliable.  

2.2.2 SWIA (Stop-and Wait-Implicit 

Acknowledgement) Protocol:  
The SWIA protocol allows the sensor 

node to send the next packet after receiving an 

acknowledgement (ACK) packet for the 

already sent packet. The SWIA protocol 

makes the use of implicit acknowledgement 

[17]. The mechanism exploits the broadcast 

nature of wireless sensor network. In this 

mechanism after transmitting the packet sensor 

node listens to the channel transmission of 

packets and thus reduces network traffic. 

Disadvantage is providing some delay in the 

network performance [5].  

2.3 Energy Efficiency Based EEBDTPs: 

In this the gathered data from each 

sensing node who has detected the specified 

event must be reported to a central coordinator 

to be processed and aggregated and the if any 

redundant data is removed from message to 

provide more accurate reports about the local 

region being monitored. The protocols coming 

under this category are EELLER, IQAR and 

RETP. 

2.3.1 EELLER (Energy Efficient-Low 

Latency Express Routing) Protocol:  
To perform energy-efficient routing in 

an event driven wireless sensor networks  

EELLER uses hierarchical routing. In this the 

low energy nodes senses the event and high 

energy nodes are used to send the information 

[18]. The EELLER mainly consists of two 

phases constructing expressways and cluster 

formation and data communication. 

Expressways are the chains of CHs as the 

routing hops. They are constructed hop by hop 

through a heuristic approach in which CHs are 

selected based on a calculated Link Factor 

parameter that is a function of energy and 

distances to the BS and previous hop. Then, 

they join the expressway and form their 

clusters. During the second phase of EELLER, 

it provides a better data transmission after data 

aggregation and removing redundancy by the 

cluster heads. Disadvantage of EELLER is less 

reliability.   

2.3.2 IQAR (Information Quality Aware 

Routing) Protocol: 
The IQAR protocol bounded by a 

distance-based aggregation tree that collects 

data from all the activated nodes approach and 

its objective is to detect event in a sensor 

network [19]. The information quality is 

concerned with the accuracy of the event 

information. In this each sensor nodes 

independently detects and collects data about 

an event and makes a per-sample binary 

decision it 0 or 1.   

2.3.3 RETP (Reliable Event Transmission 

Protocol): 

In a wireless sensor network for real 

time event detection and reliable packet 

forwarding in wireless sensor networks. In 

RETP [1], cluster head forward the event 

when event occurred. After this number for 

event forwarding nodes is restricted by n/2(for 

even number of nodes) or n-1/2(for odd 

number of nodes) called as multi-transmission. 

So it helps to energy conversion, computation 

cost in the network as well as it ensures the 

reliability in event forwarding. Data is sent to 

multiple nodes, due to which network energy 

is consumed more. 
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III.PROPOSED SYSTEM 

 In above section we have considered 

different protocols some uses all nodes to send 

information to sink or node, some uses 

multiple nodes and some uses single node. We 

can modify RETP protocol [1], which consider 

multi-transmission for transmitting event 

instead of that we can consider single node to 

send data to other sensor node after event is 

detected. In this nodes nearer to event after 

detecting event forms cluster. Then cluster 

head confirms event detection and send data to 

the next node based on its success rate of data 

delivery. But while sending such data link 

failure can occur and data get lost, for 

overcoming such problem we can use backing 

up data at each node and encrypt information 

by using some encryption technique and data 

will be decrypted only by receiver. In this way 

we can provide more reliable and secure 

manner to deliver event. 

 

IV.PROPOSED ALGORITHM 

 

Real-Time and Reliable Transmission (RRT) 

Algorithm ( ); 

We proposes new algorithm by modifying 

algorithm in RETP [1] as follows: 

 

Input: The observations node i,    

Output: The decision of node i,    

While t ≤ T do 

Step 1: Set a decision timer T. 

Step 2: CHs performs broadcasting and 

send perform data aggregation. 

Step 3: Now CHs will generate the alarm 

packet ψ and forward to the sink through 

PFN. 

Step 4: CH encrypt alarm packet and for 

forwarding it uses probabilistic routing 

approach as PROPHET. 

Step 5: When PFN receives alarm packet 

from CHs, forward packet to sink 

PROPHET approach. 

Step 6: If link failure occurs backup link 

will be generated and alarm packet will be 

send by above approach 

Step 7: End if 

Step 8: End While 

When timer T expires, it will keep silent 

and continue event observation. 

 

 

V. CONCLUSION 

In this paper we studied advantages 

and disadvantages of event detection and 

transmission protocol and these protocols are 

classified into mainly two types namely sink 

centric and node centric. In Sink centric the 

event detection and the decision about a 

particular event is performed by the sink while 

in node centric the event decision is made 

among the sensor nodes. In each of these 

classifications the protocols can be again 

classified into RBEDTPs, CRBEDTPs, and 

EEBEDTPs.  

We can modify given RTEP protocol 

as per discussion with more reliably and 

securely. 
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Abstract — In a distributed computer network there are multiple 

service provider. The user must be authenticated to access the 

services provided by the service provider. It is difficult to remember 

all passwords for users. So to solve this problem single sign on is 

used which is an authentication mechanism in that allow a single 

certificate to be authenticated by multiple service provider. The 

Wang, Yu, and Qi Xie find that Chang – Lee Scheme suffers from 

two attacks one of which is that the attacker is outside service 

provider communicates with the authenticated user twice and get 

the certificate necessary to access data in distributed systems. The 

second attack is the outsider easily getting access to, use services 

without any certificate by impersonating authenticate user.  This 

attack also applicable for Hsu and Chang Scheme. To avoid these 

attacks Wang, Yu, and Qi Xie employed RSA-VES. For 

improvement and soundness of authentication, this paper employs 

one time password to Wang, Yu, and Qi Xie Method. 

Index Terms— Authentication, RSA-VES, distributed computer 

network, Security, Single Sign On(SSO). 

 

1. INTRODUCTION  

          In computer network, exchange information securely 

between two users is a difficult task because there are chances 

those fraud users or service provider may access the data 

without any certificate. To exchange information securely 

authentication is required. Authentication is the vital activity 

in the distributed computer network and fair exchange 

between two user and service provider. After mutual 

authentication, the next step is that we have to generate a 

session key for the privacy of data exchange by two users and 

also the service provider so that data can be sent on unsecure 

channel securely. It is difficult to design authentication 

because there are many chances of fraud users or service 

providers can generate duplicate certificate to access data in a 

distributed computer network. 

     

      In a distributed computer network there are a number of 

service providers so that to access those service users must 

have authentication. And it is difficult for users to remember 

those passwords and also these increased overhead for the 

system. So that to reduce overhead as well as to reduce human 

efforts to remember all those passwords there is an 

authentication mechanism called as Single Sign on (SSO). 

SSO scheme allows single identity and password to access 

multiple services in the distributed computer network no need 

to create different identity and password for each service 

provider so that it reduces the overhead. There are three 

necessary requirements for SSO authentication, which need to 

be fulfill as unforgeability which means that user and service 

provider cannot forge a certificate for new user the right to 

forge new user  is provided to only trusted authority. The 

second requirement is that Certificate privacy means that 

unauthorized user cannot recover all the certificate and mimic 

user to access services from different service provider by 

communicating with the authorized user, and the third 

requirement is soundness it deals with only authorized user 

able to access services provided by service provider it means 

an unauthorized user cannot access services without any 

certificate [14]. These requirements indicate that SSO can 

work with single identity and password, there is no need to 

keep different passwords for different service provider means 

using a single identity a user can access all authorized services 

in the distributed system. 

 

            To communicate on a distributed computer network 

securely there is need of authentication that means users 

communicating are the intended user and also service provider 

is also authenticated that it should not be a fraud service 

provider then only we can establish a secure connection to 

share secret information in insecure channel. There is need of 

third party, we can say that trusted party which has authority 

to provide certificates to the users and service providers so 

that when we want to communicate we can verify that users 

and service provider are authorized or not. It helps to find 

fraud users or service providers because only trusted party has 

authority to add new user or new service provider. 

  

            The Chang –Lee scheme uses the secure single sign on 

mechanism and they applied the RSA algorithm to fair 

exchange of data, but these schemes is suffering from the 

credential recovering attack that is when any unauthorized 

service provider can communicate with authorized user 

without any certificate twice or more than that then the service 

provider is able to recover certificate. After getting authority 
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to an unauthorized service provider can forge a number of 

unauthorized users. The second attack is an impersonation 

attack without any credential, it indicates that any 

unauthorized user without any certificate can be able to access 

the services provided by service provider this attack is 

applicable to Chang –Lee which is proven by Wang, Yu, and 

Qi Xie and they employed efficient verifiable encryption RSA 

signature to improve Change- Lee Scheme in soundness and 

credential privacy. The Hsu and Chang scheme are also 

suffering from the credential recovering attack and 

impersonation attack without any credential. In this paper 

proposed that adding one time password to Wang, Yu, and Qi 

Xie so that it can provide soundness for authentication. 

 

          A one-time password (OTP) is the one in which 

password is valid for only for one login session if we want to 

login again we need new OTP. OTP is better than 

(static) passwords and there is no need to remember password 

every time or create a new password for different service 

again and again. OTP is not susceptible to replay attack 

because we cannot use the same password for new login so if 

anyone try to use the same password then session discarded. 

No one misuses OTP because it changes for each login it 

never valid for long duration. OTPs are very hard to memorize 

for  human beings.  One Time Password generation algorithms 

typically make use of randomness that is OTP is generated 

randomly there is no need of manual interaction. This is 

helpful otherwise anyone guesses future OTPs by observing 

previous OTPs and can get access to the session.  Different 

approaches for the generation of OTPs are given as: 

 

 By using  time-synchronization in-between the 

service provider and the users giving the password (it 

is valid only for a short period of time) 

 By using a mathematical algorithm to create a new 

password which can be done by using previous 

passwords (These are effectively a chain and must be 

used in a predefined order). 

 By using a mathematical algorithm where the new 

password is generated by a challenge (e.g., A random 

number chosen by the service provider) and/or using 

a counter. 

         The RSA algorithm is used for secure communication 

between users. RSA algorithm deals with key generation, 

encryption and decryption are given as- 

 

1. Choose two prime numbers p and q. For security 

purposes, the p and q should be chosen at random, 

and should be of similar bit-length.  

2. n = pq.    

n is used as the modulus for both the public and 

private keys. Its length, usually expressed in bits, is 

the key length. 

3. Compute  φ (n) = φ (p) x φ (q) = (p − 1) (q − 1), 

where φ is Euler's quotient function. 

4. Select an integer e such that 1 < e < φ(n) and           

ed = 1 mod  φ(n) is released as the public key 

exponent. 

5. Find d as  d
−1

 ≡ e (mod φ(n)), i.e., d is 

the multiplicative inverse of e (modulo φ(n)). 

d is kept as the private key exponent. 

Plain Text (PT) 

Cipher Text (CT) 

6. CT=(PT)
e
 mod n 

7. PT=(CT)
d
 mod n 

 

NOTATIONS TABLE 

 

SR. 

No. 

Notation Meaning 

1 SCPC Smart Card Producing Center, which 

is a trusted authority 

2 Ui, Pj User provider and Service provider 

3 IDu, IDp Identity of user and service provider 

4 ei, di Public/private key pair of RSA 

encryption, decryption algorithm of 

identity i. 

5 Si User (Ui) credential, provide by SCPC  

6 Sx Long term private key of SCPC 

7 Sy Public key of SCPC 

8 EK(P) A symmetric key encryption of plain 

text P using key K 

9 DK(C) A symmetric key decryption of cipher 

text C using key K 

10 σj(SKj,P) The signature σj on P signed by Pj 

with signing key SKj 

11 Ver(PKj,P,σj) Verifying signature σj on P with 

public key PKj 

12 h(·) Used for One way Hash function 

13 || Used for concatenation 

 

 

2. LITERATURE SURVEY 

 

  In 2000, Lee and Chang [3] proposed a user identification 

scheme and also key distribution conserving user obscurity in 

distributed computer networks, for authentication it is 

necessary to identify users who are able to access the services 

provided by a service provider, and, Lee and Chang are one 

who take steps towards user identification. The factoring 

problem and one way hash function is based of Security of the 

scheme. The service provider can only the one who recognized 

the authorized user and able to establish a session key with, 

authorized user, these all things is handled by the security 

scheme.  One more thing that scheme does not need to create 
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password table. Afterward, in 2004, Wu and Hsu [6] find that 

the Lee–Chang’s scheme is affected by a masquerade attack 

which deal with the illegal user has assumed legal user identity 

and can access data which is that legal user is authorized. In 

masquerade service provider can be masqueraded to 

interchange a session key with a user so unauthorized service 

provider can take authorization so it will easily add the 

unauthorized users in the system. Wu and Hsu make changes in 

Change- Lee scheme that is improving efficient user 

identification scheme and also key distribution. In 2004, Yang 

et al. [7] Prove that Wu-Hsu’s scheme has some drawback so 

Yang et al. Make improvement in the Wu – Hsu scheme by 

adding more security requirement. 

 

  Later, in 2006 Mangipudi and Katti [8] have find out that 

Yang et al.’s scheme is affected by a denial of service attack in 

which unauthorized user can continuously send packet to the 

server so that server will blocked and authorized user cannot 

able to access  the services provided by the service provider. 

To improve such a DoS attack, Mangipudi and Katti further 

proposed a secure identification and key agreement protocol 

with user anonymity (SIKA). In 2009 Hsu and Chuang [9] find 

that both Yang et al.’s and Mangipudi–Katti’s scheme can be 

affected by identity disclosure attack any outsider user can 

easily crack the identity of the authorized user  and  proposed 

an improvement in Yang et al.’s and Mangipudi–Katti’s 

scheme. In 2012 Chang – Lee [13], proposed secure single 

sign-on mechanism using RSA, which allow mobile users to 

use the single identity and password to access multiple services 

in the distributed computer network. There is no need to create 

different identity and password for every service provider with 

one identity and password can access to multiple services 

called as SSO. 

 

 In 2013 Wang, Yu, and Qi Xie [15] find drawback in 

Change-Lee Scheme that it is affected by credential recovering 

attacks and impersonation attack without credential also they 

improve it by adding soundness and credential privacy. 

 

 

 REVIEW OF WANG, YU, AND QI XIE SCHEME 

 

            To improve the Chang-Lee scheme Wang [13], Yu, 

and Qi Xie [15] design an RSA-based verifiable encryption of 

signatures (RSA-VES), which is used to secure exchange of 

RSA signatures and provide soundness and credential privacy. 

The working of VES includes three parameters a SCPC and 

two users we can say u1 and u2. When u1 want to send 

message to u2 it first encrypt message with SCPC’s public key 

and send message to u2. Then u2 again sends the same 

message back to u1, so u2 send same message to m2 this for 

secure communication. Then u2 gets u1 key from SCPC or u1 

itself. This process is for secure communication. The 

algorithm is given as: 

 

A.  Initialization Phase 

 

SCPC (Smart Card Producing Centre) selects two large safe 

primes p and q to set N = p X q. 

Then, there are two primes pꞌ and qꞌ such that p = 2pꞌ + 1 and q 

= 2qꞌ + 1. SCPC has two sets its RSA public/private key pair 

(e, d) such that e X d = 1 mod 2pꞌqꞌ, where e is a prime use for 

encryption and decryption. Let QN be the subgroup of squares 

in Ƶ*N   whose order #G = pꞌqꞌ is unknown to public but its bit 

length lG = |N| - 2 is publically known. SCPC randomly choose 

generator g of QN, choose an ElGamal decryption key u, and 

calculate the corresponding public key y = g
u 
mod N. To do the 

Diffie-Hellman key exchange SCPC selects generator ḡ ϵ Ƶ* N, 

where n is a new large prime number. SCPC also select    a 

cryptographic hash function h(·)  : {0,1}
K
 , where security 

parameter ϵ >1 is chosen to control the tightness of the ZK 

proof. Finally, SCPC publishes (e, N, h(·), ϵ, g, y, ḡ, n), and 

keeps (d, u) secret.                                                        
 

B. Registration Phase: 

 

         In registration, after receiving a request, SCPC provide 

Ui fixed-length unique identity IDi also issues credential Si = 

h(IDi)
2d  

mod N
 
. SCPC’s RSA signature on   h(IDi)

2 
 is a 

method to compute Si, which is an element of QN, which will 

be the main thing we computed. 

 

   In Chang –lee Scheme, for every service provider, Pj 

whose identity IDj has to preserve a pair of signing keys which 

is required for a secure signature scheme (not necessarily 

RSA).   σj(SKj, P) indicate that the signature σj on plain text 

signed by Pj using signing key SKj.  Ver(PKj, P,σj) indicate 

that verifying of signature σj with public key PKj, gives  

outputs as “1” or “0” to understand that signature is valid or 

not. 

 

C. Authentication Phase: 

 

              In authentication phase, using RSA-VES, we 

authenticate the user and for service provider uses signature for 

authentication. In detail it is given as,  

 

I. User Ui request to the service provider Pj with nonce 

n1. 

 

II. After getting request (Req,n1) to service provider Pj, 

Pj has to calculate the session key Z=g
k
 mod n where 

k is a random number and K ϵ Ƶ, sets u = Z || IDj || n, 

then send message m2 to user as m2 = (Z, v, n2) 

where n2 is nonce2 set by service provider Pj, after 

issuing signature v = σj(SKj, u). 

 

  

III. Here Ui get the message m2 from Pj, and sets             

u = Z || IDj || n. Ui stop communication if           

Ver(PKj, u ,v) = 0 cause signature is invalid. In other 

case Ver(PKj, u ,v) ≠ 0 Ui accept the request, then Ui 

select random number  t ϵ Ƶ* n  and compute                 

w = g
t 
mod n, kij = Z

t 
mod n, Kij = h(Idj || kij) which 
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is a session key. The user authentication process is 

that  user encrypt message(credential) Si that is      

P1= si.y
r
 mod N, p2 = g

r
 mod N, where r is with 

binary length lG  and r  is any random integer number. 

Then Ui calculate a = (y
e
)

r1
 mod N and b = g

r1 
mod N 

where a & b are the commitments, in that r1 is 

random integer given as r1 ϵ ±{0,1} 
ϵ (lG+k)

 . Later on 

Ui calculate the evidence by proving that Si 

(credential) is encrypted (P1,P2) with public key y. 

For that Ui compute c = h(Kij || w || n2 || y
er

 || P2 || y
e  

|| 

g || a || b ) , 

S = r1 – c.r(in Ƶ). After that, user authentication proof 

for NIZK is x= (P1, P2, a, b, c, s). At last Ui send 

encrypted message to Pj as m3 = (w, x, CT)  where 

CT = EKij  (IDi || n3 || n2) where n3 is new nonce with 

user identity and n2 is Pj’s nonce with key. 

 

IV. For verification process compute kij = w
k
 mod n, from 

these we can calculate session key as Kij = (IDj || kij), 

after that using this session key to decrypt CT we can 

recover PT as (IDi, n3, n2). Also the Pj calculate       

y
er

 = P1
e
 / h(IDi)

2  
mod N, a= (y

e
)

s
 . (y

er
)

c
 mod N, b = 

g
s 
 . P2

c  
mod N, then verify that if (c,s) ϵ {0,1}

k 
  X ± 

{0,1} 
ϵ (lG+k) +1 

, c = h(Kij || w || n2 || y
er

 || P2 || y
e  

|| g || a 

|| b ) is satisfied or not, if result is non- negative  

indicate that Pi and Ui shared same session key Kij so 

confirm request sending message to Ui as m4= (V) 

here V = h(n3), otherwise communication stop if 

value is negative. 

 

V. Ui receives m4 from Pj then Ui verify message if he 

found that it is right message means that they shared 

same session key Kij otherwise Ui stop 

communication. 

 

 

3. PROPOSED SYSTEM 

  

            As Wang, Yu, and Qi Xie [15] work on soundness and 

credential privacy of SSO requirement, but still the scheme 

required soundness for authentication to secure single sign on. 

So for this paper proposed work is to provide authentication 

soundness to make a secure single sign on strong which is 

possible using one time password. 

 

          Authentication is the first step for a secure 

communication so it is necessary to provide strong 

authentication, so that unauthorized user cannot steal the 

credential from authorized user and can able to access the 

services. To provide strong authentication one time password 

is helpful cause it never generate same password and 

password is sent to the authorized user so that illegal user 

cannot access data.  There is a different method of one time 

password this paper uses timestamp method that is used 

counter, which decrement when password is sent to user if 

user is logging in that period then only he/she can access the 

services otherwise session aborted.  

The algorithm is given as follows: 

 

             TOTP and HOTP are two variables. TOTP is based on 

HOTP where timestamp replaces the incrementing counter. 

The current timestamp is turned into a time-counter by 

defining the start of an epoch (T0) and counting in units of a 

time step (TS). For example, TC = (unixtime(now) - 

unixtime(T0)) / TS 

TOTP = HOTP (SecretKey, TimeCounter), where HOTP is 

defined below. 

TOTP-Value = TOTP(K,TC) mod 10
d
, where d is the desired 

number of digits 

Let: 

 K be a secret key 

 C be a counter 

 HMAC(K,C) = SHA1(K ⊕ 0x5c5c… ∥ SHA1(K ⊕ 

0x3636… ∥ C)) be an HMAC calculated with 

the SHA-1 cryptographic hash algorithm 

 Truncate is a function that selects 4 bytes from the 

result of the HMAC in a defined manner 

       Then HOTP(K,C) is mathematically defined by 

HOTP(K,C) =  Truncate(HMAC(K,C)) & 

0x7FFFFFFF 

The mask is to disregard the most significant bit to 

provide better interoperability between processors 

For HOTP being useful for an individual to input to 

a system, the result must be converted into a HOTP 

value, a 6–8 digit number that is implementation 

dependent. 

HOTP-Value = HOTP(K,C) mod 10
d
, where d is the 

desired number of digits 

       

          

              In the above algorithm HMAC and SHA algorithm is 

used to compare OTP sent and received from client are same 

or not. 
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 Figure 1: Flow of System 

 

 

             Figure 1 shows the flow of the system in which first 

part is a Client OTP generator which will generate an OTP 

and send to the client and wait for limited timestamp. The 

borrower is the interface between the user and the client. Next 

is the OTP module this module is the one  which check that 

whether the enter OTP and sent OTP are the same or not in 

that timestamp if it is true then only the client get access to the 

web services otherwise session discarded. And the SQL server 

is used for the storage purpose. 

 

 

 
 

Figure 2: OTP generation 

 

 

                  Figure 2 shows that one counter is set for the OTP 

which randomly generate a number. Because of OTP is valid 

only for a small duration of time and if in that duration OTP 

doesn't enter then the session is discarded. So first initialize 

the counter, then encrypts the message using HMAC and the 

key that message is again encoded with decimal from which 

we get the OTP.  

 

Algorithm for key selection for HMAC in Fig: OTP 

generation is given as:  

 

function hmac (key, message) 

    if (length(key) > blocksize) then 

        key = hash(key) // keys longer than blocksize are 

shortened 

    end if 

     

    if (length(key) < blocksize) then 

        key = key ∥ [0x00 * (blocksize - length(key))] // keys 

shorter than blocksize are zero-padded (where ∥ is 

concatenation) 

    end if 

 

    o_key_pad = [0x5c * blocksize] ⊕ key // Where blocksize 

is that of the underlying hash function 

 

    i_key_pad = [0x36 * blocksize] ⊕ key // Where ⊕ is 

exclusive or (XOR) 

    

    return hash(o_key_pad ∥ hash(i_key_pad ∥ message)) // 

Where ∥ is concatenation 

end function 

 

             In this algorithm they first check that the size of the 

key and the block size/ message size are the same or not if it is 

not same then we have equalized the key to block size if it is 

less than a block size, then by adding more zero to the key if is 

greater than block size then it is shortened to block size. And 

then apply the HMAC algorithm. 

 

 

4. CONCLUSION 

 

          This paper provides soundness to the authentication 

which is required in Wang, Yu, and Qi Xie scheme because 

they only provide soundness and credential privacy to their 

scheme which need more security for authentication.  The 

Wang, Yu, and Qi Xie scheme uses RSA-VES algorithm 

which improve the Chang –Lee scheme by providing user 

credential privacy. But for assuring the authentication some 

extra technique is needed. For that one time password is used 

with single sign on. This paper explains how the security can 

be improved using one time password.  OTP can valid only for 

short period of time, so that any new user or intruder if try to 

use the old password then the operation is aborted. In this way 

one time password provide soundness for the authentication. 
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Abstract— There is virtually universal 
agreement that it is necessary to upgrade 
the electric grid to increase overall system 
efficiency and reliability. Much of the 
technology currently in use by the grid is 
outdated and in many cases unreliable. 
There have been three major blackouts in 
the past ten years. The reliance on old 
technology leads to inefficient systems, 
costing unnecessary money to the utilities, 
consumers, and taxpayers. To upgrade the 
grid, and to operate an improved grid, will 
require significant dependence on 
distributed intelligence and broadband 
communication capabilities. The access 
and communications capabilities require 
the latest in proven security technology for 
extremely large, wide-area 
communications networks. This paper 
discusses key security technologies for a 
smart grid system, including public key 
infrastructures and trusted computing. 
Index Terms—Attestation, public key 
infrastructure (PKI), Supervisory Control 
And Data Acquisition (SCADA), security, 
smart grid, trusted computing. 
 

INTRODUCTION 
 

New capabilities for smart grid systems 
and networks, such as distributed 
intelligence and broadband capabilities, 
can greatly enhance efficiency and 
reliability, but they may also create many 
new vulnerabilities if not deployed with 
the appropriate security controls. 

Providing security for such a large system 
may seem an unfathomable task, and if 
done incorrectly, can leave utilities open to 
cyber attacks. While the smart grid system 
is made up of a number of “energy” 
subsystems (Fig. 1), many of the 
communications and security components, 
as listed below, are common between these 
energy subsystems. One subsystem which 
is at the core of smart grid systems is the 
Supervisory Control And Data Acquisition 
(SCADA) solution. Multiple vendors offer 
SCADA solutions, which have varying 
capabilities and security mechanisms. 
While some standards exist around 
SCADA, such as Distributed Network 
tocol 3 (DNP3), Generic Object Oriented 
Substations Events 
(GOOSE), IEC 61850, and IEC 60870-5, 
there is still a need to make more 
consistent the security solutions applied to 
SCADA deployments. A second 
component, key to smart grid systems, is a 
number of secure, highly available 
wireless networks. These would include 
wide area, land mobile radio (LMR) 
systems, as well as broadband networks, 
such as WLAN and WiMax. A third key 
element is a comprehensive security 
solution. This paper presents a security 
solution for smart grid which heavily 
leverages public key infrastructure (PKI) 
technology and trusted computing 
techniques. 
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SECURITY REQUIREMENTS 
 

According to the Electric Power Research 
Institute (EPRI) [2], one of the biggest 
challenges facing the smart grid 
development is related to cyber security of 
systems. According to the EPRI Report, 
“Cyber security is a critical issue due to 
the increasing potential of cyber attacks 
and incidents against this critical sector as 
it becomes more and more interconnected. 
Cyber security must address not only 
deliberate attacks, such as from 
disgruntled employees, industrial 
espionage, and terrorists, but inadvertent 
compromises of the information 
infrastructure due to user errors, 
equipment failures, and natural disasters. 
Vulnerabilities might allow an attacker to 
penetrate a network, gain access to control 
software, and alter load conditions to 
destabilize the grid in unpredictable 
ways.” There are many organizations 
working on the development of smart grid 
security requirements [3] including the 
North American Electrical Reliability 
Corporation—Critical Infrastructure 
Protection (NERC CIP), the International 
Society of Automation (ISA), IEEE 
(1402), the National Infrastructure 
Protection Plan (NIPP), and the National 
Institute of Standards and Technology 
(NIST), which has a number of programs. 
One prominent source of requirements is 
the Smart Grid Interoperability Panel 

(SGiP) Cyber Security Working Group 
[previously the NIST Cyber Security 
Coordination Task Group (CSCTG)]. The 
NIST CSCTG was established to ensure 
consistency in the cyber security 
requirements across all the smart grid 
domains and components. The latest draft 
document from the Cyber Security 
Working Group, NIST Interagency Report 
(NISTIR) 7628, entitled “Smart Grid 
Cyber Security Strategy and 
Requirements,” continues to evolve at the 
time of this writing. NIST and the DOE 
GridWise. Architecture Council 
 Architecture Council (GWAC) have 
established Domain Expert Working 
Groups 
(DEWGs): Home-to-Grid (H2G), 
Building-to-Grid (B2G), Industrial-to-Grid 
(I2G), Transmission and Distribution 
(T&D) and Business and Policy (B&P). 
 

 
 

 
 
Wireless links will be secured with 
technologies from well known standards 

IJMER; ISSN: 2277-7881; IF-2.735; V:5.16; Vol 3, Issue 3(11), March 2014

85 International Journal of Multidisciplinary Educational Research



such as 802.11i and 802.16e. Different 
wireless protocols have varying degrees of 
security mechanisms. A representative 
sample of these capabilities and 
mechanisms are shown in Table I. Wired 
links will be secured with firewalls and 
virtual private network (VPN) 
technologies such as IPSec. Higher layer 
security mechanism such as Secure Shell 
(SSH) and SSL/TLS should also be used. 
System architects and designers often 
identify the need for and specify the use of 
secure protocols, such as SSH and IPSec, 
but then skirt over the details associated 
with establishing security associations 
between end points of communications. 
Such an approach is likely to result in a 
system where the necessary procedures for 
secure key management can quickly 
become an operational nightmare. These is 
due to the fact that, when system architects 
do not develop an integrated and 
comprehensive key management system, 
customers may be provided with few key 
management options, and often resort to 
manually pre-configuring symmetric keys. 
This approach is simple for the system. 
 

PROPOSED SOLUTION PART I—
PKI 

 
Based on the security requirements for 
smart grid, as well as the scale of the 
system and availability required, we 
believe utilizing public key infrastructure 
(PKI) technologies along with trusted 
computing elements, supported by other 
architectural components, is the best 
overall solution for smart grid. We believe 
that the most effective key management 
solution for securing the smart grid will be 
based on PKI technologies. PKI is more 
than just the hardware and software in the 
system. It also includes the policies and 

procedures which describe the set up, 
management, updating, and revocation of 
the certificates that are at the heart of PKI 
[4]. 
In very large systems PKI could be 
significantly more efficient than shared 
keys in terms of setting up and maintaining 
operational credential. This is due to the 
fact that each entity needs to be configured 
with its own certificate. This is as 
compared to symmetric key provisioning 
where each device may need to be 
configured with a unique key pair for 
every secure link. While PKI is known for 
being complex, many of the items 
responsible for the complexity can be 
significantly reduced by including the 
following four main technical elements: 
• PKI standards 
• Automated trust anchor security; 
• Certificate attributes; 
• Smart grid PKI tools. 
 

A. Smart Grid PKI Standards 
 

PKI is a powerful tool that can be used to 
provide secure authentication and 
authorization for security association (SA) 
and key establishment. PKI can, however, 
be notoriously difficult to deploy and 
operate. This is primarily because PKI 
standards (such as X.509 and IETF RFC 
5280) only provide a high level framework 
for digital certificate usage and for 
implementing a PKI. For example, they do 
not specify how a particular organization 
should vet certificate signing requests, or 
how the organization should protect each 
CA. They provide a mechanism for 
defining naming conventions, certificate 
constraints, and certificate policies, but 
they do not specify how these should be 
used. 
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B. Trust Anchor Security 
 

One major component of a secure PKI 
enabled system is the requirement that 
each RP (any device that uses the 
certificate of a second party to authenticate 
the second party) must have secure 
methods to load and store the root of trust 
or trust anchor (TA). The TA is typically a 
CA at the top of a CA hierarchy. RPs trust 
certificate holders because they trust the 
TA, which trusts a CA, which trusts the 
end certificate holders. This trust is 
evidenced by a chain of certificates rooted 
at the trust anchor. If an adversary could 
change the root of trust for any RP that RP 
could be easily compromised. 
 
C. Certificate Attributes 
In order for portions of the smart grid to 
continue to function while other portions 
of the grid infrastructure are unreachable, 
it will be essential for smart grid devices to 
be able to authenticate and determine the 
authorization status for each other (as well 
as human system administrators) without 
the need to reach a back-end security 
server (i.e., AAA). In order to do this, two 
additional capabilities would be required. 
First, smart grid certificates will require 
policy attributes to indicate the 
applicability of the certificate to a given 
application. Second, a local source of 
performing certificate status will be 
required. 
 

D. Smart Grid PKI Tools 
 

Even with the above standards, smart grid 
operators would have to familiarize 
themselves with PKI concepts, 
terminology, risks, best practices, and the 
above mentioned standards. Standards 
alone may not necessarily provide a cost-

effective solution. However, given such a 
set of standards, it would be possible for 
vendors to develop smart grid PKI tools 
which are based on these standards. Such 
tools would greatly ease the process of 
managing the PKI components needed to 
support the smart grid application. 
 
PROPOSED SOLUTION PART II—
TRUSTED COMPUTING 
 
The North American power grid is 
currently undergoing a major 
transformation. By adding significant new 
functionality, distributed intelligence, and 
state-of-the-art broadband communication 
capabilities, the grid can be made more 
efficient, more resilient, and more 
affordable to manage and operate. 
Unfortunately, these very same capabilities 
will greatly increase the number and type 
of threats to which the grid will be 
exposed. Considering the vast size, scope, 
and breath of the smart grid, it is 
reasonable to expect that the cumulative 
vulnerability of 
the system may also be vast. Virtually all 
parties agree that the consequences of a 
smart grid cyber security breach can be 
enormous. New functions such as demand 
response introduce significant new attack 
vectors such as a malware that initiates a 
massive coordinated and instantaneous 
drop in demand, potentially causing 
substantial damage to distribution, 
transmission, and even generation 
facilities. 
 
OTHER ARCHITECTURAL 
COMPONENTS 
 
PKI and trusted computing techniques can 
provide a very firm basis for a strong and 
comprehensive security architecture for 
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smart grid. However these technologies 
alone are only the beginning of the story. 
A complete architecture will include many 
other components such as firewalls, strong 
user and device authentication, and 
message privacy and integrity. Listed 
below are a few more components that 
should be take into account when 
developing the smart grid architecture. 
 
A. Overall Architecture 
There are many views of the overall 
architecture for smart grid, depending on 
what the intent is of viewing or analyzing 
the architecture. We present two 
architecture views—a high-level 
conceptual model and a detailed logical 
model. 
High-Level Conceptual Model: The high-
level conceptual model (Fig. 1) has been 
developed by NIST and picked up across 
the smart grid and utility industry. It 
simply shows that seven main conceptual 
entities, along with the 
intercommunications between them. The 
blue lines in the diagram are the 
information flows, and the dotted yellow 
lines are the energy flows. 
Detailed Logical Model: The detailed 
logical model is comprised of several key 
elements: networks (wireless and wired), 
functional subsystems (such as SCADA), 
endpoints (e.g., computers in the back 
offices, monitored and/or controllable 
substation devices), and overlays (such as 
distributed security functions and 
elements). 
 

B. Wireless Networks 
The smart grid communications network 
will be comprised of several different 
subsystems—it is truly a network of 
networks. These networks include WiMax, 
WLAN, land mobile radio (LMR), 

cellular, microwave, fiber optic, dedicated 
or switched wirelines, RS-232/RS-485 
serial links, wired LANs, or a versatile 
data network combining these media. 
 
C. Incident Response Plan 
The components, systems, networks, and 
architecture are all important to the 
security design and reliability of the smart 
grid communications solution. But it is 
inevitable that an incident will occur at 
some point and one must be prepared with 
the proper incident response plan . Steps in 
the incident response plan go from 
prevention to containment, followed by 
detection and notification, and finally 
recovery and restoration [9]. A 
feedback/process improvement loop can 
make the system even more secure, and 
subsequent attacks less damaging, by 
adding additional prevention and 
containment checks. 
 
D. Device’s Scope of Influence 
The system must be designed such that if 
an adversary can impersonate a meter, the 
scope of his influence is limited to 
affecting the monthly bill associated with 
that meter. Many have cited the potential 
that an adversary may take down the grid 
by impersonating or hacking into a meter 
as reason for upgradable cryptographic 
implementations in the meter. A better 
approach would be architect a system that 
would inherently protect against such an 
attack. A meter should only be able to send 
packets to a “meter data collection point” 
and a “meter manager,” which in turn can 
only communicate with specific 
designated devices for specific designated 
services. A meter should never be able to 
send packets to arbitrary components in 
the system such as IED or distributed 
control processors located in a substation.  
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CONCLUSION 
As a critical infrastructure element, smart 
grid requires the highest levels of security. 
A comprehensive architecture with 
security built in from the beginning is 
necessary. The smart grid security solution 
requires a holistic approach including PKI 
technology elements based on industry 
standards, and trusted computing elements. 
Clearly, securing the North American 
power grid will require the use of 
standards-based state-of-the-art security 
protocols. PKI technical elements, such as 
certificate lifecycle management tools, 
trust anchor security, and attribute 
certificates, are known technologies that 
can be tailored specifically to smart grid 
networks, resulting in an efficient and 
effective solution. The PKI solution 
supports the trusted computing elements, 
including device attestation. To achieve 
the vision put forth in this paper, there are 
many steps which need to be taken. 
Primary among them is the need for a 
cohesive set of requirements and standards 
for smart grid security. We urge the 
industry and other participants to continue 
the work that has begun under the 
direction of NIST to accomplish these 
foundational steps quickly. However, the 
proper attention must be paid to creating 
these requirements and standards, as they 
will be utilized for many years, given the 
lifecycle of utility components. 
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Abstract-Radiometric normalization of 
multi-temporal satellite image is very 
important for change detection or image 
mosaic. To obtain land cover changes to 
reduce the false changes, it is necessary to 
perform radiometric normalization of multi-
temporal satellite images. There are two 
types of methods: absolutely radiometric 
normalization (ARN) and relative 
radiometric normalization (RRN). ARN 
converts digital number (DN) of each image 
into land-surface reflectivity directly. It 
required many synchronous observation data 
of satellite to revise atmospheric condition 
and sensor response. But it is difficult, 
expensive and unpractical to obtain such 
data. An alternative to absolute radiometric 
correction is relative correction (RRN) 
which is commonly used. In this paper, we  
intend to propose a new automatic 
radiometric normalization  technique  to  
select  PIFs in   multispectral images, MAD  
(Multivariate Alteration Detection) has  
been employed  for  selecting PIFs  based  
on  the  assumption  that MAD components 
are invariant to affine transformation. In this 
paper, we compare two techniques, one is 
RRN method (MAD method) which require 
reference image and second is ordinal 
conversion method which is neither ARN 
nor RRN and it does not require reference 

image. Experimental results are compare 
visually and statistically. 
Keywords: Radiometric normalization, 
change detection, Multivariate  Alteration  
Detection (MAD), Ordinal Conversion.            

I.  INTRODUCTION 
Radiometric  correction  of remotely  

sensed data normally  involves  the 
processing of  digital  images to improve  
the  fidelity  of  the brightness  value 
magnitudes. To obtain land cover changes to 
reduce the false changes, it is necessary to 
perform radiometric normalization of multi-
temporal satellite images. There are two 
types of methods: absolutely radiometric 
normalization (ARN) and relative 
radiometric normalization (RRN). ARN 
converts digital number (DN) of each image 
into land-surface reflectivity directly. It 
required many synchronous observation data 
of satellite to revise atmospheric condition 
and sensor response. But it is difficult, 
expensive and unpractical to obtain such 
data. An alternative to absolute radiometric 
correction is relative “correction,” which is 
commonly used in one of two ways: 
adjusting individual bands of data within a 
single image (i.e., based on subtracting dark 
object values from each band) or 
normalizing bands in images of multiple 
dates relative to a reference image.  The 
primary difference to note between the two 
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general approaches to relative normalization 
is that a master image is selected in studies 
involving multiple images of the same area. 
RRN use one reference image, then 
normalize the DN of multi-temporal images 
as a reference band by band and then 
convert image into the same radiometric 
scale. This avoids the complicated 
computation of converting DN of each 
image to radiation. 

RRN is developed based on the 
assumption that there is a linear relationship 
among the DN of the same band of multi-
temporal images in the same area [1, 2]. A 
variety of RRN methods are available now, 
These methods include  pseudo-invariant 
features (PIF) [2], dark and bright set (DB) 
[3], histogram matching (HM) [4], automatic 
scattergram-controlled regression (ASCR) 
[5],Multivariate alteration detection 
transformation (MAD) [6], iteratively 
reweighted MAD transformation (IR-MAD) 
[7]. Ding Yuan applied seven empirical 
multitemporal radiometric normalization 
techniques to 1973 and 1990 Landsat MSS 
images acquired of the Washington D.C. area. 
The results from the various techniques have 
been compared both visually and using 
measure of the fit based on standard error 
statistic. Schott et al presented pseudo-
invariant feature normalization which 
analyzed the elements whose reflection 
distribution has statistical invariance ,such as 
concrete ,asphalt and roottops those elements 
are assumed not to have any significant 
change between two acquisition dates. 
Difference in gray level distribution of these 
invariant objects are supposed to be  linear 
and are corrected statistically to perform the 
normalization [2]. Elvidge et al developed a 

radiometric normalization method (no change 
pixel set) through a no change set determined 
from the scattergram between near infrared 
bands of the subject. Pixels no- change region 
will be used to compute normalization 
coefficients for all bands[5]. 

 
II. PROPOSED METHODS 

 
[1] Multivariate  Alteration  Detection 
(MAD): 

The  MAD  (Multivariate  Alteration  
Detection) transformation  applied  to both  
images  from different  times  is invariant to 
arbitrary linear transformations of the 
intensities of the  pixels  involved  in  the  
transformation.  That  is  the  reason  why  in  
the  implementation  of  the  change  
detection  method (MAD)  preprocessing  
with  radiometric  normalization  is 
superfluous.  This  work  proposes  
combined  use  of  MAD transformation  
applied  to  not-normalized  multitemporal 
images to select NOT-changed pixels and 
then their utilization for  a  relative  
radiometric  normalization.  This  is  a  
simple, quick  and  completely  automatic  
procedure,  compared  with methods  
requiring manual  selection  of  
characteristics  that  do not change with  
time.[6] 
 The purpose of this method is that 
the data of two  bitemporal multispectral  
image  will  be  transformed  in such  a way  
that  the maximum variance  in every band 
will be explained  at  the  same  time  in  the  
difference  image.  This transformation  
generates  a  set  of  mutually  orthogonal 
difference  images  (MAD  components), 
which  have  the  same spectral  dimension  
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as  the  original multispectral  images  that 
were transformed. The whole process of 
relative radiometric normalization can be 
divided into three steps:  Pre-processing 
(geometric registration), Selection of 
pseudo-invariant features, Determination of 
normalization coefficients from selected 
PIFs.  
 
A.  Pre-processing: Geometric registration  
 Multi-spectral subject images are 
geometrically registered with the respective 
reference images before automatic relative 
radiometric normalization process. 
 
B.  Selection of Pseudo-invariant Features 
 In this, it is assumed that linear 
effects are much dominant than nonlinear 
and PIFs are those features in an image 
which are statistically invariant to any 
seasonal cycles; their reflectivity is almost 
linearly distributed in nature, either 
increasing or decreasing. They can either be 
bright set like urban features, concrete, rock 
structures etc or dark set like deep water 
bodies. Following sections provide  the 
description  of  proposed approach for  
pseudo invariant features: 
 

C. Determination of normalization 
coefficients from selected PIFs:  

 The Multivariate Alteration 
Detection method (MAD) is change analysis 
method in multispectral images. In MAD 
automatic selection of  PIFs  is based upon  
the assumption that atmospheric and 
calibration differences are linearly related 
and MAD  components  are  invariant   to  
such  linear transformations .This method is 
based on Canonical Correlation Analysis 

(CCA) [7].  Assuming  that we have two 
temporal images having N spectral channels, 
we can represent intensities of both images 
by random vectors F and G, where 
 
F=[F1+F2+F3+………FN]T                (1) 
 
G=[G1+G2+G3+………GN]T              (2)                                     
Combining  the  intensities  from all  the 
bands  linearly, we achieve 
 
U=aTF=[a1F1+a2F2+a3F3+……aNFN]       (3)   
                                 

V=bTG=[b1G1+b2G2+b3G3+……bNGN]      
(4)                              
 

The differences of the linear combinations U 
and V are known as MAD variates. 
Maximizing  the  difference information 
requires maximizing variance which  
requires minimizing  the  correlation  
between U  and V  under  the Var(U) = 
Var(V) = 1 with keeping the correlation as 
positive. Using CCA,  searches  for  linear  
combinations U=aTF and V=bTG  of  the  
(ideally) Gaussian  distributed  
variables[U,V] with maximum correlation. 
 
Ρ = Corr[ U,V ] = [ , ]

[ ]. [ ]
    (5) 

 
where    ρ = Corr (U,V) is the correlation of 
the  transformed vectors U and V. 
The ai and bi (I = 1. . . N)  vectors of 
coefficients are calculated in order to 
minimize the positive correlation between U 
and V. This means that the resulting 
difference image U –V will show maximum 
spread in its pixel intensities. If we assume 
that the spread is primarily due to actual 
changes that have taken place in the scene 

IJMER; ISSN: 2277-7881; IF-2.735; V:5.16; Vol 3, Issue 3(11), March 2014

92 International Journal of Multidisciplinary Educational Research



over the interval  t1- t2, then this procedure 
will enhance those changes as much as 
possible. The procedure identifies N sets of 
coefficients ai and bi ,where every set 
corresponds to a single difference 
component. 
  
MADi= Ui –Vi = aiF – biG,         I = 1. . . N    

(6) 
                                                               

Consequently, the  no-change  pixels for 
radiometric normalization must satisfy the 
next relation, 

	∑ < t               (7)                                                     

Where,               
휎 =2(1–ρi)                   (8) 

 
Thus the  pair (U1,V1) has  the  maximal  
correlation;  the  pair (U2,V2) has  the  next  
maximal  correlation  subject  to  be 
uncorrelated  to (U1,V1) and  so  on  with  
the other pairs. Once the CCA has been 
exposed the MAD transformation defined 
as:  

	→ 		 ....
	

                        (9)                                                            

 The  first MAD  component  has  
maximum  variance  in  the intensity  of  its  
pixels. That is the last MADN component 
contains the maximum change information. 
With the use of a threshold the no change 
pixel could be determined The absolute 
value of the last MAD component shows 
always the domain of the greatest undergone 
change. The correlation among  the  input 
bands and  the MAD components  make  the  
interpretation  of  the  mode  of  change 
easier. With the use of a threshold the no 
change pixel could be determined. MAD 

transformation is invariant to linear 
transformations applied to the original 
image. This means that it is invariant   to 
radiometric corrections that could be 
applied. That is why it is considered a very 
robust method to detect changes. This 
invariance offers  the  possibility  to  use  the 
MAD  transformation  to  implement 
automatically  a  relative  radiometric  
normalization onto multitemporal images. 
 
Experiments: 
 In this experiment two temporal 
images were used for radiometric 
normalization. For convenience, the two 
images are called image(a) and image(b) 
respectively. Compared to image(a), 
image(b) has a duller appearance, with less 
contrast than  image(a) . Therefore, image(b) 
is selected as the reference image and 
image(a) as the subject image in the MAD 
method.   
Data set 1: 

    
(a)                                       (b) 

Fig 2.1 (a) Subject image (b) Reference 
image 

 
(a)                                    (b) 
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Fig 2.2 (a) Normalization of subject image 
(b) Change detection 

Data set 2: 

 
(a)                                       (b) 

Fig 2.3 (a) Subject image (b) Reference 
image 

 
Fig 2.4 (a)  Normalization of subject 

image (b) Change detection 
 

[2] Ordinal Conversion method: 
 A method called ordinal conversion 
which neither belongs to ARN nor RRN for 
radiometric normalization and change 
detection. This method does not require the 
conversion of the digital number (DN) of 
each image into land-surface reflectivity 
directly, and it does not need a reference 
image. It converts image values to ordinal 
ranks. When image pairs are converted to 
ordinal ranks, the global characteristics of 
the distributions of pixel values are matched 
[8]. Thus ordinal conversion may be a useful 
technique for normalizing multi-temporal 
high resolution imagery. Pixel ranking does 
not require atmospheric details, sensor 
information, or selection of subjective 
pseudo-invariant features, and therefore 

allows images to be simply and efficiently 
normalized and processed for changes with 
minimal a priori knowledge. As well, 
ranking may be a useful technique for 
normalizing imagery from multiple sensors. 
The simplicity and efficiency of this ordinal 
ranking approach may enable automation of 
image normalization. 
 
This approach involves three main steps: 
(a) Extract pixel values from image 

pairs,  
(b) Sort original pixel values of image 

pairs in ascending order, and 
(c) Assign each pixel a new value based 

on its reflectance value relative to all 
other pixels. 
      
 

Extract pixel value 
Pixel 

location 
Pixel value 

X Y  
1 1 8 
1 2 5 
1 3 4 
1 4 5 
1 5 1 
…
… 

…
… 

…… 

n N n 
 

Sort pixel value in 
ascending order 

Pixel location Pixel 
value 

X Y  
1 5 1 
1 3 4 
1 2 5 
1 4 5 
1 1 8 

…… …… …… 
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n n N 
 

Assign ordinal ranks 
Pixel 

location 
Pixel Pixe

l 
X Y valu

e 
rank 

1 5 1 1 
1 3 4 2 
1 2 5 3.5 
1 4 5 3.5 
1 1 8 5 
…
… 

…… …
… 

….. 

n n # # 
 

Fig. 2.5 Flow Chart of Ordinal 
Conversion Method 

 
 
Experiments: 
 In ordinal conversion method, 
reference image is not required, subject 
image can directly processed. 
Data set 1: 

 
(a)                                       (b) 

Fig 2.6 (a) Subject image (b) Normalized 
subject image 

Data set 2: 

 

(a)                                       (b) 
Fig 2.7 (a) Subject image (b) Normalized 

subject image 
 

III. RESULTS AND DISCUSSIONS 
 Image enhancement or improving the 
visual quality of a digital image can be 
subjective.  Saying that one method provides 
a better quality image could vary 
from person to person.   For this reason, it is 
necessary to establish quantitative/empirical 
measures to compare the effects of image 
enhancement algorithms on image quality. 
 
               Table no.3.1: Results for data set 1 

 
 
Metho
ds 
 

Absol
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Diffe
rence 

 
PSN
R 
(dB) 

 
 
RM
SE 

 
Ima
ge 
Fide
lity 

 
MAD 

 

 
26.78
02 

 
18.1
76 

 
31.4
57 

 
-
0.14
58 

 
Ordina
l 
conver
sion 
 

 
34.88

66 

 
16.0
21 

 
40.3
14 

 
-

0.24
83 

 

 
 

Table no.3.2: Results for data set 2 
 
 

Methods 
 

Absol
ute 

Diffe
rence 

 
PSN

R 
(dB) 

 
 

RMS
E 

 
Imag

e 
Fideli

ty 
 

  
    MAD 
   

 
119.1
8 

 
5.27
6 

 
138.9
0 

 
-
2.842
6 

 
Ordinal 
conversi
on 

 
123.1

3 

 
5.03

8 

 
142.7

6 

 
-

3.114 
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IV. CONCLUSION 

 
 The procedures for radiometric 
normalization suggested here are automatic 
and fast but by visual effect and by 
comparing image evaluation parameters 
MAD method is efficient method than 
ordinal conversion method. Along with this 
parameters processing time for MAD 
method is less. The advantage of ordinal 
method is it does not require reference 
image and computational complexity is less. 
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Abstract— Every new technology introduced in the world of 

computers aims at reducing the size of it’s working elements and 

hence the size of the computer. The working elements being 

transistors can be reduced in size to a certain extent but, if 

reduced further, the effects of quantum mechanics will begin to 

hinder their performance and thus present a fundamental limit 

to the computer technology. However, these very effects of 

quantum mechanics can be used to develop a nascent class of 

computers called the Quantum Computers. These Quantum 

Computers will have the potential of solving problems quickly 

and easily, that are extremely time-consuming for classical 

computers. 

Keywords—— Qubit, Computing Liquids, De-Coherence   

I.  INTRODUCTION  

In 1965, Gordon Moore, based upon his observations, 

proposed a statement (which was later called the Moore’s 

Law) that the computer power will double for constant cost 

roughly once every two years [1]. This means that the number 

of transistors on a chip would double, to increase the 

computational power, thus in turn increasing the density and 

complexity of the chip. However decreasing the size of the 

transistor beyond the fundamental limit may cause quantum 

effects to interfere in the functioning of the transistors and 

hence the electronic devices [1] [2]. As a remedy to this 

problem of interference of quantum effects in functioning of 

electronic devices, Physicist Richard Feynman, in 1982, 

thought of a quantum computer which uses these quantum 

effects such as superposition and entanglement to its 

advantage. Unlike transistor based  classical computer which 

stores and processes data in binary digits (bits), a quantum 

computer uses Quantum bits (qubits) which use quantum 

properties to represent and perform operations on the data [3]. 

The fundamental difference between a bit and a qubit is that, 

at a given time, a bit can be expected to be in any one of the 

two states which are logical ‘0’ and logical ‘1’ where as a 

qubit has the ability to be in either logic ‘0’ or ‘1’ or in a 

coherent superposition of both, in separate universes. This 

indicates that if such an infinite superposition exists, then it is 

theoretically possible that a single qubit could store infinite 

amount of information [3] [4]. For example: A 2-bit classical 

computer can work only on one of the four possible logic 

states (00, 01, 10 and 11) at a given time, whereas a 2-qubit 

quantum computer, on the other-hand, can practically work on 

all the four possible states simultaneously. This ability of a 

qubit, of being in superposition of multiple states, makes the 

quantum computer powerful enough to solve the problems 

quickly and easily, which are extremely time-consuming for a 

classical computer [5].      

II. BASICS OF QUANTUM COMPUTERS 

A. Quantum Bit (Qubit) 

The fundamental component of a quantum computer, the 

qubit is quite similar to a classical bit and has two possible 

states |0⟩ and |1⟩. The notation ‘| ⟩’ is called as the Dirac 

Notation which is often used for representing states in 

quantum mechanics. Furthermore, the qubit’s ability, which 

basically distinguishes it from a classical bit, is that the qubit 

can also exist in a state other than |0⟩ and |1⟩, because of 

which it can also form linear combinations of states, called 

superposition and can be expressed as: 

 

                               |ψ⟩= α|0⟩ + β|1⟩           (1) 

 

Where α and β are complex numbers, but can be thought to be 

real numbers regardless of results. The states |0⟩ and |1⟩ are 

called as computational basis states forming an orthonormal 

base vector for the vector space. Classical computers do the 

computation on the basis of determining the state in which the 

bits are, but on the contrary the state of the qubit cannot be be 

examined to determine the values of α and β. When we desire 

to measure the states of the qubit, we can only get the result as 

either 0 with probability |α|
2
 or result 1 with probability |β|

2
. 

Normally |α|
2 

+ |β|
2 

=1, since the sum of the probabilities must 

be 1 [1].  The lack of harmony between the unobservable 

states and the observations arises because of decoherence. The 

sub-atomic happenings based on quantum mechanical 

properties make the quantum computer so powerful, but at the 

same time, these very happenings also make it delicate and 

uncontrollable. For instance consider a qubit in superposition 
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state as in Equation (1). If we wish to measure its state, then as 

soon as its measureable comes in contact with the 

environment, it will decohere and assume one of the two 

classical states. This phenomenon is called decoherence which 

is a substantial limitation to the processing capability of the 

quantum computer since its processing capability is 

completely dependent on the simultaneity achieved by the 

quantum superposition of the states [3].   

 
Fig 1 : Qubit represented by two electronic levels in an atom [1]. 

 

 

 
 

Fig 2 : Bloch sphere representation of a qubit [1]. 

 

B. Obtaining a result 

Since simultaneity is the basis of quantum computation, 

any operation performed on the qubits will cause multiple 

results to occur in multiple universes. A way to obtain a 

solution in such a case is to look at the interference of these 

multiple results. This concept of obtaining the solution can be 

best explained by the example of Young’s two slit experiment. 

In this experiment Young arranged two parallel slits between a 

light source and a screen. The light source caused the light to 

pass through the slits, interfering as shown in figure 3, on to 

the screen. Due to the constructive and deconstructive 

interference of the lights coming out of the two slits a pattern 

of light and dark lines appeared on the screen. This concept of 

constructive and deconstructive interference can be used to 

obtain the solution of any quantum computation [3].  

 

 
 Fig 3 : Young’s two slit experiment [3]. 

But the interpolating this concept of constructive and 

deconstructive interference is difficult because even looking at 

any of the results or any of the transitional states of the 

computation may seize all further quantum computation. 

III. OPERATION OF QUANTIM COMPUTERS 

A quantum computer is made up of quantum circuits which 
consist of basic quantum gates and wires, similar to the 
classical computer which is made up of electrical circuits that 
consist of electrical components and wires. These fundamental 
quantum gates are responsible for carrying around 
manipulating the quantum information. 

A. Reversible gates 

According to its very definition a reversible gate is a logic 

process whose inputs could be predicted from its outputs. In 

classical computing this concept is considered to be 

unconventional, since in a classical logic gate the information 

is lost during its transition from the inputs to the outputs. This 

loss of information can be thought of as a loss in the form of 

heat, that a classical gate dissipates. For example, if we 

consider a two input classical OR gate, then for any 

combination of its inputs, there is only a single bit output 

implying that the remaining one bit of information was lost in 

the form of heat.  On the contrary, we cannot allow such loss 

of information in the form of heat in a quantum gate, since the 

dissipation of heat will depend on the inputs of the quantum 

gate and  such case would ensue decoherence, which is 

undesirable [6]. A reversible gate does not introduce the 

problem of loss of information since; in this case the number 

of output bits is equal to the number of the input bits. The 

result of the operation performed by the gate is visible on one 

of these output bits, similar to the output bit of a classical gate, 

and the rest of the two bits represent their respective inputs. 

These extra bits can be used at any instance to deduce the 

inputs to the gate [3] [6]. 

  One such reversible quantum gate is called as a Toffoli 

gate, the conceptual schematic of which is shown in figure 4.  

 

Fig 4: Conceptual Schematic of a Toffoli Gate. 

 

The Toffoli gate is also called a universal gate because it 
can be used to perform any logical operation as demonstrated 
by Charles Bennett in 1976 [3] [5]. The Toffoli gate shown in 
figure 4 is designed for the logic in which the qubit ‘z’ is 
inverted if the other two inputs ‘x’ and ‘y’ are 1. The truth table 
for this Toffoli gate is shown in table 1.  
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 TABLE I. Truth table of Toffoli Gate. 

Input 
x 

Input 
y 

Input 
z 

Output 
x 

Output 
y 

Output 
z  

0 0 0 0 0 0 

0 0 1 0 0 1 

0 1 0 0 1 0 

0 1 1 0 1 1 

1 0 0 1 0 0 

1 0 1 1 0 1 

1 1 0 1 1 0 

1 1 1 1 1 0 

 

Since the Toffoli gate is a universal gate, it can be used to 

design a quantum NAND gate, which in turn can be used to 

design a complete quantum system.  

B. Not Gate 

Quantum computers are made from logic gates, that 

perform the operation on qubits, and wires are used for 

transferring data from one end to the other. NOT gate, which 

is basically a single bit gate can be successfully designed 

using quantum concepts. The output of this NOT gate is an 

inverted version of the qubit present at its input i.e. if the input 

is |0⟩ then the output is |1⟩ and vice versa. For the sake of 

convenience, we can represent the output of the NOT gate in 

matrix X where:  

 

 
then the states α|0⟩ + β|1⟩ can be written in the matrix form as:  

 
 

Where α is the magnitude of |0⟩ and β is the magnitude of |1⟩. 
For such entries at the input of a NOT gate, the output can be 

expected as : 

 

 
It is important to notice that in the output, the qubit state |0⟩ is 

to replace |1⟩ and vice versa. This clearly shows the NOT 

operation being performed on the inputs of this gate [1] [5].  

 

IV. QUANTUM ALGORITHM 

Ever since Quantum Computers were thought of, they have 

been constantly compared with their classical counterparts in 

the matters of speed, efficiency and reliability. To optimize 

these three factors, highly efficient algorithms that exploit the 

total computational powers of the quantum computers are 

being developed. 

A. Shor’s Algorithm 

Predictions by the early nineties began to claim that the 

quantum computers could be faster than the classical ones. In 

1994 Peter Shor, a scientist from Bell Labs, formulated a 

polynomial time algorithm to factorize large numbers using a 

quantum computer. This attracted a lot of attention to the field 

of quantum computing. The algorithm was considered 

significant, as most cryptographic systems today use heavy 

factorization. Shor's algorithm uses O((log n)2 . log log n) on 

a quantum computer, and must perform O(log n) steps of post 

processing on a classical computer while the quickest publicly 

available contemporary algorithms use exponential time. If 

ever applied, it could drastically affect cryptography, as it 

would make concessions to the security provided by public 

key encryption (such as RSA) [3]. 

 

 
Fig 4 : Comparison for Integer factorization iterations. 

 

1) Public Key Encryption 

This is the most popular method for sending encrypted 

data. Two keys are needed for this, one private and one public. 

The public key encrypts the data while the private key is used 

for the decryption of data. One could easily obtain a public 

key from a private key but not vice versa. Nevertheless an 

intruder who has the public key, can in principle, calculate 

your private key as they are mathematically related. To 

achieve this, the public key must be factorized which is 

unmanageable. For instance, getting the product of 2149 and 

3578 is easy, but factorizing 7689122 is relatively difficult. As 

the digits in a number increase, factorizing that number 

becomes more tedious. It took 8 months and 1600 Internet 

users to crack RSA 129 (a number with 129 digits) [3]. TO 

combat the increasing power of computers, cryptographers 

decided to add extra bits to the existing protocol. This brought 

the RSA 140 into existence. This encryption standard might 

seem as unbreakable by using a classical computer, but with a 

quantum computer employing the Shor’s algorithm, is used, 

can crack this standard in a matter of seconds [3] [5].  

 

2) Example of Shor’s algorithm 

To explain the the capabilities and the functioning of shor’s 

algorithm, we consider a small example. Let us consider that 

we want to determine the prime factors of the number 15. This 

process can be explained in three important steps [3].  
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a) Step 1 

 

First of all we have to consider an array of qubits 

forming a register. Since the number we chose to factorize is 

15, we will be requiring a four qubit register. As shown in 

figure 5, where each qubit is capable of staying in the 

superposition of two states.  

 

 
 

Fig 5 : A 4-qubit register can represent 16 classical states simultaneously [3] 

 

This unique capability of the qubit of being in a superposition 

of two states helps boost the simultaneity of the overall 

algorithm. For example, if a three bit register is built from 

such qubits, then the register as a whole would be in a 

superposition of eight states. This means that the register holds 

the values (000, 001, 010, 011….111) simultaneously. Hence 

any operation performed on this register would be considered 

as being performed on all the eight values the register can hold 

simultaneously.  

 

b) Step 2 

The second stage includes the calculations to be 

performed on the registers [3]. The details of these 

calculations are as follows: 

 First we consider a number N which refers to a 

number that we want to factorize. In our case N= 15 

 A supporting random variable X is chosen such that  

1 < X < N-1 

 X is raised to the power contained in the register 

(register A) and then divided by N 

 The result of the above operation is placed in another 

register B.  

 

 
 

Fig 6 : Operation performed in stage 2 [3] 

 

This step is important since after successfully completing 

this step, the contents of the register B are the results of 

the above operation performed on all the possible values 

of register A.  

 

 

c) Step 3 

This is the last step of the complete process, which is 

considered to be difficult to implement. The repetition 

frequency f can be determined by a quantum computer. To 

accomplish this, complex operations on register B are 

performed. Thus when we look at the contents of register B, 

causes the results from multiple universe to interfere with each 

other. The resulting value of f is then used in the following 

equation to calculate the factor. 

 

 
 

Fig 7: Equation used to calculate factor [3] 
 

It cannot be assured that the outcome of the process is exactly 

the required prime number. But chances of it being the 

required prime number are high, since the constructive 

interference produce the value of f that is close to the exact 

answer, while destructive interference cancels out the wrong 

ones. Moreover, verifying the result is correct or not, can be 

done by simply multiplying the two numbers to get N. Even if 

the results are incorrect, repetition of the process with 

different values can give the correct answer in few steps.  

B. Grover’s Algorithm 

The parallelism of the quantum computers can be 

efficiently used to search for the required data from a 

scrambled database in considerably less amount of time as 

compared to the classical computers. Lov Grover developed 

an algorithm that used this simultaneity to search the data in 

root N number of turns which was much faster than the 

classical algorithms that took N/2 number of turns. This time 

efficiency is much required while searching a huge database.  

Furthermore, root N number of operations is required to 

present the data in the readable format.  

 

V. BUILDING A QUANTUM COMPUTER 

Designing of a quantum computer requires an entirely 

different class of manufacturing processes. These processes 

enable the qubits to exist coherently in the superposition of 0 

and 1 state. Many such manufacturing processes are being 

developed, showing a range of success rates. Each type of 

manufacturing process may deal with building the quantum 

computers for a specific application. Still the process capable 

of mass producing these systems is unknown. Two such 

processes which are widely being researched are explained as 

follows:    

A. Quantum Dots 

A quantum dot, which is way of implementing a qubit, can 

be well explained as an electron entrapped in an atoms. As a 

pulse of laser light of the precisely right wavelength is focused 

on the dot for a determined duration, the electron to excite to a 

higher state. Repeating this process will cause the electron to 

fall back to its initial state. The ground and excited states of 

the dot are analogous to the 0 and 1 states of the qubit and the 
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application of LASER light can be considered as a NOT 

function which causes the qubit to change its present state. A 

reduction in the time for which the light is focused on the 

qubit can excite the qubit just enough to rise it to a level 

intermediate to  excited state and the ground state. This 

intermediate state can be considered as the superpostiton of 

the two states. A range of more complex logic operations can 

be designed using these quantum dots. Thus quantum dots 

make for an appropriate building block of quantum computers. 

However, due to some practical problems, the quantum dots 

are still in the conceptual stage: 

 

 The essential time duration for the laser pulse is 

about 1 nanosecond because of the 1 microsecond-

long excited state of the electron; this puts a limit to 

the number of computational steps possible before 

losing the information.  

 A quantum dot is just about the size of 10 atoms (1 

nanometer) across. Manufacturing quantum dots this 

small in size is a very difficult process. Moreover 

such technology doesn’t even exist yet.  

 Another inexistent technology will have to be 

developed, that of building lasers which could emit 

various frequencies of light targeting different groups 

of quantum dots to avoid interference that will be 

otherwise caused due to their stuffing in such a small 

space [3]. 

B. Computing Liquid 

A major new approach has been developed in the field of 

quantum computing. Instead of the assumption that quantum 

medium must be very tiny and disconnected from its 

surroundings this approach suggests that there should be a sea 

of molecules that could store information. The fact that every 

nucleus in a molecule revolves in a particular direction, when 

in magnetic field, can be used to describe its state. An upward 

spin will signify a 1 and a downward spin will signify a 0.  

The spin states can be detected by using Nuclear Magnetic 

Resonance (NMR) techniques and bursts of two specific 

(different) radio waves can be used to flip the nuclei from 

spinning up (1) to spinning down (0) and  vice-versa. Here the 

molecule is the quantum computer and the nuclei, the qubits. 

However not a single molecule but a big quantity of this liquid 

is required to perform these operations. The spin states of the 

nuclei stay constant regardless of the molecules of the liquid 

running into one another, this being its advantage. However, 

decoherence is still a threat, but the time before the 

decoherence begins is much longer than in any other technique 

so far [3].  

 

VI. APPLICATIONS OF QUANTUM COMPUTERS 

A. Simulating Quantum Mechanical systems 

 

B. Integer Factorization  

C. Database Searching 

D. Solving complex problems 

E. Quantum Cryptography 

F. Artificial intelligence 

 

VII. FUTURE PROSPECTS 

Lately, Dr Chuang’s and Dr Gershenfield’s ‘computing liquid’ 

techniques have ensured a bright future for quantum 

computing. In fact, according to Dr. Gershenfield a quantum 

co-processor could be a exisitant within 10 years by the 

current rate of progress. Other techniques, such as quantum 

dots, may also yield similar results with the advancement in 

technology. Optimistically, the problems standing ahead are 

technical and not basic. However, there still is the problem of 

de-coherence. Rolf Landauer of IBM's Thomas Watson 

Research Centre, believes that the quantum computer is 

unlikely to progress beyond the 10-qubit system, de-coherence 

makes them too fragile to be practical. Researchers in 

quantum communication have enjoyed a greater level of 

success. The partial quantum computers involved have 

enabled secure communication over distances as far as 10km. 

Depending on how costly these lines are to develop and the 

demand that exists for them; there could be a strong future for 

quantum communications. 
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Abstract-Tumor is one of the most common brain diseases 

in the world. Based on the WHO (World Health 

Organization) surveys, there are more than 400000 persons 

are suffered by brain tumor per year. So its diagnosis and 

the treatment are very essential in the medical science. On 

the other side, the medical imaging techniques are used in 

several medical domains. For example, Computer Aided 

Pathologies diagnosis, follow-up of these pathologies, 

surgical planning, surgical guidance, statistical and time 

series (longitudinal) analysis. Among all this modalities 

Magnetic Resonance Imaging (MRI) is the most frequently 

used imaging technique in neuroscience and neurosurgery 

for this application. The 3D images created by MRI are 

perfectly visualizes the anatomic structures of the brain such 

as deep structures and tissues of the brain pathologies. The 

fundamental task is the segmentation of objects like 

anatomical structures and pathologies from MR images. The 

results of the segmentation are used as the basis for the 

other applications. This segmentation process may vary 

depending on the specific application and modality. When 

the segmentation of medical image is done it becomes 

somewhat challenging task to do because it involves a large 

amount of data, they have some artifacts due to patient’s 

motion or limited acquisition time and sometimes the soft 

tissue boundaries are not well defined. 

 
Keywords: segment brain tumors, their components, WHO, 

Magnetic Resonance Imaging and   internal structures of the 

brain in 3D MR images. 

 

I. INTRODUCTION 

A brain tumor is an intracranial mass produced by an 

uncontrolled growth of cells either normally found in the 

brain such as neurons, lymphatic tissue, glia cells blood 

vessels, pituitary and pineal gland, skull or spread from 

cancers primarily located in other organs, brain tumors are 

classified on the type of tissue in involved, the location of 

the tumor, whether it is benign or malignant and other 

considerations. 

    Primary brain tumors are originated from the 

brain and on that basis they are named for the cell type form 

which they are originated. They may be benign (non-

cancerous) it means that they do not spread elsewhere and 

does not affect on the surrounding tissues. The other is 

malignant and invasive (spreads to nearer areas). The 

secondary or metastasis brain tumors are originated from 

tumor cells which spread to the brain from another location 

in body.Every primary brain tumor having solid portion of 

the tumor and in addition to that other associated parts such 

as edema and neurosis as shown in figure 1 and 2. Edema is 

the most important part of mortality associated with brain 

tumors. By definition brain edema is an increase in brain 

volume resulting from increased sodium and water content 

and results from local disruption of the blood brain barrier 

(BBB).edema appears around the tumor in white matter 

regions. Tumor associated edema is visible in MRI as either 

hypo-intense (darker than brain tissue) or rarely isointense 

(same intensity as brain tissue) in T1 weighted scans or 

hyperintensed (brighter than brain tissue) in T2 weighted 

and FLAIR MRI. Neurosis is composed of dead cells in the 

middle of the brain tumor and are seen hypointebsed in T1 

weighted. A brain tumor may also infiltrate the surrounding 

tissues or deform the surrounding structures. 

 
Figure 1: MRI of brain. (a) T1-weighted image without contrast 

enhancement. (b)T1-weighted image with contrast enhancement. (c) 

T2-weighted image. (d) FLAIR image   

 

 
                                                                  
Figure 2: One axial slice of a MR image of the brain showing tumor 

areas. 

II. LITERATURE SURVEY 

Contrast to the functions in the literature that use 

different methods and other image types is tough as that 

would need the use of the same datasets by various groups 

with evaluation performed by similar measures. For this 

purpose, only the results of some reports are given, instead 

of a detailed contrast. Although, using manual expert 

divisions as the ground truth, different performance steps 

such as Dice Overlap, Jaccard Index, false favorable and 

negative volume fractions (FPVF, FNVF) were used in the 

literature. 

Fast and powerful efficient tool for segmentation of 

solid tumors with very little user interaction to assist 

medical professionals and researchers in radiosurgery 

planning and evaluation of the feedback to the therapy. 

Particularly, a cellular automata (CA) based seeded tumor 

segmentation method on comparison improved T1 weighted 
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magnetic resonance (MR) images which standardizes the 

volume of interest (VOI) and seed selection is suggested. 

First,develop the connection of the CA-based. 

 Modify the state transition function of the CA to 

calculate  the exact shortest path solution. Furthermore, a 

sensitivity specification is presented to adapt to the 

heterogeneous tumor segmentation problem, and an implied 

level set surface is evolved on a tumor possibility map 

constructed from CA states to impose spatial smoothness. 

Adequate information to initialize the algorithm is collected 

from the user simply by a line taken on the maximum 

diameter of the tumor, in line with the clinical practice. 

Furthermore an algorithm based on CA is provided to 

differentiate necrotic and enhancing tumor tissue content, 

which gains significance for a detailed evaluation of 

radiation therapy response. Recognition studies on both 

medical and synthetic brain tumor datasets demonstrate 80 

%-- 90 % lap over performance of the proposed algorithm 

with an focus on less reactivity to seed initialization, 

robustness with respect to different and various tumor types, 

and its efficiency. 

The very important aim of medical image 

evaluation in general, and brain magnetic resonance image 

(MRI) analysis in specific, is to extract medical relevant 

information that would strengthen medical diagnosis and 

therapy of disease. Brain tumors are a single of the more 

common brain disease, so detection and division of brain 

tumors in MRI are essential in medical diagnosis. The aim is 

to offer information associated to anatomical structures as 

well as possible uncommon tissues required to treatment 

planning and patient follow-up. The segmentation of brain 

tumors can also be useful for general modeling of 

pathological brains and the building of medical brain 

atlases. In spite of various initiatives and promising results 

in the clinical imaging society, precise and reproducible 

division and characterization of deviations are still a 

challenging and complicated task simply because of the 

number of the potential shapes, areas and image magnitudes 

of various types of tumors. Some of them may also damage 

the neighboring structures or may be connected to edema or 

necrosis that transform the image intensity around the 

tumor. Existing methods leave significant room for raised 

automation, relevancy and accuracy. The system identify 

and study the existing methods for discovery and 

segmentation of brain tumors in MR images. Traditionally, 

simple thresholding or morphological techniques have been 

used on each image to section the tissue or area of interest 

for diagnosis, treatment option planning,and follow-up of 

the patients. These techniques are not able to exploit all 

information provided by MRI. Innovative image evaluation 

methods have been and still are being developed to 

optimally use MRI data and fix the problems associated 

with previous methods. Most of the methods provided for 

tumor detection and segmentation have used several 

techniques and it can not make a clear division between 

them but in general, as classically done in image division, 

system can divide the techniques into three groups: region-

based, contour-based and fusion of region- and boundary-

based method.  

Region-based methods find out clusters of voxels 

that share some measure of correlation. These techniques 

reduce operator interaction by automating some aspects of 

applying the low level operations, such as threshold 

selection, histogram analysis, classification, etc. They can 

be supervised or non-supervised. Boundary-based methods 

rely on the development of a curve, based on internal 

forces(e.g. curvature) and exterior forces, such as image 

gradient, to delineate the boundary of brain structure or 

pathology. These techniques can also be supervised or 

nonsupervised. They can be further classified into two 

classes: (1) parametric deformable model (classical snake) 

and (2) geometric deformable model (level sets). The third 

core class of tumor segmentation methods is the fusion of 

region- with boundary-based methods. This class has been 

the most successful, as this technique uses information from 

two different sources: region and boundary. Due to its large 

effectiveness, it has recently received very much attention. 

A. Region-based methods 
In region-based methods, an algorithm normally looks for 

connected regions of pixels voxels with some similar 

attributes such as brightness, texture pattern, etc. 

Thresholding,.region growing and classification are the 

popular algorithms of this kind but applying these 

techniques only can not solve the problem of tumor 

detection and segmentation. In recent years, researchers 

have created advanced and mixed region based techniques 

for tumor detection and segmentation. Further classify 

region-based methods into the following groups: (a) 

classification-based; (b)SVM based tumor segmentation; (c) 

neural network-based. 

Sometimes system can not make a clear division 

between the techniques to classify in these groups, because 

most of techniques have the same type. To define this 

distinction, provide very quick definitions of these distinct 

classes. Classification-based strategies are those that select a 

pixel to a class and are supervised. These techniques use a 

statistical-based method. Clustering-based techniques are 

those that use the fuzzy membership methods for section 

brain tumors and are unsupervised classification. Numerical 

morphology-based methods are those that make use of the 

features of mathematical morphology, such as structuring 

elements (SE) or masks or kernels as templates to convolve 

with the image, followed by binarisation utilizing a given 

operation or use gradient-dependent diffusion followed by 

linking. Atlas based. techniques execute the segmentation 

by registering and deforming the brain directories over 

patient images. Prior knowledge-based techniques use 

former knowledge of different properties, tissues and tumors 

of the brain to segment tumors. Texture-based techniques 

use analytical methods to compute textural attributes to 

identify brain tissues for segmentation of tumors. Feature 

separation methods use a technique for extracting other 

features from patient images and they make a distinction 

based on these attributes. Neural network-based methods are 

those that use an artificial neural network (ANN) to learn 

classification parameters (using test MR data sets), this 

learned distinction is then utilized to segment the patient 

images. Fusion-based methods use a fusion approach to 

combine the information of multimodality images (one 

device or multiple devices) for classification or clustering. 

Fuzzy techniques are those that use fuzzy logic concept for 

segmentation. This class may has overlap with other groups 

and look into the fuzzy connectedness methods. Fractal-

based methods use fractal idea to detect brain tumors in MR 

images. 
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In the image segmentation domain, distinction 

criteria are either supervised, or unsupervised. A supervised 

classifier requires data from the user, generally a set of class 

samples, for determination of the data structures. 

Unsupervised classification (clustering) on the other hand 

relies on cluster evaluation to operate the natural structures 

of the data from the data on their own.Examine tumor 

segmentation methods established on supervised 

classification techniques and unsupervised methods will be 

studied in the clustering-based segment. Following are the 

five types of methods based on supervised classification: 

1. K-nearest neighbors (KNN) 

2. Bayesian approach 

3. expectation maximization (EM) 

4. Markov random field,. 

5. support vector machine (SVM). 

 

Here will be the basics, advantages and detriments of each 

class of techniques exactly for brain tumor segmentation. 

 
III. THE TUMORS OF WHO CLASSIFICATION 

Here we review the properties and charecteristics of most 

common tumors of WHO classification. We focus on the 

appearance of tumors in MRI images ( T1w,T2w, CE-T1w 

and FLAIR images) , the grade of tumors and some general 

information that will be useful in detection , segmentation 

and interpretation of brain tumors in 3D MRI. 

 

A. Gliomas: 

A brain tumor developed from the glial cells is called as 

glima. Approximately  half of all primary brain tumors one-

fifth of all primary spinal cord tumors are formed the glial 

cells. Gliomas grow in the cerebral hemispheres , but may 

also occure in brain stem, optic nerves, spinal cord and 

cerebellum. Depending on the origin of the glial cells 

gliomas are divided into subgroups. There are several types 

of gliomas categorized by the location where they found and 

type of cells from which the tumor is originated. Here we 

review some types of gliomas such as astrocytoma, 

ganglioglioma,, oligodendroglioma and ependymoma[4]. 

B.  Astrocytoma: 

    Astrocytoma are the primary brain tumors derived 

from connective tissue cells  called as astrocytes, which are 

star-shaped glial cells. They are common type of brain 

tumors,    about 40% of brain   tumors are of this type. They 

are included in malignant tumors. WHO and St-Anne gra 

system grade them on the basis of appearance of certain 

characteristics: atypia, mitoses, endothelial   proliferation 

and necrosis. These features reflect the malignant potential 

of the tumor  in terms of invasion and growth rate. Tumors 

without any of these features are grade I, and those  with 

one of these features (usually atypia) are grade II, tumors 

with 2 criteria and tumors with 3 or 4 criteria are WHO 

grades III and IV, respectively. Thus, the low grade group of 

astrocytomas  are grades I and II and high grade 

astrocytomas are grade III and IV. 

C.  Low grade  astrocytoma (Grade 1 and 2): 

  These are well differentiated and grow relatively 

slow but can affect the neighboring tissue. It means low 

grade gliomas cause less mass effect than the high grade 

astricytomas because they grow slowly and incite little 

vasogenic edema. These are located in the cerebral 

hemisphere, the cerebellum or brainstem. Most commonly 

occurred tumors of this type are pilocytic  astrocytoma  and 

diffuse astrocytoma mostly occurs in children and young 

adults. Both CT and MRI are useful in diagnosis of this type 

of tumors. In MRI, low grade gliomas show decreased 

signal relative to surrounding brain on T1 sequences (Figure 

3). In T2 sequences and FLAIR, higher signal reflects both 

the tumor and surrounding edema  (If exist) (Figure 4) . 

Pilocytic astrocytomas are often associated with a cyst, 

which may be particularly prominent on T2-weighted 

sequences. There is usually little or no contrast enhancement 

in MRI (Figure 4). 

D. High  grade  astrocytoma (Grade 3 and 4 ): 

            Approximately 30% of primary brain tumors are of 

this type. They are divided into Anaplastic  astrocytoma and 

glioblastoma  multiform (GBM) are most common tumors 

of this type. These tumors grows more rapidly and affects 

the nearer healthy cells. They are not well differentiated. 

They tend to be less circumscribed than low grade 

astrocytomas and surrounded with more edema. The 

appearance of necrosis in GBMs, differentiate it from the 

anaplastic astrocytoma . GBM is the most common and 

most malignant of the glial tumors. They primarily affects 

the adults and they are located in cerebral hemispheres. 

GBMs can affect the brainstems in children the spinal cord. 

These may develop from lower grade astrocytomas (grade 

2) or anaplastic astrocytomas (grade 3).  

 

 
                                           
Figure 3: Low grade astrocytoma. a) An axial slice of a T1-weighted 

image. b) An axial slice of a T2-weighted image. c) A sagittal slice of a 

contrast enhanced T1-weighted image. 

 

These tumors and surrounding edema have low signal 

intensity in T1-weighted and high signal intensity in T2-

weighted MR images and enhancement is common (Figure 

5). Hemorrhage may be present but calcification is 

uncommon unless the tumor arose from a pre-existing lower 

grade lesion. These tumors tend toInfiltrate along white 

matter tracts (Figure 5) and frequently involve and cross the 

corpus callosum. GBMs typically have an enhancing ring 

observed in T1-weighted images (Figure 5) and a broad 

surrounding zone of edema apparent in T2-weighted images. 
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Figure 4: Diffuse low grade astrocytoma (Grade II). a) Coronal slice of 

contrast enhanced T1-weighted image. No enhancement is present with 

contrast enhancement. b) Axial slice of T2-weighted image of the same 

tumor without surrounding edema.  

 

 

 
 Figure 5:   Glioblastoma multiform. a) Axial slice of T1-weighted 

image without contrast enhancement. b) Same slice with contrast 

enhancement. c) Sagittal view of this tumor. d) T2-weighted image of 

the same tumor with surrounding edema. e) FLAIR image. f) Coronal 

slice of T1-weighted image. 

 
Figure 6 : Glioblastoma multiform. a) Contrast enhanced axial T1-

weighted of a ring enhanced tumor (necrotic). b) Axial T2-weighted 

image of the same tumor showing the surrounding edema [7]. 

 

E. Gangliogliomas: 

 They are slowly growing tumors occurring in 

children and young adults. These are located in temporal 

lobes and cerebella hemispheres.  No surrounding edema is 

present (fig.7) but typically they are found with cyst. The 

radio-logical appearance is non-specific. They appear 

hypointense (darker than GM and brighter than CSF) in 

T1w images and hyperintense in T2w images with variable 

enhancement (figure 7) . They do not enhance in contrast 

enhanced T1w images.                        

 
Figure 7: Ganglioglioma. (a) contrast enhanced axial T1-weighted MRI 

showing non-enhancing hypointense frontal tumor. (b) The same lesion 

appears hyperintense on T2-weighted MRI. 

 

F. Oligodendroglioma : 

 They are also the common type of glioma , 2-5 % 

of primary brain tumors are of this type. They are generally 

slowly growing tumors and mostly located within the 

frontal, temporal or parental lobes. They are distinctive, 

consisting of homogeneous compact, rounded cells with 

distinct boarders and clear cytoplasm surrounded by a dense 

central nucleus, giving them a ―fried egg‖ appearance 

(figure 1.10 and 1.11)[4].  Based on St-Anne grading 

system there are two types: grade A and grade B.  In grade 

A contrast enhancement and necrosis cannot be seen (figure 

8) but in grade B, nodular contrast enhancement and 

necrosis are seen (figure 10), the tumor is located in cortex 

and white matter. 

 
Figure 8: Low grade oligodendroglioma. a) Non enhanced tumor in 

axial slice of  contrast enhanced T1-  weighted image. b) Same tumor 

on FLAIR. c) Sagittal view of the tumor. 

 

 

G. Ependymoma: 

 This type of tumors arises from ependymal cells 

within the brain. This behaves like malignant but actually 

they are benign. Intracranial lesions usually arise from the 

fourth ventricle in children while in adults it occurs from the 

spinal ependymomas.  

 
Figure 9 A cystic oligodendroglioma. a) Axial T1-weighted, showing 

varying degrees of hypointensity. b) T2-weighted image showing 

hyperintensity, especially of the central cyst. c) Contrast enhanced T1-

weighted image showing ring formation at both the tumor-cyst, and 

tumor-brain interfaces]. 
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Figure 10 High grade oligodendroglioma. a) Contrast enhanced T1-

weighted image. b) T2-weighted image from the same patient, showing 

isointense to hyperintense appearance of the mass The presence of 

edema is uncommon and polar cyst may be seen. Ependymomas 

appear hypointense in T1w and hyperintense in FLAIRs are used to 

distinguish the ventricles. These are usually hyperintense in T2w 

sequences. 

 

 

 
Figure 11: Ependymoma. a) Axial view of contrast enhanced T1-

weighted image. b) T2-weighted image of the same tumor. 

 

IV. CONCLUSION 

While dealing with segmentation the other problem arises 

this makes the segmentation process difficult. There is a 

large class of tumor types which includes variety of shapes 

and sizes. There are some existing acquisition protocols 

provides different information on the brain. Every image 

highlights a particular region of tumor. So, the automated 

segmentation with prior models or using prior knowledge is 

difficult to implement. The accurate segmentation of 

internal structures of brain plays very important role in 

study and actual treatment of the tumors. The aim of the 

segmentation is to reduce the mortality and to improve the 

surgical or radio therapeutic management of tumors. The 

brain oncology have the descriptive brain model that can 

integrate tumor information extracted from MRI data such 

as its location, types, shapes and its anatomic-functional 

positioning  also the influence on other brain structures. 
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Abstract 

Probabilistic Neural Network with image and data 

processing procedures was utilized to apply an automated 

mind lump classification. The traditional method for health 

care resonance mind photos type and lumps detection is by 

human examination. Operator-assisted type approaches are 

unwise for big amounts of data and are also non-

reproducible. Medical Resonance images have a noise 

caused by operator efficiency which could result in severe 

inaccuracies category.The use of artificial smart strategies 

for instant, neural networks, and fuzzy logic shown 

wonderful potential in this area. Hence, in this system the 

Probabilistic Neural Network was secured the objectives. 

Decision manufacturing was executed in 2 phases: 

component removal utilizing the primary part study and 

the Probabilistic Neural Network (PNN). The performance 

of the PNN classifier was assessed in terms of training 

performance and type precisions. Probabilistic Neural 

Network offers quickly and precise category and is an 

appealing device for category of the lumps. 

 

Keywords— neural networks, Automated Diagnostic 

Systems Image Processing, Brain Tumor Classification 

 

1. INTRODUCTION 

A synthetic nerve cell is a computational model which is 

encouraged in the natural nerve cells. All-natural nerve cell 

share details in kinds of signals which are passed or moved 

via a hookup which is called synapses which are situated 

on the dendrites or membrane layer of the nerve cell. 

When the signals received are solid sufficient, the nerve 

cell is turned on and produces a signal with the axon. The 

produced signal may be delivered to another synapse and it 

may trigger other nerve cells etc. The complexity of  real 

neuron is highly abstracted when modeling artificial 

neurons. The artificial neurons basically consist of inputs 

which are similar as synapses in real neuron and these 

inputs are multiplied by weights that is strength of 

respective signals and then computed by a mathematical 

function which determines the activation of the neuron. 

And another function computes the output of the artificial 

neuron (figure 1).  

 

 
 

Figure 1 An artificial neuron 

 

The greater a weight of a fabricated nerve cell is acquired 

by stronger input which is multiplied by it. Here the 

weights of neurons could be negative. So it can point out 

that the signal is inhibited by the adverse weight. 

Depending upon the weights, the computation of the nerve 

cell will certainly be different. By adjusting the weights of 

a fabricated nerve cell it can get the outcome as per desire 

for specific inputs. However when it is going to deal with 

hundreds or hundreds of artificial neurons, it would 

certainly end up being quite complicated to locate the 

weights of every one of those by hand. So the remedy for 

this is figuring out the formula which could adjust the 

weights of the ANN in order to locate the expected outputs 

from the network. This procedure of readjusting the 

weights is called learning or training. 

 

The variety of types of ANNs and their uses is extremely 

higher. Given that the very first neural version by 

McCulloch and Pitts was created in year 1943, there have 

actually been developed hundreds of different models 

which are taken into consideration as ANNs. Neural 

networks are regularly utilized to classify designs based on 

trainings that are additionally called as picking up from 

examples. The policies are various for each and every 

neural network. Yet the intention is same that is to identify 

pattern statistics from a collection of training examples 

then categorize new patterns on the basis of these statistics. 

 

Neural networks are frequently employed to classify 

patterns based on learning from examples. Different neural 

network paradigms employ different learning rules, but all 

in some way determine pattern statistics from a set of 

training samples and then classify new patterns on the 

basis of these statistics.[6]. It will be shown that the 

resulting network, while similar in structure to back-

propagation and differing primarily in that the sigmoid 

activation function is replaced by a statistically derived 

one, has the unique feature that under certain easily met 

conditions the decision boundary implemented by the 

probabilistic neural network (PNN) asymptotically 

approaches the Bayes optimal decision surface.[6] To 

understand the basis of the PNN paradigm, it is useful to 

begin with a discussion of the Bayes decision strategy and 

nonparametric estimators of probability density functions. 

It will then be shown how this statistical technique maps 

into a feed-forward neural network structure typified by 

many simple processors ("neurons") that can all function 

in parallel.[6] 

 

2. Literature Review 

Numerous works are available in the literature related with 

the Segmentation and Classification analysis of Brain 

Tumor, A brief summary of some of the significant 

researches is as follows: 
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Nojun Kwak and Chong-Ho Choi, i nput Feature Selection 

for Classification Problems, Feature selection plays an 

important role in classifying systems such as neural 

networks (NNs). It uses a set of attributes which are 

relevant, irrelevant or redundant and from the viewpoint of 

managing a dataset which can be huge, reducing the 

number of attributes by selecting only the relevant ones is 

desirable. In doing so, a higher performance with lower 

computational effort is expected. In this system, it has 

proposed two feature  selection algorithms. The limitation 

of mutual information feature selector (MIFS) is analyzed 

and a method to overcome this limitation is studied.  One 

of the proposed algorithms makes more considered use of 

mutual information between input attributes and output 

classes than the MIFS. What is demonstrated is that the 

proposed method can provide the performance of the ideal 

greedy selection algorithm when information is distributed 

uniformly. The computational load for this algorithm is 

nearly the same as that of MIFS. In addition, another 

feature selection algorithm using the Taguchi method is 

proposed. This is advanced as a solution to the question as 

to how to identify good features with as few experiments 

as possible. The proposed algorithms are applied to several 

classification problems and compared with MIFS. These 

two algorithms can be combined to complement each 

other’s limitations. The combined algorithm performed 

well in several experiments and should prove to be a useful 

method in selecting features for classification problems. In 

this system, it is proposed two input feature selection 

algorithms for classification problems. Algorithms, such as 

the MIFS, based on the information theory have strong 

advantages because they require relatively small 

computational effort. 

 

Kailash D.Kharat,  Pradyumna P.Kulkarni and M. B. 

Nagori design Brain Tumor Classification Using Neural 

Network Based Methods, MRI (Magnetic resonance 

Imaging) brain tumor images Classification is a difficult 

task due to the variance and complexity of tumors. This 

system presents two Neural Network techniques for the 

classification of the magnetic resonance human brain 

images. The proposed Neural Network technique consists 

of three stages, namely, feature extraction, dimensionality 

reduction, and classification. In the first stage, it has 

obtained the features related with MRI images using 

discrete wavelet transformation (DWT). In the second 

stage, the features of magnetic resonance images (MRI) 

have been reduced using principles component analysis 

(PCA) to the more essential features.  In the classification 

stage, two classifiers based on supervised machine 

learning have been developed. The first classifier based on 

feed forward artificial neural network (FF-ANN) and the 

second classifier based on Back-Propagation Neural 

Network. The classifiers have been used to classify 

subjects as normal or abnormal MRI brain images. 

Artificial Neural Networks (ANNs) have been developed 

for a wide range of applications such as function 

approximation, feature extraction, optimization, and 

classification.  In particular, it has been developed for 

image enhancement, segmentation, registration, feature 

extraction, and object recognition and classification. 

Among these, object recognition and image classification 

is more important as it is a critical step for high-level 

processing such as brain tumor classification. Multi-Layer 

Perceptron (MLP), Radial Basis Function (RBF), 

Hopfield, Cellular, and Pulse-Coupled neural networks 

have been used for image segmentation. These networks 

can be categorized into feed-forward (associative) and 

feedback (auto-associative) networks. 

 

N. Sumitra present  Brain Tumor Classification Using 

Back Propagation Neural Network, The conventional 

method for medical resonance brain images classification 

and tumors detection is by human inspection. Operator-

assisted classification methods are impractical for large 

amounts of data and are also non-reproducible. Hence, this 

system presents Neural Network techniques for the 

classification of the magnetic resonance human brain 

images. The proposed Neural Network technique consists 

of the following stages namely, feature extraction, 

dimensionality reduction, and classification. The features 

extracted from the magnetic resonance images (MRI) have 

been reduced using principles component analysis (PCA) 

to the more essential features such as mean, median, 

variance, correlation, values of maximum and minimum 

intensity. In the classification stage, classifier based on 

Back-Propagation Neural Network has been developed. 

This classifier has been used to classify subjects as normal, 

benign and malignant brain tumor images. The results 

show that BPN classifier gives fast and accurate 

classification than the other neural networks and can be 

effectively used for classifying brain tumor with high level 

of accuracy. In this system an automatic method for 

classification of brain tumors in to malignant or benign are 

proposed. Features extracted using principal component 

analysis was used for training and testing. Back 

propagation algorithm was used for training, testing and 

classification of the tumor. BPN is adopted for it has fast 

speed on training and simple structure Results show that 

the features extracted can give satisfactory result in 

analysis and classification of brain tumors. Experimental 

result indicates that BPN classifier is workable with an 

accuracy ranged from 100% to 73%. Further work is to 

check the performance of the system by increasing the 

database. 

 

Jirí Grim and Jan Hora design Iterative principles of 

recognition in probabilistic neural networks, When 

considering the probabilistic approach to neural networks 

in the framework of statistical pattern recognition we 

assume approximation of class- ditional probability 

distributions by finite mixtures of product components. 

The mixture components can be interpreted as 

probabilistic neurons in neurophysiological terms and, in 

this respect, the fixed probabilistic description contradicts 

the well known short-term dynamic properties of 

biological neurons. By introducing iterative schemes of 

recognition it shows that some parameters of probabilistic 

neural networks can be ―released‖ for the sake of dynamic 

processes without disturbing the statistically correct 

decision making. In particular, it can iteratively adapt the 

mixture component weights or modify the input pattern in 

order to facilitate correct recognition. Both procedures are 

shown to converge monotonically as a special case of the 

well known EM algorithm for estimating mixtures. 

Considering PNNs in the framework of statistical pattern 
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recognition we obtain formal neurons strictly defined by 

means of parameters of the estimated class-conditional 

mixtures. A serious disadvantage of PNNs in this respect is 

the fixed probabilistic description of the underlying 

decision problem, which is not compatible with the well 

known short-term dynamic processes in biological neural 

networks. We have shown that, by considering the iterative 

procedures of recognition, some mixture parameters may 

take part in short term dynamic processes without 

disturbing the statistically correct decision making. In 

particular, the mixture component weights can be 

iteratively adapted to a specific input pattern or the input 

pattern can be iteratively modified in order to facilitate 

correct recognition.  

 

3. Proposed Methodology 

 A description of the derivation of the PNN 

classifier was given up Chettri and Cromp. PNNs had been 

used for classification issues. The PNN classifier offered 

excellent reliability, extremely little training time, 

robustness to weight adjustments, and minimal re-training 

time. There are 6 stages involved in the suggested design 

which are starting from the information input to output. 

The first stage is need to be the image handling device. 

Generally in image processing device, photo purchase and 

picture enhancement are the actions that need to do. In this 

system, these 2 actions are avoided and all the images are 

accumulated from available resource. The suggested 

version requires changing the image in to a format capable 

of being manipulated by the computer system. The MR 

pictures are converted into matrices form by using 

MATLAB. Then, the PNN is utilized to labeled the MR 

images. Finally, performance based upon the result will be 

evaluated at the end of the advancement stage. The 

recommended brain MR pictures classification approach is 

shown in Figure 2. 

 
 

Figure 2: The proposed system. 

 

4  IMAGE PROCESSING AND SIMULATION 

RESULTS: 

 

4.1 Image Acquisition: 

In our proposed technique we first considered that the MRI 

browse pictures of an offered patient are either color, Gray-

scale or strength pictures herein are displayed with a default 

size of 220 x 220. If it is color photo, a Gray-scale modified 

image is determined by using a big matrix whose access are 

statistical worths in between 0 and 255, where 0 represent 

black and 255 to white for instance. Then the mind lump 

diagnosis of an offered patient consist of two primary 

stages namely, photo segmentation and edge detection. 

 

4.2 Image Segmentation: 

 The objective of image segmentation is to 

collection pixels into popular picture region. In this system, 

segmentation of Gray height images is utilized to offer 

details such as anatomical structure and recognizing the 

Area of Interest i.e. situate lump, sore and various other 

problems. The proposed strategy is based upon the 

information of physiological framework of the healthy 

components and compares it with the contaminated 

components. It starts by allocating the biological 

framework of the healthy and balanced parts in a 

recommendation photo of a typical prospect mind browse 

photo as received after that it allots the unusual parts in the 

undesirable person brain. browse picture by comparing it 

with the recommendation image info as received. 

 

4.3 Enhancement and Smoothing:  

 There are different types of noise experienced by 

different methods, depending on the noise nature and 

attributes, namely Gaussian sound and impulse noise. In 

this system we assumed that the primary image sound is 

additive and random; that is spurious and random signal, 

n(i, j), added to truth pixel worth I(i, j): 

(i , j ) = I (i , j ) + n (i , j ) 

In this algorithm the enhancement in spatial domain is 

based on direct manipulation of pixels in a small 

neighborhood of pixels, it generally takes the form; 

g (x , y ) =T [f (x , y )] 

 where f (x, y ) is the input picture, g(x, y) is the 

refined picture, and T is an operator on f, determined over 

some area of (x, y). After that we used the next 

enhancement in frequency domain name which is based on 

the principle of the convolution theorem and spatial filters. 

In this system, the recommended sound improvement 

formula is based on utilizing spatial filters and includes the 

following Smoothing filters that are made use of to lessen 

or eliminate Gaussian noise from the MRI 

photo.Developing filters that are utilized for highlighting 

edges in a picture, and are based upon the use of first and 

2nd order derivatives. 

 

4.4 Smoothing by Linear filter:  

 Direct procedures figure out the resulting value in 

the outcome photo pixel IA(i, j) as a linear combo of 

illumination in a local community of the pixel I(i, j) in the 

input picture. In this algorithm we assumed I as an N X M 

image, m is an odd number smaller sized than both N and 

M, and A is the convolution kernel or the filter mask of the 

direct filter that is an m X m mask. The filteringed system 

model of I is given by the discrete convolution as complies 

with                                  
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Where i=1 to N and j=1 to M. This filter replaces the value 

I(i, j) with a weighted sum of I values in a neighborhood of 

(i, j). If all entries of A are non-negative, the filter performs 

average smoothing. Then the matrix of the abnormal brain 

scan image is subtracted from that of the normal brain 

image resulting in a matrix of the region of interest 

accompanied with some noise. 

 

4.5 Smoothing using Gaussian filter:  

 In this system, the proposed Gaussian smoothing 

filter, Gf, is a nonnegative, real-valued column matrix 

defined by, 

 
 

in which c is expressed as, c = √2πσ 2 . 

  Nevertheless this sort of filters enhanced the 

sound decrease height ased opposed to the linear filters, it 

was observed that these smoothing and sound filters did not 

totally please the sound extraction degree from the original 

image as shown in Figure 3. Hence, for these applications a 

set of cascaded filters are recommended. We therefore 

recommended yet another stage of noise filtering using an 

average filter. 

 
 

Figure 3(a): Applying Gaussian filter 

 

 
 

Figure 3 (b): Applying Average Filter 

 

 Using the ordinary filter led to an acceptable noise 

reduction degree for such applications. The verdict from 

this part is plunged filter range is recommended to reach an 

appropriate sound reduction levels mind tumor detection. A 

description of the derivation of the PNN classifier was 

given up Chettri and Cromp. PNNs had been used for 

classification issues. The PNN classifier offered excellent 

reliability, extremely little training time, robustness to 

weight adjustments, and minimal re-training time. There 

are 6 stages involved in the suggested design which are 

starting from the information input to output. The first stage 

is need to be the image handling device. Generally in image 

processing device, photo purchase and picture enhancement 

are the actions that need to do. In this system, these 2 

actions are avoided and all the images are accumulated 

from available resource. The suggested version requires 

changing the image in to a format capable of being 

manipulated by the computer system. The MR pictures are 

converted into matrices form by using MATLAB. Then, the 

PNN is utilized to labeled the MR images. Finally, 

performance based upon the result will be evaluated at the 

end of the advancement stage. The major element 

evaluation (PCA) is made use of as a feature extraction 

algorithm. The major element study (PCA) is one of the 

most successful procedures that have actually been made 

use of in photo recognition and squeezing. The function of 

PCA is to reduce the huge dimensionality of the 

information. 

 An automated technique for classification of mind 

growths in to deadly or harmless are suggested. Functions 

drew out making use of major component study was used 

for training and screening. Back proliferation formula was 

used for training, screening and type of the tumor. BPN is 

embraced for it has rapid speed on training and basic 

framework Outcomes provide that the functions extracted 

could provide satisfying lead to analysis and classification 

of mind growths.  The probabilistic neural network was 

established by Donald Specht. This network provides a 

general option to pattern classification troubles by adhering 

to a strategy established in statistics, called Bayesian 

classifiers. 

 PNN is embraced for it has numerous advantages. 

Its training rate is many times much faster compared to a 

BP network. PNN could approach a Bayes ideal result 

under specific effortlessly complied with disorders. 

Furthermore, it is sturdy to noise examples. Advancement 

hybrid PNN such as done by Georgiadas et all intended to 

enhance brain growth characterization on MRI by making 

using of PNN and non-linear change of textured 

components. The PNN was carried out by utilizing 

MATLAB software package. The spread value (S.V.) of 

the radial basis feature was used as a smoothing aspect and 

classifier precision was reviewed when various values of 

S.V. were made use of. If S.V. is near zero, the network 

will certainly act as a closest next-door neighbor classifier, 

and the network will certainly take into account many 

close-by design vectors if its worth ends up being bigger. 

 The developed PNN were reviewed using 15 

screening information. Outcomes are shown in Table I. As 

received Table I, classification reliability of the screening 

data set for 3 spread values 1, 2, and 3 of mind pictures 

ranged from ONE HUNDRED % to 73 %. According to 

Table I, the classifier presented an accuracy of around 73 % 

when S.V. was 1 and it boosted to 80 % when S.V. was 2. 

Classifier performance reached to 100 % when S.V. was 3 

 

5. Result Analysis  

An automated procedure for category of thoughts 

developments in to harmful or treatable are advised. 

Components removed utilizing principal part research was 

taken advantage of for training and testing. Back 

proliferation algorithm was made use of for training, 

testing and classification of the growth. BPN is adopted for 

it has fast fee on training and simple structure Outcomes 

program that the qualities removed could possibly supply 
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enough lead to analyze and type of mind abides 

Experimental outcome recommends that BPN classifier is 

workable with an accuracy varied from 100 % to 73 %. 

Additional job is to inspect the performance of the system 

by increasing the data source. 

 
TABLE I : TEST RESULT 

Spread Value Accuracy(%) 

1 73 

2 80 

3 100 

 

           Various practices were performed and the 

dimensions of the training and testing collections were 

figured out by taking into account the classification 

accuracies. The information set was broken down into 2 

different information collections-- the training information 

collection (20 topics) and the testing information 

collection (15 topics). The training data set was made use 

of to educate the network, whereas the testing information 

collection was used to validate the reliability and the 

effectiveness of the skilled network for the category of 

mind lumps. 

 

 
 

Figure. 4 :Training Data 

  

6 Conclusion: 

 The considerable outcome is that the PCNN 

educated by a TA-based formula enhanced the" 

generalization" element thus circumventing the 'over-

fitting' trouble. PCNN is compared to PCA-TANN, PCA-

BPNN, TANN and BPNN with AUCas the criterion. 

PCNNvariants with direct transmission feature executed 

effectively. It is inferred that the TA-trained PCNN can be 

used as a practical alternative to the back proliferation 

formula for multilayer pereptrons. Furthermore, one needs 

to pre-specify just 2 criteria that control the optimizer and 

the 'portion difference clarified' which establishes the 

variety of major parts to be picked 
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Abstract—This research paper aims to be responsible 

for the upcoming of 3G technology in emerging or developing 

countries. At the global level 3G technology had reached to the 

higher level. Hereafter, the study of success factors and the 

hitches faced is advisable before the launch of this service in 

developing countries. 

The first generation (1G) has fulfilled the basic mobile 

voice, while the second generation (2G) has introduced capacity 

and coverage. This is followed by the third  generation (3G), 

which has quest for data at higher speeds to open the gates for 

truly “mobile broadband” experience,  which will be further 

realized by the fourth generation (4G).The Fourth generation 

(4G) will provide access to wide range of telecommunication 

services, including advanced mobile services, supported by 

mobile and fixed networks, which are increasingly packet 

based, along with a support for low to high mobility 

applications and wide range of data rates, in accordance with 

service demands in multiuser environment [4]. 

The future of mobile wireless communication networks 

will be experienced several generations as which have been 

experienced. This kind of development will drive the researches 

of information technology in industrial area. In this paper, we 

predict the future generations of mobile wireless 

communication networks including 4th, 5th, 6th and 7th 

generations. The main objective of this paper is to propose a 

technical frame for industry in the future. Thus, this paper is 

focused on the specification of future generations of wireless 

mobile communication networks [14].          

      Keywords--- (1) Mobile Wireless Communication Networks 

                       (2) Evolution 1G to 6G 

                     (3) 7G Vision 

I. Introduction: 

First-generation (1G) mobile phones had only voice 

facility. These were replaced by second-generation (2G) 

digital phones with added fax, data, and messaging services. 

The third-generation (3G) technology has added multimedia 

facilities to 2G phones. And now talks are on for the next-

generation mobile technology with more advanced features, 

i.e. 4G, which is expected to be available in the market by 

2010[2]. 

The theory of electromagnetic radiation was 

propounded by Clark Maxwell in 1857 and explained 

mathematically the behavior of electromagnetic waves.    

Then G. Marconi invented trans-Atlantic radio transmission 

using electromagnetic waves in 1901 [1]. However, as the 

bandwidth of these transmission systems was very small, the 

transmission of information was very slow. Though the 

electromagnetic waves were first discovered as a 

communications medium at the end of the 19th century, 

theses were put in use for the masses very late. The first 

systems offering mobile telephone service (car phone) were 

introduced in the late 1940s in the US and in the early 1950s 

in Europe. These single cell systems were severely 

constrained by restricted mobility, low capacity, limited 

service, and poor speech quality. Also the equipment was 

heavy, bulky, expensive, and susceptible to interference. 

 

II. The First Generation 

1G mobile was based phones on the analogue system. 

The introduction of cellular systems in the late 1970s was a 

quantum leap in mobile communication, especially in terms 

of capacity and mobility. Semiconductor technology and 

microprocessors made smaller, lighter, and more 

sophisticated mobile systems a reality. However, these 1G 

cellular systems still transmitted only analogue voice 

information. 

       The prominent ones among 1G system were advanced 

mobile phone system (AMPS), Nordic mobile telephone 

(NMT), and total access communication system (TACS). 

With the introduction of 1G phone, the mobile market 

showed annual growth rate of 30 to 50 per cent, rising to 

nearly 20 million subscribers by 1990[8]. 

III. The Second Generation 
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        2G phones using global system for mobile 

communications (GSM) were first used in the early 1990s in 

Europe. GSM provides voice and limited data services, and 

uses digital modulation for improved audio quality. 

Multiple digital systems. The development of 2G 

cellular systems was driven by the need to improve 

transmission quality, system capacity, and coverage. Further 

advances in semiconductor technology and microwave 

devices brought digital transmission to mobile 

communications [15]. Speech transmission still dominates 

the airways, but the demand for fax, short message, and data 

transmission is growing rapidly. Supplementary services 

such as fraud prevention and encryption of user data have 

become standard features, comparable to those in fixed 

networks [1]. 

2G cellular systems include GSM, digital AMPS (D-

AMPS), code-division multiple access (CDMA), and 

personal digital communication (PDC). Today, multiple IG 

and 2G standards are used in worldwide mobile 

communications. Different standards serve different 

applications (paging, cordless telephony, wireless local loop, 

private mobile radio, cellular telephony, and mobile satellite 

communication) with different levels of mobility, capability, 

and service area. Many standards are used only in one 

country or region, and are incompatible [1].  

GSM is the most successful family of cellular standards. 

It includes GSM900, GSM-railway (GSM-R), GSM1800, 

GSM1900, and GSM400. GSM supports around 250 million 

of the world‟s 450 million cellular subscribers, with 

international roaming in approximately 140 countries and 

400 networks. 

The core network. This network links together all the 

cells into a single network, coordinates resources to hand 

over your call from one cell to another as you move, 

discovers where you are so that you can receive incoming 

calls, links to the fixed network so that you can reach fixed-

line phones, and communicates with roaming partners. You 

can use your phone on other network links to the Internet, so 

you can reach Web servers and corporate systems 

worldwide to control and deliver services depending on your 

subscription profile. 

The 2G architecture. The existing mobile network 

consists of the radio access network (comprising cells and 

backhaul communications) and the core network 

(comprising trunks, switches, and servers). Mobile 

switching centers (MSCs) are intelligent servers and the 

whole network is data-driven, using subscription and 

authentication information held in the home location register 

(HLR) and authentication centre (AuC). 

The standard services include circuit-switched voice, 

fax, and data, as well as voicemail and voicemail 

notification. Additional services include wireless application 

protocol (WAP), high-speed circuit-switched data (HSCSD), 

mobile location services (MLS), and cell broadcast [1]. You 

can change to a new operator keeping your old phone 

number. 

IV. 2.5G 

        The mobile technology using general packet radio 

service (GPRS) standard has been termed as 2.5G. 2.5G 

systems enhance the data capacity of GSM and mitigate 

some of its limitations. GPRS adds packet-switched 

capabilities to existing GSM and TDMA networks. Working 

on the basis of emails, it sends text and graphics-rich data as 

packets at very fast speed [10]. 

The circuit-switched technology has a long and 

successful history but it is inefficient for short data 

transactions and always-on service. The packet switched 

technology has grown in importance with the rise of the 

Internet and Internet protocol (IP). But as IP too has its own 

weaknesses, circuit-switched services are not going to 

disappear[1]. 

The GPRS (2.5G) core network and service 

characteristics. Although GPRS is an extension to the radio 

access network, it requires whole new packet based IP data 

links, servers, and gateways in the core network. Thus 

GPRS adds several new components besides changing the 

existing GSM or TDMA network [1]. 

GPRS is important because it helps operators, vendors, 

content providers, and users prepare for 3G, as many 

concepts of GPRS live on in 3G, and we will need these 

enhancements to 2G networks for ten years or more. At the 

moment, wireless network technologies are somewhere 

between 2G and 2.5G. The second generation of mobile 

communications technology was all about digital PCS. The 

problem, however, was that much of the digital network was 

implemented for, or overlaid onto, proprietary networking 

equipment. Taken together, 2G and 2.5G technologies are 

far from seamless. These range from spread spectrum code-

division multiple access (CDMA) in North America to 

narrow-spectrum time-division multiple access (TDMA) and 

GSM in Europe and Asia. In addition to these 

incompatibilities, both systems offer digital voice at a 

relatively low speed with very little bandwidth left over for 

data [1]. 

V. The Third Generation 

The 3G technology adds multimedia facilities to 2G 

phones by allowing video, audio, and graphics applications. 

Over 3G phones, you can watch streaming video or have 

video telephony. The idea behind 3G is to have a single 

network standard instead of the different types adopted in 

the US, Europe, and Asia. These phones will have the 

highest speed of up to 2 Mbps, but only indoors and in 

stationary mode. With high mobility, the speed will drop to 

144 kbps, which is only about three times the speed of 

today‟s fixed telecom modems. 3G cellular services, known 

as Universal Mobile Telecommunications System (UMTS) 

or IMT-2000, will sustain higher data rates and open the 

door to many Internet style applications [1].  

The main characteristics of IMT-2000 3G systems are:  

1. A single family of compatible standards that can be used 

worldwide for all mobile applications. 

2. Support for both packet-switched and circuit-switched 

data transmission. 
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3. Data rates up to 2 Mbps (depending on mobility). 

4. High spectrum efficiency. 

 
Fig 1. 3G Network 

IMT-2000 is a set of requirements defined by the 

International Telecommunications Union (ITU). „IMT‟ 

stands for International Mobile Telecommunications, and 

„2000‟ represents both the scheduled year for initial trial 

systems and the frequency range of 2000 MHz 

The most important IMT-2000 proposals are the UMTS 

(W-CDMA) as the successor to GSM, CDMA2000 as the 

successor to interim-standard „95 (IS-95), and time-division 

synchronous CDMA (TDSCDMA) and UWC-136/EDGE as 

TDMA based enhancements to D-AMPS/ GSM—all of 

which are leading previous standards towards the ultimate 

goal of IMT-2000[13]. UMTS increases transmission speed 

to 2 Mbps per mobile user and establishes a global roaming 

standard. Fig. 1 shows the 3G network perspective. UMTS 

is a so-called 3G, broadband standard for packet-based 

transmission of text, digitized voice, video, and multimedia 

at data rates up to and possibly higher than 2 Mbps, offering 

a consistent set of services to mobile computer and phone 

users, no matter where they are in the world. Based on the 

GSM communication standard, UMTS, endorsed by major 

standards bodies and manufacturers, allows mobile users to 

have the constant access to the Internet and the same set of 

capabilities irrespective of their location. Users gain access 

through a combination of terrestrial wireless and satellite 

transmissions. Until UMTS is fully implemented, users can 

have multi-mode devices that switch to GPRS or EDGE 

technology where UMTS is not yet available [1].  

 
Fig 2. Difference Between CDMA & W-CDMA 

Today‟s cellular telephone systems are mainly circuit-

switched type, with connections always dependent on the 

circuit availability. With UMTS, the packet-switched 

connection using the IP means that a virtual connection is 

always available to any other end point in the network. This 

makes it possible to provide new services such as alternative 

billing methods (pay-per-bit, pay per-session, flat rate, 

symmetric bandwidth, and others). The higher bandwidth of 

UMTS also promises video conferencing and the virtual 

home environment. Fig. 2 shows the difference between 

regular CDMA and W-CDMA.  

3G promises increased bandwidth, up to 384 kbps when 

the device holder is walking, 128 kbps in a car, and 2 Mbps 

in fixed applications. In theory, 3G would work over North 

American as well as European and Asian wireless air 

interfaces[12]. EDGE is a faster version of GSM wireless 

service. But the outlook for 3G is neither clear nor certain. 

Part of the problem is that network providers in Europe and 

North America currently maintain separate standards bodies. 

In addition to technical challenges, there are financial issues 

that cast a shadow over 3G‟s desirability. 

VI. FOMA 

Launched in October 2001, DoCoMo‟s Freedom of 

Multimedia Access (FOMA) service provides fast, high-

quality voice and image transmission through packet based 

networks. FOMA‟s secure access can be used for mobile 

banking and e-commerce, e-mail, and i-mode compatible 

Websites. Its high-speed packet transmission network allows 

the i-mode structure to handle more multimedia content for 

3G and 4G wireless Internet services[1]. 

A group of cellular phone makers, carriers, and 

software developers had announced the so-called „open 

mobile architecture‟ that would support two basic air-

interface standards, namely, GSM/GPRS and W-CDMA. 

But some companies didn‟t agree with the proposal 

However, mobile phone designs adopting a common 

architecture are gaining momentum. The main reason for 

this trend is microcontrollers executing application software 

for processing moving pictures, music, and other data. 

Microcontroller manufacturers like Texas Instruments and 

Intel Corp. are collaborating with handset manufacturers in 

Taiwan and China. Such handsets, when produced in large 

volumes, will cost lower than the existing handsets. Thus, 

Texas Instruments and Intel Corp. are expected to become 

the main players in the global mobile industry [1]. 

VII. The Fourth Generation 

4G mobile communications will have transmission rates 

up to 20 Mbps— higher than of 3G. The technology is 

expected to be available by the year 2010. Presently, NTT 

DoCoMo and Hewlett-Packard are on their agenda to make 

it available by the year 2006. 4G is being developed with the 

following objectives: 

1. Speeds up to 50 times higher than of 3G. However, the 

actual available bandwidth of 4G is expected to be about 10 

Mbps. 

2. Three-dimensional virtual reality—imagine personal 

video avatars and realistic holograms, and the ability to feel 

as if you are present at an event even if you are not. People, 

places, and products will be able to interact as the cyber and 

real worlds merge. 
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Fig 3. Protocol suite for 4G mobile terminal and base station 

Ericsson and the University of California are jointly 

researching CDMA wireless access technology, advanced 

antenna systems, next-generation mobile Internet, quality of 

service, power amplifier technology, and wireless access 

networks. Other 4G applications include high-performance 

streaming of multimedia content based on agent technology 

and scale able media coding methods[5]. 

4G will solve problems like limited bandwidth in 3G 

when people are moving and uncertainty about the 

availability of bandwidth for streaming to all users at all 

times. One of the key requirements is to realize a wireless 

4G IP-based access system. The ultimate objective is to 

create a protocol suite and radio communication schemes to 

achieve broadband mobile communication in 4G wireless 

systems [1]. A new protocol suite for 4G wireless systems 

supported by Department of Defense (DoD) contains: 

1. Transport-layer protocols 

2. Error-control protocols 

3. Medium-access protocol 

4. Mobility management 

5. Simulation tested 

6. Physical tested 

7. Protocol suite in the mobile terminal (Fig. 3(a)) 

8. Protocol suite in the base station (Fig. 3(b)) 

VIII. The Fifth Generation 

Fifth generation mobile systems model is all-IP based 

model for wireless and mobile networks interoperability. 

The All-IP Network (AIPN) is capable to fulfill increasing 

demands of the cellular communications market. It is a 

common platform for all radio access technologies. The 

AIPN uses packet switching and its continuous evolution 

provides optimized performance and cost [6]. In fifth 

generation Network Architecture consist of a user terminal 

(which has a crucial role in the new architecture) and a 

number of independent, autonomous radio access 

technologies (RAT). 

In 5G Network Architecture all IP based mobile 

applications and services such as Mobile portals, Mobile 

commerce, Mobile health care, Mobile government, Mobile 

banking and others, are offered via Cloud Computing 

Resources (CCR) [6]. Cloud computing is a model for 

convenient on-demand network access to configurable 

computing resources (e.g., networks, servers, storage, 

applications, and services). Cloud computing allows 

consumers to use applications without installation and 

access their personal data at any computer with internet 

access.CCR links the Reconfigurable Multi Technology 

Core (RMTC) with remote reconfiguration data from RRD 

attached to Reconfiguration Data models (RDM). The main 

challenge for a RMTC is to deal with increasing different 

radio access technologies [6]. The core is a convergence of 

the nanotechnology, cloud computing and radio, and based 

on All IP Platform. Core changes its communication 

functions depending on status of the network and/or user 

demands. RMTC is connected to different radio access 

technologies ranging from 2G/GERAN to 3G/UTRAN and 

4G/EUTRAN in addition to 802.11x WLAN and 802.16x 

WMAN [6]. Other standards are also enabled such as IS/95, 

EV-DO, CDMA2000...etc[6]. 

 
Fig 4. 5G Network Architecture 
 

IX. The Sixth Generation 

The 6G mobile system for the global coverage will 

integrate 5G wireless mobile system and satellite network. 

These satellite networks consist of telecommunication 

satellite network, Earth imaging satellite network and 

navigation satellite network [3]. The telecommunication 

satellite is used for voice, data, internet, and video 

broadcasting; the earth imaging satellite networks is for 

weather and environmental information collection; and the 

navigational satellite network is for global positional system 

(GPS) [3]. The four different countries which developed 

these satellite systems are; the GPS by USA, the COMPASS 

system developed by China. The Galileo system by EU, and 

the GLONASS system developed by Russia [14].  

In 6G handoff and roaming will be the big issue 

because these satellite systems are different networks and 

6G has four different standards. So the handoff and roaming 

must take place between these 4 networks but how it will 

occur is still a question [3]. 
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Fig 5. 6G Network Architecture 

X. The Seventh Generation  

7G mobile network is like the 6G for global coverage 

but it will also define the satellite functions for mobile 

communication. In satellite system, the telecommunication 

satellite will be for voice and multimedia communication; 

navigational satellite will be for global positional system 

(GPS) and earth image satellite for some extra information 

like weather update. The 6G mobile wireless network will 

support local voice coverage and other services [3]. 

The 7G will be the most advance generation in mobile 

communication but there will be some research on 

demanding issues like the use of mobile phone during 

moving condition from one country to another country, 

because satellite is also moving in constant speed and in 

specific orbit, the standards and protocols for cellular to 

satellite system and for satellite to satellite communication 

system. The dream of 7G can only be true when all 

standards and protocols are defined. May be this is possible 

in next generation after 7G and can be named as 7.5G [3]. 

XI. CONCLUSION: 

 In this paper, we have reviewed the 1st, 2nd and 3rd 

generation mobile communication technology and predicted 

the future generations of 4
th

, 5
th

, 6
th

 and 7
th

 [7]. The time 

table of the seven generation directions has been shown in 

Fig 6 [14]. 

 

The first generation (1G) wireless mobile 

communication system is analog system which was used for 

public voice service with the speed up to 2.4kbps. It was 

introduced around the year1980. The second generation 

(2G) is based on digital technology and network 

infrastructure. As compared to the first generation, the 

second generation can support text messaging. It was 

introduced around the year 1990. The third generation 

wireless system (3G) was to provide wireless data service 

with data rates of 144kbps to 384kbps in wide coverage 

areas, and 2Mbps in local coverage areas, which can connect 

with internet. It was introduced around the year 2000 [14]. 

In order to provide wireless mobile internet to users as 

the same quality as the fixed internet networks, 4G shall 

integrate current existing cellular networks and Wireless 

LAN with fixed internet networks. Thus, the feature of 4G is 

one word - integration. It can be introduced around the year 

2010 [7]. 

This kind of integration may cause the handoff issue 

once the mobile users moving from one technology to 

another, which limit the movement of mobile users. The 

Mix bandwidth data path is designed to solve this problem 

and make the 5G in real wireless world. It can be introduced 

around the year 2020 [14]. 

6G integrates the 5G cellular networks and satellite 

Networks to make global coverage. This can supply mobile 

Internet to users at anywhere, anyhow and anytime. It can be 

Introduced around the year 2030 [14]. 

Since the navigation satellite networks have being 

developed by five countries, which make the space 

handoff/roaming is difficulty. Thus, 7G have to solve this 

problem. From our generation directions, it can be 

introduced around the year 2040. 
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  Abstract

        The disc brake is a device for slowing or stopping the rotation of a wheel of vehicles with 
Minimum stopping distance. Friction causes the disc and attached wheel to slow or stop. Brakes 
convert friction to heat, but if the brakes get too hot, they will cease to work because they cannot 
dissipate enough heat so break fade. Disc brakes are exposed to large thermal stresses during 
routine braking thermal stresses during hard braking. Solid disc brake during short and 
emergency braking with different materials. The finite element simulation for two-dimensional 
model was preferred due to the heat flux ratio & stress constantly distributed in circumferential 
direction. In project has included Design of brake disc which has to calculate force, braking 
torque & find optimal dimensions of brake disc .Find out suitable material. Modeling of brake 
discs. Meshing models. Structural & Temperature analysis by using Ansys software. 
Manufacturing of required disc by using vertical milling centre machine, it has to use Program 
coding run by Delcam Software, Model Testing Use Experimental Setup Temperature &, 
Universal Testing Machine, Compare Experimental & Computational Result of standard Bajaj 
Pulsar Disc brake with new optimized Disc brake result.

This project studies about the model of a disc brake is used to Bajaj Pulsar of 2 wheeler. 

Key word: Modeling, Meshing, Stress & Thermal Analysis, manufacturing, Experimentation etc.
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ABSTRACT: Wireless Local Area Networks (WLAN) and 

Wireless Personal Area Networks (WPAN) utilize the 

unlicensed 2.4 GHz ISM band. Through the proposed 

dynamic switching mechanisms based on vertical handover 

(VHO), WLAN and WPAN interference is reduced and the 

throughput of the two systems is significantly improved at 

the expense of a small additional delay in the transfer of data 

traffic. VHO aims at providing service continuity and 

maximize throughput while limiting the so called ―ping-pong 

effect‖. The proposed algorithms can be applied either when 

WLAN and Bluetooth are able to exchange information as 

well as when they operate independently of one another. We 

propose two coexistence mechanisms based On the power 

level of the transmitted signal and packet traffic delay 

scheduling. It focuses on developing MatLab/Simulink 

models for the coexistence of Bluetooth and Wi-Fi protocol 

and the performance evaluation of these models. 

 
Keywords-Bluetooth, Wi-Fi, IEEE 802.11b, IEEE802.11g, 

Coexistence, vertical handover. 

I. INTRODUCTION 

Future trends in the wireless technology are to share and 

exchange data between the different wireless technology The 

future devices can able to share the data over the same 

frequency range without any licence requirement [1]. 

Vertical handover helps to achieve this by exchange of data 

between the different wireless technologies. So by using this 

we can use the best from the technology and we can explore 

more features such as power level reduction data rate 

increment and the increase in range of operation. The IEEE 

802.15 working group is working on the development of 

interference issues of WPAN technology. They proposed two 

techniques to reduce interference caused by other technology 

operating in the same frequency band; these are collaborative 

coexistence mechanism and non-collaborative coexistence 

mechanisms. The collaborative coexistence mechanism helps 

in sharing the data between two different wireless nodes 

including WLAN and WPAN, where as the non-

collaborative approach is unable to share data between the 

two wirelesses technologies like WLAN and WPAN.  This 

paper is considering the approach of collaborative 

coexistence mechanism to share the data between the two 

wireless technologies. According to the IEEE 802.15 

working group the sharing of data take place through the 

adaptive wireless medium access control mechanism, second 

approach is by using the packet transfer access, and third 

approach is by using the interference reduction mechanism. 

The future trends in the mobile having equipped with the 

different forms of connectivity (mobile radio interfaces). 

Thus the power consumption of an mobile by these 

connectivity is an measure issue. If the systems are able to 

switch according to their need intelligently, then devices can 

utilise the maximum amount of power. 

II. Wi-Fi 

The IEEE 802.11b standard [11] is a specification 

forWireless Local Area Networks (WLAN). Wi-Fi systems 

transmit data in the 2.4GHz ISM band. Data is transmitted on 

BPSK and QPSK constellations at 11Msps. A relatively large 

excess bandwidth (or bandwidth expansion factor) is used for 

the pulse-shaping filter,Wi-Fi products transmit at data rates 

up to 11Mbps. Typically, Wi-Fi devices operate at distances 

up to 100 meters, range tend to change as per the conditions . 

This technology based on CSMA/CA medium access with a 

positive MAC layer acknowledgement and a retransmission 

mechanism that aids noisy channel propagation condition and 

eventual undetected collisions. Today, WLAN standard 

defines high rate data throughputs; such as the IEEE 802.11b 

with a maximum throughput of 11Mbps and the IEEE 

802.11g with maximum throughput of 54Mbps. Both IEEE 

802.11b and 802.11g operate at the 2.4 GHz band. Typically, 

WLAN devices operate within 100 meters of distance range 

depending on the surrounding environment. While, the IEEE 

802.11b utilizes direct sequence spread spectrum (DSSS) 

using complementary code keying (CCK) modulation, IEEE 

802.11g is based on the orthogonal frequency division 

multiplexing (OFDM) modulation technique and the CCK 

modulation for backward compatibility with 802.11b. 
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III. BLUETOOTH 

The IEEE 802.15b standard [11] is a specification 

forWireless personal Area Networks (WLAN).Bluetooth is 

convenient low power radiofrequency connectivity for short-

range communications. It can be used to replace the cables 

connecting Portable/fixed electronic devices build ad-hoc 

networks or provide data/voice access points.In the 2.4GHz 

ISM band, the use of spread spectrum is mandatory. 

Although DSSS can achieve higher data rate (11Mbps for 

802.11b standard), FHSS has its advantage of low cost, low 

power, better security. FHSS also handles near-far problem 

better, since it will effectively block out-of-band signals. 

Considering the possible applications of Bluetooth, FHSS is 

a better solution.The hopping sequence is calculated using 

the master’s Bluetooth Device Address. It hops to every 

1MHz channel with equal probability. Its 1600hops/sec fast 

hopping rateis enough to overcome slow fading in most 

indoor environment Bluetooth devices can communicate at 

ranges of up to 10 meters. Bluetooth devices do not need to 

be in direct sight of each other. This makes Bluetooth 

connectivity much more flexible and robust. 

The characteristics of Bluetooth technology—low cost, low 

power, and radio based encouraged the concept of a personal 

area network (PAN). A PAN envelops the user in a small, 

mobile bubble of connectivity that is effortlessly available at 

any time. Bluetooth’s freedom from cables and 

potentialubiquity make it ideal for carrying your personal 

network around with you. 

IV.  VERTICAL HANDOVER APPROACH 

In this approach of vertical handover, Bluetooth transmitter 

send data by using FHSS using GFSK modulation when the 

receiver sensitivity is minimum at that time transfer of data 

will not take place thus at that time approach of vertical 

handovercame to existence.For this approach of switching 

we are using friis transmission equation which calculates the 

received power level as per the distance criteria. Bluetooth 

having operating range of 10 m so beyond the 10 m distance 

the power level required to receive by an transmitter is 

minimum at that time it will wait for 5 to 10 ms to check 

whether the connection is available or not .If after waiting 

also no signal received at the receiver at that time Wi-Fi 

network will start to work. Thus by using received signal 

strength we can estimate the available network.  

Sensitivity is the ability of the receiver to sense the signal for 

the Bluetooth sensitivity is in the range of -50dbm (10pw). 

When the Bluetooth crosses the 10 m distance at that time 

receiver power is below the sensitivity of the Bluetooth 

receiver at that time the received power level can be used as 

the enabling signal for the Wi-Fi system.  

If we set -50.001 dbm as an triggering signal to activate the 

Wi-Fi transceiver We can switch from one network to 

another by using (RSSI). 

   
      

(
   

 
)
  

RSSI (Received Signal Strength Indicator) is a more 

common name for the Signal value. It is the strength that one 

device is hearing another device. This value is measured in 

decibels from 0 (zero) to -120 (minus 120).The closer this 

value to 0 (zero), more potential in the signal. 

 

Figure1: VHO proposed approach 

In a Bluetooth network the basic network configuration, 

called a piconet, consists of a maximum of eight devices and 

a transmission range of only 10 meters. The short range of 

Bluetooth arises frequent handoffs. When the Bluetooth 

device is connected with an AP, and moves out of range, 

after a small duration of time, the Bluetooth stack in the 

device declares the link to be dead and close the L2CAP 

connections. At this time the received power check 

mechanism came into picture which will check the power 

level which is set as threshold if the power level at the 

receiver is in that range so the switching of the network take 

place. So AWMA (ADAPTIVE WIRELESS MEDIUM 

ACCESS) and the mac layer will shift from the Bluetooth to 

Bluetooth link to Wi-Fi to Wi-Fi link  

Receiver Signal Strength Indicator (RSSI) will help reduce 

the power consumption. It compares the received signal 

power to upper and lower thresholds to see if it’s within the 

―golden range‖ and notifies the transmitter via LMP.Receiver 

will always give a feedback signal in the case of Bluetooth 

data transmission. Bluetooth also checks for the data 

transmission by using ARQ concept if data is not being 
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transmitted at that time it will wait for a period and sends 

signal to transmitter to resend the signal same concept we 

can use for the power level check it will always check power 

level at particular distance and if the power level is very low 

which can be -50 dBm at that time20 dBm signal is required 

to enable an Wi-Fi transmitter. 

Switching mechanism will work similar to the ARQ concept 

where the signal always checks for the confirmation of the 

signal. Feedback signal which is used for the confirmation of 

data received .In the similar way we use the RSSI signal 

received from the receiver which always correlate with the 

ARQ message signal if the data transmission is not there for 

some period of time at that time it will switch from one 

connectivity to an another connectivity. For switching from 

the Bluetooth low power signal to Wi-Fi signal with the high 

power level the receiver should send the enabling signal of 

high power level .so the high gain power amplifier should be 

used for the amplification of signal . 

 

Figure2:-Device constraints 

Bluetooth and Wi-Fi operates at the different forms of 

modulation and spread spectrum technique. The spread 

spectrum technique used for the conservation of power level 

as well as for the protection of signal from detecting by other 

signal that is the Antigambling of the signal. Bluetooth uses 

the FHSS technique which is itself a secured form of 

communication scheme where the signal always hops on 

particular frequency and the receiver only knows when it is 

being paired with the transmitter device. Bluetooth transfers 

data at a rate of 1 MBPS which is at a power level of 1 mw 

(0dBm). When we compare this with the Wi-Fi this data rate 

and the power level then the comparative study shows that 

the Bluetooth is far better in compared with the power level 

but restricted with the distance issue and the data rate which 

is comparatively low .So if we consider the power issue and 

use it for the switching also then that will be advantageous so 

we can able to save the power level of the data at a particular 

distance. 

The other mechanism which we consider for the switching 

purpose is the packet data switching .When we are sending 

the data on a particular channel then the channel always 

checks the data rate or the bandwidth of operation of the 

signal. When the data transmission is in the range of 1 MBPS 

then it will transmit the data by using a Bluetooth concept. 

Otherwise it will transmit the data by using Wi-Fi 

connectivity. By using this concept of switching mechanism 

we can save the power before starting the data transfer mode 

.If we combine this two mode of switching then we an able to 

save the power also and the data connectivity will be 

intelligent .When the user will move from Bluetooth to the 

Wi-Fi The Simulink model of the Bluetooth frequency 

hopping and the 802.11 b model used in this system .Where 

the transmitter will send the data firstly by using an 

Bluetooth concept and then it switches by using an friis 

equation . Power reduction is intended primarily to reduce 

the interference taking place with the other system which can 

enhance the system performance. The second main reason for 

the reduction in power level is to improve the system 

efficiency and power endurance of the device. 

V. RELATED WORK 

 

Figure 3:-Block diagram of matlab Simulink model of 

vertical handover Switching 

Simulation is done in matlab /simulink environment where 

system uses the Bluetooth frequency hopping model and 

802.11 b model of Wi-Fi.When we start the simulation then 

the Bluetooth will start to operate. Bluetooth master and 

slave(s). Two link types have been defined: 
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1)  Synchronous Connection-Oriented (SCO) link 

2) Asynchronous Connection Less (ACL) link 

The SCO link is a point-to-point link between a master and a 

single slave in the piconet. The master maintains the SCO 

link by using reserved slots at regular intervals. The 

Asynchronous Connection Less link is a point-to-multipoint 

link between the master and all the slaves participating on the 

piconet. In the slots not reserved for the SCO link, the master 

can establish an ACL link on a per-slot basis to any slave, 

including the slave already engaged in a SCO link. 

VI. SIMULATION RESULTS 

Switching mechanism consider for the system using friis 

equation which we can implement in Simulink by simulating 

distance by using the formula of  

                         

Velocity for a normal human being is consider to be 

0.125m/s . Gain of the transmitter and receiver is taken as 5 

db transmit power of an class 3 Bluetooth using a power of 1 

mw (0dbm).wavelength is varying from 2.4ghz to 

2.483ghz.as per this the wavelength will vary from 0.125m to 

.120m.the switching mechanism is as shown below 

 

Figure 4:-Block diagram of switching mechanism Simulink 

model  

Thus as distance increases the received power will go down 

and we have to consider the value at a distance of 10 m 

calculated from friis equation which is to be -50dbm.Thus 

the received spectrum with respect to distance is as shown 

below. The fig 5 representing the received spectrum of the 

receiver of Bluetooth and the received power which shows 

that the -25dbm is the received power which we can get at a 

distance of 1 m this power is sufficient for the data transfer.at 

this time of the data transfer the enabling of the Wi-Fi is not 

being required and the data transfer also being held. 

 

Figure 5:-Block diagram of matlab Simulink model of 

operation of Bluetooth 

At distance of 10M the power level of the Bluetooth receiver 

will go down which is shown in fig 6 .this shows that at a 

power level of -50dbm that is the -70dbW power the vertical 

handover is being possible. Thus the received power 

calculated from the  Bluetooth RSSI signal is being used as 

an enabling signal and thus the Wi-Fi enabling signal will be 

send and the remaining data is being transferred by using an 

Wi-Fi which requires the power level of -20dBm.This power 

amplification take place by using an amplifier with gain of 

70dbm  or 40dBw. Thus the data which can be able to 

transfer by using an Bluetooth with an data rate of 1 MBPS is 

being transmitted. The power level required to transmit the 

data is also very less. So it will help to conserve the power 

and enhance the battery life a mobile device. 

 

Figure 6:-Block diagram of matlab Simulink model of 

operation of Wi-Fi 

VII. CONCLUSION 

In this paper the IEEE 802.11b and Bluetooth Frequency 

Hopping model in Mathworks Matlab /Simulink has been 

provided. As a main result from simulations, Bluetooth 

frequency hopping model will provide an RSSI signal to the 

IEEE 802.11b standard when mandatory condition of vertical 

handover will come. 
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The received power level will be responsible for the Wi Fi to 

turn on .This will in turn helps to conserve the power of 

device as well as smaller interference to the IEEE 802.11b 

signal than Bluetooth 1 Mbit/s data rate. 

Bluetooth and Wi-Fi (IEEE 802.11b/g) physical layermodels 

were based on the demo models available .Graphical results 

are commentedin the text of the paper. The spectrum of the 

simulation iscompared with the measured spectrum in Fig.  
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Abstract—Efficient water management is a major concern in 

many cropping systems in semiarid and arid areas. 

Temperature, moisture and humidity are the important factors 

to the crops growth and product quality. For this sensor-based 

irrigation systems offer a potential solution to support site-

specific irrigation management that allows producers to 

maximize their productivity while saving water. In this paper, 

we describe the concept of wireless sensor networks and 

introduce a latest communication technology—ZigBee 

technology for wireless sensor networks. Field conditions are 

site-specifically monitored by three in-field sensor stations 

distributed across the field.  The objectives of this study are: (1) 

to develop ZigBee based WSN nodes for measuring the 

temperature, moisture and humidity (2) to build a suitable 

program for proper transfer of data within nodes. 

 

 Keywords—Wireless sensor network, ZigBee, Efficient water 

management, temperature, moisture and humidity 

measurement. 
 

I. INTRODUCTION 

Irrigation is an essential practice in many agricultural 

cropping systems in semiarid and arid areas, and efficient 

water applications and management are major concerns. Self-

propelled center pivot and linear-move irrigation systems 

generally apply water quite uniformly; however, substantial 

variations in soil properties and water availability exist across 

most fields. In these cases, the ability to apply site-specific 

irrigation management to match spatially and temporally 

variable conditions can increase application efficiencies, 

reduce environmental impacts, and even improve yields. The 

development of a distributed in-field sensor-based site-

specific irrigation system offers the potential to increase yield 

and quality while saving water, but the seamless integration 

of sensor fusion, irrigation control, data interface, software 

design, and communication can be challenging[2]. 

Several other researchers have investigated the potential use 

of feedback from wireless in-field sensing systems. Rajesh 

Singh explored design for monitor the temperature of bus bar 

junction in real time to prevent fire and other accidents in 

wireless sensor network (WSN) [9]. Temperature monitoring 

system was proposed using an 8-bit embedded platform for a 

temperature sensor node having a network interface using the 

802.15.4 ZigBee protocol [5]. Dayu He used Wireless sensor 

network in medical care application [22]. Wireless Sensor 

Network used for Remote SpO2 Monitoring that detects 

oxygen saturation in human body [23]. Temperature and 

humidity were studied for Greenhouse using Wireless Sensor 

Networks [8].  WSN widely used for Precise Agriculture 

Irrigation that shows the bridging between wireless networks 

and wired networks [7]. Lili Liang Implemented Wireless 

Smart-home Sensor Network based on ZigBee and PSTN 

remote control using PIC18LF4620 SCM and 2.4G RF 

transceiver module [10]. The application of wireless sensor 

network for a water irrigation control monitoring was 

composed of a number of sensor nodes with a networking 

capability that is deployed for an ad hoc and continuous 

monitoring purpose [3] 

II. WIRELESS SENSOR NETWORK 

     A wireless sensor network (WSN) is composed of number 

of sensor nodes, which are densely deployed either inside the 

phenomenon or very close to it. The position of sensor nodes 

need not be engineered or pre-determined. On the other hand, 

this also means that wireless sensor network protocols and 

algorithms must possess self-organizing capabilities. Another 

unique feature of sensor networks is the cooperative effort of 

sensor nodes [8]. 

    Sensor nodes are fitted with an on-board processor. Instead 

of sending the raw data to the nodes responsible for the 

fusion, sensor nodes use their processing abilities to locally 

carry out simple computations and transmit only the required 

and partially processed data. A sensor node is made up of 

four basic components as shown in Figure 1: a sensing unit, a 

processing unit, a transceiver unit and a power unit. They 

may also have application dependent additional components 

such as a location finding system, a power generator and a 

mobilizer.  

     Senor nodes are usually distributed in a sensor field. Each 

of these distributed nodes has the capabilities to collect data 

and route data back to the sink and the end users. Data are 

routed back to the end user by a multihop infrastructure less 

architecture through the sink. The protocol stack combines 

power and routing awareness, integrates data with networking 

protocols, and communicates power efficiently through the 

wireless medium. The protocol stack consists of the 

application, transport, network, data link, physical layer, 

power management plane, mobility management plane and 
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Fig. 1 Wireless sensor node’s basic components. 

 

 task management plane. Depending on the sensing task, 

different types of applications software can be built and use 

on the application layer. The transport layer helps to maintain 

the flow of data if the sensor networks application requires it. 

The network layer takes care of routing the data supplied by 

the transport layer. Since the environment is noisy and sensor 

nodes can be mobile, the MAC protocol must be power aware 

and able to minimize collision with neighbors broadcast. The 

physical layer addresses the needs of the simple but robust 

modulation, transmission and receiving techniques. In 

addition, the power, mobility and task management planes 

monitor the power, movement and task distribution among 

the sensor nodes. These planes help the sensor nodes 

coordinate the sensing task and lower the overall power 

consumption. For WSN node’s special features, it is 

influenced by many additional factors, which include fault 

tolerance; scalability; production costs; operating 

environment; sensor network topology; hardware constraints; 

transmission media; and power consumption, etc. These 

factors are so important that they serve as a guideline to 

design a protocol or an algorithm for sensor networks.  

 

III. OVERVIEW OF ZIGBEE TECHNOLOGY 

The ZigBee technology is poised to become the global 

control/sensor network standard. It has been designed to 

provide the following outstanding features (1) Low power 

consumption, simply implemented: Users expect batteries to 

last many months to years; ZigBee has active 

(transmit/receive) or sleep. Application software needs to 

focus on the application, not on which power mode is 

optimum for each aspect of operation (In contrast, the 

Bluetooth has many different modes and states depending 

upon your latency and power requirements such as sniff, park, 

hold, active, etc.);(2) Simple protocol, global implementation: 

ZigBee’s protocol code stack is estimated to be about 1/4th of 

Bluetooth’s or 802.11’s. Simplicity is essential to cost, 

interoperability, and maintenance. Therefore we choose the 

ZigBee to accomplish WSN system nodes. 

Before describing the ZigBee technology, it is important to 

emphasize some differences between ZigBee and Bluetooth 

Table I summarizes the comparison of the two technologies 

in terms of desirable features [6]. 

 

 

 

 
Fig 2 The wireless landscape 

 

Table 1 

Comparison between ZigBee and Bluetooth  

Characteristics ZigBee Bluetooth 

Range 10-100m 10m 

Data Rate 20-250kb/s 1 Mb/s 

Power Profile(battery) Years Days 

Operating Frequency 2.4GHz ISM 2.4 GHz 

Complexity Simple Complex 

Network Topology Adhoc, star, 

mesh hybrid 

Adhoc piconets  

Number of devices per 

network 

2 to 65000 8 

Flexibility Very high Medium  

Reliability  Very high Medium  

 

ZigBee is a wireless standard based on IEEE802.15.4 that 

was developed to address the unique needs of most wireless 

sensing and control applications. ZigBee technology is low 

cost, low power, a low data rate, highly reliable, highly 

secure wireless networking protocol targeted towards 

automation and remote control applications. Figure 2 depicts 

two key performance characteristics – wireless radio range 

and data transmission rate of the wireless spectrum. 

Comparing to other wireless networking protocols such as 

Bluetooth, Wi-Fi, UWB and so on, ZigBee shows excellent 

transmission ability in lower transmission rate and highly 

capacity of network [3]. 

 

A. ZigBee Framework 

ZigBee framework is made up of a set of blocks called 

layers. Each layer performs a specific set of services for the 

layer above. As shown in Figure3. The IEEE 802.15.4 

standard defines the two lower layers: the physical (PHY) 

layer and the medium access control (MAC) layer. The 

ZigBee Alliance builds on this foundation by providing the 

network and security layer and the framework for the 

application layer [3]. 

The IEEE 802.15.4 has two PHY layers that operate in two 

separate frequency ranges:  868/915 MHz and 2.4GHz. 
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Figure 3 ZigBee framework 

 

Moreover, MAC sub-layer controls access to the radio 

channel using a CSMA-CA mechanism. Its responsibilities 

may also include transmitting beacon frames, synchronization, 

and providing a reliable transmission mechanism [3]. 

IV. SYSTEM OVERVIEW 

The temperature, moisture and humidity is sensed and 

converted to the digital form by means of Analog to Digital 

converter (ADC) and is given to the input port of the 

microcontroller. The microcontroller transmits the data 

serially through the ZigBee module. The schematic of the 

sensor node is given in Figure 4. 

 
Fig. 4 Block diagram 

 

On receiving end the temperature data is received through 

another ZigBee module and is transmitted serially through 

COM1 port to the personal computer [4]. 

 

 
Fig. 5 Receiving end 

 

V. SENSORS 

A sensor node is also typically known as a 'mote' a term 

which is chiefly used in North America. A sensor node in a 

wireless sensor network is capable of gathering sensory 

information, processing and communicating with other 

connected nodes in the network. The typical architecture of 

the sensor node is shown in Figure 6 [26]. 

Fig.  6: Sensor Node Architecture  
 

       The microcontroller in the sensor performs tasks such as 

data processing and controls the functionality of other 

components in the sensor node. Microcontrollers are most 

suitable for sensor nodes. 

Most of the sensor nodes make use of the ISM band which 

gives free radio, a huge spectrum allocation and global 

availability. The Radio Frequency (RF) based communication 

is the most relevant form of communication that fits to most 

of the WSN applications.  

     From an energy perspective, the most relevant kinds of 

memory are on-chip memory of a microcontroller and 

FLASH memory - off-chip RAM is rarely if ever used. Flash 

memories are used due to its cost and storage capacity   

The power is stored either in Batteries or Capacitors. 

Batteries are the main source of power supply for sensor 

nodes. They are also classified according to electrochemical 

material used for electrode such as NiCd (nickel-cadmium), 

NiZn (nickel-zinc), Nimh (nickel metal hydride), and 

Lithium-Ion. It is also possible to power sensor using 

alternatives energies such as solar power, wind and many 

others as research in those areas are making breakthroughs. 

 

A. Temperature Sensing  

The LM35 a high precision centigrade Temperature sensor 

from National Semiconductors is used which produces the 

output voltage proportional to the Celsius. LM35 has an 

advantage over linear temperature sensors calibrated 

in °Kelvin, as the user is not required to subtract a large 

constant voltage from its output voltage to obtain convenient 

Centigrade scaling. The LM35 does not require any external 

calibration or trimming circuits [4]. It draws only 60μA from 

its supply. It is rated to operate over 0°C to 100°C with the 

linear scale factor of +10.00mV/°C. 

       A temperature sensor produces a voltage that is 

proportional to the temperature of the die in the device. This 

voltage is supplied as one of the single-ended inputs to the 

Analog to Digital Converter (ADC) multiplexer. When the 

temperature sensor is selected as the ADC input source and 

the ADC initiates a conversion, the resulting ADC output 

code can be converted into a temperature in degrees. The 

increase of temperature in the room due to fire will increase 

the voltage of the sensor in this case the die in the device.   
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     In order to find the ambient temperature, the temperature 

increase due to self-heating must be subtracted from the 

result. The value of this temperature increase can be 

calculated or measured. There are many factors that 

contribute to the amount of device self-heating.  

      Chief among these are: power supply voltage, operating 

frequency, the thermal dissipation characteristics of the 

package, device mounting on the PCB, and airflow over the 

package. 

Equation to calculate the temperature: 

       The temperature sensor produces a voltage output which 

is proportional to the absolute temperature of the die in the 

device. The relationship between this voltage and the 

temperature in degrees C is shown in Equation 1. 

Equation 1:  

Vtemp = (2.86
C

mV
) x Temp + 76mV 

Vtemp = the output voltage of the temp sensor inmV 

Temp = the die temperature in degrees C 

       The temperature sensor voltage is not directly 

measurable outside the device. Instead, it is presented as one 

of the inputs of the ADC multiplexer, allowing the ADC to 

measure the voltage and produce an output code which is 

proportional to it. 

      The code produced by the ADC in left-justified single-

ended mode is proportional to the input voltage as follows: 

Equation 2: 

CODE = Vin x 
VREF

Gain
x 2

16 

CODE = the left-justified ADC output code 

Gain = the gain of the ADC 

VREF = the value of the voltage reference, which is around   

2.43 V if the internal VREF is used. 

Substituting Equation 1 into Equation 2, assuming Gain=2 

and VREF = 2.43V, solving for Temp and rearranging, we 

obtain an output Temperature which in terms of CODE and a 

pair of constants.  

Equation 3:  

Temp = 
154

)41857( CODE
 

Temp = the temperature in degrees C 

CODE = the left-justified ADC output code. 

 

B. HUMIDITY SENSING 

HUMIDITY SENSOR [7] MODULE SY-HS-220, CONVERTS 

RELATIVE HUMIDITY TO OUTPUT VOLTAGE. 

It’s rated Voltage is DC 5.0V, Current Consumption: <-

3.0mA  Operating Temperature Range: 0-60°C, Operating 

Humidity Range: 30-90%RH , Storable Temperature Range: -

30°C ˜ 85°C, Storable humidity range: within 95%RH, 

Standard output voltage:  DC 1.980 mV (at 25°C, 60%RH) , 

Accuracy: ± 5% RH (at 25°C, 60%RH). 

 

C. Moisture Sensing: 

Soil water measurement is important in water management 

for irrigation and in hydrologic sciences. To measure the soil 

water content we use two electromagnetic probes that are 

buried in soil [24].  

 

VI. HARDWARE DEVELOPMENT 

Hardware development may be divided into three parts 

Node1 and node2 and node 3. 

(1) Power supply unit:  

This unit is basically designed to power up the node 1 and 

node 2 and node 3. This provides 5 V, 500mA output to drive 

the nodes. 

(2) Microcontroller:  

The LPC2138 microcontroller is based on a 32 bit 

ARM7TDMI CPU with real-time emulation and embedded 

trace support, that combines the microcontroller with 512 kB 

of embedded high speed Flash memory. A 128-bit wide 

memory interface and unique accelerator architecture enable 

32-bit code execution at maximum clock rate.  

(3)  LCD module :  

The LCD unit receives character codes (8 bits per character) 

from a microprocessor or microcomputer, latches the codes to 

its display data RAM (80-byte DD RAM for storing 80 

characters transforms each character code into a 5 ´ 7 dot-

matrix character patterns, and displays the characters on its 

LCD screen. 

(4) Transmitting module (ZigBee):  

This is the radio frequency receiver module, which can 

facilitate the OEM designers to design their remote control 

applications in remote control in the quickest way. The circuit 

is designed with SMD components and the module size is 

small enough to be able to be fitted in almost any application. 

It works at frequency of 2.4GHz. 

 

 Coordinator Node Design 

(1) Power supply unit:  

Same as used in Node1 and Node 2 and Node 3 design. 

(2) Receiving module (ZigBee):  

Same as used in Node1 and Node 2 and Node 3 design. 

(3) Max 232(level converter):  

The MAX232 is a dual driver/receiver that includes a 

capacitive voltage generator to supply EIA-232 voltage levels 

from a single 5-V supply. Each receiver converts EIA-232 

inputs to 5-V TTL/CMOS levels. These receivers have a 

typical threshold of 1.3 V and a typical hysteresis of 0.5 V, 

and can accept ±30-V inputs. Each driver converts 

TTL/CMOS input levels into EIA-232 levels. 

(4) USB to Serial cable:  

This provides the interfacing between coordinator node and 

personal computer. 

(5) Personal Computer:  

Data logged off on PC with the help HyperTerminal and 

V1.9b Terminal. The temperature, humidity and moisture is 

sensed and converted to the digital form by means of Analog 

to Digital converter (ADC). The microcontroller transmits the 

data serially through the ZigBee module.  
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VII. PEER TO PEER NETWORK 

In this work initially the peer to peer communication 

implemented between the transmitting node and the Central 

processing unit. Both the transmitter and receiving end can 

acts as a transceiver. The transmitting nodes sense the 

temperature and transmit serially through ZigBee module. 

The receiving end receives the data from ZigBee module and 

the received data is fed to the computer through RS232 for 

further processes. The schematic of peer-to-peer link 

implementation is shown in Figure 7. 

 

 

 

 
Figure 7 Schematic of Peer to peer link 

 

VII. SYSTEM SOFTWARE 

 

The basic steps of software development are shown in 

Figure 8. 

 
Figure 8 Software development steps 

 

The list of software’s used in project design which includes 

the schematic, PCB software’s, compiler, as well as the 

algorithm and flow chart used for programming of project are 

given below. 

Following are the different softwa999re’s used  

 Schematic Design: PROTEL 

 PCB Design: ORCHAD 

 Compiler: Kiel UVision-3 

            

ALGORITHM -Polling: 

Below steps indicate the how algorithm for master and 

slave node is designed the protocol designed for the project is 

based on POLLING architecture. 

In sensor network it is necessary to avoids collision and 

idle listening time of sensor nodes for better overall network 

life time. It is proposed that using polling to collect data from 

sensors to the cluster head since polling can prolong network 

life by avoiding collisions and reducing the idle listening time 

of sensors .The proposal focus on finding energy-efficient 

and collision-free polling. 

VIII. POLLING 

We can now describe the basic polling operations inside a 

cluster. More details on polling, in particular, how the polling 

schedule is found, are provided in later sections. First, near 

the beginning of a duty cycle, sensors wake up and enter the 

listening mode at the time specified by the cluster head before 

they went to sleep in the last duty cycle. This can be achieved 

by setting a timer in each sensor and letting the sensor wake 

up when the timer expires. Due to possible clock drifts, 

sensors may not wake up at exactly the same instant; however, 

the differences should be small. Sensors will then wait for a 

message broadcast by the cluster head indicating the 

beginning of a duty cycle. In this way, the initial 

synchronization between sensors and the cluster head can be 

established. The cluster head will then poll the sensors 

according to a polling schedule in a time-slotted manner, 

where the length of a time slot is the time for sending a 

packet. The beginning of a time slot is indicated by a polling 

message broadcast by the cluster head that contains the 

information about which sensors are polled and which 

sensors should receive packets at this time slot. 

After receiving this message, sensors that are polled will 

send their packets; also, sensors that received packets from 

other sensors in the previous time slot will relay such packets 

to the next hop. Note that, since packets are relayed 

immediately without delay, no queuing is needed in the 

intermediate sensors, which greatly reduces the memory size 

of the sensors. The cluster can thus be imagined as similar to 

a pipelined system, where the polling message acts as the 

clock. The polling continues until all packets have been 

received by the cluster head. After this, the cluster head will 

broadcast a message to set all sensors to the sleep mode and 

also inform them of the next wake-up time. Note that, to 

reduce the length of a time slot, no link level retransmission 

is used: If a packet is lost, the cluster head will poll the sensor 

again. 

 

    Polling is a making continuous request for data from 

another device. In a master/slave scenario, the master queries 

each slave device in turn as to whether it has any data to 

transmit. If the slave answers yes then the device is permitted 

to transmit its data. If the slave answers no then the master 

moves on and polls the next slave device. The process is 

repeated continuously [25]. 
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   FLOWCHART 

 
Fig. 9: Master node flowchart 

 
 

Fig. 10: Slave node flowchart 

IX. CONCLUSION 

    In this paper, using WSN to design a temperature, 

humidity, moisture monitoring system it avoids the wastage 

of water in agriculture field. It is feasible to construct a WSN 

for irrigation system ZigBee. This system has the potential to 

reduce the response time in a cost-effective way.  

X. FUTURE WORK 

The system can be made more robust and efficient by 

adding multiple sensors. Propose a system of wireless sensor 

network based on ZigBee and PSTN remote control. 
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Abstract— Recently, image processing techniques are widely 

used in several medical areas for image improvement in earlier 

detection and treatment stages.  Lung cancer is the disease 

characterized by uncontrolled cell growth in lung tissues.  This 

type of cancer, if detected successfully at early stages, enables 

many treatment options, reduced risk of invasive surgery and 

increased survival rate. The new system is introduced to detect 

lung cancer at early stage more accurately.  Considering several 

diagnosing methods used, image processing technique is 

considered here to avoid time consumption. Computed 

Tomography (CT) images can be more efficient than X-ray. In 

this paper, geometric features are extracted and Gabor filter, 

watershed segmentation is used for pre-processing of the images. 

The system produces promising results for lung cancer detection.   
 

Keywords—Computed Tomography, Image pre-processing, 

Enhancement, Filter, Segmentation, Watershed, Feature 

Extraction 

I.  INTRODUCTION  

Lung cancer is the number one cancer killer of men and 
women. Over 165,000 people die due to lung cancer every year 
in United States. Most cases of lung cancer are related to 
cigarette smoking. The body is made up of billions of small 
cells. Usually when the cells get old or damaged, they die and 
are replaced by new cells. Sometimes, cells continue to grow 
and divide when they aren’t needed, causing an abnormal 
growth called a tumor. There are two main types of lung 
cancer, non-small cell lung cancer and small cell lung cancer. 
These assigned lung cancer types are depends on their cellular 
characteristics. As for the stages, in general there are four 
stages of lung cancer; I through IV. Staging is based on tumour 
size and tumour and lymph node location. Presently, CT are 
said to be more effective than plain chest x-ray in detecting and 
diagnosing the lung cancer. There are two kinds of tumor [3]. If 
the tumor does not invade nearby body parts it is called a 
benign tumor or a non cancerous growth. If the tumor does 
invade and destroy nearby cells, it is called a malignant tumor 
or cancer.  Cancerous cell spread by breaking from the original 
tumor. They enter blood vessel or lymph, which branch into all 
the tissues of the body. The cancer cells attach to other organs 
and form new tumors that may damage those organs. The 
spread of cancer is called metastasis. Figure.1 shows the 
normal cell and abnormal cell or tumor. 

                      Figure .1 Normal and Cancerous Cell 

 

Cancer treatments aim to kill or control cancerous cells. 

Although surgery, radiation therapy, and chemotherapy have 

been used in the treatment of lung cancer, the five-year 

survival rate for all stages combined is only 14%. This has not 

changed in the past three decades. The purpose of this work is 

to find the early stage of lung cancer more accurately by using 

enhancement technique and feature extraction technique. For 

experimentation of the proposed technique, the CT images are 

obtained from NIH/NCI Lung Image Database Consortium 

(LIDC) dataset that provides the chance to do the research.  

General pre-processing and enhancement technique is given 

by B.V. Ginneken. One in every 18 woman and every 12 men 

develop lung cancer, making it the leading cause of cancer 

deaths. Early detection of lung tumours (visible on the chest 

film as nodules) may increase the patient’s chance of survival. 

But detecting nodules is a complicated task [1].  One more 

method of Automatic detection of lung nodule is explained by 

D. Lin [7]. Gabor filter is explained by Singh [3] and it shows 

that how the results are better as compared to other filters. The 

watershed algorithm from mathematical morphology is 

powerful for segmentation [3]. In [7] the features such as size, 

circularity and mean brightness of region of interests (ROIs) 

were extracted. Mokhled [5] explain the image enhancement 

stage, segmentation stage and feature extraction stage in 

detail. The binarization and masking approach these two 

methods are suggested for feature extraction by Mokhled [5]. 
 

 

        Figure.(a) Normal Cells               Figure.(b)Cells forming Tumour     

IJMER; ISSN: 2277-7881; IF-2.735; V:5.16; Vol 3, Issue 3(11), March 2014

132 International Journal of Multidisciplinary Educational Research



II. METHODOLOGY 

In image processing technique, mainly there are three methods 

considered i.e., pre-processing, feature extraction and finally 

classification [3]. In this paper pre-processing and feature 

extraction work is done. Figure.2 shows the proposed work 

block schematic which is consisting of pre-processing and 

feature extraction. 

 

 
Figure.2 Block Diagram of Proposed Work 

 

 

Firstly the CT images of lung cancer patient are acquired. 

Under image pre-processing, enhancement is done to remove 

the noise and to enhance the contrast of image. After 

implementation of all the filters, Gabor filter gives better 

result. To separate out nodule and touching objects in an 

image, segmentation technique is used generally. Marker 

based watershed segmentation differentiates the touching 

objects in an image more clearly.  After pre-processing, 

geometric features are extracted such as area, perimeter and 

eccentricity. This stage of feature extraction is the base for the 

classification of lung cancer. Geometric features describe the 

geometric properties of the region of interest (ROI). It 

represents as a collection of pixels in an image. The values of 

extracted parameters would help to classify the particular 

stage of lung cancer.  

    

A. Database Collection 

As per the block schematic of proposed work, the first stage 
is to acquire lung CT image of cancer patient. The purpose of 
using Computed Tomography (CT) image is that, it gives better 
clarity and less distortion [4]. For experimentation of the 
proposed technique, the CT images are obtained from a 
NIH/NCI Lung Image Database Consortium (LIDC) dataset 
that provides the chance to do the suggested research.  DICOM 
(Digital Imaging and Communications in Medicine) has 
become a standard for medical imaging. Its purpose is to 
standardize digital medical imaging and data for easy access 

and sharing. There are many commercial viewers that support 
DICOM image format and can read the data. Some of the 
database is collected from the hospital also. Figure 3 show the 
sample CT image of lung cancer patient. Image shows the two 
lung nodules and one tumor.  

 

 Figure.3 CT Image of Lung  

 

Next step is to pre-process this CT image using image 
enhancement technique. 

B. Image Pre-processing 

Image pre-processing method uses a small neighborhood of 
a pixel in an input image to get a new brightness value in the 
output image. The aim of this process is an improvement of the 
image data that suppresses unwanted distortions or enhances 
some features important for further processing. This stage starts 
with image enhancement technique.  

i. Image Enhancement  

To make the image better and enhance it from noising, 
corruption and interference, enhancement techniques have been 
used. Gabor filter, auto enhancement algorithm and FFT filter 
are tried but, amongst all these filters Gabor filter give better 
result. Image enhancement technique can be classified in two 
main categories, spatial domain and frequency domain. When 
image enhancement techniques are used as pre-processing tool 
for other image processing techniques, the quantitative 
measures can determine which techniques are most 
appropriate. 

In image processing, a Gabor filter, named after Dennis 
Gabor, is a linear filter used for edge detection. Image 
presentation based on Gabor function constitutes an excellent 
local and multi-scale decomposition in terms of logons that are 
simultaneously localization in space and frequency domains. A 
Gabor filter is a linear filter whose impulse response is defined 
by a harmonic function multiplied by a Gaussian function [5].  

ii. Image Segmentation 

Image segmentation is the process of partitioning a digital 

image into multiple segments. The goal of segmentation is to 

simplify or change the representation of an image into 

something that is more meaningful and easier to analyze. It is 

typically used to locate objects and boundaries in images. 
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Marker based watershed segmentation is applied to separate 

out the touching objects in an image by using colors. The 

watershed considers gradient magnitude of an image as a 

topographic surface. Pixels having the highest gradient 

magnitude intensities correspond to watershed lines, which 

represent the region boundaries. This algorithm can be applied 

considering the markers: 

Internal- Associated to the object of interest; 

External- Associated to the background (border of the object). 

Image Segmentation using the watershed transforms works 

well if we can identify or “mark” foreground objects and 

background locations, to find “catchment basins” and 

“watershed ridge lines” in an image by treating it as a surface 

where light pixels are high and dark pixels are low [5]. 

 

C. Feature Extraction 

This stage is an important stage that uses algorithms and 

techniques to detect and isolate various desired portions or 

shapes (features) of a given image. When the input data to an 

algorithm is too large to be processed and it is suspected to be 

notoriously redundant then the input data will be transformed 

into a reduced representation set of features. Transforming the 

input data into the set of features is called feature extraction. 

The geometric properties of the region are the basic regional 

descriptors characterize, that any object must identify by that 

feature. The basic characters of geometric feature are area, 

perimeter and eccentricity. These are measured in scalar.  

The features are defined as follows:  

1. Area: It is the scalar value that gives actual number 

of overall nodule pixel in the extracted ROI. 

Transformation function create array of ROI that 

contain pixels with 255 values. Area is defined as:  
 

Area = A = ∑ ∑ (Ai,j , X_ROI[Area] = i , Y_ROI[Area] = j)  

                    i   j               

(1)               

 

Where i, j are the pixels within the shape. And X_ROI [] is 

vector contain ROI x position, Y_ROI [] is vector contain ROI 

y position [6]. 

  

2. Perimeter: It is a scalar value that gives actual 

number of outline of the nodule pixel. It is the length 

of extracted ROI boundary. Transformation function 

create array of edge that contain pixel with 255 

values that have at least one pixel which contain 0 

values [6]. It is defined as:  

  
Perimeter = P = ∑ ∑ (Pi,j , X_edge[P] = i , Y_edge[P] = j) 

                           i   j 

(2) 

Where the X_edge[], Y_edge[] are vector represent the co-

ordinate of the I th j th pixel forming the curve, respectively. 

 
3. Eccentricity: This metric value is also called as 

roundness or circularity or irregularity complex (I) 

equal to 1 only for circular   and it is less than 1 for 
any other shape. It defined as:  

Eccentricity = length of major axis / length of minor axis 

(3) 

III. RESULTS AND DISCUSSION 

The proposed technique mentioned in previous section was 

implemented and applied on 30 CT images of lung cancer 

patient. In this section enhancement and segmentation results 

are explained. After pre-processing, three features are 

extracted: Area, Perimeter, and Eccentricity.  

 

i. Results of Image Enhancement 

 

     The process of improving the quality of digitally stored 

image by manipulating the image with MATLAB software is 

known as image enhancement. Accuracy of enhancement by 

Gabor filter is more as compared to other filter. This is the 

reason why Gabor filter is preferred. Figure 4 shows the result 

of enhancement by Gabor filter. 

 

 

 
                    Figure(a)                                          Figure(b)  

 Figure. 4 The result of applying Gabor filter enhancement technique:  

           Figure (a) Original Image          Figure (b) Enhanced Image 

 

This can be illustrated by the histogram of both the images.  

 

Figure. 5 The result of histogram after applying Gabor filter enhancement 

technique: Figure (a) Original Image histogram   Figure (b) Enhanced Image 

histogram 

 

 
                        Figure (a)                                            Figure (b) 
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Histogram is a graphical representation of the distribution of 

data. There is variation in pixel intensities in original and 

enhanced image. That shows there is increase in contrast after 

enhancement technique by Gabor filter. 

 

ii. Result of Image Segmentation 

 

Separating touching objects in an image is the most difficult 

task in image processing. But marker controlled watershed 

segmentation can segment unique boundaries from an image. 

From the figure 6 we can easily identify the different regions 

in an image like two lung nodules, one tumor and background 

area shown by different colors.     

 

 
                       Figure(a)                                        Figure(b) 

Figure. 6 Normal Enhanced Image by Gabor filter and its Segmentation using 

Marker-Watershed: Figure (a) Enhanced Image Figure (b) Segmented Image 

 

In watershed segmentation technique, internal and external 
markers are used to mark the foreground and background 
objects respectively. According to experimental assessment 
watershed segmentation approach has more accuracy and 
quality.  

iii. Results of Feature Extraction 

Feature extraction is an important stage to decide the stage 
of lung cancer. As the image taken is binary, the color of the 
image is black and white only. Hence only three features are 
considered for the feature extraction. 

 

           Figure. 7 Segmented Nodule for Feature Extraction 

 

 

 

Figure 7 shows the binary image used for feature 
extraction. White portion indicates the region of interest.  

The summation of white pixels which are registered as 1 in the 
extracted region gives the area. Total number of outline of the 
nodule pixel gives the perimeter. Eccentricity will check the 
irregularity index (I). 

Features estimated for separated nodule of given sample 

image has been found as follow: 

 

• Area = 1534 

• Perimeter = 133 

• Eccentricity = 0.5203 

 

Similarly, this feature extraction technique is processed on 

some more images. The following table I. shows the different 

values of these three parameters for different images. 

 

TABLE I.  RESULTS OF FEATURE EXTRACTION 

Image 
Features 

Area Perimeter Eccentricity 

Im 001 2138 159 0.4306 

Im 002 8773 413 0.6595 

Im 003 1328 162 0.9609 

Im 004 1560 153 0.5610 

Im 005 2738 180 0.4696 

Im 006 3130 210 0.8005 

 
Area, perimeter and eccentricity these three features will act 

as a base for the classification process. 

IV. CONCLUSION 

Lung cancer is one of the most dangerous diseases in the 
world. An image improvement technique is developing for 
earlier disease detection and treatment stages; the time factor 
was taken in account to discover the abnormality issues in 
target images. The CT captured images are processed. The 
region of interest i.e., tumour is identified accurately from the 
original image. The results indicate that the tumours are of 
different dimensions. By measuring the dimensions of the 
tumour the lung cancer stage can be detected accurately using 
the proposed method. The results show good potential for lung 
cancer detection at early stage. Gabor filter and watershed 
segmentation gives best results for pre-processing stage. From 
the extracted region of interest, three features are extracted i.e., 
area, perimeter and eccentricity.  

 

 

 

IJMER; ISSN: 2277-7881; IF-2.735; V:5.16; Vol 3, Issue 3(11), March 2014

135 International Journal of Multidisciplinary Educational Research



V. REFERENCES 

 
[1]  B.V. Ginneken, B. M. Romeny and M. A. Viergever, “Computer-aided 

diagnosis in chest radiography: a survey”, IEEE, transactions on 
medical imaging, vol. 20, NO.12, DEC-2001 

[2] B. Zhao, G. Gamsu, M. S. Ginsberg, L. Jiang and L. H. Schwartz, 
“Automatic detection of small lung nodules on CT utilizing a local 
density maximum algorithm”, journal of applied clinical medical 
physics, vol. 4, (2003) 

[3] Anita Chaudhary, Sonit Sukhraj Singh,“Lung Cancer Detection on CT 
Images Using Image Processing”, International transaction on 
Computing Sciences, volume 4, March 2012.  

[4] Disha Sharma, Gagandeep Jindal, “Identifying Lung Cancer Using 
Image Pro-cessing Techniques ”, International Conference on 

Computational Techniques and Artificial Intelligence (ICCTAI’2011), 
volume 17, pp: 872-880, 2011 

[5] Mokhled S. AL-TARAWNEH, “Lung Cancer Detection Using Image 
Processing Techniques,” Leonardo Electronic Journal of Practices and 

Technologies (ISSN 1583-1078), Issue 20, p. 147-158, January-June 
2012. 

[6]  Hala Al-shamlan, Ali El Zaart, “Feature Extraction Values for Breast 
cancer Images,” 2010 International Conference on Bioinformatics and 
Biomedical Technology, May 25, 2005. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

[7]  D. Lin and C. Yan, “Lung nodules identification rules extraction with 
neural fuzzy network”, IEEE, Neural Information Processing, vol. 4, 
(2002) 

 

IJMER; ISSN: 2277-7881; IF-2.735; V:5.16; Vol 3, Issue 3(11), March 2014

136 International Journal of Multidisciplinary Educational Research



Image Processing Techniques for Brain Tumour 

Detection 
Dhanashri Kokare

1
, Shubhangi Handore

2
 

1department of E&TC, PG Student, Trinity college of Engg. And Research, Pune, India 
 

2department of E&TC, Assistant Professor, Trinity college of Engg. And Research, Pune, India 

 
1
dkokare30@gmail.com 

3
shubhangi.handore@gmail.com 

 

Abstract— In past few years, brain tumor segmentation in 

magnetic resonance imaging (MRI) has become an emergent and 

interesting research area in the field of medical imaging system. 

Brain tumor detection is used to find the exact size and location 

of tumor. An efficient algorithm is proposed in this paper for 

tumor detection based on segmentation with use of 

morphological operators. Firstly quality of scanned image is 

enhanced and then morphological operators are applied to detect 

the tumor in the scanned image. 

 

Keywords— Brain Tumour,  MRI image, Edge Detection, 

Segmentation. 

I. INTRODUCTION 

        The brain tumours are classified into two types: 

a) Primary Tumours  

b) Secondary Tumours 

         Tumours can be benign or malignant, can occur in 

different parts of the brain, and can or may not be primary 

tumors. A primary tumor is one that has started in the brain 

itself, as opposed to a metastatic tumor, which is something 

like that has spread to the brain from another part of the body. 

Tumors may or may not be symptomatic but some tumors are 

discovered because the patient has symptoms, others show up 

incidentally on an imaging scan, or at an autopsy.  

      The most common primary brain tumors are  

 Gliomas  

 

 Meningiomas  

 

 Pituitary adenomas  

 

 Nerve sheath tumors  
 

         The benign tumour have the border or edge hence they 

don’t spread over the parts of the body. But they can affect the 

healthy organs of the body and can cause serious health issues. 

Malignant tumours are more serious and they grow very 

rapidly. Also they can affect the other sensitive organs of the 

body and a person may lead to death. 

 

 

 

II. EDGE DETCTION BASED DETECTION 

        The images are obtained from MRI scan of brain and the 

output of MRI images is the gray level images. To apply 

different techniques, these digital images are obtained from 

MRI and then they are stored in matrix form in MATLAB. 

The objective of the edge detection is to detect and find out 

the exact location and size of high intensity region.    An edge is a property attached to an individual pixel and 

is calculated from the image function behavior in a 

neighborhood of the pixel. It is a vector variable (magnitude 

of the gradient, direction of an edge) . Edge information in an 

image is found by looking at the relationship a pixel has with 

its neighbourhoods . If a pixel’s gray-level value is similar to 

those around it, there is probably not an edge at that point. If a 

pixel’s has neighbors with widely varying gray levels, it may 

present an edge point. The four types of edge detectors are 

used as Sobel Edge detector, Robert’s Edge Detector, 

Prewitt’s Edge Detector & Canny Edge Detector. 

Robert’s Edge Detector Marks edge point only and don’t 

information about edge orientation. It Work best with binary 

images and its Primary disadvantage are: 

              1.     High sensitivity to noise 

              2.     Few pixels are used to approximate the gradient 

     MRI images can have some amount of noise also. So the 

next step is to remove this noise and to get enhance image for 

better detection. The given below is the flowchart showing 

various steps to be approached for this method. Also 

watershed transform can be applied for verifying the output . 

         There are various kinds of filters available in image 

processing for removing noise and each filter is having its 

own special characteristic. These filters are used to remove 

different types of noise from the images. Linear filters can 

also be used like Gaussian, averaging filters. For example 

average filters as well as median filters are used to remove salt 

and pepper noise from the image. Because in this filter pixel’s 

values are replaced with their neighborhood values.  
            Median filter is also removes the noise like salt and 

pepper and weighted average filter is the variation of this filter 

and can be implemented easily and give good results. In the 

median filter value of pixel is determined by the median of the 

neighbouring pixels. 
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           After noise removal, the next step is the enhancement 

of the MRI scan image. Enhancement will give more 

prominent edges and sharpened image, also noise will be 

reduced thus decreasing  the blurring effect from the image. 

Laplacian filter is a type of sharpening filter. After applying 

Laplacian filter to the given image, a new image is obtained 

which highlights edges along with other discontinuities. 

         After getting the enhanced image, the process of exact 

detection of exact location and size of tumour begins abruptly. 

To achieve this aim, first of all, the gray image has to be 

converted into binary image. A binary image is an array of 0‟s 

(black) and 1‟s white [2]. For conversion of gray scale image 

to binary image, matlab command im2bw is used. It scales the 

entire range of the input values of the image to the range [0 1]. 

Thresholding is used in this algorithm which works by 

choosing a certain threshold value T, automatically and then 

extract (or separate) object from background. The threshold 

function of binary image g(x, y) is given below as: 

 
       G(x, y) =   a        , if F(x, y) > T 

                          b       ,  if F(x, y) ≤ T [1] 

 

 

      Fig.1 Flowchart for Edge Detection 

 

     After this process, the next step is to apply different 

morphological operations for finding exact tumour size. There 

are   basically two morphological operations:  

a.) dilation  

b.) erosion.  

             These are defined as union and intersection of an 

image with certain defined translated shape called a 

structuring element. Erosion leads to ―shrinking‖ or 

―thickening‖ of object in binary image. As in dilation, the 

manner and extent of shrinking in binary image is controlled 

by structuring element [2]. This structuring element can be of 

various shapes. The last step is the detection of the edges of 

tumour. because tumour gets detected after applying But by 

With detection of edges the exact result of the tumour 

extraction is obtained. This method gives the better results 

within less effort.  

 

III. SEGMENTATION BASED DETECTION 

            Image segmentation is based on division of image into 

different regions but they should have some similarities. 

Division is done on the basis of similar attributes and 

similarities are separated out into groups [1]. Basic purpose of 

segmentation is the extraction of important and various 

features of the image, from which information can easily be 

extracted. Brain tumour segmentation from MRI images is 

most interesting and challenging task in the field of medical 

imaging. Fig 2 shows the overall flowchart used for 

segmentation process. 

          Watershed segmentation is done on the basis of 

intensity.As every pixel is having different intensity compared 

to each other. Different watershed algorithms have been 

proposed nowadays. One of the most commonly used 

algorithms were introduced by F.Meyer in which the pixels 

are grouped based on their intensities. So, this is a better way 

to separate the tumor from MRI image. After execution of 

segmentation, some of the morphological operations are 

applied to separate the tumor region from the image. 

Morphological techniques make use of a small shape called 

structuring element which is placed at all possible regions of 

the image to compare with the corresponding pixels 

       Threshold segmentation is one of the simplest 

segmentation methods used ever. The input gray scale image 

is converted into a binary image format. In this method a 

threshold value is considered which will convert gray scale 

image into a binary image format. The main logic in it is the 

selection of a threshold value. Some common methods used 

under this segmentation are maximum entropy method and k- 

means clustering method. 

       But Watershed Segmentation is one of the best methods 

in which the pixels of the image are grouped on the basis of 

their intensities. Pixels having similar intensities are grouped 

together. It is very good segmentation technique for dividing 

an image to separate a tumour region from the image. 

Watershed is a morphological operating tool. Watershed is 

normally used for checking output rather than using as an 

input segmentation technique because it usually suffers from 

over segmentation and under segmentation [gang li]. 

         For using watershed segmentation different methods are 

used and the two basic principle methods are given below:  

1) The computed local minima of the image gradient are set as 

a marker. In this method an over segmentation can occur. 

After choosing marker region merging is done and is 

considerd as a second step;  

2) Watershed transformation using markers makes use of the 

specifically defined marker positions. These positions can be  

defined explicitly by a user or they can be determined 

automatically by using morphological tools. 
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 To extract the tumour by using watershed segmentation 

following steps should be followed. 

 

Step 1:  Convert the given MRI image into gray scale image. 

Step 2:  Pass that gray scale image through the filter to remove 

noise and other spikes. 

Step 3:  Now some image enhancement techniques are applied 

to this filtered image so that the sharpened image is obtained. 

Step 4: convert this enhanced image into binary image by 

using threshold segmentation and by selecting the proper 

threshold value.                                                                                                                                                          

Step 5: Separate the tumour from the above segmentated 

image by using watershed transform. 

Step 6: Select only that part of the image from step4 which is 

having the tumor with the part of the image having more 

Intensity and   more area. 

Step7: Obtained image from step6 is been added to the 

original gray scale image from step1 and the resultant image is 

Output with focused tumour area.  

Step 8: After getting the tumour region calculate the size (area 

of the tumour). 
      The flowchart for segmentation process is given below: 

 

 
              Fig.2 Flowchart for Segmentation 

 

            The above watershed segmentation algorithm is not 

suitable for all the MRI images. So we try it by another 

method called texture based segmentation. In texture 

segmentation   regions based on their texture are identified. 

 

 

IV.RESULTS OF EDGE DETECTION 

 

 
                Fig.1 Original Image 

 

 

 
                 Fig.2 Edge Detectors Result 
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V.RESULTS OF SEGMENTATION 

          

    Fig.7 Original Image                       Fig.8 RGB to Gray 

     

 Fig.9 Filtered Image                      Fig.10 Enhanced Image 

    

    Fig.10 Binary Image                 Fig.11 Gradient Magnitude 

         

Fig.12 Watershed Segmented             Fig.13 Erosion Image 

             

                   

                                        Fig.14 Dilation Image 

 

VII.CONCLUSION 

  Brain Tumour is a very serious disease in medical field. 

Doing tumour detection manually becomes a very hectic and 

time consuming job for doctors. Image processing plays an 

important role in medical field. Various numbers of methods 

are available for tumour detection in image processing as 

Edge detection, segmentation (using Watershed transform). 

Watershed segmentation gives the exact results i.e. extracted 

tumour area, but this watershed segmentation is not applicable 

to all types of the MRI Image. 
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Abstract- This paper attempts to solve the 
problem of vehicular traffic pertaining to 
hilly areas using smart toll booths. It is 
designed to track a moving vehicle using 
RFID technology. The proposed system has 
hardware and software components. The 
hardware architecture consists of an RFID 
tag, RFID tag reader, a wireless network 
using ZigBee for communication and 
Database server. The Database server is 
located at the main toll booth. The tag 
readers are distributed over the whole hilly 
track. The tags are programmed with 
vehicle’s profile. The software architecture 
consists of main server unit which handles 
all communication functions done at the 
main toll booth and analyses the data, a 
friendly GUI (Graphical User Interface) 
and a database that saves all readings. The 
Disaster Management unit consist of series 
of physical sensors to sense change in 
surrounding and provide warnings to all 
the toll booths. 
Keywords – Smart Toll Plaza, RFID,ZigBee, 
Database, GUI, Warning systems. 

I. INTRODUCTION 
The Hilly areas are very prone to natural as 
well as man-made disasters. Landslides, Cloud 
burst, heavy precipitation, forest fire etc. make 
traffic management in hilly terrain a very big 
challenge. Single lane roads often suffer 
untamed traffic and road accidents. Highway 
Authorities surveys show that these problems 
in hilly areas lead to thousands of deaths in the 

Himalayas alone. Traffic violations are a 
major problem and monitoring these traffic 
violations by human intervention over a wider 
area like hilly areas is too complicated due to 
the increasing population. The main motive 
behind this project is to reduce these reckless 
accidents for which we propose a system that 
governs and controls traffic without any direct 
inconvenience to the driver or the toll booth. 
[1] 
 
Electronic Toll Systems are in existence for 
more than a decade and a lot of research is 
being carried out to optimize the system and 
automate the toll collection and traffic 
management. Recently RFID based system are 
incorporated in many tracking systems. The 
proposed system eliminates the need for 
motorists and toll authorities to manually 
perform ticket payments and toll fee 
collections respectively also, with RFID 
information the traffic records can be 
maintained. The disaster warnings are carried 
out by sending warning messages to all the toll 
locations to avoid further death toll. The 
connectivity between the central database and 
toll booths are done through wireless network 
using ZigBee. [2]- [3] 
 

II. PROPOSED SOLUTION 
The problem of traffic management and 
tracking system can be solved by deploying an 
embedded system consisting of following 
elements. 
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A. Main Toll Booth 
The main toll booth should be located from the 
central town/city which is in the relatively 
plane area or at the starting of the hill. At this 
booth the temporary Identity cards will be 
provided to the passing vehicle. The tags are 
programmed using the RFID reader-cum-
writer according to the vehicle information.  
The Toll Fee would be collected manually for 
the RFID tag provided as security for the 
RFID being given. A RFID tag dispenser can 
be used to make the system automatic.  

B. The Central Database 
 

The Main toll booth will be monitoring 
subsequent tracker units installed after 
particular distance depending on the survey of 
the area. It will log the data regarding the 
number of vehicles entering and exiting the 
area. Any information received from the booth 
such as loss in track of the vehicle, the 
information regarding landslide, rainfall, 
earthquake etc. will be forwarded to the 
trackers. If the vehicle count exceeds a 
particular threshold the vehicle will be stopped 
at entrance itself. The purpose of maintaining 
a database is to track the vehicles and pass the 
warning signals to the tracker booths for 
traffic management at sloppy areas. 

 
C. Vehicle 

The vehicle passing through the hilly road will 
be given the RFID tag according to the 
duration of its journey and type that is its 
weight and size. The RFID tag can be sorted 
and distributed according to the priority of the 
journey purpose. The RFID tag can be 
installed on the windshield or any external part 
of the vehicle. 

D. Tracker Booth 
A tracker booth will be located at fixed 
distances and will be connected to the main 
toll booth wirelessly. The system has the 
following components: 

1) RFID reader: It will sense and record 
the tag id. 

2) Solar panel: This will be required to 
power the unit.  

3) Display: It has coloured LEDS to 
indicate weather conditions and LCD 
screen to see the warning message 
from the central control unit. 

4) Satellite phone: It is required to make 
emergency calls and to contact the 
main toll booth. 

5) The tracker booth will also contain 
first-aid boxes and other disaster relief 
material to tackle emergencies. 
 

III. TECHNOLOGY USED 
A. Radio Frequency Identity - RFID 

 
 A complete RFID system consists of a 
transponder (tag), reader/writer, antenna, and a 
computer host. The transponder, better known 
as the tag, is a microchip combined with an 
antenna system in a compact package. The 
microchip contains memory and logic circuits 
to receive and send data back to the reader. 
These tags are classified as either active or 
passive tags. Active tags have internal 
batteries that allow a longer reading range, 
while passive tags are powered by the signal 
from its reader and thus have shorter reading 
range. Tags could also be classified based on 
the content and format of information. The 
classifications range from Class 0 to Class 5. 
These classes have been determined by the 
Electronic Product Code (EPC) Global 
Standard. In the table below, classes refer to 
the tag’s basic function; it either has a memory 
or an on-board power, while generation refers 
to the tag specification’s major release or 
version number. The class structure for the 
tags is shown in the table below. [4] 

 
 
 

IJMER; ISSN: 2277-7881; IF-2.735; V:5.16; Vol 3, Issue 3(11), March 2014

143 International Journal of Multidisciplinary Educational Research



TABLE I 
CLASS STRUCTURE FOR TAGS 

Frequency 
Range Description 

Typical 
Applications 

<135 KHz 
Low Frequency, 

Inductive Coupling 

Access Control & 
OEM 

applications 

13.56 MHz 
High Frequency, 

Inductive Coupling 
Access control, 
Library books 

868 – 870 
MHz 

 
902 – 928 

MHz 

Ultra High 
Frequencies(UHF), 

Backscatter 
Coupling 

Supply chain 
tracking 

2.40 – 
2.483 MHz 

(SHF), Backscatter 
Coupling 

Asset Tracking, 
Highway toll 
tags, Vehicle 

tracking 
 

Fig. 1 Working of RFID system 
 
A reader contains an antenna to transmit and 
receive data from the tag. The reader also 
contains a decoder and in RF module. It could 
be mounted or built as a portable handheld 
device. The computer host acts as an interface 
to an IT platform for exchanging information 
between the RFID system and the end-user. 
This host system then converts the information 
obtained from the RFID system into useful 
information for the end-user. 
 

B. Arduino Microcontroller 
 
Arduino is an open source embedded 
development platform consisting of a simple 
development board based on Atmel’s AVR 
microcontroller and an easy to use 
development environment for writing, 

compiling and uploading codes to the board. 
Arduino compatible board, which is 
compatible with all development tools, 
software, codes etc.  
The physical sensors are interfaced with the 
Arduino board to check the smoke content in 
case of forest fire. Similarly humidity sensor, 
pressure sensor can be interfaced to with the 
board to display disaster warnings. [5] 

 
 

Fig. 2 Gas Sensor interfaced with Arduino 
 

C. ZigBee 
 

ZigBee is ahigh level communication 
protocols used to create personal area 
networks built from small, low-power digital 
radios.Though low-powered, ZigBee devices 
can transmit data over long distances by 
passing data through intermediate devices to 
reach more distant ones, creating a mesh 
network; i.e., a network with no centralized 
control or high-power transmitter/receiver able 
to reach all of the networked devices. For our 
application since the communication between 
the main toll booth and other tracker booths 
are required constantly ZigBee provides the 
best solution for forming mesh like wireless 
network. [6]- [7] 

IJMER; ISSN: 2277-7881; IF-2.735; V:5.16; Vol 3, Issue 3(11), March 2014

144 International Journal of Multidisciplinary Educational Research



IV. WORKING 
The overall working of the proposed system is 
as follows: 
1) The electronic toll with the central 

database will be present at the foot of the 
hill from where vehicles start ascending. 
The RFID will be installed instantly on the 
windshield and a fixed sum will be paid by 
the vehicle driver/owner as a security 
deposit half of which will be refunded 
after the vehicle returns the RFID at the 
end of the trip.  

2) The process of reading the tag and storing 
tag information in the database is done the 
status of each vehicles is checked by the 
information provided by each tracker 
booth. 

 
 

Fig. 3 Layout of the proposed 
system 

 
3) The RFID reader will be installed that 

will read the identification no. of the 
vehicle and the time at which it passes 
the tracker booth is recorded to track 
the vehicle route and monitor its 
position. [8]- [10] 

 

 
 

Fig. 4 Working of the tracking system 
 
4) An LED display with coloured LEDs will 

be there to display weather conditions like 
heavy rainfall and landslide as a warning 
system for the driver. This information 
will be relayed to all the tracker booths via 
the Main booth which will be connected to 
the weather forecasting department. 

As the count of the vehicles exceeds more than 
a particular threshold, vehicles will be stopped 
at the main entrance itself to avoid accidents 
and congestion. 

 
 

Fig. 5 Hardware implementation using 
Arduino board 

 
5) A GUI (Graphical User Interface) is 

created for the main toll booth to record, 
enquire, store and update tag information 
the warning message are monitored and 
the barriers at the various tracker booths 
are closed to avoid traffic congestion or 
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accidents in case of emergencies. The 
statuses of all the physical sensors are 
recorded for disaster management. 

 

 
 

Fig. 6 Software implementation of the 
database 

 
V. CONCLUSION 

The vehicular management system in hilly 
terrain is difficult to implement since it is a 
disaster prone area. A vehicle tracking system 
using tracker booths and central toll booth is 
proposed to communicate disaster warnings 
and traffic conditions on hilly roads. The 
tracking system is deployed by using RFID tag 
and tag reader at the tracker booth and 
embedded system using the Arduino 
Microcontroller is incorporated in such booths 
to signal warning and status of traffic in road 
stretch through wireless communication using 
the ZigBee wireless network between the 
tracker booth and the main toll booth. A 
database which is used for recording and 
monitoring is maintained at the main toll 
booth. The tracking operation is done through 
the RFID reader on each tracker booth by 
reading the RFID tag passing under it or in its 
proximity. Though, this system is designed for 
hilly areas it can be used in other locations 
such as plains with automatic toll collection 
systems and controlling barriers. 
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Abstract: The Automated Teller Machine has 
become an important part of our life. The 
Automated Teller Machine has changed our 
lifestyle very much. One of the problems with 
the ATM cards are the information on the ATM 
is being hacked by hackers. What happened 
next? Is there a way to make the ATM 
transaction more secure?  In this paper we are 
going to propose a security measure to ATM 
transaction. 
KeyWords:- ATM,Transaction pin 

1. INTRODUCTION  
 
The Automated Teller Machine (ATM) enables 
depositors to withdraw cash at convenient time 
and places other than during banking hours at 
the branch that is why it is also called as a cash 
machine. 
On most modern ATMs, the customer is 
identified by ATM card with a magnetic stripe 
or a plastic smartcard with a chip inside, that 
contains a unique card number and some 
security. Security is provided when the 
customer enters a personal identification 
number (PIN).  
In 1939, Luther Simjian came up with the idea 
of creating a "hole-in-the-wall machine" that 
would allow customers to make financial 
transactions but it is not a successful prototype.  
However in 1966 James Goodfellow of 
Scotland holds the patent for a modern ATM, 
And John D. White in US is often credited with 
inventing the first free standing   ATM design. 
In 1967 John Shephred Barron invented and 

installed an American made ATM. However, it 
wasn't until the mid to late 1980's those ATMs 
become part of mainstream banking. [1]. ATM 
machine was first used in 1973. 
According to a press release on 10th Feb 2013, 
About 54 crore bank customers in India are 
expected to be issued debit cards in the next 
three years. In December, 2012, 31.44 crore 
customers have been issued the debit cards and 
the number is growing at a compound annual 
rate of about 18 per cent. At the end of 
December 2012, the number of credit cards was 
just 1.88 crore and the annual growth is 6 to 7 
percent. [2]  
 
According to a database of RBI till Feb 2013 the 
use of debit card is increasing in following ways 
[3].  
 

 
Figure 1: All volumes and numbers are in 
millions while values are in billions [3] 
 
2. Problem with Existing System 
 
 Now days, hacking of the card information 
number and a pin number have become a 

IJMER; ISSN: 2277-7881; IF-2.735; V:5.16; Vol 3, Issue 3(11), March 2014

148 International Journal of Multidisciplinary Educational Research



biggest problem in front of banks and their 
customers. Below is an example of hacking of 
information from the user. The user (business 
people) sends the information to the bank at the 
same time a person in the middle hacks all the 
information of user. When the user is inactive, 
hacker act as user and performs the transaction 
from the user’s bank. 

                             
 
 
 
 

                               
 
 
Figure 2: Example of hacking a system  
 
Due to this many of us have lost a large amount 
of money from their banks. Thus in this paper 
we are going to propose a security measures that 
makes the transaction through cards more 
secure to use. 
 
3. PROPOSED SYSTEM 
 
As we all know that the hacking for ATM 
information is a biggest problem that a company 
or ATM users are facing. For making the 
transaction more secure special transaction pin 
is added. This security pin is given to the ATM 
card holder when the customer is demanding for 

money transaction. The transaction pin consists 
of six digit number selected by bank randomly. 
The selected pin is send to the ATM card 
holder's mobile number that is registered in 
bank database.  The customers who access his 
account enter this pin through the ATM 
machine. This pin is verified by the banks. If the 
pin is correct then customers are allowed to 
access the amount information. Now banks are 
going to do the general process of transaction.  
 
Customer can get at-most chance to enter the 
correct security pin. If the customer fails to do 
the accounts get blocked.  This concept gives a 
question that, “one can change the mobile 
number easily if he knows the detail of ATM 
card”.  In such cases when user wants to change 
his mobile number then a special verification 
code is send to customer’s old mobile number. 
This verification number is entered by the user 
just after he is requested for the changing the 
mobile numbers.  If mobile is lost the customer 
may go to bank and request it for change of 
mobile number. 
The password thus included will increase the 
security of the system, now for stealing the 
amount for an account now the hacker needs to 
hack-the account information, password and 
also he requires the transaction pin number. If 
hacker wants to change the mobile number then 
a message is send to the card owner regarding 
the change. Sequence Diagram for incorrect pin 
in shown in figure 5. 
 

User 

Hacker 

N/W Bank 
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Figure 4: Sequence diagram of proposed 
system. 
 
 
 
 
 
 
 
Figure 5: Sequence diagram of incorrect 
transaction password 
 
 
 
 

4. CONCLUSIONS 
 
ATM is an important technology that is used by 
almost all people. Due to this it is centre of 
attraction for criminal. Because of that use of 
ATM cards are not secure. For providing 
security a transaction password is given to the 
user at the time of transaction. This password it 
valid only for a single transaction once the 
amount is withdrawal it password is destroyed.    
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Abstract:  
Query optimization is the refining process 
in database administration and it helps to 
bring down time of execution. Promising 
directions include the development of 
simple yet realistic cost estimates, the 
optimization of queries on databases with 
deductive or computational capabilities, 
the simultaneous optimization of multiple 
queries and update transactions. In this 
paper we represent the importance of 
designing execution plan for effective run 
time in query optimization with indexing.  
Here we perform queries on 30000 tuples 
and explain query whose plan uses an 
index and another that cannot use any 
index and did expensive scan on the same 
relation, and show the difference in run 
times. Both queries retrieve at most a 
single row (by using a selection on 
primary key for the first query, and a 
selection on two columns, for the second 
query) and displayed the result.  

Key Terms – query, parsing& translation, 
optimization, evaluation plan, indexing. 

1. INTRODUCTION 

 [1] A database query is the vehicle for 
instructing a DBMS to update or retrieve 
specific data to/from the physically stored 
medium .Obtaining the desired information 
from a database system in a predictable and 
reliable fashion is art of Query Processing. 
Query processing transform high level query 
(of relational calculus/SQL) into an 
equivalent and more efficient lower level 
query of (relational algebra). According to 

[2] Query processing involves 3 steps shown 
in figure1. 

I. Parsing and translation 
II. Optimization 
III. Evaluation  
 

I. Parsing and Translation: 
The first step in processing a query 
submitted to a DBMS is to convert the query 
into a form usable by the query processing 
engine.  High-level query languages such as 
SQL represent a query as a string, or 
sequence, of characters.  Certain sequences 
of characters represent various types of 
tokens such as keywords, operators, 
operands, literal strings, etc.  Like all 
languages, there are rules (syntax and 
grammar) that govern how the tokens can be 
combined into understandable (i.e. valid) 
statements. The primary job of the parser is 
to extract the tokens from the raw string of 
characters and translate them into the 
corresponding internal data elements (i.e. 
relational algebra operations and operands) 
and structures (i.e. query tree, query graph). 
The last job of the parser is to verify the 
validity and syntax of the original query 
string. 
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Figure1. Query flow through a DBMS 

II. Optimization: 
 In this stage, the query processor applies 
rules to the internal data structures of the 
query to transform these structures into 
equivalent, but more efficient 
representations.  The rules can be based 
upon mathematical models of the relational 
algebra expression and tree (heuristics), 
upon cost estimates of different algorithms 
applied to operations or upon the semantics 
within the query and the relations it 
involves. Selecting the proper rules to apply, 
when to apply them and how they are 
applied is the function of the query 
optimization engine. 
 
III. Evaluation:  

The final step in processing a query is the 
evaluation phase. [3] The best evaluation 
plan candidate generated by the optimization 
engine is selected and then executed. There 
can exist multiple methods of executing a 
query.  Besides processing a query in a 
simple sequential manner, some of a query’s 
individual operations can be processed in 
parallel either as independent processes or as 
interdependent pipelines of processes or 
threads.  Regardless of the method chosen, 
the actual results should be same. 
 
Choice of Evaluation Plans:  
The query optimization engine typically 
generates a set of candidate evaluation 
plans.  Some will, in heuristic theory, 
produce a faster, more efficient execution.  
Others may, by prior historical results, be 
more efficient than the theoretical models 
this can very well be the case for queries 
dependent on the semantic nature of the data 
to be processed.  Still others can be more 
efficient due to “outside agencies” such as 
network congestion, competing applications 
on the same CPU, etc.  Thus, a plethora of 
data can exist from which the query 
execution engine can probe for the best 
evaluation plan to execute at any given time. 
 

2. RELATED WORK: 

Query optimization technique is the process 
of selecting the most efficient way to 
execute a SQL statement. There are two 
types of query optimization approaches [4]: 
static, and dynamic. During more than 
twenty years, most of the DBMSs have used 
the static optimization approach which 
consists of generating an optimal (or close to 
the optimal) execution plan, then executing 
it until the termination. All the methods, 
using this approach, suppose that the values 
of the parameters used (e.g. sizes of 
temporary relations, selectivity factors, 
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availability of resources) to generate the 
execution plan are always valid during its 
execution. However, this hypothesis is often 
unwarranted. Indeed, the  
values of these parameters can become 
invalid during the execution due to several 
causes [5]: describing the process of query 
optimization as taking a query, which 
describes the data, and turning it into an 
execution plan that accesses the data where 
it is physically stored, and then applying a 
set of physical operators to it, eventually 
yielding a desired dataset. The significance 
of the role of the Query Optimizer in the 
retrieval of data in database systems cannot 
be overstated. The Query Optimizer has the 
non-trivial task of identifying the optimal 
execution plan out of a large pool of 
candidates, to ensure the highest possible 
response time. [6]Types of query optimizer 
with respect to searching technique are 
1. Exhaustive search technique: It is cost 
based and provides optimal results.  
2. Heuristic search technique: It performs 
the selection and projection operation. It 
uses join and semi join of executing the 
complex query. But it does give optimal 
results. 
[7] focuses on the determining an 
appropriate join method for each join 
operator by taking into account the size of 
the relations, the physical organization of 
the data, and access paths, and generating 
the order in which the joins are performed 
with respect to a cost model.  
 

3. IMPORTANCE OF INDEXING 

[8]The utilization of indexes can 
dramatically reduce the execution time of 
various operations such as select and join.   
Some of the types of index file structures 
and the roles they play in reducing execution 
time and overhead: 

Dense Index: Data-file is ordered by the 
search key and every search key value has a 
separate index record.  This structure 
requires only a single seek to find the first 
occurrence of a set of contiguous records 
with the desired search value.  
Sparse Index: Data-file is ordered by the 
index search key and only some of the 
search key values have corresponding index 
records.  Each index record’s data-file 
pointer points to the first data-file record 
with the search key value.  While this 
structure can be less efficient (in terms of 
number of disk accesses) than a dense index 
to find the desired records, it requires less 
storage space and less overhead during 
insertion and deletion operations.  
Primary Index:  The data file is ordered by 
the attribute that is also the search key in the 
index file.  Primary indices can be dense or 
sparse.  This is also referred to as an Index-
Sequential File [9].  For scanning through a 
relation’s records in sequential order by a 
key value, this is one of the fastest and more 
efficient structures locating a record has a 
cost of 1 seek, and the contiguous makeup 
of the records in sorted order. Minimizes the 
number of blocks that have to be read.  of 
insertions However, after large numbers and 
deletions, the performance can degrade quite 
quickly, and the only way to restore the 
performance is to perform reorganization.  
Secondary Index: The data file is ordered by 
an attribute that is different from the search 
key in the  index file. Secondary indices 
must be dense.  
5. Multi-Level Index: An index structure 
consisting of 2 or more tier s of records 
where an upper tier’s records point to 
associated index records of the tier below. 
The bottom tier’s index records contain the 
pointers to the data-file records. Multi-level 
indices can be used, for instance, to reduce 
the number of disk block reads  needed 
during a binary search.  
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6. Clustering Index: A two-level index 
structure where the records in the first level 
contain the clustering field value in one field 
and a second field pointing to a block [of 
2nd level records] in the second level. The 
records in  the second level have one field 
that points to an actual data file record or to 
another 2nd level block.  
7. B+-tree Index: Multi- level index with a 
balanced-tree structure. The B+-tree 
structure has a distinct  
advantage in that it does not require 
reorganization, it is  self-optimizing because 
the tree is kept balanced during  
insertions and deletions. 
 

4. PRACTICAL WORK 

In this paper we perform five queries on 
30000 tuples and record time for each query. 
We also find query plan for each query 
whose plan uses an index and another that 
cannot use any index and did an expensive 
scan on the same relation, and show the 
difference in run times. Both queries retrieve 
at most a single row (by using a selection on 
primary key for the first query, and a 
selection on two columns, for the second 
query). The queries and the result of the 
query are shown in result table. 
 

5. RESULT 

Quer
y  1  

select * from takes natural join 
student; 

Time 
taken  

Query select 300000 rows in 
1484 ms 

Query 
Plan 

HashJoin(cost=60.00..1030.00 
rows=30000width=43)HashCo
nd:((takes.id)::text= 
(student.id)::text)  -  Seq Scan 
on takes  (cost=0.00..520.00 
rows=30000 width=24)  -  
Hash  
(cost=35.00..35.00rows=2000 

width=24)  SeqScan on 
student  
(cost=0.00..35.00rows=2000 
width=24) 

Obser
vation  

It requires more time because 
it joins two tables with non 
primary key tuple  

Quer
y  2 

select * from takes natural join 
student where ID = '1234'; 

Time 
taken  

Query select 0 rows in 15ms 

Query 
Plan 

Nested Loop  
(cost=4.37..61.23 rows=15 
width=43)  -  Index Scan using 
student_pkey on student  
(cost=0.00..8.27 rows=1 
width=24) 
Index Cond: ((id)::text = 
'1234'::text)-Bitmap Heap 
Scan on takes  
(cost=4.37..52.81 rows=15 
width=24)Recheck Cond: 
((id)::text = 
'1234'::text)Bitmap Index 
Scan on takes_pkey 
(cost=0.00..4.37 
rows=15width=0)"Index 
Cond: ((id)::text = '1234'::text) 

Obser
vation  

This query executed in less 
time because it has indexed on 
ID  

Quer
y3 

select ID, count(*) from takes 
group by ID; 

Time 
taken  

Query selects 2000 rows in 
62ms 

Query 
Plan 

HashAggregate 
(cost=670.00..690.00 
rows=2000 width=5)Seq Scan 
on takes (cost=0.00..520.00 
rows=30000 width=5) 

Obser
vation  

This query require more time 
to execution because its 
aggregate cost is more though 
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it is indexed with ID 
Quer
y  4 

select * from student, 
instructor where student.id = 
instructor.id and student.id = 
'1234' 

Time 
taken  

Query select 0 rows in 16ms 

Query 
Plan 

"Nested Loop(cost=0.00..9.90 
rows=1 width=55)"" Index 
Scan using student_pkey on 
student  (cost=0.00..8.27 
rows=1 width=24)""Index 
Cond: ((id)::text = 
'1234'::text)"" -  Seq Scan on 
instructor  (cost=0.00..1.63 
rows=1 width=31)" "Filter: 
((id)::text = '1234'::text)" 

Obser
vation  

This query requires less time 
to execution , Its Nested loop 
cost is 0 for 9 rows and it 
scans indexed with primary 
key Due to primary key index 
relation between two table 
found quickly and returns the 
data fast . 

Quer
y  5 

select * from student, 
instructor where 
upper(student.id) = 
upper(instructor.id) and 
student.id = '1234' 

Time 
taken  

Query select 0 rows in 15ms 

Query 
Plan 

Hash Join  (cost=8.28..10.10 
rows=1 width=55)" Hash 
Cond: 
(upper((instructor.id)::text)= 
upper((student.id)::text))" -  
Seq Scan on instructor  
(cost=0.00..1.50 rows=50 
width=31)" -  Hash  
(cost=8.27..8.27 rows=1 
width=24)" -  Index Scan 
using student_pkey on student  

(cost=0.00..8.27 rows=1 
width=24)"Index Cond: 
((id)::text = '1234'::text)" 

Obser
vation  

Query returns 0 rows as it 
doesn’t found the desired 
record. primary key index 
relation between two table 
found quickly and returns the 
data fast. 

TABLE 1. ANALYSIS OF QUERIES 

6. CONCLUSION 

The query optimization is used for 
fetching the efficient result with minimum 
time and cost. Optimization can be achieved 
with some efforts if we make it a general 
practice to follow the rules. It provides the 
user with faster results, it allows the system 
to service more queries in the same amount 
of time, reduces the amount of wear on the 
hardware (e.g. disk drives), and allows the 
server to run more efficiently (e.g. lower 
power consumption, less memory usage). 
This paper covers how a DBMS processes 
queries and the role of designing execution 
plan for effective run time with indexing. It 
is observed that query which work on index 
attribute run faster than the unindex attribute 
and reduce time and cost.  
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ABSTRACT— In this article we propose a 
circularly polarized (CP) circular patch 
microstrip antenna with capacitive feed. The 
proposed geometry (circular patch) is suspended 
on substrate with coplanar capacitive feed. To 
obtain circular polarization operations two 
perpendicular slots have been made on circular 
patch. The slotted circular patch and feed strip 
are on the same plane of the substrate. By 
introducing orthogonal slots and a capacitive 
coupled feed to it, a left-handed circular 
polarization (LHCP) operation is obtained. The 
proposed antenna has an axial ratio bandwidth 
(AR< 3dB) of 7.85%. Also, the geometry has a 
much higher impedance bandwidth of 51% (S11< 
-10 dB) and S11 is well below -14.5 dB in the 
range of CP operation.  
   
Index Terms— Axial ratio, broadband, circular 
polarization, impedance bandwidth, microstrip 
antenna. 

I. INTRODUCTION 
In last few decades the microstrip antenna plays 

an important role in different wireless application 
(GSM, Wi- Max, RFID, WLAN, etc.) due to its 
attractive features such as low profile, low cost, and 
easy fabrication process. However, the major 
drawback of the microstrip antenna is its narrow 
bandwidth and low gain. But in literature we have 
numerous techniques to improve these, especially 
improving the impedance bandwidth. Circular 
polarization (CP) antennas have been a preferable 
topic for most of the wireless applications, such as 

mobile communication, satellite communication, 
RFID, and navigation system [1-4]. 

Although, a microstrip antenna in basic form 
gives linear polarization, circular polarization (CP) 
may be obtained by modifying the basic antenna 
geometry or feeding technique. A conventional CP 
microstrip antenna can be implemented using basic 
square patch and circular patch with some 
modification in basic geometry such as square patch 
with truncated side or employing dual feed, and 
cutting a slot into the patch [5]. There are different 
techniques available in literature to obtained 
circularly polarized microstrip antenna, such as 
antenna reported in [6] a suspended coplanar 
capacitive fractal antenna geometry was 
implemented to achieve 7.1% axial ratio bandwidth 
and about 49% return loss bandwidth. On the other 
hand antennas reported in [7] and [8] offer axial 
ratio bandwidth of 22% and 68% respectively. 
However, their bore sight is only about 3.0 dBi over 
the circular polarized (CP) bandwidth. A wideband 
twin-diamond shaped circularly polarized patch 
antenna and an H- shaped microstrip circularly 
polarized antenna were introduced in [9, 10] with 
axial ratio (AR) bandwidth of 9.2% and 1.3% 
respectively. On the other hand, a U- slot was 
implemented [11] in order to achieve 4% of axial 
ratio bandwidth. The impedance bandwidth of 
microstrip antenna can be increased by increasing 
the overall height of the air-dielectric medium [12]. 
Bandwidth can also be improved by introducing 
dummy electromagnetic band gap (EBG) [13], and 
using a suspended microstrip antenna [6]. In most of 
the applications a compact dual band, multi-band, 
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and broadband antenna is required. There are many 
such types of antenna were reported which operates 
in broadband, multi-band operation [14-22]. 

 As discussed in above paragraph, several 
applications require compact and simple antenna 
geometries. In this article we propose a design of 
small circular patch suspended on a dielectric 
substrate. For achieving a circular polarization (CP), 
two orthogonal slots are introduced.  The CP 
operation is produced by properly adjusting two 
orthogonal slots (sector) embedded on circular patch 
and a feed strip. Furthermore, by implementing two 
slots, enhancement of impedance bandwidth is also 
achieved.  

The basic geometry and its working, and their 
effects are presented in Section 2. The antenna basic 
geometry starts from the selection of central 
frequency and optimized using IE3D simulation 
software. The geometry design for circular 
polarization (CP) operation is presented in Section 3. 
The detailed simulation studies of different 
parameters are discussed in Section 4. Conclusions 
of these studies are presented in Section 5.  

II. ANTENNA DESIGN AND DISCUSSIONS 

Basic antenna geometry is as shown in (Figure 1) 
and optimized dimensions are listed in (Table 1.). 
The basic geometry starts with selection of central 
frequency of operation using simple technique 
explained in [5]. The antenna configuration is a 
suspended microstrip antenna in which a circular 
patch and feed strip are placed on the same surface 
of the substrate of thickness “h” mm. a long pin 
SMA connector is used to connect the circular patch 
by capacitive coupling. The circular patch is 
designed for 5.6 GHz operation. The basic geometry 
of antenna is designed to operate with a central 
frequency of 5.6 GHz as designed in [22- 25]. 
Radiator patch dimensions can be calculated from 
standard design equation [26, 27]. 

The impedance bandwidth and gain of the basic 
antenna geometry may be maximized by using the 
design expression [15].  

g = 0.16 λo - h √εr                              (1)  

 
          (a)                                                      (b) 

Fig. 1.   (a) Top view of basic antenna geometry. (b) 
Side view of basic antenna geometry. 

TABLE I.   GEOMETRY AND PARAMETER VALUES 
Geometry parameter  Value (mm) 

Radius of the radiator patch (R) 8.0 
Length of the feed strip (t) 1.4 
Width of the feed strip (s) 3.75 
Separation of feed strip from the 
patch (d) 

0.5 

Height of the air gap (g) 5.0 
 
Where g is the height of the substrate above the 

ground, and h is the height of the substrate and εr is 
the dielectric constant of the substrate. Equation (1) 
gives the initial value; final value may be optimized 
using IE3D simulation software [15]. The different 
parameters that can be used to optimize the basic 
geometry are air-gap (g), separation between patch 
and feed strip (d), length of feed strip (t), and width 
of feed strip (s). The substrate used for the antenna 
is FR4 with dielectric constant εr = 4.4, loss tangent 
tanδ = 0.02, and thickness h = 1.6 mm. All physical 
parameters optimized with the IE3D, which is a 
method of moment (MoM) based electromagnetic 
(EM) software, and optimized value is listed in 
(Table 1.). The optimized S11 parameter and gain of 
basic antenna geometry is as shown in Figure 2 and 
Figure 3.  

As discussed in previous section, several 
applications require compact circularly polarized 
antennas. In the next section we discuss circularly 
polarize antenna geometry, which is obtained by 
making some modification in basic geometry, and 
detailed simulation studies of all parameters and 
their effect on circular polarization is discussed in 
the subsequent sections.  
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Fig. 2.   Optimized S11 of basic geometry.      

 
Fig. 3.    Optimized gain of basic antenna geometry. 

III. ANTENNA GEOMETRY FOR CIRCULAR 
POLARIZATION  

In this step we implement two orthogonal sector 
slots in basic antenna geometry discussed in 
previous section in order to obtained circular 
polarization. This is a suspended coplanar capacitive 
microstrip antenna embedded with two orthogonal 
sector slots. Both antenna and feed strip are on the 
same dielectric substrate, which is placed above the 
ground plane. The circular patch circularly polarized 
antenna configuration is shown in (Figure 4). The 
substrate used for design and analysis is a glass 
epoxy material with dielectric constant εr = 4.4, loss 
tangent tan δ = 0.02, and thickness ‘h’ = 1.6 mm. It 

may be noted that the substrate used for basic and 
modified antenna geometry is same. 

 
            (a)                                                     (b) 

Fig. 4.    (a) Top view of circularly polarized antenna 
geometry. (b) Side view of circularly polarized 

antenna geometry. 

The radius of circular patch and other parameters 
(t, d, and s) of capacitive feed have been optimized 
as suggested in [22- 25]. The key design parameters 
have been investigated to analyze the effect of 
antenna performance and are discussed in Section 4. 

IV. SIMULATION STUDIES FOR CIRCULAR 
POLARIZATION OPERATIONS 

In this study we use FR-4 substrate having 
relative dielectric constant εr = 4.4, loss tangent tan δ 
= 0.02, and thickness ‘h’ = 1.6 mm, place above the 
ground plane at height ‘g’= 5 mm. the patch 
dimension may be obtained using standard design 
expression [5, 27]. The minimum length of the feed 
strip is 1.2 mm , so that a hole can be made to 
connect the probe pin [6]. The antenna geometry for 
circular polarization is optimized using IE3D 
simulation and is listed in (Table 2). The key design 
parameters sector angel (a), length of feed strip (t), 
and width of feed strip (s)) have been investigated to 
analyze the effect on circular polarization and 
discussed in following subsections. 

A. Effect of Sector Slot Angle (a)           
A slot was introduced on circular patch maximize 

the antenna impedance bandwidth, and also 
configure basic geometry in to circular polarize 
geometry. The slot angle was varied from 14.25o to 
35.40o. The return loss characteristics of this study 
are presented in (Figure 5). This study has been 
investigated to observe their effect on impedance 
bandwidth and axial ratio bandwidth (AR). The 
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effect of sector angle (a) on axial ratio (AR) is 
presented in (Figure 6). From these characteristics it 
is confirm that the slot angle ‘a’= 21.2o has 
optimized responses.  

    
Fig. 5.   Return loss characteristics for different slot 

angle (a).   

      

 
Fig. 6.   Axial ratio vs. frequency characteristics. 

TABLE II.  GEOMETRY AND PARAMETER VALUES FOR 

CIRCULARLY POLARIZED ANTENNA 

Geometry parameter  Value  
Radius of circular patch (R) 8.0mm 
Slot angle (a) 21.2o 
Length of the feed strip (t) 1.6mm 
Width of the feed strip (s) 3.7mm 
Separation of feed strip from the 
patch (d) 

0.5mm 

Height of air gap (g) 5.0mm 
 

B. Effect of Length of Feed Strip (t) 
In the next step, we tried to optimize the length of 

feed strip (t), keeping the slot angle constant 
obtained in subsection A. Here feed strip length 
varied from 1.4 mm to 2 mm in steps of 0.2 mm. the 
axial ratio and return loss characteristics are 
depicted in Figures 7 and 8, respectively. 

 
Fig. 7.  Axial ratio vs. frequency characteristics at 

different feed length (t). 

 
Fig. 8.  Return loss characteristics at different feed 

strip length (t) 

From the figure it can be notice that the feed strip 
dimension is does not shift the frequency. However, 
it helps in optimizing the depth of AR below 3dB 
and return loss is below -14 dB for this range.  

 

C. Effect of Feed Strip Width (s) 
In this step, feed strip was varied from 3.5 mm to 

4.3 mm keeping other parameter constant. The 
return loss characteristics for this case are presented 
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in (Figure 9). Like above parameter this also helps in 
optimizing the depth of return loss curve.  

From all the case studied, the optimum set of 
parameter are slot angle (a) = 21.2o, length of feed 
strip (t) = 1.6 mm, width of feed strip (s) = 3.7 mm. 
the optimized gain at AR bandwidth range is 
presented in (figure 10.). The simulated return loss 
characteristics of antenna geometry for circular 
polarization in (Figure 9) indicated that the S11 is 
below -14.5 dB in the CP operating range (5.4 GHz 
– 5.84 GHz). It can be noted that the simulated gain 
of the circularly polarized antenna is above 5.8 dB in 
the CP range of operation. 
 

 
Fig. 9.  Return loss characteristics at different feed 

strip width (s) 

 
Figure 10: Optimized AR and gain of the CP 

antenna. 
 

V. CONCLUSIONS 

The coplanar capacitive coupled circularly 
polarized circular patch antenna has been presented. 
The orthogonal slots produce circular polarization 

(CP) and help in improving impedance bandwidth. 
Proposed geometry exhibits the return loss below -
14.5 dB in CP operation range and a gain of nearly 
5.0 dB was obtained throughout the impedance 
bandwidth. With optimum dimension of slot antenna 
offers an axial ratio bandwidth of 7.85% (AR < 3 
dB). After presenting the basic geometry, the same 
geometry with some modification was presented 
which yields circular polarization with good return 
loss characteristics and gain. The future work 
includes the practical validation of the geometry 
proposed here.    
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Abstract—Body area network (BAN) is a promising
technology for real-time monitoring of physiological parameters
of the patients. Particularly when the wireless technologies
integrated with body area network provides complete telemedical
infrastructure. The wireless BAN combined with an Android
based smartphone offers a large functionality. Different medical
parameters can be analyzed, store and visualized using the
graphical user interface of an android smartphone designed for
the end user. The Bluetooth based sensor nodes acquire
physiological parameters of patients then perform signal
processing and data analysis and send results to the coordinator
node. The data is transferred to an android based smartphone
via Bluetooth. The system will continuously monitors the
physiological parameter of the patient and if any variation
occurred then send alert messages to the medical professional.

Keywords—BAN; electrocardiogram (ECG); smartphone; alert

I. INTRODUCTION

The population in the world is increasing day by day. This
brings a need for more healthcare options. Increased life
expectancy has led to the median age being pushed higher,
thus resulting in an increased proportion of senior citizens. In
general, senior citizens are more vulnerable to chronic
diseases, requiring medical care, than the rest of the
population [1]. Medical crisis due to lack of medical doctors
and nurses, and excessive expenditure of medical treatment
tends to more serious according to population ageing in a
world. In order to solve this serious social problem, what can a
scientist and an engineer contribute in?

Today the networking technologies are very much
developed.  So that the communication or connection between
the people to people, people to multimedia, people to services
have been greatly changed. Wireless communications
technologies enable ubiquitous networking for anyone, at any
time, and at anywhere. IEEE 802 is an international
standardization committee which has been working on the
standardization of various wireless technologies including
wireless local area networks (WLAN), wireless metropolitan
area networks (WMAN),wireless personal area networks
(WPAN), etc..

Due to this developed networking technologies the
monitoring and recording of physiological parameters of
patients outside the clinical environment is becoming

increasingly important in research as well as in applied
physiology and medicine in general. Technology is advancing
but knowledge of physiology is lagging behind thus there is an
urgent need for rapid advances in these research topics.
Environmental Physiology is the area of life science that
describes the human physiological and behavioral changes, in
particular, acute responses, adaptations, habituation,
acclimation and acclimatization. The main obstacle to the
assessment of physiological changes in extreme environment
is the fact that most findings have been collected during
laboratory conditions with frequently bulky instruments. In
field measurements outside laboratory are not feasible, simply
as suitable instrumentation that can withstand such harsh
environments was not available.

According to World Health Organization (WHO) report,
estimated about 17 million people die around the world due to
cardio vascular diseases, particularly heart attack, in them
most of the deaths are due to untimely intervention. If proper
medical care can be given to the patients at the right time, their
lives can be saved [3]. In these case the field of telemedicine
becomes very useful. Telemedicine is the field of on-line
monitoring and analysis of vital parameters of the patients and
in the emergency situation it helps to provide medical care as
early as possible, so that the life of patient can be saved.
Different kinds of wireless technologies promise to ensure
patient compliance. Specially Body Area Networks (BAN)
combined with these wireless technologies such as Bluetooth,
zigbee allow the setup of a comprehensive telemedical
infrastructure [1]. This telemedical field become very useful
for the cardiac patients. So the patients physiological activity
is continuously monitored by the system and if any variation
found in the physiological activity of patient, it informs to the
medical professional.

II. WIRELESS BODY AREA NEETWORK

A. Bluetooth Module
The RN42 is a small form factor, low power, highly

economic Bluetooth radio for OEM’s adding wireless
capability to their products. The RN42 supports multiple
interface protocols, is simple to design in and fully certified,
making it a complete embedded Bluetooth solution.
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Fig. 1 Bluetooth Protocol Stack

The RN42 is functionally compatible with RN 41 [3]. With
its high performance on chip antenna and support for
Bluetooth Enhanced Data Rate (EDR), the RN42 delivers up
to 3 Mbps data rate for distances to 20M. The RN-42 also
comes in a package with no antenna (RN-42-N). Useful when
the application requires an external antenna, the RN-42-N is
shorter in length and has RF pads to route the antenna signal.

Bluetooth protocol stack is shown in figure 1. Bluetooth is
defined as a layer protocol architecture consisting of core
protocols, cable replacement protocols, telephony control
protocols, and adopted protocols. Mandatory protocols for all
Bluetooth stacks are: L2CAP, LMP, and SDP. In addition,
devices that communicate with Bluetooth almost universally
can use these protocols: HCI and RFCOMM. The Link
Management Protocol (LMP) is used for set-up and control of
the radio link between two devices implemented on the
controller. A/V Remote Control Profile Commonly used in car
navigation systems to control streaming Bluetooth audio.
The Logical Link Control and Adaptation Protocol (L2CAP)
Used to multiplex multiple logical connections between two
devices using different higher level protocols provides
segmentation and reassembly of on-air packets.
In Basic mode, L2CAP provides packets with a payload
configurable up to 64 kB, with 672 bytes as the default MTU,
and 48 bytes as the minimum mandatory supported MTU.

B. WBAN Architecture
Figure 2 shows the WBAN architecture. In this architecture

the primary data processing is done by the sensor nodes,
including the physiological signal processing in the
microcontroller of the nodes. The secondary data processing is
performed in the smartphone. This includes data
representation, data filtering, graphical interface and data
synchronization. Finally the last and most demanding data
processing together with the database management is
performed in the medical server. The medical server allows
local and remote access for medical personnel via the Internet.
Our design encompasses communication protocols like the
bluetooth stack for intercommunication within the WSN,
Bluetooth (Serial communication via RFCOMM) to link the
WSN with the smartphone, and WiFi or UMTS
communication between the smartphone and the medical
server. Wireless data transmission results in a higher patient

Fig.2 WBAN Architecture

compliance because there are no uncomfortable wires. On the
other hand may the fear of electromagnetic radiation lower the
acceptance. This served as a motivation for the IEEE 802.15.6
working group, with the goal of minimizing transmission
power, range and SAR [2].

III. ATMEL BOARD

A. Atmel Board
Atmel solutions promise to provide an ideal platform for

Telecare devices, reliable communication together with power
efficiency, in a compact design [2].  The ATmega32 is a low-
power CMOS 8-bit microcontroller based on the AVR
enhanced RISC architecture.

The ATmega32 provides the following features:
 32K bytes of In-System Programmable Flash

Program memory with Read-While-Write capabilities
 1024 bytes EEPROM
 2K byte SRAM
 32 general purpose I/O lines
 32 general purpose working registers
 a JTAG interface for Boundary scan,
 On-chip Debugging support and programming,
 three flexible Timer/Counters with compare modes
 Internal and External Interrupts,
 a serial programmable USART,
 a byte oriented Two-wire Serial Interface,
 an 8-channel, 10-bit ADC with optional differential

input stage with programmable gain (TQFP package
only),

B. ECG Module
The electrocardiogram (ECG) is an interpretation of the

electrical activity of the heart over time captured by placing
electrodes on the surface of the body. The signal recorded, is
graphically displayed in a two dimensional graph, where the
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Fig. 3 Typical ECG waveform

height represents the measured electrical activity in mill volts
and the width the interval of time in seconds. Figure 3 shows a
typical ECG waveform [3].

The ECG works by detecting the electrical changes on the
skin, caused when the heart muscle depolarizes. This is done
by placing pairs of electrodes on either side of the heart. The
output of a pair of electrodes is known as lead and is said to
look at the heart from a specific perspective. These leads are
also called bipolar leads, as they measure the voltage
difference between two electrodes. Based on the number of
leads recorded, several types of ECG's are differentiated.

ECG sensor collects the ECG signal from the human body
and transmits it to the smartphone via Bluetooth. Two ECG
electrodes are employed for sensing the ECG signal [3]. A
negatively charged ion is an anion and a positively charged
ion is a cation. The current flow in the human body is due to
ion flow, not electrons. A bio potential electrode is a
transducer that senses ion distribution on the surface of tissue
and converts the ion current to electron current. An electrolyte
solution/jelly is placed on the side of the electrode that comes

Fig. 4 Flowchart presenting overall system operation

into contact with tissue; the other side of the electrode consists
of conductive metal attached to a lead wire connected to the
instrument. A chemical reaction occurs at the interface
between the electrolyte and the electrode. A signal processing
module is used to process the ECG signal from the electrodes
and removes the noises present in the signal. The Bluetooth
module receives the processed signal and transmits the signal
to the mobile phone via Bluetooth link. An android enabled
Smartphone needs to be employed for generating the results.

C. Sensor Platform
The flowchart of the overall operation is shown in the

figure 4. As soon as the system starts, the different sensors such
as the ECG sensor, temperature sensor and heart rate sensor
start collecting the physiological data of the patient. After that
the signal conditioning and analysis perform and then the data
is stored in the microcontroller. Then the data is transmitted via
the bluetooth to the android smartphone and we can see the
result on the smartphone.

IV. ANDROID BASED SMARTPHONE

A. Android OS
Android is the most popular operating system in the

smartphone. It is software stack for mobile tablet which
consist of an operating system, middleware and key
applications. Android operating system is based on a Linux
kernel designed primarily for touchscreen mobile devices such
as smartphones and tablets initially developed by Android,
Inc. Android is open source and Google releases the code
under the Apache License. This open-source code and
permissive licensing allows the software to be freely modified
and distributed by device manufacturers, wireless carriers and
enthusiast developers. Android applications are written in the
java language and run on the Dalvik virtual machines. In
Android operating system many applications can run at a time
and user may switch between the running applications. A
developer survey conducted in April–May 2013 found that
Android is the most popular platform for developers, used by
71% of the mobile developer population.

Advantages of android OS
 It is simple and powerful
 Java-based development kit,
 Android development tools,
 Its excellent documentation and library including

classes like Bluetooth Health
 It is useful to develop on many platforms, like

Windows, Linux and Mac operating system

B. Android Application

Android is the most popular operating system for the
smartphones nowadays. It’s popularity increasing day by day.
It has simple and powerful java based development kit.
Applications are developed in the Java language using the
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Android software development kit (SDK). The SDK includes
a comprehensive set of development tools, including a
debugger, software libraries, a handset emulator based on
QEMU, documentation, sample code, and tutorials. The
officially supported integrated development environment
(IDE) is Eclipse using the Android Development Tools (ADT)
plugin. Other development tools are available, including a
Native Development Kit for applications or extensions in C or
C++, Google App Inventor, a visual environment for novice
programmers, and various cross platform mobile web
applications framework

As mentioned in the System Architecture the smartphone
should manage not only data acquisition from the W(BAN),
but also synchronization and provide a Graphical User
Interface (GUI), among other tasks. In order to do so an
Android application is necessary, this application should
feature several functions, among these are: Data acquisition
from the (W)BAN via Bluetooth; data analysis, i.e.
comparison with medical norm values; GUI for configuration,
data visualization, and communication; data transfer
(synchronization) to a medical server via WiFi or cellular
network.

Android applications are divided into Activity classes. An
Activity is both a unit of user interaction, and a unit of
execution which provide reusable, interchangeable parts of the
flow of UI components across Android Applications [2]. In
essence the application is responsible to detect the Bluetooth
gateway and establish a full duplex communication, including
device discovery, pairing, debugging and communication, and
to be able to connect to the medical server through the Internet
enabling data synchronization between the server and the
W(BAN) in soft real-time. The application features numerical
analysis and graphical representation of the captured
physiological data, an activity for the patient’s profile,
physical condition, disease history, etc., and activities for the
connection with the medical server. For this project some
interesting packages available in the Android SDK are :
Android.Bluetooth, Android.database.sqlite, Android.net,
Android.webkit, javax.net.ssl, Android SDK tool [2]. The use
of third party libraries is optional keeping the validation effort
for a Safety Critical System in mind. The app is also
responsible to present a GUI, whose design represents the
captured data in an understandable way. Together with the
basic requirement of a state-of-the-art Android app, the GUI
has therefore three principal modes: Configuration, display for
patients, display for medical personnel with restricted access.

For the proposed application internal smartphone sensors,
e.g. accelerometer, GPS, etc., provide additional opportunities,
i.e. patient localization and possible detection of a fall. Based
on the evaluation of the acquired data the app starts
communication to predefined first responders. Android based
on Linux lacks a real-time kernel and cannot support hard
real-time requirements. Based on the measurements of Mongia
and Madisetti , tests of the complete, layered system are being
conducted.

V. ALERT SYTEM

Here the alert system is introduced in order to handle the
emergency situation of the patient’s. A particular threshold
value of the sensors is set in system settings. Whenever the
sensors readings are above the particular threshold value, the
system automatically initiates the alert system. So that the
proper medical care can be provided to the patient as soon as
possible. Here the alert system consists of the two types of
alert such as SMS alert and email alert. Both alerts are
initiated right after the threshold values of the sensors are
broken. Before actually sending the alert a countdown timer is
initiated. This is provided so that the patient can sense the
false alert and cancel the alert. If no response from the patient
is recorded then automatically the alert propagation start [3].

A. SMS Alert
Whenever an alert is detected the APP will initiate an alert

SMS to primary contact save in the settings activity. We have
used shared preferences for saving the contact information
than SQLite because we can easily retrieve the information
than connecting to a database.

B. E-mail Alert
The E-mail alert is initiated right after the SMS send by the

system. The email is sent to the primary contact person.

VI. CHALLENGES

A. Noise Reduction
Related to the ECG module the important thing is getting a

noise free ECG signal via the Bluetooth interface. As the
system is real time any electronic interference or
environmental noise may lead to the generation of a false alert,
and if the patient fails to turn off the alert his local contact gets
a unnecessary alert. The wanted electric potential that the
ECG sensor is measuring is relative small in comparison to the
noise that both the body and electrical wires absorbs form the
surroundings [3]. Mostly 50 Hz noise is absorbed from the
power cables and all electrical equipment that is power by
them. The most effective way to reduce all kinds of unwanted
noise is to use a Right Leg Drive loop to remove the noise
absorbed by the wires and body by inverting the noise and
feeding it back to the body via the right leg.

B. Power Consumption
Another major challenge of developing this wireless

electrocardiograph is the power consumption. In order to
construct a reliable ECG-sensor that will be powered by a
battery commonly used for cellular phones the power
consumption must be as low as possible without interfering
with the performance. The RN-42 Bluetooth module
consumes about 45 mA when connected and programmed as
spp_slave as required in this project, the spp_master
configuration consumes less than half with 20 mA.
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VII. RESULT

Initially the reliability test runs with the wireless BAN
prototype with the number of sensors connected to it. The
three sensors are connected to the coordinator node or system
i.e. ECG sensor, heart rate sensor and body temperature
sensor. All these three sensors worked correctly and got the
respective readings of the patients health. These sensors
correctly monitor the patient’s physiological condition and
send the respective data to an android smartphone via
Bluetooth connection. The android prototype application is
shown in figure 5.

As the alert system is introduced in the system, whenever
the reading of the sensor crosses the threshold value the
system will automatically activates the alert. The alert is of
two types i.e. SMS alert and email alert. The figure 6 shows
the SMS alert, which is enabled due to the variation found in
the ECG signal of the patient’s. This SMS alert is send by the
system to the primary contact person, whose number is placed
in the application setting. The alert system is very useful from
the patient’s point of view. Due to this alert system emergency
situation can be handled effectively and patient will get the
medical care as early as possible.

Fig. 5 Android Prototype Application

Fig.6 SMS Alert

VIII. CONCLUSION

Body area network (BAN) will play an important role in
supporting a wide range of applications with BAN devices
being operated in the vicinity, on, or inside body. The first
design approach, a WBAN, fulfills the basic requirements.
Reliability and range are sufficient. The combination of the
WBAN with an Android smartphone offers a large
functionality. Crucial parameters can be stored, analyzed and
visualized with GUIs designed for the end-user. Security on
all levels of the layered system must be further investigated.
Certification according to medical safety standards is currently
impossible due to the different components used, e.g. the
Android operating system. The first version of the proposed
system will therefore be used in different research applications
of environmental physiology, i.e. heart rate, breathing rate,
etc.
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