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Abstract— Cloud computing is gaining a great attention in 
IT industry. It is a new way of delivering computing 
resources providing many benefits in terms of cost and 
accessibility of data. Now-a-days large numbers of users 
are demanding more and efficient services. There is a need 
to provide efficient, reliable, flexible and scalable data 
services to users with minimum response time or delay. 
Day by day demand for mobile cloud storage will grow 
exponentially as the volume of user generated content 
using mobile devices grows continuously.  
            Load Balancing is essential for efficient operations 
in distributed environments. Load balancing for the Cloud 
has become a very interesting and important research 
area. Numbers of algorithms were suggested to provide 
efficient mechanisms and algorithms for assigning the 
client’s requests to available Cloud Servers. An important 
issue in cloud is, scheduling of users requests, means how 
to allocate resources to requests, so that the requested 
tasks can be completed in a minimum time and the cost 
incurred in the task should be minimum.  To reduce the 
response time and improve the system performance, 
Support Vector Machine(SVM) Algorithm is proposed to 
balance the load in the Cloud environment . 
 

Index Terms— Cloud Computing, Load 
Balancing, Scheduling, SVM 

INTRODUCTION 

    Cloud Computing became very popular in the last 
few years. With the rapid development of internet 
and network technology, large number of people 
uses the internet to obtain information, shopping 
and entertainment. With the development of Web, 
Internet multimedia is emerging as a service [1]. 
 To provide efficient media services, multimedia 
computing has emerged as useful technology to 
generate, process and search media contents, viz. 

images, audio, graphics, video and so on. For large 
multimedia applications, mobile wireless networks 
and web services over the internet, there are huge 
demands for cloud computing because of the 
significant amount of computation required for 
providing millions of Internet or mobile users at the 
same time. 
   The growth of the amount of data and the number 
of user requests will be explosive, requires higher 
servers for the  computing and processing the 
requests [2]. To improve  
 
the user experience, servers need response to client 
requests within the shortest possible time. Handling 
such large data sets require several techniques to 
optimize operations and provide satisfactory levels 
of performance for the users. Cloud computing is 
efficient and scalable but the stability of processing 
and maintaining so many tasks in the cloud.  
    Computing environment is complicated with load 
balancing, so receiving much attention for 
researchers. It has  been used by the industry, even 
if there are many existing issues like Virtual 
Machine Migration, Load Balancing, Energy 
Management, which are not fully addressed [3].  
    Considering all these issues mainly is the issue of 
load balancing which is a mechanism to distribute 
workload evenly to all the nodes in the cloud to 
achieve a user satisfaction and resource utilization 
ratio [4]. When one of the components of any 
service fail, load balancing continues to provide the 
service by implementing fair over, i.e fault tolerant 
system. It ensures that every computing resource is 
distributed with fair allocation of the resources [5]. 
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Fig. 1. Fundamental Concept of Multimedia Cloud 

Computing 
      
 A multimedia cloud computing framework that 
leverages cloud computing to provide multimedia 
applications and services over the Internet and 
mobile Internet with QoS provisioning. A 
multimedia-aware cloud focuses on how the cloud 
can provide QoS provisioning for multimedia 
applications and services. 
 Cloud-aware multimedia focuses on how 
multimedia can perform its content storage, 
processing, adaptation etc. in the cloud to best 
utilize cloud computing resources, resulting in high 
QoE for multimedia services. 
     Rest of this paper is explained as follows. 
Section II  explains the  current literature and 
discuss the algorithms proposed  to solve the load 
balancing  issues in Cloud Computing. Section III 
Describes the proposed plan of   the system and 
Section IV  is the conclusion and future work.  

LITERATURE SURVEY 

      Load balancing has two meanings: first, it puts a 
large number of concurrent accesses or data traffic 
to multiple nodes respectively to reduce the time 
users waiting for response; second, it put the 
calculation from a single heavy load to the multiple 
nodes to improve the resource utilization of each 
node. Load balancing is the same as a system turns 
on duty, which tasks assigned the tasks to each 
person to avoid any of them too tired. 
     Cloud Computing is the widely used term and 
emerging computing model based on the 
development of distributed computing, parallel 
processing and grid computing [6]. This distributes 
the computational tasks to the  large number of 

computers provides the various application  systems 
that use the computational power, storage and a 
various number of software and services according 
to the requirement.  
    Due to the increasing number users, there are 
thousands of tasks or requests at a time in the cloud 
computing environment. It’s a challenge to design 
the less complex load balancing algorithm based on 
task scheduling [7] . 
    If the system crashed due to server maintenance 
or failure occurs, it will cause a loss to the cloud 
users. So, how to deal with the requests in the 
dynamic system is also an important issue [8].  
    A Dynamic Biased Random Sampling Scheme 
for Scalable and Reliable Grid Networks gives the 
load-balancing mechanism for wide range 
distributed systems which reduces the average 
system response time and improves the system QOS 
values [9]. When user requests service,a server is 
randomly selected with certain probability, then in-
degree of node is reduced. 
    Scheduling strategy on VM load balancing 
considers the Virtual Machine resources scheduling 
in cloud computing environment based on genetic 
algorithm, uses the historical data and current states 
which computes in advance which reduces dynamic 
migration [10]. 
    Braun proposed that the most effective non 
evolutionary method for scheduling independent 
tasks is the min-min heuristic which builds a 
schedule by successively searching the list of tasks 
not yet assigned to find the task with the minimum 
completion time then assigns the task to the 
schedule and then repeat the process until all tasks 
are assigned [11]. 
    A. Singh proposed a novel load balancing 
algorithm called Vector Dot uses dot product to 
distinguish nodes based on the item requirements 
and helps in removing overloads on servers, 
switches and storage nodes [12].  
     A. Bhadani proposed a (CLBVM) Central Load 
Balancing Policy for Virtual Machines balancing 
the load evenly in a distributed virtual machine or 
cloud computing environment. It improves the 
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overall performance of the system but does not 
consider the systems that are fault tolerant, 
enhances the flexibility and robustness [13].  
     H. Liu proposed a load balancing virtual storage 
strategy (LBVS) that provides a large scale data 
storage model and Storage as a Service model based 
on Storage of cloud. Storage virtualization is 
achieved using an architecture that is three-layered 
and load balancing is achieved using two load 
balancing modules.  It helps in improving the 
efficiency of concurrent access by further reducing 
the response time and enhancing the capacity of 
disaster recovery, flexibility of the system [14].  
     Y. Fang discussed a two-level task scheduling 
mechanism based on load balancing to meet 
dynamic requirements of users and obtain high 
resource utilization. It achieves load balancing by 
first mapping tasks to virtual machines and then to 
host resources by improving the task response time, 
overall performance and, resource utilization of the 
cloud computing environment [15]. 
      A. M. Nakai proposed a new server-based load 
balancing policy for web servers which are 
distributed all over the world which reduces the 
service response time using a protocol which limits 
the redirection of requests to the closest remote 
servers to avoid the overload on the servers. A 
middleware is described to implement this protocol 
[16].  
     M. Randles investigated a self-aggregation load 
balancing algorithm which optimizes job 
assignments by connecting similar services using 
local re-wiring. Enhancing the performance of the 
system with high resources, increases the 
throughput by using these resources effectively. It is 
degraded with an increase in system diversity and 
implemented in large scale cloud [17].  
     R. Stanojevic proposed a mechanism for cloud 
control called as CARTON that unifies the use of 
LB and DRL. LB (Load Balancing) is used to 
evenly distribute the jobs to  servers so that the 
associated costs can be minimized and DRL 
(Distributed Rate Limiting) is used to make sure 
that the resources are distributed in order to keep a 

fair resource allocation[18] and  adapts to server 
capacities for the dynamic workloads so that 
performance levels at all servers are equal.  
    Apart from these algorithms many algorithms 
have been studied, multiple-factor load balancing 
[19], load balancing with policy mechanism [20], 
load balancing based on game theory [21], load 
balancing in WLANs [22], multiservice load 
balancing [23] and soft load balancing [24], and 
scheduling [25] in heterogeneous wireless networks, 
among others.  
       It can be summarized as Load Balancing 
mechanism requires conditions to provide efficient 
service as follows 
       Response time is the basic need in Cloud 
Computing, not to affect the system average 
response time or should minimize delay and 
increase system throughput. 
        First is, when the local load is not so heavy, it 
should be able to make the local self-organization to 
reduce the information exchange. 
   Secondly, cloud computing balancing mechanism 
should be able to work in the heterogeneous 
environment. 
          It becomes a key issue in the field of cloud 
computing platform about how to coordinate the 
server load by suitable load balancing algorithm to 
improve cloud computing research resource 
utilization and   the system   performance.  

PROPOSED METHODOLOGY 

     The existing Load Balancing algorithm shows 
the considerable improvement in the Cloud 
Computing Environment which includes the 
Throughput, Overhead Associated, Migration Time, 
Fault tolerance and Response Time, Scalability, 
Resource Utilization, Performance  according to the 
their requirement which is applicable to the specific 
area or the environment. Due to the explosive 
demand for  this Cloud Environment, still there is a 
lot of work is needed to be done specifically on the 
response time and system performance as in today’s 
era user always expect the quick, powerful and  
stable services.   
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     Here in this paper trying to put the methodology 
which improves the performance of the system and 
minimize request response time. System will be 
based on the android mobile devices which act as 
the servers, control server in the Cloud. 

Proposed Model 
 Register all the mobile devices which act as a 

server and specifically control server  in the 
network where it is located  with their 
respective parameters (such as IP address, 
Port number) 

 Establishing successful communication 
between mobile devices, in between the 
server, control server and Client. 

 Service Provision based on Support Vector 
Machine (SVM) performs the load balancing. 

 Selecting the server to provide the quick 
access to the client according to the number 
of requests on each server. Server with the 
minimum requests provides the service with 
minimum delay. 

 Accessing the client request according to their 
requirement. 

Techniques to be implemented 
Support Vector Machine (SVM) Algorithm, works 

as 
Follows 
             Algorithm works as follows 
             1. Client sends request to Central server. 
             2. Central server sends INQUIRY PACKET 
to the             cloud servers. 
             3. Cloud servers respond with CURRENT 
LOAD PACKET, which contains the load on each 
cloud. 
             4. Central server receives the CURRENT 
LOAD PACKET and sends the client request to the 
server with Minimum load . 
This process is repeated. 
     It has updating mechanism, when client sends 
the request to the central server it will update load 

of each server so that it becomes easier to balance 
the load of the Cloud Servers every time.  
    Genetic algorithm has the disadvantage as it will 
not update the load every time, it only forward 
request to server so the exact load at the central 
server cannot be determine. 

 
Fig. 2.Working of SVM 

 

 Flowchart of the SVM 

 
Fig.3.Flow of the Cloud Server 
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Fig.4.Flow of  the Client 

   Support Vector Machine is using as an 
optimization engine, to select best element (with 
regard to some criteria) from some set of available 
alternatives.  
  
SVM optimizes the load on each server and select 
the best server from the cloud with minimum load 
to provide the service to the user. 
 
Mobile based cloud multimedia environment 
enables users to access multimedia applications via 
Android based appliances. Wireless access 
technologies such as 3G, Wi-Fi, Wi-MAX etc. 
integrated in Cloud Computing Environment to 
provide services to the users efficiently. By 
Combining Cloud Computing and Android 
properties System achieves the efficient and 
convenient communication. 
As we are creating a mobile based cloud 
environment for load balancing, i,e Server and 
control server will be Android Mobiles. 
Main factors of Android Mobile which will affect 
load balancing will be considered as vector for the 
optimization. 
Factors affecting are MEMORY depending on 
applications currently running in the mobile device 
and BATTERY Power of the device. 
 
Load can be calculated considering the parameters 
such as Number of Requests (N), Memory 
Available (M), Battery remaining (B)  

 
Load = Number of Requests (N) + Memory 
Available (M) + 100 / Battery remaining (B) 
  
By sending request to the Control Server, it will 
check the load on each server by using the above 
formula and will optimize the load. Control Server 
will redirect the service to the Server having 
minimum load.  
     The main goal is to implement Support Vector 
Machine Algorithm and analyze the result which 
will improve the system performance and reduce 
response time. 

FUTURE WORK 

     As soon as all the mobile devices are registered 
in the network with their details, the control server 
application can continuously monitor data and 
request which are processed by each server in the 
cloud. Future work involves improving the Quality 
of service and user experience according to the 
parameters such as battery power processing time 
and memory storage of the server as mobile devices 
act as server. 

The proposed model is initially designed to be 
implanted for the campus or smaller network. But 
keeping future scope in mind, the model is designed 
flexible enough for the further modification to 
implement it on the larger network.  

CONCLUSION 

    Load balancing is one of the main challenges in 
cloud computing. Here trying to implement the 
Support Vector Machine Algorithm considering the 
basic need of cloud which is response time and 
system performance through the client server 
mechanism. Providing the services according to 
their requirement i.e. multimedia content. It will be 
helpful to the client to save multimedia data over 
the cloud and access it whenever they want. 
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Abstract— A group key exchange protocol is 
specially designed in such a way that allow group 
of parties communicating over a public network 
to establish a common secret key to carry on 
communication securely. As group oriented 
applications has gained popularity over the 
internet, secure group communication has 
received much attention from cryptographic 
researchers. In previous days several group key 
exchange protocols suitable for wireless or 
mobile network have been designed which 
supports different functionalities like dynamic 
leaving and joining, security against attacks. 

I. INTRODUCTION 

    There are various applications of wireless 
communication technology such as mobile 
applications and services such as e-commerce 
applications, mobile access services, and wireless 
Internet services. Nowadays, people use their 
cellular phone or PDA (personal digital assistant) to 
access these mobile services. However, most of 
such security schemes and protocols deployed in 
wired networks are not fully applicable to wireless 
networks (i.e., wireless local area networks, mobile 
ad hoc networks, cellular mobile networks, and 
wireless sensor networks) because of the network 
architecture and the computational complexity of 
mobile devices. In addition, an intruder is easy to 
intercept the transmitted messages over a wireless 
network because wireless communications use radio 
waves to transmit messages. The cryptographic 
algorithms require number of expensive 

computations; hence it will be a challenge to design 
security schemes and rules for wireless network 
with low-power computing devices. With the 
popularity of collaboration works and electric 
conferences, secure group communication has 
received much attention from cryptographic 
researchers and became need of the day[1][2]. 

    A group key exchange (GKE) protocol allows 
that participants establish a group key to 
encrypt/decrypt the transmitted messages. Thus, 
GKE protocols can be used to provide secure group 
communication [1]. Actually, considering wireless 
network environments such as wireless local area 
networks  and cellular mobile networks , they may 
be regarded as asymmetric (imbalanced) wireless 
networks. An imbalanced wireless network consists 
of mobile clients and a powerful node. Generally, 
mobile clients may use some mobile devices (i.e., 
cellular phone or PDA) to access mobile 
applications through the powerful node. If such 
mobile clients want to perform a secure conference 
using their mobile devices through cellular mobile 
networks or wireless local area networks, they must 
establish a secure group key to encrypt/decrypt the 
transmitted messages. When the computational 
power of mobile devices decreases, one of the 
approaches is to put entire burden from the mobile 
devices to the strong mode. This approach reduces 
the computational costs on mobile nodes. 
Consequently, several group key agreement 
protocols for the imbalanced wireless network have 
been proposed. Under several security assumptions, 
it is being proved that the GKE protocols are secure 
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against passive attack and provides 
forward/backward secrecy for dynamic member 
joining/leaving [1][2][3]. 

     The remainder of this paper is organized as  
Section II.  Security Issues , Section III. 
Requirements on Secure Group Communication , 
Section IV. An Overview of Group Key 
Management Algorithm, Section V. Related Work 
and Section VI. Conclusion. 

II. SECURITY ISSUES 

A. Life cycle of group 
The lifecycle of the group consists of the events 

which are as follows. 

 Group Formation One or multiple entities 
can start the group according to some criteria. For 
example, in ad hoc   wireless networks, same group 
members are belongs to that devices which are in 
the same coverage area and services which are 
belongs to outsiders, applied to group formation. 

Usually, group initiator is only responsible and 
initiator for the initial group organization. In 
dynamic peer groups, this entity is picked 
dynamically according to some criteria, such as the 
lowest process identifier, the largest remaining 
power of the device, or the advanced computational 
capabilities. Initial group members are determined 
by the one who initiate the group and group leader 
is also selected by the group initiator only. 

 
 Group membership changes Group 

membership changes can be identified are as 
follows: 

 Single join One process sends request to the 
group for joining. 

 Mass join The join request is sent by multiple 
independent processes. 

 Merge (Fusion) One group consists of two or 
more groups. Sometimes group becomes part 
of each other and while sometimes a new 
group is emerged. 

 Single leave (Deletion) Depending on some 
criterion a single participant leaves the group 
as it moves out of coverage area or network 
partition. 

 Mass leave Multiple entities leave the group 
independently at the same time. 

 Partition (Fission) The group can be further 
divided into two or more groups. 

 
     For each membership change, special 

protocols are executed. A single entity, the current 
group leader drives the protocols. The role of the 
group leader is rotated between the participants on 
every membership change so as to ensure fairness, 
as the group leader consumes much more resources 
than the rest of the group. 

 
    Depending on some criteria or system 

architecture and application, the group ends or it 
also ends when the last member leaves the group 
[6][7]. 

B. Issues of Join and Leave Events 

    Join and leave events classified into three 
forms that is single, mass, and group join/leave that 
have implications on group structure. 

 
Agreement on new group membership list The 

access to the group should be granted based on 
some criteria. The decisions regarding access grants 
are taken by group leader. Usually, the current 
group leader grants the access. Agreement is also 
used in case of exclusion of corrupted members 
from the group [15]. 

 
Access control without agreement on the 

membership list It is important to restrict access to 
the group and delete the corrupted member list is 
maintained. An efficient revocation procedure must 
be developed to determine the group membership 
using a public key certificate. 
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New group key calculation In case if the 
communication between the group members should 
remain confidential, then new group key should be 
calculated on each join/leave event and it is 
important that the new key should be independent 
on the previous group keys, such that joining 
entities cannot compute the previous keys. As well 
as the leaving entities should not be able to compute 
future group keys [8]. 
 

III. REQUIREMENTS ON SECURE GROUP 
COMMUNICATION 

 
     As the service is becoming more popular, the 

risk of wireless technology is also increasing. When 
wireless technology was invented there was few 
number of dangers. Most of the time wireless 
technology was not found in work places 
commonly, but now the scenario has been changed; 
there are large number of security threats with the 
current wireless protocols and encryption methods. 

 
     The issues that should be considered while 

developing a secure GCS are as follows: 

A. Access Control to the group 

     One of the important issues is admission of a 
participant to groups. Which entities should be 
allowed to create a group, and on which grounds 
new members can be admitted to the group? What 
happens in if the group is distributed or broken due 
to network disconnection? In which cases some 
groups should be allowed to merge? And apart from 
this other issues are regarding the trustworthiness 
and security plolices of the system. 

 
      Access control plays a very important role in 

fortress security model, as any process included to 
the group is trusted 
while in classical groups, this issue is realized by 
using centralized authentication service. In ad hoc 
wireless network, the important issue is group 

communication system access control and trust 
management between different groups as system 
cannot depend on presence of trust management 
services which are centralized, example is 
certification authority. 
 

B. Group Authentication 
 

    The property, group authentication states that 
each and every group participant should be able to 
prove that he belongs to specific groups. For 
example, if certain process wants to join any 
particular group then it should be impossible for an 
outsider to impersonate this group [10]. 

C. Secure Group Membership Protocol 

A group membership protocol should provide a 
correct estimation of currently alive and connected 
group members to the participants. It should be 
impossible for an intruder to damage the protocol. 
So integration and authentication of any group 
membership view should be confirmed [11]. 

D. Security of Group Communication 

     After the establishment of group, 
communication among the group members must be 
protected from outsiders. That is, message 
confidentiality and integrity must be assured. This is 
usually achieved through private key cryptography 
and authentication using the group key which is 
known only to the group members of particular 
group. Another issue is Group key management 
involving several cryptographic protocols. Group 
key management includes the establishment of the 
group key and the subsequent key establishment 
which is associated with changes in the membership 
of the group. On every group membership change, 
the group key should be calculated again in order to 
restrict or not allow the members which left the 
group from eavesdropping on further 
communication, and new the members which 
recently joined the group from decryption of past 
group messages [12]. 
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Figure: Group communication Scenario 

 

IV. AN OVERVIEW OF GROUP KEY 
MANAGEMENT ALGORITHMS 

 
      Group key is a secret key which is known to 

all the group members and only to them. It is used 
to protect the messages of group from modification, 
and also from evesdropping by various outsiders. 
The protection against attacks can be accomplished 
using the private key cryptography and message 
authentication code (MAC). In case of integrity 
protection, if all group members share the same key 
then they are able impersonate and identify each 
other and change or modify the messages by secret 
sharing. The issue like tampering with the message 
occurs in the group then the methods other than 
group key should be used for enhancing the 
message security and protection. 

      Key management denotes the set of 
procedures that establish and maintain the keys. The 
key maintenance operations belong initial key 
establishment, key transport, and rekeying. 

Transportation of Keys Group key 
management protocols are classified according to 
the trustworthiness of group participants. In 
centralized approaches, a central entity or some 
designated entity that is a group leader or key server 
is responsible for calculation and distribution of the 
key among the group members while in 
decentralized approaches, this work is distributed 
between various hierarchically organized entities. 
For both approaches, group participants have to 
trust the key distribution entities to behave correctly 
according to requirements of security and must be 

available in case where rekeying that re generation 
of key is needed[14] [17]. 

Group Key Agreement In distributed key 
management protocols, a common secret is 
established with the cooperation of all the 
participants of group this is called as group key 
agreement. In this  even if there is a designated 
entity that is group leader which plays a very 
important role in the protocol but the security of the 
generated key does not depend on it. None of the 
group member can influence the process of key 
generation or the resulting key to its own profit 
[15]. 

A. Security Requirements 

       Here, the security requirements of a dynamic 
GKE protocol are stated as follows: 

 Passive attack: Passive attack means that a 
passive adversary cannot compute the group key by 
eaves dropping on the transmitted messages over a 
public channel or efficiently distinguish the group 
key. 

 Forward secrecy: When a new member joins 
the group, he/she cannot compute the previous 
established group keys to decrypt the past encrypted 
messages by these security level increases. 

 Backward secrecy: When an old member 
leaves the group, he/she cannot compute the 
subsequent group keys to decrypt the future 
encrypted  messages which also enhance the 
security level [3]. 

 
V. RELATED WORK 

 
      Group Key Exchange Protocol is a protocol 

for enhancing the security of group oriented 
application. GKE protocol allows group of 
participants to cooperatively establish a group key 
that is used to encrypt and decrypt transmitted 
messages.        
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  In 2012 the work on Group Key Exchange 
Protocol for wireless network was carried out under 
the decision Diffie-Hellman (DDH), the 
computation Diffie-Hellman (CDH), and the hash 
function assumptions and it was demonstrated that 
protocol is secure against passive attack and 
provides forward/backward secrecy for dynamic 
member joining/leaving. [1] 

   In 2010 a dynamic authenticated group key 
agreement protocol for mobile networks that 
completed in at most two rounds to establish or 
refresh a session key was designed. In this protocol 
when the group membership used to changed, the 
session key was efficiently and securely refreshed. 
For decreasing computation overhead and 
increasing system performance along with 
forward/backward secrecy maintenance, there is 
requirement of modeling a new protocol having 
minimum number of rounds [2]. 

      In 2004 the fundamental problem of securing 
the multi-hop network connectivity between 
different mobile nodes in MANET was presented 
with stated the necessity of developing a multi-
fence security solution to improve the security level 
so that it can offer multiple lines of defense against 
known and unknown threats [3]. 

     In 2008 a security model for GKE protocols 
that included extended security definitions 
concerning to MA security and contributiveness 
while taking into account both weak and strong 
corruption model was designed but model is limited 
for some GKE protocols only because most of the 
GKE protocols needs compiler modification so 
there is a need to design GKE protocol that provide 
security as well as contributiveness for all existing 
security models [4]. 

      In 2008 the conference key agreement 
protocol that provided the security and that can be 
completed in one round was proposed  in which 
future work was stated as to design a multi-party 
contributory key agreement scheme which should 

get completed in one round and should provide high 
level of security [5]. 

In 2005 the group key agreement protocol was 
designed so as to implement secure multicast 
channel  for group parties which are communicating 
over an network which is untrusted and open by 
allowing them to agree on secret key which is 
common. This protocol was constant round protocol 
suited for mobile environment and its security was 
proved under the Decisional Diffie-Hellman 
assumptions [7]. 

Following table shows the comparative Result 
analysis of the recently designed protocols: 

TABLE I.  COMPARISONS BETWEEN DIFFERENT  

PROTOCOLS FOR GROUP KEY EXCHANGE 

 2005[7] 2010[2] 2012[1] 
Number of 

rounds 
2 3 2 

Contributivene
ss property 

No Yes No 

Computational 
cost of each 

client 

2Texp + 
Tmul + TH 

2Texp + 
3TH 

2Texp+2TH 

Uni-casting 
message size 
sent by each 
participant 

|p| |p|+ |q| |p| 

Computational 
cost of the 

powerful node 

(n+2)Texp 
+ nTinv + 
2nTmul + 

TH 

(n + 
1)Texp + 

(2n + 
1)TH 

(n + 1)Texp 
+ (n + 1)TH 

Broadcasting 
message size 
sent by the 

group 
controller 

(n + 1)|p| n(|p| + |q|) (n + 1)|p| 

Providing the 
member 
dynamic 

functionality 

No Yes Yes 

Computational 
cost for 

joining (each 
client) 

× 3TH 2TH 

Computational 
cost for 

leaving (each 
client) 

× 3TH 2TH 
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Computational 
cost for 
joining 

(powerful 
server) 

× Texp + 
(2n + 
1)TH 

Texp + (n + 
2)TH 

Computational 
cost for 
leaving 

(powerful 
server) 

× Texp + 
(2n + 
1)TH 

(n + 1)TH 

The above table shows the performance of recently 
designed group key exchange protocols for wireless 
network based on the parameters like number of 
round, contributiveness property, computational 
cost of each client, computational cost of powerful 
node, computational cost for dynamic joining and 
leaving phase etc. 

VI. CONCLUSION 

       There are various techniques for group key 
exchange protocol generation in wireless network 
which are used to provide secure communication 
over the wireless network.  

It also supports the functionality like dynamic 
leaving and joining and provides forward/backward 
secrecy for member joining/leaving phase. Still 
there is a need to design a more efficient group key 
exchange protocol which can provide high level 
security specifically for mobile devices by reducing 
the computational cost of each client and powerful 
node, computational cost for joining and leaving 
phase.  

Along with these parameters it is equally 
essential to reduce to power and time consumption 
for computations due to limited battery life and low 
computation capacity of moble devices. 
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Abstract- There has been a lot of research done 
focusing on secure reprogramming and many 
interesting protocols have been proposed in 
recent years. However all of them are based on 
the centralized approach which assumes the 
existence of a base station and the centralized 
approach is less reliable as compared to 
Distributed because, when the base station fails 
or when some sensor nodes loose connections to 
the base station, it is difficult to carry out 
reprogramming. Alternatively, a distributed 
approach can be employed for reprogramming 
in SN and keeping in mind the security and 
efficiency of distributed reprogramming in 
wireless sensor nodes, the goal of this research 
focuses on how to integrate two protocols 
algorithm, naming improved SDRP and a 
Rateless Deluge in WSN. Also this research 
supports user privacy preservation in 
Distributed Reprogramming. 
 
Keywords— Reprogramming, Centralized and 
Distributed approach, Rateless Deluge, SDRP 
  

I. INTRODUCTION 
Wireless sensor network (WSN) is a computer 
network consisting of spatially distributed 
autonomous devices using sensors to cooperatively 
monitor physical or environmental conditions [1]. 
WSNs are deployed for long periods of time during 
which the requirements from the network owner 
and users or the environmental deployed nodes may 
change and this change may necessitate uploading a 
new code image or retasking the existing code with 
different sets of parameters. We refer to both of 
these activities as reprogramming [2].  
 

A. WSN Reprogramming Functions 
 Version control: Version control database 

manages various program versions, the 
relations between update patches and the 
information about the current running 
programs on sensor nodes. 

 Scope selection: Scope selection allows 
administrators to select any particular nodes 
in the network for reprogramming. The 
scope of reprogramming can also be the 
whole network. 

 Encoding/decoding: In simplest form, a 
reprogramming system reads the new 
program image, encodes it into data packets, 
and sends packets out through radio. A 
receiver decodes these packets and rebuilds 
the program image. Improved 
encoding/decoding can be used to reduce the 
size of updates and traffic loads in a WSN. It 
can also add security to data transmission. 

 Code dissemination: This protocol 
transmits updates from source nodes to 
targeted receivers. Code dissemination and 
scope selection can work together to 
reprogram a partial network.  

 Completion validation: The new program 
should be received in its entirety without 
errors before running. Completion validation 
ensures the continuous functioning of WSNs 
[2]. 
 

B. Properties Of Reprogramming Protocol 
 

 User traceability: In most applications, 
traceability is highly desirable, particularly 
for reprogramming. 

 Data Optimization: Data Optimization is 
important for reprogramming. It has a direct 
impact on the transmission power used. 
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 Partial reprogram capability: There are 
special modules on each sensor node which 
can only be modified by the network. 

 Energy Efficient: As energy is a limited 
resource in sensor networks, so a protocol 
does not affect the network lifetime. 

 Scalability: The protocol needs to be 
efficient even in a large-scale WSN with 
thousands of sensor nodes. 

 Distributed: Multiple authorized network 
users can simultaneously and directly make 
changes on the nodes [3]. 

Today secure reprogramming is and will 
continue to be a major concern as a WSN is usually 
deployed in hostile environments. Since all existing 
insecure/secure reprogramming protocols are based 
on the centralized approach, there is a need to 
support distributed reprogramming in which 
multiple authorized network users can 
simultaneously and directly reprogram sensor nodes 
without involving the base station. When the base 
station fails or when some sensor nodes lose 
connections to the base station, it is difficult to carry 
out reprogramming. Moreover the centralized 
approach is not applicable as there are WSNs 
having no base station at all. Also the centralized 
approach is less efficient, vulnerable and weakly 
scalable to some potential attacks along the long 
communication path [4].  

 

 
Fig.1 System overview of Centralized and 

Distributed Approaches 
 

As shown in Fig. 1, a centralized reprogramming 
protocol involves only two kinds of participants, the 

base station (administered by the network owner) 
and all sensor nodes. Only the base station can 
reprogram sensor nodes. Different from the 
centralized approach, a distributed reprogramming 
protocol consists of three kinds of participants, 
authorized network users, the network owner and all 
sensor nodes. Here, the network owner can be 
offline [4]. Also, after the user’s registration at the 
owner, they can enter the WSN and then have 
predefined privileges to reprogram the sensor nodes 
without involving the owner. Alternatively, 
distributed approach can be employed for 
reprogramming in WSN. It allows multiple 
authorized network users to simultaneously and 
directly update code images on different nodes 
without involving the base station. Also in 
distributed reprogramming users may be assigned 
different privileges of reprogramming sensor nodes. 

This whole paper is organized as follows. 
Section I gives introduction about how distributed 
approach is better than centralized one with 
reprogramming functions and properties in WSN. 
Section II focuses on various existing 
reprogramming protocols. Section III presents the 
problem definition in existing ones. Section IV 
explains the design of our proposed research.  And 
at last section V concludes this paper. 

II. EXISTING REPROGRAMMING PROTOCOLS 
 
Many different methods for distributed 

reprogramming have been developed. This section 
focuses on various network reprogramming 
protocols. 
A. XNP (Crossbow Network Programming) 
XNP is the first network reprogramming protocol 
proposed for WSNs. It operates only over a single 
hop and does not support incremental updating of 
the program image. It supports basic functions of 
code distribution and reprogramming, but it does 
not support multi-hop delivery.XNP consists of 
three components: Network programming module, 
bootloader and network programming host tool. 
XNP disseminate codes only within the radio 
communication range of a base station [5]. 
  
B. MOAP (Multi-hop Over-the-Air Programming) 
MOAP divides a program image into packets and 
these packets are distributed with network. It uses a 
mechanism called Ripple, to distribute code through 
the network on a ‘neighborhood-by-neighborhood’ 
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basis. MOAP keeps the responsibility for detecting 
packet loss at the receiver and uses a sliding 
window scheme to keep track of lost packets. It 
introduced some interesting features for the local 
recovery of data (NACKs, local broadcast, sliding 
window recovery), which are all used by the most 
recent protocols. MOAP disseminates data in a hop-
by-hop fashion, i.e., a node has to receive the whole 
program before starting the dissemination over the 
next hop [5][7]. 
 
C. MNP (Multi-hop Network Programming) 
It uses a sender selection mechanism that attempts 
to explicitly limit the number of nodes which are 
transmitting data in a particular broadcast 
neighborhood [6]. It is designed as state machine 
that incorporates the dissemination and reliability 
mechanisms. MNP has many features in common 
with Deluge [5]. In addition, it implements special 
algorithms to reduce the problems due to collisions 
and hidden terminals. This is achieved with the help 
of distributed priority assignment so that in a 
neighborhood, there is at most one sender 
transmitting the program at any given time [7]. 
MNP consist of three main steps-Advertise-
Request-Data, Sender selection algorithm and Bit 
vector table.  
 
D. SYNAPSE 
SYNAPSE, an original protocol for reprogramming 
WSNs, is designed to improve the efficiency of the 
error recovery phase. While incorporating many 
other techniques, SYNAPSE adopts an extremely 
efficient data transmission/recovery paradigm. 
SYNAPSE features a hybrid ARQ (HARQ) solution 
where data are encoded prior to transmission and 
incremental redundancy is used to recover from 
losses, thus considerably reducing the transmission 
overhead [7]. 
E. Deluge 
Deluge, a reliable data dissemination protocol for 
propagating large amount of data from one or more 
source nodes to all other nodes over a multi-hop 
wireless sensor network. A data object can be 
represented as a set of fixed sized pages which 
provides a manageable unit of transfer [5]. Deluge 
is a NACK-based protocol that provides periodic 
information to keep nodes information of their 
neighbor states. Deluge is a distribution protocol for 

reliably propagating large amounts of data through 
WSNs [6]. 
F. Seluge Protocol 
Secure and DoS-Resistant Code Dissemination in 
wireless sensor networks is a secure extension to 
Deluge, an open source, state of-the-art code 
changing system for wireless sensor networks. For 
code updating, it provides security protection, 
including the integrity protection of code images 
and prevent from the attacks. Seluge properly 
authenticates advertisement and SNACK packets. 
Seluge uses a signature to self-sustaining process 
for the authentication of a new code image. It can 
efficiently be verified by a regular sensor node, but 
it takes a computationally powerful attacker, a 
substantial amount of time to forge a weak 
authenticator. As a result, Seluge is not subject to 
the same DoS attacks against signature verifications 
[3]. 
 
G. SDRP  
SDRP is a kind of distributed reprogramming 
protocol, which supports multiple authorized users 
who are provided different privileges by owner for 
reprogramming sensor nodes. One of the main 
disadvantages of SDRP is the high propagation 
delay and high-energy overhead. There exists linear 
increment in propagation delay of SDRP with the 
increase in size of code image. Also no support was 
given to confidentiality as in some applications data 
is to be kept confidential due to the possibility of 
message interception. The need of distributed 
reprogramming is not completely new, but previous 
work did not address this need [3].  
  
H. Improved SDRP 
ISDRP is highly based over the reprogramming 
concepts. It is improvement over SDRP and the 
basic structure consists of wireless sensor nodes 
with energies, chosen cluster head all 
communicating with each other and key provider. 
This protocol functions in the distributed manner 
using cluster heads and fulfil the requirements of 
distributed reprogramming protocol [4]. The few of 
them are:  

 Authenticity and integrity: The packets 
(code images)    must be verified by sensor 
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node before installation and only by trusted 
source  

 Distributed: The information is distributed 
with the help of different cluster heads. They 
keep interacting with key provider for 
updates.  

 Time management: The communication-
taking place here is in actual time intervals 
as shown in the graphs in the coming section 
for evaluation.  

 Scalability: This protocol is highly scalable 
as well as energy efficient. It can 
accommodate higher number of nodes 

 Through various experimental results, 
scientist showed that, for the signature verification 
operation on sensor nodes, comparing original 
SDRP with improved one, the improved SDRP is 
more efficient than the original SDRP. 
 
I. Rateless Deluge 
Rateless Deluge modifies the original Deluge 
protocol using rateless codes to transmit data. This 
change causes significant structural changes to the 
mechanism for requesting and transferring data to 
reduce the communication in the control and data 
planes. In Deluge, if a node overhears a request 
packet, it then suppresses its own requests if the 
overheard bit vector is a superset of its own bit 
vector. Otherwise, the source will get its own 
request transmitted by the node. [8].  

On the other hand, with rateless coding only 
one sensor node needs to request the transmission of 
an additional encoded packet. Once the base station 
transmits one new packet, each node can use this 
packet to recover the data. In this case, Rateless 
coding thus yields an n-fold reduction in 
communication cost on both the control and data 
planes. 

Table-1 shows the comparison of various 
existing reprogramming protocols with different 
parameters. 
 

 
Table1- Available reprogramming systems 

for WSN 
 

III. PROBLEM DEFINITION 
  
Though SDRP is based on a novel and newly 
designed identity based signature algorithm, it is 
still uncertain whether there is any other security 
weakness in this modified identity-based signature 
algorithm. So Barreto et al method suggested some 
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XNP Single-
hop 

No Whole network 
contains CSMA 
MAC protocol 
with complete 
encoding/decoding 
program. 
 

MOAP Multi-
hop 

No -Publish-Subscribe 
protocol 
-Sliding window 
 

MNP Multi-
hop 

Yes -Advertise-
Request-Data 
-Sender selection 
algorithm 
-Bit vector table 
 

Deluge Multi-
hop 

Yes -Advertise-
Request-Data 
-Bit vector table 
 

Improv
ed 

SDRP 

Multi-
hop 

No For signature 
verification 
operation on 
sensor nodes, 
ISDRP is more 
efficient than 
original SDRP. 
 

Rateless 
Deluge 

Single-
hop and 
Multi-

hop 

Yes Rateless Deluge 
modifies the 
original Deluge 
protocol using 
rateless codes to 
transmit data. 
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efficient identity based signature algorithm which 
can directly be employed in SDRP Apart from all 
this and de facto standards, there is a need to 
provide more secure and efficient distributed 
reprogramming, in order to further improve the 
reprogramming efficiency of SDRP. 

IV. PROPOSED WORK 
 
The implementation work involves integration of 
two reprogramming protocols-ISDRP and Rateless 
Deluge (RD). ISDRP functions in the distributed 
manner using cluster heads and fulfils the 
requirements of distributed reprogramming protocol 
such as authenticity, integrity and scalability. In 
Rateless deluge, a node requests more packets only 
if it does not overhear another request containing a 
larger number of requested packets. Also RD adds 
memory and computational overhead with regard to 
original deluge. Most important benefit of Rateless 
Coding is Communication and Energy Savings. 
Rateless Deluge does not require knowledge of the 
specific packets missed and therefore the transfer of 
a bit vector of missed packets is unnecessary. The 
detail description of both these protocols is 
explained in section II.  

Fig.2. below shows overall system 
architecture of proposed plan. First we are forming 
a network in WSN, in which node 1 sends data to 
node 2 receiving data and for that we are using 
LEACH (Low-energy adaptive clustering hierarchy) 
protocol. In that the cluster head collects, process 
and transfers data from its members or other cluster 
heads. This protocol has self organizing capability 
and the cluster head or local base stations are 
selected randomly in order to allocate the energy 
load fairly among the sensors. Also LEACH is more 
efficient from energy consumption perspective 
compared to other traditional routing techniques and 
thus prolongs the system lifetime.  

Second, data communication will take place 
between two nodes. Sharing data between source 
and destination requires security and this security is 
provided by AES. (Advanced Encryption System) 
AES is based on a design principle known as a 
substitution-permutation network, and is fast in both 
software and hardware. AES has been subjected to 
more scrutiny than any other encryption algorithm 
to date on both a theoretical and practical basis. 
AES is an important advance and using and 
understanding it will greatly increase the reliability 

and safety of software systems. The algorithm 
described by AES is a symmetric-key algorithm, 
meaning the same key is used for both encrypting 
and decrypting the data.  
 As soon as the node starts sending data, first 
encoding process will occur. In that data will get 
compressed using arithmetic coding. Here both 
SDRP algorithm and Rateless Deluge algorithm will 
get integrate. Here for compression process, DWT 
(Discrete Wavelet Transform) is used. Wavelet 
transform decomposes a signal into a set of basic 
functions and is computed separately for different 
segments of the time-domain signal at different 
frequencies.  
DWT Advantages- 

1. Multi-scale signal processing technique. 
2. Number of significant output samples is 

very small and hence the extracted features 
are well characterized. 

3. Straightforward computation technique. 
 

After that Base station will receive that data. 
Here base station would not perform 
Reconfiguration, it would be performed directly on 
the node and just the selected key would be sent to 
the base station for use by the destination. So our 
concept uses reconfiguration and also combines the 
advantages of the Centralized approach. (Here 
instead of base station, we can use the word, ‘Relay 
Node’)  At the same time key attachment process 
will occur. In this private key is applied. Then 
routing process using AODV (Ad hoc on demand 
Distance Vector) will take place towards destination 
differentiating data and key [13]. AODV is a 
method of routing messages between mobile nodes. 
AODV is also able to handle changes in routes and 
can create new routes if there is an error. AODV 
uses traditional routing tables such as one entry per 
destination and sequence numbers are used to 
determine whether routing information is up-to-date 
to prevent routing loops. The maintenance of time-
based states is an important feature of AODV which 
means that a routing entry which is not recently 
used is expired.  

At last applying Decoding process and 
integrating RDD (Rateless Deluge Decoder) and 
SDRP, receiving node 2 will get the data sent by 
node 1 using Decompression. In this way, 
communication will take place between two sensor 
nodes .Here we can get each node’s information 
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with  characteristics such as mobility, energy level, 
memory size, processing power ,bandwidth and 
range.  
 

 
 
Fig.2. System architecture of the reprogramming in 
WSN 
 

V. CONCLUSION 
 

Security of distributed programming is a 
challenging problem from security point of view in 
which we should robustly replicate data for the 
requisite destination. The previous research worked 
on various security protocols. Working under 
another protocol to improve the reprogramming 
security and efficiency of SDRP is a challenging 
task which has been shown in this paper by 
integrating two protocols algorithm. The overall 
research work is explained through the system 
architecture flow of the distributed reprogramming 
in Wireless sensor nodes. 
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Abstract- Security of wireless sensor network is a 
issue because of its dominant expansion, Sybil 
attack is harmful attack against sensor network 
where node can gain multiple identities. Sybil node 
behaves as it is a part of the network as 
authenticated node.  

On the basis of analysis, we have establish 
the way out in which each node will have 
encryption and decryption capabilities and will 
also design a data packet which consists of 
authentication key. A System will also have the 
monitoring node. And there will be a packet 
acceptance and rejection phenomenon for secure 
data transmission.  
 

Key words—Wireless sensor networks, Sybil 
attacks, Encryption-decryption, Authentication key. 
 

I. INTRODUCTION 
Wireless sensor network is a capable new 

technology to facilitate economically viable solutions 
to a range of applications, for example pollution 
sensing system, structural integrity monitoring, and 
traffic monitoring system. The Sybil attack is a 
particularly harmful threat to sensor networks where 
a single sensor node illegitimately claims multiple 
identities. A malicious node may generate an 
arbitrary number of additional node identities using 
only one physical device. The Sybil attack can disrupt 
normal functioning of the sensor network, such as the 
multipath routing, used to explore the multiple 

disjoint paths between source-destination pairs. But 
the Sybil attack can disrupt it when a single adversary 
presents multiple identities, which appear on the 
multiple paths. Digital certificates are a way to prove 
identities, but they are not suitable for the sensor 
network because of the large computational 
overheads. Researchers have proposed a light-weight 
identity certificate method to defeat Sybil attacks, but 
it is not suitable for a large scale sensor network 
because of the huge memory usage required at each 
node.  
 A Sybil attacker can either create more than one 
identity on a single physical device in order to launch 
a coordinated attack on the network or can switch 
identities in order to weaken the detection process, 
thereby promoting lack of accountability in the 
network.  

Due to the broadcast nature of wireless sensor 
network and the requirement of a unique, distinct, and 
persistent identity per node for their security 
protocols, Sybil attacks pose a serious threat to such 
networks. Sybil attackers can create an arbitrary 
number of nodes and transmit false information in the 
network. Therefore, Sybil attacks will have a serious 
impact on the normal operation of wireless sensor 
networks. Sybil attack can be exceedingly detrimental 
to many important functions of the sensor network 
such as routing, resource allocation, misbehaviour 
detection, etc. 

Wireless sensor network suffers from an 
attack called Sybil attack, when a node illegally 
claims number of  identities or claims forged IDs, 
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The node replicates itself to make number of copies 
to confuse and fail the network. The system can 
attack inside or on the outside. External attacks can 
be prevented by authentication but not the internal 
attacks. There should be node to node mapping 
between identity and entity in WSN. But these attacks 
violate this node to node mapping by creating 
multiple identities. 

II. BACKGROUND 
The Sybil attack: It is a harmful attack particular in 
wireless sensor network in which node illegitimately 
claims the number of identities simultaneously to 
transmit the message. 
  
Types of Sybil attack: There are two types of Sybil 
attacks. In the first type of attack, an attacker creates 
new identity while leaving its previously created 
identity; hence only one identity of the attacker is 
awake at a time in the network. This is also called a 
join-and-leave or whitewashing attack and the 
inspiration is to clean-out any bad history of 
malicious actions. This attack potentially promotes 
lack of liability in the network. In the second type of 
Sybil attack, an attacker at the same time uses all its 
identities for an attack, called simultaneous Sybil 
attack. The inspirations of this attack is to cause 
disturbance in the network or try to achieve more 
resources, information, access, etc. than that of a 
single node deserves in a network. The difference 
between the two is only the concept of simultaneity; 
however, their applications and consequences are 
different. 
 
Distributed Storage: Because of the replication of 
data on several nodes, Sybil attack affects the 
architecture of a system. Data will be replicated on all 
the nodes created by Sybil attack.  
 
Routing: Because of Sybil identities one node will be 
present in the different paths and different locations at 

the same time and hence routing mechanism in which 
the nodes are supposed to be disjoint is affected.  
 
Data Aggregation: In sensor networks, for complete 
information data is aggregated into one node. When a 
Sybil node contributes their data many times pretence 
as different users, the aggregated data changes 
completely thus giving forged information. 
  
Voting: In WSN, most of the decisions are made by 
voting. By having many identities Sybil node can 
vote many times by using single node, thus 
destructing the process.  
Misbehaviour detection: The accuracy to detect a 
malicious node is reduced. Since Sybil node increases 
the reputation, recognition, conviction value by using 
its virtual identities.  
 
Fair resource allocation: In wireless sensor network, 
each node have the resources allocated to it, because 
of multiple identities of Sybil nodes it affects the 
allocation of resources. For example, when many 
nodes allocate a single data lines, each node will be 
assigned a fraction of time per interval during which 
they can transmit. Since the Sybil node has many 
identities, it can obtain an unfair share of the 
resources thus reducing the actual share of resources 
to the legal node. 
 

III. RELATED WORK 
The analysis has some following observation of 

existing technology for detecting or for preventing the 
Sybil attack in the network. 

 
 Trusted certificate: Trusted certificate is a third 

party system which is considered as one of the 
preventive solution for Sybil attack. In this type 
of system, a centralized authority is organized to 
authenticate the network from the Sybil nodes. 
Each entity in the network has the single strong 
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certificate identity to securely transmit the data in 
the network. But it has some flaws such as it 
require initial setup which is a costly one and it 
has a single or centralized point from where the 
system security can break. Since it is centralized 
system it has lack of scalability. 
 
 Resource Testing: In this method, the 
resources of node are tested by giving the 
different task to the each node in the network and 
also determine whether each independent node 
has sufficient amount of resources to complete 
these task. If the node does not have sufficient 
amount of resources to complete the task that 
node will be the Sybil node because Sybil attack 
does not have sufficient resources to complete the 
extra test imposed on each Sybil node. These are 
the tests which are carried out for checking the 
computational power, storage capacity and 
bandwidth of a node. The limitation of this 
method is that attacker can get enough hardware 
resources such as network card, memory and 
storage to complete these tasks. 

 Position Verification: In this method the 
assumption is made that the node in the network 
are not movable. This is the one of the promising 
method to detect the Sybil attack in the network. 
This method consists of verification of physical 
position of each node in the network. So the Sybil 
entity can be detected easily using this method 
because Sybil node can be found exactly in same 
position as malicious node that generates them. 
And the limit is placed for the density of the 
network; in position verification can used to 
tightly bind the number of Sybil node the 
malicious node can create. 

 Trusted device: This method consists of one to 
one mapping between hardware device and 
network entity, Such as one hardware devise say 
network card is bound to a single network entity. 

However, there is no way of preventing an entity 
from gaining number of hardware devices, for 
example in a situation in which an attacker 
installs two network cards. 
 

 Based on RSSI: In this method the Sybil node 
can be detected in the network by using the 
received signal strength of the node. Whenever a 
new legitimate node enters in a network, it 
becomes the neighbor as soon as it enters inside 
radio range of other nodes; hence their first RSS 
at the receiver node will be low enough.  

 
In contrast a Sybil attacker, which is already a 
neighbour, will cause its new identity to appear 
abruptly in the neighbourhood. When the Sybil 
attacker creates new identity, the signal strength of 
that identity will be high enough to be distinguished 
from the newly joined neighbour. 

 
IV. PROPOSED FRAMEWORK 

 
After taking efforts for analysis on Sybil attack 
detection in WSN’s, results have some solution which 
has following system design aspects:   

Designing of a network of sensor nodes in which 
one node will act as a monitoring node. Each node 
will have their identity and authentication key which 
is enclosed in the data packet for secure transmission 
of data. We will also using the concept of 
cryptography for encoding the data and writing a 
program to provide a unique identity of the node 
assigned at the time of manufacturing. Here we are 
adding new concept packet acceptance and packet 
rejection process on the basis of node’s identity 
described below. 

System architecture consists of number of nodes 
and one monitoring node amongst them. Monitoring 
node is responsible for the authentication of all the 
nodes in the network. All the nodes in the network 
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will register them self with unique identity provided at 
manufacturing time to the monitor node. Here design 
a special data packet for the network in which it 
consist of Fix ID i.e. unique id which is use for 
authentication. If the sender is unauthentic, receiving 
node will reject the data packet or else accept the data 
packet and if the receiver is forged, it will receive the 
data but cannot decrypt the message using its key. 

  
System Architecture:- 
 
Scenario I: Fake sender detection 

 
 
Here node will generate the signal and if the sender is 
authentic then receiver will accept the data and 
display it on LCD screen if sender is not authentic 
then receiver will reject the data but acknowledge the 
receiver about the fake identity attack. 
Scenario II: Fake receiver blocking 
 

 
Here it is generate the data through sender and it can 
be receive by the entire nodes but only authentic node 
with data decryption capability can read the data. 

 

 
 
Figure consist of packet structure which have several 
fields namely Device name is the logical name of the 
device, Fix ID which is provided at manufacturing 
time, Channel ID is the identity of channel on which 
communication is carried out, Data (message), 
Setting(if required).Packet is specially designed for 
providing the authentication to the system by using 
Fix ID.  
 As this system provides efficient technique for 
detecting and preventing the Sybil attack in wireless 
sensor network and eliminate the drawback of 
existing system this is best suited solution for 
achieving Sybil attack detection. 
 

IV. CONCLUSION 
 

In this paper, we analyze the different method for 
detection of identity based attack, Sybil attack. All 
methods have some drawbacks such as resource 
constraints, cost, reliability, network constraint, etc.  

On the basis of analysis we have proposed a 
solution which analyzes the result in different 
scenario such as Fake sender and Fake receiver 
blocking. Nodes discard data from the fake sender or 
in case of fake receiver; it cannot decrypt the data 
using its unique id. Unlike other traditional identity 
based authentication method, our scheme does not 
increase the overhead on sensor nodes. 
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Abstract—Wireless applications becomes more 
and more sophisticated, so there is a need of 
substantial amount of bandwidth. Success of 
future wireless communication system depends 
on efficient utilization of available bandwidth. 
Orthogonal Frequency Division Multiplexing 
(OFDM) System robustly transmits at high data 
rates. But it produces large amount of out-of-
band (OOB) radiations due to high sidelobes of 
modulated subcarriers. Due to which 
communication in adjacent wireless channels 
gets disrupted. Non Continuous Orthogonal 
Frequency Division Multiplexing (NC-OFDM) 
transmits over several disjoint separate 
frequency bands. These disjoint bands enable 
high speed dynamic spectrum access (DSA).  In 
this paper a novel techniques called cancellation 
carrier (CC) is used reduce OOB radiations of 
OFDM signal.  

Index Terms— Cancellation Carriers (CCs), 
dynamic spectrum access (DSA), orthogonal 
frequency division multiplexing (OFDM).  

I. INTRODUCTION 
 Today world is coming closer to 3G and entering 

in 4G. During this scenario, form last several 
decades orthogonal frequency division multiplexing 
has received significant importance due to its ability 
of robustly transmission at high data rates. OFDM is 
a special case of multicarrier transmission, where 
single data stream is transmitted over number of 
slower rate subcarriers.  Moreover it has advantages 
like high spectral efficiency, robustness to fading 
channel, immunity to impulse interference, 
capability of handling very strong multipath fading 
and frequency selective fading.  Due to these 

advantages OFDM is used in applications such as 
digital television and audio broadcasting, DSL 
internet access, wireless networks, and 4G mobile 
communications [2]. Due to development of high 
data rate wireless applications, as well as growth of 
existing wireless services, demand for additional 
bandwidth is rapidly increasing.  Moreover OFDM 
do not require continuous transmission band .So, 
new spectrum allocation policy is proposed by 
Federal Communication Commission (FCC) for 
promotion of utilization of unused portion of 
spectrum. According to that the OFDM transmission 
deactivates subcarriers that are located in the 
vicinity of frequency bands occupied by other 
wireless transmission. Thus allowing transmission 
across non-contiguous set of frequency bands this is 
referred as a noncontiguous OFDM (NC-OFDM) 
[3]. This scheme is used by cognitive radio (CR) to 
enable dynamic spectrum access (DSA) networks. 
So, we can solve the important problem that makes 
the coexistence of legacy and rental system. And 
this is a practical solution to existing 
underutilization of the radio spectrum. Strategy 
called Spectrum pooling is used in DSA to promote 
the secondary utilization of licensed spectrum. 
Unlicensed user can temporary rent spectral 
resources during ideal periods of licensed user [8]. 

 Over advantage of using OFDM for high speed it 
also pusses several disadvantages. One of them is it 
uses sinc pulses 
In order to represent symbol transmitted over all 
subcarriers per time instant [2]. As a result it causes 
large sidelobes. Due to which OFDM based 
secondary user potentially interferes with existing 
primary users transmission. In order to enable 
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spectrum pooling with primary users OOB 
radiations must be suppressed sufficiently.  
       There are number of sidelobe suppression 
techniques present. Technique called transmit 
windowing proposed in [2], here time domain 
signal is multiplied by windowing function. But this 
method results in to lowered system throughput. 
Guard band insertion method proposed by A. 
Dhammika et. al. here guard band is used on each 
side of OFDM signal. But this method is less 
effective use of available bandwidth [4].   
Cancellation carrier (CC) technique proposed by I. 
Cosovic et.al. is a promising technique for OFDM 
sidelobe suppression. This technique operates by 
inserting carriers on the left and right hand side of 
the OFDM spectrum with optimized weights. These 
carriers do not carry data information, but are rather 
calculated to cancel out the OOB interference[5].  
Constellation Expansion method is proposed by 
Srikanth Pagadarai, R. Rajbanshi et.al. but this 
method involves slight increase in BER [6] . 
Another technique called subcarrier weighting (SW) 
based on the multiplication of the used subcarriers 
with subcarrier weights which are chosen such that 
sidelobes are suppressed is proposed by Sinja 
Brandes et.al. [7].  
       In this paper technique called Cancellation 
Carrier  using GA is used for sidelobe suppression. 
This gives more sidelobe suppression value than 
other existing techniques. In Cancellation Carrier 
techniques two cancellation carriers are inserted on 
left and right side of OFDM spectrum. Cancellation 
carrier values are calculated using GA. 
       The rest of paper is organizes as follows: 
Section II gives sidelobe emission problems. In 
Section III, GA overview is presented. In section IV 
GA framework of proposed scheme is presented. 
Section V is a overview of an OFDM transceiver 
employing proposed technique. Section VI, Some 
Simulation results and discussion.  

II. SIDELOBE EMISSION PROBLEMS 
       Main aim while designing OFDM based 
overlay system is to minimize its impact on legacy 
system. Assume secondary user transmit signal s(t) 

on each of subcarrier of the OFDM transceiver 
system is a rectangular non-return-to-zero signal, 
the power spectral density (PSD) of s(t) is given as 
[1], 

 
 Where A is a signal amplitude, and T is symbol 

duration, which is sum of symbol duration and guard 
duration. Now assume legacy system is located in 
vicinity of rental system, the mean relative 
interference  to legacy system subband is [1], 

 
 Where   is a total transmit power emitted on 

one subcarrier and n is distance between considered 
subcarrier and legacy system which is multiple of  

 

 
Fig. 1. OFDM Signal with Sidelobes 

         The idea of interference calculation for the 
case of one subcarrier can be extended to a system 
with N subcarriers. 
Let Sn(x), n = 1, 2, 3. . . N  be the subcarrier of index 
n represented in the frequency domain. Then, we 
define [1] 

 
Where x is the frequency variable and  is the 
center frequency of subcarrier. 
In (3), a= [a1, a2,….., aN] in a data symbol array, x is 
the normalized frequency given by [1], 

          
Where  is the frequency and  is the center 
frequency. consequently, the OFDM symbol in the 
frequency domain over the N subcarriers is [1], 
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Moreover, the PSD of S(x) is given by [1], 

 
Fig 1 shows the original OFDM signal and sidelobe 
on its two side. 

III. GENETIC ALGORITHM OVERVIEW 
Genetic algorithm is a feature selection 

algorithm. GA is known for its simplicity, because it 
has power to rapidly found out best solution for 
difficult multidimensional problems.  An effective 
GA representation and meaningful fitness function 
evaluation are key s to success GA application. 
Prime advantage of GA is that it can handle arbitrary 
kind of constraints and objectives. In our case, the 
variation of number of CCs, the amplitudes and 
phases of CCs makes the whole problem 
complicated. For such a case GA is a perfect tool to 
conveniently find best solution. 

 

 
Fig. 2. Genetic algorithm flow diagram. 

 
Three basic operators used in GA are 

reproduction crossover and mutation. In 
reproduction, configurations are copied directly to 
next generation according to their fitness value. 
Configuration with higher value of fitness function 
has higher probability of contributing one or more 
offspring to next generation. Crossover combines 
subpart of two parent chromosome to produce 
offspring that contain some part of both parent 

genetic materials. Mutation introduces variation in 
chromosomes. 

As shown in fig. 2. initially random population 
is generated and fitness function values are 
evaluated over each configuration. Any 
configuration that meets the optimization objective, 
consider it as best configuration. The configurations 
that do not meet optimization objectives undergo 
reproduction, crossover and mutation which lead to 
new population of configuration. And now this 
population repeats the procedure as stated earlier 
until best configurations are found. 
    Algorithm for GA implementation: 

Choose a population size 
Choose the no. of Generations NG 

Initialize the population 
Repeat the following for NG generations: 

1. Select Given number of pair of individuals 
from population probabilistically after 
assigning each structure a probability 
proportional to observed performance. 

2. Copy selected individual(s), then apply 
operator to them to produce new individual(s) 

3. Select individuals at random and replace 
them with new individuals 

4. Observe and record of fitness of new 
individuals. 

Output the Fitness value as the answer. 
 

IV. GENETIC ALGORITHM FRAMEWORK 
 

       There are different algorithms present in [1], [6] 
and [7]. Out of which [1] performs best. We can 
write different fitness function for CC technique 
based on algorithms [10]. GA takes long time to 
coverage final solution. So, we need to make 
tradeoff between suppression we want and time it 
will take. 
       For fitness function, calculate all points in 
optimization range. And find one point which has 
highest OOB power value. Suppose optimization 
range is M with M/2 at both sides of the spectrum. 
Sampling space is m such that we can calculate 
power level of M/m points. For OOB power level 
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calculation, suppose B(i; j) is the sidelobe power 
level caused by the  digital carrier in OFDM 
signals at the  sample point. Furthermore, if is 
the amplitude of main lobe of  CCs, where -1≤  
≤1 , then the value of sidelobe power value of CCs 
at sample point is Here it is required to 
divide into two situations, which are the left side 
CCs and the right side CCs and the total sidelobe 
power level inserted by CCs at  sample point is 

 .Thus for  sampling point the total OOB 
power value is  Consider the left 
and right part of CCs, then the fitness function for 
the  sample point: 

 
Now, sidelobe power value at ith point as yi . As a 
result, the final fitness function defined as: 

 
 

V. PROPOSED TECHNIQUE 
 

       A general schematic of the NC-OFDM 
transceiver is shown in Fig. 4.2, employing CC 
method. Cancellation carriers are inserted on both 
sides of OFDM spectrum. 

In fig 3. (a) A high-speed data stream d(n) is 
modulated using M-ary phase shift keying. The 
modulated data stream is split into M slower data 
streams using a serial-to-parallel (S/P) converter. In 
the presence of primary user transmissions, which 
are detected using DSA and channel estimation 
techniques, the secondary OFDM user turns off the 
subcarriers in their vicinity, resulting in non-
continuous transmission. Out of the remaining 
active subcarriers, a small fraction is used for 
canceling out the OOB interference arising from the 
OFDM symbols used in the secondary signal 
transmission. The inverse fast Fourier transform 
(FFT) is then applied to these modulated signals. A 
cyclic prefix (CP) whose length is greater than the 
delay spread of the channel is inserted to mitigate 
the effects of the ISI. The baseband OFDM signal is 
passed through the transmitter’s radio-frequency 

chain to amplify the signal and up convert it to the 
desired frequency. 

 
(a) 

 

 
(b) 

Fig. 3. OFDM Transceiver System (a) Transmitter 
(b) Receiver 

  
As shown in fig 3. (b), at the receiver, the 

reverse operations are performed, namely, mixing 
the band-pass signal to down-convert it to a 
baseband signal, applying S/P conversion, 
discarding the CP, and applying FFT to transform 
the time-domain signal to frequency domain. As the 
symbols over the CCs carry no information, they 
are discarded. After performing channel 
equalization and P/S conversion, the symbol stream 
is demodulated to recover the original high-speed 
input. 

 
VI. RESULTS AND DISCUSSION 

 
 In Fig 4 cancellation carrier is inserted on 

right side of OFDM spectrum. Amplitude and phase 
of cancellation carrier is such that it cancels out 
OOB of OFDM signal is shown in this fig Solid line 
represents BPSK modulated OFDM signal and 
dashed line representing CC. As certain amount of 
transmission power has to be spent on the CCs and 
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not available for data transmission causes small loss 
in bit error rate (BER) performance.  

 
Fig 4: Illustration of Cancellation Carrier 
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Fig. 5. Interference due to one OFDM modulated 

carrier 
  As shown in fig 5 is the single side PSD of 

OFDM signal. The portion outside OFDM data 
carrier is the sidelobe part. We found that first 
sidelobe is at -55dB/Hz. Our aim is to minimize 
such a high sidelobe power. 
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Fig. 6. GA execution process for 64 DCs with all ‘1’ 

amplitudes and 4 CCs. 
 

Above figure shows the final values of variables, 
including amplitudes of 4CCs and 64 DCs (all ‘1’) 
and number of cancellation carriers- four (fixed). As 
GA returns best possible solution for result of fitness 
function. So, we need to run the GA several time to 
fixed DC serial and choose the solution that gives 
best sidelobe suppression value. In this way number 

of times we execute the program we get all 
amplitude values for 64 DCs as ‘1’ and there is 
change in only 4 cancellation carrier values.  And 
for above values of cancellation carriers we get 
highest sidelobe suppression. 
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Fig 7: Average BPSK-OFDM spectrum with and 
without insertion of cancellation carrier (CCs) 
  As shown in fig. 7 blue part is spectrum before 

insertion of CC. and red part is spectrum after 
insertion of CCs. And from this fig it is observed 
that sidelobes has been reduced by about 9dB. And 
total time for execution to achieve this much 
sidelobe suppression is about 2.7026 Sec.    

 
VII. CONCLUSION 

In this paper an approach for efficient bandwidth 
utilization by means of sidelobe suppression is 
proposed. Here GA approach is used for calculation 
of cancellation of carrier values. In this case we 
made trade-off between suppression we want and 
time of execution in order to achieve best possible 
sidelobe suppression result than other techniques 
presented before. 
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Abstract— With the advent of the internet of 
things and wireless sensor networks, ZigBee 
are being extensively used in innumerable 
fields. Presently, ZigBee technology is still in 
development stage in many of the research 
organizations, so that the assessment of 
network’s performance and protocol 
optimization become the motivation of study. 
ZigBee is a low power, low cost, low data-
rate, networking standard based on the IEEE 
802.15.4 WPAN. In ZigBee networks, the 
classical Tree based Routing algorithm 
utilizes only the parent-child relationship 
between the nodes to establish routes; hence 
the path obtained usually might not be 
optimal. The current ZigBee standard can be 
improved on its inefficient tree routing. Thus, 
a modified algorithm for ZigBee Tree based 
Routing (ZBR) is proposed which improves 
upon the traditional ZBR. Opnet simulator is 
used for the simulation purpose along with 
Visual Studio 2005 for C++ compiler. 

Keywords- ZigBee, IEEE 802.15.4, Opnet.  

I.  INTRODUCTION  

ZigBee is worldwide networking standard for 
wireless personal area network (WPAN). It 
thrives to provide low-power, low-cost, flexible, 
reliable, low-data rate and scalable wireless 
products. Zigbee alliance[1], the set of 
associated  companies, has been developing, 
standardizing and nurturing the ZigBee network. 
Based on IEEE 802.15.4, the ZigBee 

Specification defines and describes a network 
layer, application frameworks as well as security 
services. ZigBee devices can be used in home 
and building automation because of their low 
costs and low data rates. One of many useful 
functions in Zigbee network layer is the ZigBee 
Tree based routing (ZBR), which supports 
simple but reliable routing for any destination 
address.  

In ZigBee, network addresses are assigned using 
a distributed addressing scheme that is designed 
to provide every potential parent with a finite 
sub-block of network addresses. With such 
addressing scheme, the network constructs a tree 
topology; each device is able to manage the 
address space of its descendant. If the 
destination address belongs to the address space 
that a parent node is managing, the node 
forwards the packet to one of its child nodes. 
Otherwise, the packet is forwarded to its parent 
node. The same procedure is used by the parent 
or child node which receives the packet to select 
the next hop node according to the destination 
address. Tree routing algorithm is thus able to 
find the next hop node for a given destination 
address without routing tables. Although this 
classical tree routing is efficient from the view 
point of memory usage, the routing cost is 
sometimes inefficient. The network is formed by 
one ZigBee coordinator and many ZigBee 
routers and end devices. Any device can join a 
network as an end device by associating with 
the coordinator or a router. 
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The scheme proposed in this paper improves the 
ZigBee Tree Based Routing algorithm by 
employing neighbor tables, and Link Quality 
Indicator (LQI), which are already part of the 
existing ZigBee network specification. Reserved 
bits in the frame control field of NWK Frame 
types of ZigBee are utilized as priority bits to 
give priority to some packets. To overcome the 
overhead of routing along the tree, we suggest 
nodes to check their neighbor tables and the 
route, i.e. the path, before sending the data to its 
parent or children. If the table contains a 
neighbor node that enables reducing the routing 
cost to the destination, it can be the next hop 
node for the given destination, instead of the 
parent or a child node. Similarly, using LQI, the 
link quality of the paths can be found and 
heavily loaded routes can be avoided and 
replaced with better routes. Using LQI, the link 
quality of the paths can be found and heavily 
loaded routes or high traffic paths can be 
avoided and alternate routes can be chosen.   

II. PRELIMINARIES IN IEEE 802.15.4 

IEEE 802.15.4 specifies the physical and data 
link layer protocols for low rate wireless 
personal area networks (LR-WPAN). Three 
frequencies with total of 27 radio channels can 
be used. Channel 0(868MHz), Channel 1 to 
10(928MHZ) and Channel 11 to 26(2.4GHZ). 
Coordinator and router are FFDs, and End 
device is a RFD. There is only one coordinator 
in PAN, which is in charge of initiate network. 
According to ZigBee specifications, a ZigBee 
network is formed when devices that have 
coordinator capability and have not joined any 
network, are candidates of a ZigBee coordinator. 
A device that wishes to be a coordinator will 
scan all channels until it finds a suitable one. A 
beacon frame is sent with the contents of its 
PAN identifier to initiate the PAN. Any device 
that hears this beacon of an existing network can 
be a part of the network by following the 

association procedures and may join as a router 
or an end device. If the device is successfully 
associated with the PAN, the association 
response will contain a short 16-bit address for 
the request sender.   

III. ZIGBEE TREE BASED ROUTING 

A 64-bit MAC address is assigned to each node. 
Whenever a particular node joins a network, it 
receives a 16-bit network address from the 
coordinator. The coordinator decides three 
important parameters before forming a network: 
Cm(the maximum number children of a  router), 
Rm(the maximum number of child routers of a 
router), Lm(the depth of the network). For the 
Coordinator, the whole address space is 
logically portioned into Rm + 1 blocks. The 
coordinators child routers are assigned the first 
Rm blocks and the coordinators child end 
devices get the last block. An offset Cskip[1], 
derived from the parameters, is used to get the 
starting addresses of its children’s address pool. 
The Cskip for the coordinator or a router is 
defined as: 
 

 
The coordinator is always at depth 0, if a parent 
is at depth d, its child will be at depth d+1. The 
ZigBee coordinator will be assigned address 0 
and assignment starts from the coordinator. If a 
parent node at depth d has an address Aparent, the 
n-th child router is assigned to address 
Aparent+(n-1)×Cskip(d)+1 and n-th child end 
device is assigned to address Aparent +Rm× 
Cskip(d)+n.  The maximum network address 
capacity of ZigBee is =65536. 
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Figure 1: An example of ZigBee Tree network. 
 

Using the knowledge of address space, the 
concerned packet is sent to the intended 
destination via its child nodes. Otherwise, it is 
forwarded to its parent who may recognize the 
address space or the process continues. 

A. NEIGHBOR TABLE 
Each device in ZigBee maintains a neighbor 

table [5], which has all the neighbor information 
in the 1-hop transmission range. The contents for 
a neighbor entry in a neighbor table are the 
network’s PAN identifier, network address; 
device type node’s extended address, and 
relationship, etc.  

Entries in the neighbor table are formed when 
a new node joins to an existing network. When a 
joining node requests a NLME-NETWORK-
DISCOVERY [1], it receives response beacons 

from nodes that are already in the network. From 
the information contained in beacon packets, the 
newly joined node stores the neighbors’ data. 
Contrariwise, when the neighbor node leaves the 
network, the corresponding neighbor entry is 
removed. Other nodes are informed about this 
fact when they receive NLME-LEAVE 
indication messages. The information of the 
neighbor table can be said to be up-to-date all 
the time, as the information on the neighbor 
table is updated every time a device receives any 
frame from some neighbor node 

B. ZigBee NWK Frame Format 
The NWK frame format[1] consists of a 
NWK header and a NWK payload. All fields 
in the NWK header are in a fixed order. The 
NWK frame is formatted as illustrated in 
Figure 5. 
 

 
 

      Figure 2: Network frame format  
 
The length of the frame control field is 2 
octets and includes information that defines 
the frame type, addressing and sequencing 
fields and some other control flags. The 
frame control field is formatted as illustrated 
in Figure 6. 
 

 
 

      Figure 3: Frame control field 
 

C. Routing Cost 
The ZigBee tree based routing algorithm 

implements a path cost or routing cost[1] metric 
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for route assessment at the time of discovering 
routes and route maintenance. In order to 
compute this metric, a cost, known as the link 
cost, is associated with each and every link in the 
path from source to destination in the entire 
topology and the link cost values are added to 
produce the cost for the path as a whole. 

More formally, if we define a path P of length 
L as an ordered set of devices [D 1 , D 2 , D 
3,…,D L] and a link, [D i ,D i+1 ]as a sub-path 
of length 2, then the path cost 

   (1) 
where each of the values  is 

referred to as a link cost. The link cost C{ l}for a 
link l is a function with values in the interval  
[0…7] defined as: 

   (2) 

, where pl is defined as the probability of 
packet delivery on the link l. 

Thus, implementers may report a constant 
value of 7 for link cost or they may report a 
value that reflects the probability pl of reception. 
Specifically, the reciprocal of that probability, 
which should, in turn, reflect the number of 
expected attempts required to get a packet 
through on that link each time it is used. The 
question that remains, however, is how pl is to be 
estimated or measured. This is primarily an 
implementation issue, and implementers are free 
to apply their ingenuity. pl may be estimated 
over time by actually counting received beacon 
and data frames and observing the appropriate 
sequence numbers to detect lost frames. This is 
generally regarded as the most accurate measure 
of reception probability. However, the most 
straightforward method, available to all, is to 
form estimates based on an average over the per-
frame LQI value provided by the IEEE 802.15.4-
2003 MAC and PHY. Even if some other 
method is used, the initial cost estimates shall be 

based on average LQI. A table-driven function 
may be used to map average LQI values onto 
C{l} values. 

IV.  EXPERIMENTAL RESULTS & 

DISCUSSION 

 The ZigBee Routing Protocol was evaluated 
in Opnet 14.5 simulator under Windows 
operating system. In the simulation environment, 
we set the network size as 1000 x 1000. Every 
node has identical transmission range and they 
are randomly deployed. In our simulations, we 
only consider scenarios where atleast more than 
80 percent of the total number nodes is able to 
join the network. .In order to keep ZigBee’s 
network formation and discovery procedures, we 
limit the number of children and maximum 
depth of the tree by setting Cm= 10, Rm= 6, and 
Lm= 6 in Topology_1. Mesh routing parameter is 
disabled as well and only default tree based 
routing is enabled. The simulation time was 
taken as 240 seconds. 

 
Figure 4: Topology_1 with 15 nodes. 
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Figure 5: Topology_2 with 35 nodes. 

 
Figure 6: Topology_2 with 50 nodes. 

 
Graph 1: End-to-End Delay for Topology_1 with 
15,35 and 50 nodes. 

 
Graph 2: MAC LOAD for Topology_1 with 

15, 35 and 50 nodes. 

Fig 4, 5 and 6 depict snapshots of the 
Topology_1 with varying number of nodes used 
during the simulation. Graphs 1 and Graph 2 
display the End-to-end Delay and MAC LOAD 
for the three different scenarios of Topolgy_1.  

It can be seen from the graphs, that as the 
number of nodes increase, there is a 
corresponding increase in MAC Load in the 
coordinator, and other routers. But the increase 
in LOAD is not linear among the coordinator 
and other nodes considered. It is quite evident 
from the results obtained that Load increases 
more drastically at the Coordinator than any 
other nodes. This is because of the nature of 

routing that ZigBee follows, i.e., packets are sent 
via the parent to the destination, if the 
destination node is not its child. The parent-child 
relationship makes ZBR a very simple, but can 
make heavy traffic towards the parent, 
increasing the load at the parent node. There is a 
global increase in MAC Load, which in turn 
increases the end-to-end delay significantly. 
Thus, it can be claimed that increasing the 
network size with more number of nodes 
increases the load in the coordinator, which in 
turn increases the end-to-end delay.  

Hence, from simulations performed, end-to-
end delay increases which leads to poor 
performance of the network. 

V. COMPOSITE ZIGBEE TREE BASED ROUTING  

We propose a Composite ZigBee tree based 
routing that improves the existing ZigBee tree 
routing by using the neighbor table and LQI 
based on priority bits. Two priority bits are 
assigned from the reserved bits available in the 
frame control field of ZigBee NWK Frame 
format. The proposed algorithm basically 
follows ZigBee tree routing algorithm, but 
chooses neighbor nodes as next hop nodes if the 
routing cost to the destination can be reduced. In 
order to choose the next hop node that can 
reduce the routing cost, the remaining hop count 
from the next hop to the destination is computed 
for all the neighbor nodes including parent and 
children nodes. Using 1-hop neighbor in the 
basic ZigBee tree routing consumes more 
energy [5], i.e., an additional cost in energy 
consumption. Applying Link Quality Indicator 
(LQI), to estimate link quality and hence the 
routing cost, will slightly increase the overhead 
in the network. It can be claimed that it will be 
better to optimize the trade-off between 
complexity of the protocol and its efficiency.  
Now with two priority bits, we can have the 
highest priority frames to use both LQI and 1-
hop neighbor concept routing strategies to 
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deliver packets to destination. This will lead to 
the most efficient route with low probability of 
packet drop and minimum delay in the network. 
The medium priority frames may use only 1-hop 
neighbor concept to send packets to destination. 
Rest of the frames may use the basic ZigBee 
tree based routing. This process should ensure 
that a minimum overhead is incurred due to 
application of 1-hop table and LQI.  
Hence, according to the priority of the frames, a 
different selection of routes can be achieved. 
This will keep the overhead of the network in 
balance.    
 

A. Pseudocode: COMPOSITE ZIGBEE TREE 
BASED ROUTING  

If (priority bits=00){ 
Compute Routing Cost{ 
if (the destination node is in its neighbor table) 
directly transmit to corresponding node. 
if (the destination node is its descendant node) 
choose one of its children node as next hop node 
just as the way of ZigBee with lowest Routing 
cost (basic hierarchical routing) if (the above 
conditions are not satisfied) then choose the 
node with minimum hop to destination node 
among neighbor table with lowest Routing Cost, 
including its parent except its descent node as 
next hop node.}} If (priority bits=01){if (the 
destination node is in its neighbor table)directly 
transmit to corresponding node. 
if (the destination node is its descendant node) 
choose one of its children node as next hop node 
just as the way of ZigBee (basic hierarchical 
routing) if (the above conditions are not 
satisfied) then choose the node with minimum 
hop to destination node among neighbor table, 
including its parent except its descent node as 
next hop node.} 
 
If (priority bits=10 && 11) { 
if (the destination node is its descendant node)  

choose one of its children node as next hop node 
just as the way of ZigBee (basic hierarchical 
routing) 
 else  
 relay the packet to its parent}  

VI. CONCLUSION & FUTURE WORKS 

From the simulation results obtained with basic 
ZigBee tree routing, it was found that as the 
network size increases, load increases in the 
coordinator and the overall network. Thus it 
becomes impetus to minimize this load in the 
network. To overcome, this problem, the 
proposed solution will balance the load in the 
network to a great extent, as it will distribute 
packets according to priority of the frames. 
Different packets will be routed via different 
routes which will even up the load in the 
network. The proposed solution uses the 
neighbor table, which is defined in the ZigBee 
standard, to find the optimal next hop node that 
has smallest remaining hop counts to the 
destination; it significantly reduces the routing 
costs. 
      Also, the overhead incurred due to 
implementation of LQI and 1-hop neighbor will 
not be significant as only high priority frames 
will be utilizing it, which will depend on the 
application used for. Thus it can be claimed that 
it will be better to optimize the trade-off 
between complexity of the protocol and its 
efficiency. 
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Abstract-Mobile WiMAX [IEEE802.16] is a standard 
which follows the specification of Medium Access 
Control (MAC) as well as Physical (PHY) layers. It is 
basically designed to provide all kinds of traffic 
support and different types of data services including 
VOD, VOIP, and MBS (multicast and broadcast 
service). Since, wireless networks have limited 
bandwidth therefore, we have focused on MBS that 
used to share downlink channel to support a number 
of users efficiently to reduce this problem. Multicast 
and broadcast services in WiMAX basically depends 
upon downlink point-to-multipoint services which 
access a common set of multimedia data packets to a 
group of users for optimisation in transmission. Our 
idea is basically to enhance multicasting and 
broadcasting in mobile WiMAX and also focus on the 
mobile IPTV Multimedia stream service. It was 
concluded that the performance evaluation in 
Simulation model of Multicast and Broadcast services 
in mobile WiMAX are analyzed by received 
throughput and average jitter by using Qualnet 
simulator 6.1. 

Keywords-IEEE802.16e, mobile WiMAX, Multicast 
and broadcast service, Qualnet 6.1. 

I. INTRODUCTION 
 

WiMAX stands for worldwide interoperability for 
microwave access, it is a wireless communication 
network based on the IEEE802.16 standard [1] 
which itself provides technology that will play an 
important role in fixed broadband wireless 
metropolitan area network. WiMAX is promising 
networks called first future generations (4G) to 
cover some of the Consumer’s needs. Mobile 
WiMAX is based on OFDM/OFDMA technology 

[6]. Mobile WiMAX Network provides scalability in 
radio access technology as well as network 
architecture, therefore WiMAX technology 
introduce a great idea of flexibility in network 
deployments and service offerings [5]. Since Mobile 
WiMAX is one of the best concepts for system 
designed in fixed wireless access to provide good 
performance and cost effective solution. WiMAX 
faces different challenges of meeting the additional 
demands for supporting mobility in WiMAX 
network. Since in WiMAX, users operate on sub-
channels, which only occupy a small fraction of the 
channel bandwidth, but there occurs interference 
problem when packets moving towards the cell edge 
that can be easily addressed by continuous design of 
the sub-channel in network without resorting any 
traditional frequency planning. In Mobile WiMAX, 
the scalable sub-channel reuse is designed by sub-
channel segmentation and permutation zone. A 
segment is a subdivision of the available OFDMA 
sub-channels (one segment may include all sub-
channels). One segment is used for deploying a 
single instance of MAC. 
The main concept regarding Mobile WiMAX is 
mobility in broadband wireless communication 
networks. Mobile WiMAX consists of high speed 
Internet access which provides various information 
and multimedia data with bit rate of 73 Mbps 
[3].Mobile WiMAX standard based on IEEE802.16e 
provides three types of modulation schemes which 
depends upon the channel condition. These are the 
basic modulation techniques named as QPSK, 
16QAM, and 64QAM. In wireless networking, the 
performance of network varies with relatively high 
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order modulation, which prevents it from obtaining 
stability and fairness [3]. IEEE802.16e standard is 
used to support mobile multi-hop relay in the 
wireless broadband network. A series of IEEE802.16 
standards is based on promising technologies in 
broadband wireless access to provide wireless 
broadband connectivity. IEEE802.16 working group 
improves the mobile Worldwide Interoperability for 
Microwave Access (mobile WiMAX) which is used 
to provide a wireless solution in the 
metropolitanarea access networks. The WiMAX 

network is capable of wide range coverage, high 
data rates, secured transmission and mobility 
supported at vehicular speeds. Moreover, many other 
advantages of WiMAX networks can be installation 
and maintenance costs which are comparatively less 
than other wireless networks as well as wired access 
networks. The increasing demands of rich 
multimedia content over mobile networks and 
growing interest in interactive mobile IP-TV and 
peer-to-peer media sharing has developed  
 

Various opportunities for new broadcast and 
multicast service models. It is also used in a new air 
link and network solutions to reduce the cost of 
different services. The high data rate and QoS 
assurance features of WiMAX always try to support 
multimedia applications, such as mobile IPTV, video 
gaming, and video telephony services. The 
IEEE802.16e standard defined Multicast Broadcast 
Service (MBS) to provide various efficient ways to 
transmitdiverse multimedia stream for multiple users 
through a shared radio resource [2]. 

 
II. METHODOLOGY 

Multicast and Broadcast Services (MBS) are 
supported by Mobile WiMAX which combines the 
best features of DVB-H, MediaFLOand3GPPE-
UTRA and satisfy the following requirements. 

 High data rate and coverage using a Single 
Frequency Network (SFN)  

 Flexible allocation of radio resources  
 Low MS power consumption  
 Support of data-casting in addition to audio 

and video streams 
 Low channel switching time 

 
Fig. 1. Embedded MBS Support with Mobile 

WiMAX – MBS Zones 
 
The Mobile WiMAX Release-1 profile provides a 
toolbox for initial MBS service delivery. The MBS 
services are used to support various frame that is 
constructing a separate MBS zone in the DL frame 
to support unicast service (embedded MBS) or the 
whole frame may be supported  to MBS (DL only) 
for standalone broadcast service. Fig.1 shows 
theEmbedded MBS Support with Mobile WiMAX – 
MBS Zones. The MBS zone provides multi-BS 
MBS mode with Single Frequency Network (SFN) 
operation and flexible duration of MBS zones use 
scalable pattern of radio resources to MBS traffic. It 
may be observed that multiple MBS zones are also 
feasible. There is only one MBS zone that is used 
with a MAP IE descriptor per MBS zone. The MS 
allow the DL MAP to initially define MBS zones 
and its locations of the given MBS MAPs in each 
zone. The MS can then continuously read the MBS 
MAPs without any information to DL MAP unless 
synchronization to MBS MAP is lost. The MBS 
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MAP IE define MBS zone PHY configuration and 
also defines the position of each MBS zone via the 
OFDMA Symbol Offset parameter. The MBS MAP 
is indicated at the 1st sub-channel of the1st OFDM 
symbol of the required MBS zone. The multi-BS 
MBS does not use the MS for the identification of 
any base station. MBS can be used until MS is in 
idle mode to allow low MS power consumption. The 
flexibility of Mobile WiMAX is to provide 
integrated MBS and unicast services that enable a 
broader range of applications. 
 
A. WiMAX for OFDMA Frame Structure with 

MBS Zone 
OFDM frame structure for a Time Division Duplex 
(TDD) implementation is shown in Fig. 2. Each 
frame is divided into DL and UL sub-frames which 
are separated by Transmit/Receive and 
Receive/Transmit Transition Gaps (TTG and RTG, 
respectively) to prevent DL and UL transmission 
collisions. In a frame, the following control 
information is used to ensure optimal system 
operation: 
Preamble: The preamble is used for synchronization 
of time and frequency and initialization of channel 
estimation. It is the first OFDM symbol of the frame. 
Frame Control Header (FCH): The preamble is 
followed by FCH which provides the frame 
configuration information such as MAP message 
length and coding scheme and usable sub-channels. 
 

 
Fig.2.WiMAX for OFDMA Frame Structure with 

MBS Zone 
 

DL-MAP and UL-MAP: The DL-MAP and UL-
MAP are used to allocate data regions to multiple 
users within the frame and also provides the sub-
channel allocation and other control information for 
the DL and UL sub-frames respectively. 
UL Ranging: The UL ranging sub-channel is 
allocated for mobile stations (MS) to perform 
closed-loop time, frequency, and power adjustment 
as well as bandwidth requests. 
UL CQICH: The UL CQICH channel is allocated 
for the MS to feedback channel state information. 
UL ACK: The UL ACK is allocated for the MS to 
feedback DL HARQ acknowledge. 

B. Multicast and Broadcast Service- 

The trend of communication system nowadays is 
changing from wired network to wireless network. 
Following this trend, Mobile WiMAX has been 
developed to overcome the limitations of the 
existing wireless communication system such as 
bandwidth problem. The main concept of Mobile 
WiMAX is broadband wireless communication and 
mobility. Mobile WiMAX offers high speed Internet 
service which provides various information and 
multimedia data with high data rate on broadband 
regardless of place and time. Although the services 
are based on multimedia data transmission, it is 
difficult to transmit an enormous amount of data to 
every user in wireless environment because of 
limited bandwidth. To overcome this limitation, 
MBS is introduced.MBS can be implemented as 
either the Single-BS-Access or Multi-BS-Access. 
Fig.3 and Fig.4 illustrates the network 
architecturesof single BS MBS zone and multi BS 
MBS zone and their main features are compared in 
Table 1. Single-BS access is implemented over 
multicast and broadcast transport connections within 
one BS, while multi BS access is implemented by 
transmitting data from Service Flow(s) over multiple 
BS. MS may support both Single-BS and Multi-BS 
access. ARQ is not applicable to either single BS 
MBS or multi-BS-MBS. 
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Fig.3. Network architecture single BS MBS zone 
 

 
  

Fig.4. Network architecture multi BS MBS zone 
 

TABLE I. The Comparison of the MBS Access 
Modes 

 
Features Single-BS-

MBS 
Multi-BS-
MBS 

Different  
 

MBS within 
one BS  

MBS 
synchronized 
across 
multiple BSs  

Non MBS 
zone  
 

MBS zone  
 

Transport 
CID 

Multicast 
CID 

No macro-
diversity  
 

Macro-
diversity  
 

Common ARQ is not supported  
 
Encryption & decryption are 
supported  

 

Single-BS Access- The MS may be provided by BS 
either with single-BS access by establishing a 
multicast traffic connection with each MS to be 
associated with the service or a broadcast transport 
connection [1]. The single-BS-MBS service may use 
any of the available traffic CID value. The CID 
dedicated for the service is the same for all MS on 
the same channel that participate in the connection. 

Multi-BS Access- In a Multi-BS MBS system, 
several BSs in the same geographical area transmit 
the same broadcast/multicast messages at the same 
time on the same frequency channel. These BSs 
actually belong to MBS ZONE. MBS ZONE is a 
unique identifier, which is transmitted from each BS 
of the set on the DCD message [5].  
 

II. ANALYSIS OF SIMULATION RESULTS IN 
QUALNET 

In this paper, a simulation model for multicast and 
broadcast service in mobile wimax (IEEE802.16e) 
has been designed in qualnet 6.1. This scenario is 
divided in two zones consists of four base station 
and various mobile station including two router and 
one content provider. MBS zone 1 consists of three 
base station which are connected to mobile station 
and MBS zone 2 consists of single base station 
which is connected to three mobile station which is 
shows in Fig.5. Each base station is connected with a 
wireless subnet and communication takes place from 
zone1 to zone 2 by using a inter connector node 
called content provider. For transmission purpose 
CBR and MCBR applications are used. Here CBR 
application is used for unicast constant bit rate and 
MCBR is used for multicast constant bit rate with 
the packet size of 512 bytes and an packet interval of 
one packet per second with a simulation time of 10 
min. Both zone covers area of 1500mx1500m for 
transmission purpose. MCBR is connected to 
specified mobile stations which are given as MS8, 
MS10, MS12, MS14, MS15 and MS17 in Fig. 5. 
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Fig.5. The simulation model ofWiMAX MBS 
Service in Qualnet 

TABLE II. Simulation parameter values 
(lEEE802.16e) 

Parameters Values 
Channel Frequency 2.45GHZ 
Channel bandwidth  10MHZ 
Simulation area 1500x1500 
Simulation time 10min 
Number of node 16 
Packet size 512 
Users in the zone 1 MS8-MS14 
User in the zone 2 MS15-MS17 
Node placement  Uniform 
Traffic type CBR and MCBR 
FFT size  1024 
Sampling Frequency 
(Fp in MHz) 

11.2 

Sub-Carrier Frequency 
Spacing 

10.94 KHZ 

Useful Symbol Time 
(Tb = 1/f) 

91.4 microseconds 

Guard Time 
(Tg=Tb/8) 

11.4 microseconds 

OFDMA Symbol 
Duration (Ts= Tb + 
Tg) 

102.9 microseconds 

Frame duration 5 milliseconds 

Number of OFDMA 
Symbols 

48 

Cycle prefixed type 8 
Antenna type Omnidirectional antenna 
Radio propagation 
method 

Two ray ground 

Multicast address 224.0.0.0,224.0.0.1 
Simulation start time  1sec 
Simulation end time 10min 
Multicast protocol DVMRP(IGMP) 

 

III. SIMULATION RESULTS 

The cumulative results of CBR and MCBR has been 
analyzed by using Qualnet simulator 6.1 which is 
shown by Fig. 6, Fig. 7 and Fig. 8. These figures 
shows the performance of multicast and unicast 
services through the metrics such as throughput, end 
to end delay and jitter. 

 Fig. 6 shows unicast received throughput in bits per 
second for the mobile station 8 to 17. We observed 
that maximum number of mobile station shows 
maximum MCBR. For all the mobile station, CBR is 
less than MCBR. This shows that the performance of 
MCBR is much better than CBR.For CBR, mobile 
station 13 shows minimum throughput whereas 
mobile station 10 shows maximum throughput.For 
MCBR, mobile station 10 shows minimum 
throughput, whereas mobile station 8 shows 
maximum throughput. 

 

Fig. 6.Unicast Received Throughput (bits/second) 
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Fig.7 shows average end to end delay. From this 
figure, we observed that for mobile station 8, MCBR 
shows maximum end to end delay. Moreover, we 
observed that CBR is almost constant for all the 
nodes. 

 

Fig.7. Average End-to-End Delay (seconds) 

Fig.8 shows Average unicast Jitter. From this figure, 
we observed that CBR shows better performance 
than MCBR. For CBR, mobile station 13 shows 
maximum jitter while mobile station 9 shows 
minimum jitter. For MCBR, mobile station 8 shows 
maximum jitter whereas mobile station 12 shows 
minimum jitter. 

 

Fig. 8 Average Jitter (seconds) 

IV. CONCLUSION 

In this paper, the performance of multicast and 
broadcast services has been analyzed by using 
Qualnet simulator 6.1. The result from the scenario 

shows several performance measures such as 
received throughput, end to end delay and average 
jitter. As a result, we tried to improve IPTV service, 
blocking probability over WiMAX. Moreover, by 
reducing the blocking probability, we have achieved 
the higher revenue of IPTV service providers. The 
performance of IPTV service is improved by using 
CBR and MCBR application. The future work will 
focus on high data rate transmission in IPTV Service 
by varying certain parameters such as cyclic prefix 
factor, FFT size and packet size. We can also use 
multiple antennas to increase data rate transmission 
for IPTV service. 
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Abstract— Broadcast protocols plays a vital role 
in multihop wireless networking system as they 
broadcast a message at a time as a result of 
which a message is delivered to several nodes at 
a single instance. DADCQ protocol uses distance 
method to select the forwarding nodes. The 
selection of the forwarding nodes broadly 
depends on the decision threshold. The value of 
the decision threshold is affected by the node 
density, spatial distribution pattern and wireless 
channel quality. Broadcast protocols must be 
adaptive to all the variations in the above 
factors. This paper focuses on the design 
challenge by creating the decision threshold 
which should be adaptive to the number of             
neighbors, node clustering factor and the Rician 
fading factor. Quadrat method of spatial analysis 
is introduced in order to calculate the node 
clustering factor. 

Keywords—DADCQ; distance method; 
threshold; Rician fading  factor 

1. INTRODUCTION  

      The growth of the networks which contains 
vehicles equipped with wireless transmitters and 
receivers to communicate with other vehicles in the 
networks to form a special class of wireless 
networks, known as vehicular ad hoc networks or 
VANETs. VANETs are special class of mobile ad-
hoc networks in which vehicles are simulated as 
mobile nodes. VANET contains two parts: access 
points and vehicles. Access points are fixed and 
connected to the internet. Access points may take 
part in the formation of distribution       pattern for 
the vehicles. VANET address two types of 

communication: vehicle to vehicle (V2V) 
communication and vehicle to infrastructure (V2I) 
communication. V2V communication has been sub-
divided as one-hop communication and multi-hop 
communication.  Multihop wireless broadcast plays 
an important role in the operation of wireless 
systems. Emerging classes of networks use 
broadcast as a basic data delivery mechanism. The 
distribution of nodes in VANETs      can be highly 
random. Network density can vary from 1 or 2 
neighbors to high network densities. 
 

 
  
  Dedicated Short Range Communications (DSRC), 
a layer 1 and 2 standard based on IEEE 802.11is 
designed for (V2V) and (V2I) communications, 
allows transmission ranges up to 1,000 m. The 
distribution pattern can also change as it is 
independent of network density. In isolated 
highways, nodes will be sticked to one dimensional 
path. In an urban area, nodes may appear more 
uniformly scattered in two dimensional paths. Road 
crossings and suburban areas form several 
combinations in between these two. Broadcast 
protocols must function equally well in all such 
scenarios.  
       Another problem which appears often in Vanet 
is loss of packets as they traverse the medium. 
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Multipath fading causes a signal to interfere with 
itself as it splits into multiple paths as they get 
reflected with obstacles in the environment. Packets 
can be lost when various transmitted signals 
interfere with each other resulting a phenomenon 
called a collision. These effects vary in intensity[1].  
          
2. DESIGNING OF STATISTICAL BROADCAST 
PROTOCOL 
  
   Broadcast protocols must accommodate packet 
communication failures by increasing the number of 
nodes that are rebroadcasting source messages. 
Ideally, this of bandwidth is necessary in order to 
sustain proper communication between the nodes. 
Practical VANET should avoid fading and 
collisions which minimizes the redundant 
rebroadcasts of message packets. Statistical 
broadcast protocol does not send messages in 
topological manner in order to keep neighborhood 
information up-to-date. Statistical protocols make 
the use of one or more locally available variables 
and make the decision to rebroadcast the message 
based on the cutoff value and decision threshold. 
The behavior of distance method protocols is 
largely determined by a threshold function called 
Dc.  
      2.1 Distance Method 
     DADCQ combines local spatial distribution 
information and several other factors with the 
distance method heuristic to select rebroadcasting 
nodes. Various broadcast protocols presented earlier 
made use of only distance method and excluding all 
other factors decreasing their reliability. DADCQ 
protocol makes use of all the factors including the 
distance method to increase the adaptability of the 
protocol in all the networking scenarios. This makes 
the protocol more adaptive than the previous 
proposals. 
     The distance method uses the minimum distance 
as the variable of differentiation between the 
rebroadcasters and non-rebroadcasters. The 
minimum distance is considered to be the one hop 
distance. The nodes should rebroadcast the message 

whenever the distance between the nodes is large. 
The following is the simple algorithm of the 
distance method. 
 
1. Initialize D = 1 
2. After receiving a message, set d to the distance 

to the sender,  D = min{D, d/r}, and set the 
backoff  timer  

3. If a message is received during the backoff, 
repeat 2 

4. When the backoff expires, rebroadcast if D > 
Dc 

 
    The main point of any statistical broadcast is the 
decision threshold; Dc is the decision threshold for 
DADCQ protocol. If the decision threshold is set 
too high then the reachability gets degraded. If 
decision threshold value is set too low then many 
of the nodes are prevented from rebroadcasting. 
The value of decision threshold is widely 
dependent on the node density. At lower node 
densities, the threshold value Dc should be lower 
so that the message should be properly delivered 
properly to all the nodes and vice versa. Therefore 
the following process is used to find out Dc as a 
function of node density N.  
 
1. Find the optimal value of Dc for various global 

densities λ. The optimal value is the highest 
value of the threshold for which reachability is 
acceptable.  

2. Plot the measured optimal values and find the 
approximation function Dc (λ).  

3. Substitute node density N for global density in 
order to find Dc (N). 

4. Test Dc (N) to ensure reachability and adjust it 
as necessary. 

     As the node density increases, the threshold can 
quickly become more aggressive. Thus the 
generalized threshold is used. 
                             Dc (N) = Dmax - βeαN 
 

    The values of the function parameters Dmax, α, 
and β depend on external factors such as node 
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distribution pattern and channel quality.  The 
following simulation results show the rebroadcast 
taking place between several nodes using 
MATLAB. 
    

  
Fig a: Rebroadcast takes place and the message is 
successfully delivered 
 

 
 
Fig b: Rebroadcast does not take place and thus 
message is not delivered 
         
    3. ADAPTIBILTY TO THE DISTRIBUTION 
PATTERN 
 
   According to the distance method, adaptability to 
the distribution pattern refers to how the distance 
threshold varies whenever the distribution pattern is 
changing. The graph shown below gives the plot 
between node density and the threshold function. As 
shown in the graph the threshold value is less 
aggressive when the traffic is in 1D scenario. On the 
other hand threshold curve is more aggressive when 
the traffic is confined in 2D scenario. If this curve is 
used in linearly oriented networks then reachability 
conditions won’t be fulfilled. 

 

 
 
Fig. Plot of threshold value versus density for 1D 
and 2D uniform distribution 

3.1 Measuring the Spatial Distribution 
 
 Many broadcast protocol support a broadcast 
application must support both dimensional 
distributions. In order to fulfill that method was 
found out so that the threshold function should 
adapt in either dimension.  The science of analyzing 
spatial data is called spatial analysis. Quadrat 
method is used to characterize the node distribution 
pattern. Quadrat method measures how evenly 
spaced a set of points are. This method addresses 
the problem by examining the frequency pattern of 
the distribution. There are two basic quadrat method 
and they are quadrat censusing and quadrat 
sampling. Censusing divides the space into equally 
sized cells and counts the number of points in each 
cell. While in sampling method a cell is placed at 
random locations and the nodes within it are 
counted some number of times. The results of 
sampling are better than censusing. Here one of the 
characteristic of Poisson’s Distribution is used in 
which a metric is defined which is the ratio of the 
variance to the mean. 
  

                                   
If the 2D random scenario is selected, Q is nearly 1 
when variance is almost equal to the mean. Q > 1 
when variance is larger than the mean and the nodes 
are clustered together. Q < 1 the variance of 
frequencies is greater than the mean indicating that 
the nodes are evenly spaced. 
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                  Q < 1                                           Q = 1 
 
       

                         
                                    
                                            Q > 1                                             
 
Fig: Illustration of quadrat method statistic Q in 2D 
fields.  
 
        4. ADAPTATION TO CHANNEL QUALITY 
 
    In discussion done so far, it is assumed that 
wireless channel and medium access control layer is 
used to deliver the messages between the nodes 
within each other’s transmission range. When two 
nodes transmit messages at the same time then they 
are likely to interfere each other. This may cause 
one or both messages to be lost at the destination 
node. This phenomenon is called fading.  This 
phenomenon degrades the communication even 
when a single source is transmitting. Multihop 
wireless broadcast protocol must be able operate 
properly even when the communication reliability is 
poor.  
          4.1 Modeling Fading 
 
   In VANET, fading is always considered as the 
Rician Fading. In this, Rician fading is assumed to 
have a strong component of line-of-sight among 
scattered multipath signals. The movement of 
vehicles causes many disruptions in the line-of-sight 

communications and causing large fading effects 
which are not captured by these standard fading 
models. The Rician fading model allows the 
threshold value to be easily quantified. A variable, 
K, quantifies the strength of line-of-sight signal in 
Rician fading. When K = 0 then there is no strong 
component of line-of-sight signal. When K = ∞ then 
fading has no effect on the nodes within the 
transmission range and thus the nodes can 
communicate properly with each other.  
 

4.2 Designing of threshold function using K  
 
   In this section we need to find out the expression 
Dmax, α and β in terms of Q and K. For 1D scenario 
they are as follows. 
 

                        
 
The above equations define Dc as a function of 
above three variables. N, K and Q are measured 
independently on each node. N is the number of 
neighbors, K is the Rician fading factor and Q is the 
spatial distribution static.  
 

3.2 Finding K 
 
     DADCQ calculates rebroadcasting threshold 
which is a function N, Q and K. The number of 
neighbors (N) and distribution clustering metric (Q) 
can be easily calculated with the help overhead 
messages which are being exchanged between the 
nodes. While the Rician fading parameter is a bit 
difficult to calculate with dynamically changing 
nodes. If the value of K is assumed to be higher 
than minimum value[16],[18] then the there would 
be extensive rebroadcasts which would result in 
inefficient use of bandwidth. As per the results are 
carried out so far, it is obtained that fading is much 
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higher in the urban area where tall buildings, trees 
are present than in the flat areas. For given values of 
N, Q and K, nodes will come to know about how 
many overhead messages can be expected from the 
neighbors at various distances. If suppose, for 
example, the number of overhead messages 
received from the neighbors are higher than the 
expected then the nodes can adjust their value of K 
to reflect this observation.  
 
                     5. OVERHEAD BEACONING 
     The process of communicating topological 
information between the nodes is called beaconing.  
Nodes broadcast a short message every Tb sec 
which is called beacon. Nodes send beacons at a 
constant rate. So, in the interval of Tb seconds, 
every node in the network will send exactly one 
beacon. Unlike broadcast messages, beacons are 
never retransmitted. The timing of beacons is not at 
all synchronized but the only thing common is the 
duration of Tb sec. Individual nodes set a timer of Tb 
seconds and track all the beacons received from the 
neighbors during that time. At the end of the 
interval nodes compile those beacons and transmit 
their own beacon. The information contained in the 
beacons depends on the propagation algorithm. 
     DADCQ calculates N and Q so that nodes send 
their current location as a part of beacon. Nodes 
calculate N on the basis of number of beacons 
received in the particular time period of Tb seconds 
and Q is calculated on the basis of the location of 
the node given in each beacon. DADCQ contains 12 
bytes of beacon. If the network is static then the 
duration of Tb seconds seems to be very longer and 
the nodes will still be having the most accurate data. 
On the contrary, if the nodes are mobile then the 
beacon period needs to be reduced so that those 
beacons which are received at the beginning of the 
beacon period those do not seem to be stale at the 
end of that period. 
               5.1 Protocol Adaptability Rate 
      One of the important issues which need to be 
considered while selecting the beacon period is the 
rate at which the protocol adapts to the sudden 

changes in the density as well as the distribution 
pattern. Nodes continue to collect the topological 
information which is Tb seconds older as a result of 
which nodes are not aware of sudden changes in the 
density. However, the beacon reception is randomly 
staggered between all nodes. So if a vehicle 
transitions into an area with dramatically different 
node distribution in that case the node will receive 
the current location of the nodes. Its internal 
aggregate topological information will be slowly 
updated. Thus the improvement in accuracy until 
after Tb seconds the topological information is up-
to-date. 
 

6. CONCLUSION 
          
         VANETs exhibit a wide variety in node 
density, distribution pattern and channel quality. 
DADCQ method uses distance method for selecting 
the forwarding nodes. DADCQ adopt quadrat 
method of spatial analysis in order to characterize 
the distribution pattern at each node. The resulting 
metric, local node density and the Rician fading 
factor are combined together to calculate the 
distance threshold. DADCQ provides high 
reachability and efficient use of bandwidth in both 
urban areas and highways with varying node 
density and fading intensity. 
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Abstract— This paper is presents a neural network based, high 

power amplifier (HPA) characteristics independent adaptive method 

for compensation of nonlinear distortions for orthogonal frequency 

division multiplexing of signals. Major elements that contributed to 

the multipath fading effects are also considered and to account for 

major degradation categories, Rayleigh and Rician channel models 

are to be considered in the OFDM system. System performance is 

tested for the OFDM system with and without neural block and it 

was proved through spectral re-growth as well as bit error rate 

(BER) plots that proposed model brings in overall improvement in 

OFDM system. The Parameterless Self Organizing Map (PLSOM) is 

new neural networks algorithm based upon the self-organizing map 

(SOM). It is eliminated the need for a learning rates and annealing 

schemes for learning rates and neighbourhood size. Discuss the 

related performances of the PLSOM and the SOM. 

Keywords— OFDM, neural networks, HPA, PAPR, SOM, PLSOM. 

 
1.   INTRODUCTION 

The major drawback of the OFDM technique is its high peak to 

average power ratio (PAPR). This results in strict time and 

frequency requirements. In particular, high PAPR causes OFDM 

systems to be sensitive to nonlinear distortions introduced by high 

power amplifier(HPA), which is basically employed to obtain 

sufficient transmit power and to obtain maximum output power 

efficiency, which is operated in the nonlinear saturation region, . 

Secondly, large signal dynamic caused by large numbers of sub-

carriers with random phase and amplitude are summed up in the 

modulator. This results in the system, which is highly sensitive to 

nonlinear distortions. This nonlinearity cannot be ignored as it 

causes both in-band distortion and out of band spectrum re-

growth. In band distortion degrades BER performance and out of 

band re-growth causes adjacent channel interference (ACI). So, 

the nonlinearity must be rightly estimated and effectively 

compensated to improve the system performance. 

Detection of nonlinearly distorted, multi-path propagated 

signal is the major problem of all telecommunication systems. 

Multi-path propagation introduces inter-symbol interference. 

Multi-path propagation also causes fluctuations in received 

signals of the amplitude, phases and angles of arrival giving rise 

to multipath fading. In addition, interfering signals from various 

sources make the detection of wanted signals more complicated. 

Co-channel interference effects can also degrade system 

performance. In addition to all these interference effects, 

Distortions due to nonlinearities also become prominent and 

Conventional receivers are unable to handle these complex 

problems, and hence some computational intelligence is required  

 

to solve the problems arising from nonlinear distortions [6-15]. 

Intelligent systems are able to modify its action in the light of 

ongoing event. Such of the systems are adaptive and giving the 

appearances of being   intelligent as they change their 

behaviour without the intervention of the user. Neural networks 

are non rule based intelligent systems with adaptive feature, 

which can further be made stochastic, so that the same action 

does not take place each time for the same input. Neural 

networks are able to give solutions to complex problems in 

digital communications due to their nonlinear processing, 

parallel distributed architecture, and self-organization, capacity 

of learning and generalization, as well as efficient hardware 

implementation. Secondly, neural networks aim to perceive 

significance of data with which they are trained. Stochastic 

behaviour allows it to explore its environment more fully and 

potentially to arrive at better solution than linear methods 

might allow. Here, we propose a receiver structure based on 

neural network, which can be trained to follow the input signal 

and simultaneously to estimate the error due to interfering 

signal, so that the received signal has minimum bit error rate as 

compared to the bit error rates of existing conventional receiver 

structures. 

 Attempts have been made at the transmitter whereas in 

improvement is done at the receiver side .Uses back 

propagation approach for channel estimation, whereas uses 

neural network at the receiver as equalizer. Predistorter 

technique introduces another significant distortion which may 

lead to spectral re-growth and in band distortion. The TI 

technique is problematic since the injected signal occupies the 

frequency band as the information bearing signals. Moreover, 

the alternative constellation points in TI technique have an 

increased energy and the implementation complexity increases 

for the computation the optimal translation vector. Through 

simulations, we prove that BER performance of the proposed 

system is extremely well as compared to other systems 

discussed earlier. 

THE self-organizing map (SOM) is an algorithm for 

mapping from one (usually high-dimensional) space to another 

(usually low-dimensional) space. The SOM learns the correct 

mapping independent of operator supervision or reward 

functions that are seen in many other neural network 

algorithms, e.g., back propagation perceptron networks. 

Unfortunately this unsupervised learning is dependent on two 

annealing schemes, one for the learning rate and one for the 

neighbourhood size. There is no firm theoretical basis for 
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determining the correct type and parameters for these annealing 

schemes, so they must often be determined empirically. The 

generative topographic mapping (GTM) is one attempt at 

addressing this. Furthermore, since these annealing schemes are 

time-dependent, they prevent the SOM from assimilating new 

information once the training is complete. While this is 

sometimes a desirable trait, it is not in tune with what we know of 

the adaptive capabilities of the organic sensomotor maps which 

inspired the SOM [6]. There have been several attempts at 

providing a better scaling method for learning rate and/or 

neighborhood size as well as taking some of the guesswork out of 

the parameter estimation. 
 

1. PROPOSED OFDM SYSTEMS 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                            
Figure1: Proposed OFDM system 

 

Proposed OFDM system with neural network is shown in 

figure 1. An OFDM symbol is a sum of N independent symbols 

mapped on N different sub-channels with 1/T frequency 

separation. T is the OFDM symbol period. Discrete time domain 

samples b = (b¹, b1 i …… bN-1 i) to be transmitted are obtained 

via N point IFFT from complex 16 QAM symbols in this case. A 

block of QAM symbols is given by, ai = (a0 i, a2..... i, aN-1 i). 

 

1.1 OFDM PARAMETERS     
 

 Table 1 lists the main parameters of the draft in OFDM 

standard. The key parameter to largely determine the choice of 

the other parameters is the guard interval (GI) of 800 ns. Thos GI 

which provided robustness to the RMS delay spreads of up to 

several hundred of nanoseconds, depends on the coding rate and 

the modulation used. In practice, this means that modulation is 

robust enough to be used in any indoor of environments, includes 

the large factory buildings. It can also be use in the outdoor 

environments; directional antennas may be needed to reduce the 

delay spread to an acceptable amount and increases the range. To 

limit relative amount of the present power and time spent on the 

guard time to 1 dB, the symbol duration chosen is 4 μs. This also 

determines the SC spacing of 312.5 kHz, which is inverse of the 

symbol duration minus the guard time. By using 48 data SCs, 

encoded data rates of 12 to 72 Mbps can be achieved by using 

variable modulation types from binary phase shift keying to 

64-QAM. In addition to the 48 data SCs, each of the OFDM 

symbol contains an additional 4 pilot SCs, which can be using 

to track the residual carrier frequency offset that remains after 

an initial frequency correction during the training phase of the 

packet. To correct for SCs in deep fades, forward error 

correction (FEC) across the SCs is used with variable coding 

rate, giving coded data rates from 6 to 54 Mbps. 
 

Sr. No. 6,9,12,18,24,36,48 and 54 

Mbits/sec 

Information Data 

Rate 

1 BPSK, QPSK, 

16QAM,64QAM 

Modulation 

2 K = 7(64 states) Error Correcting Code 

3 Convolutional code  

4 1/2, 2/3, ¾ Coding Rate 

5 52 Number of Sub 

carriers 

6 4 microsecond OFDM symbol 

duration 

7 0.8 microsecond Guard Interval 

8 16.6 MH Number of Sub 

carriers 

9 312.5 kHz OFDM symbol 

duration 

 
Table.1 - Main Parameters of the OFDM Standard 

 

1.2    ADVANTAGES OF OFDM  

 

OFDM had many advantages over single carrier system 

which are summarized below:  

1. Implementation of OFDM is very simple since mapping of 

bits to unique carriers is done via the use of IFFT. 

2. Since OFDM receiver collects signal energy in frequency 

domain, there is no energy loss in frequency domain.  

3. Low complex receivers due to avoidance of the ICI and ISI. 

Each sub channels can be considered separately since ICI does 

not affect the signal and each channel suffers flat fading so 

complex equalizers can be avoided.  

4. High spectral efficiency. The signal is built in frequency 

domain so it can be shaped in order to use the available 

bandwidth as efficiently as possible 

5. Different modulation schemes can be used on individual sub 

carriers. This is more robust modulation can be used at the 

subcarriers that suffering more fading, if channel estimation is 

used. 
 

1.3 DISADVANTAGES OF OFDM    

 

Despite many of the advantages that made OFDM system 

popular for many recent and future high data rate applications, 

it suffers from some drawbacks which are briefly described 

below. 

Channel 

model 

OFDM 

receiver 

after FFT 

Neural 

block 

Demodulator, 

Deinterleaver, 

Veterbi 

Deceder etc 

OFDM 

transmitter 
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 1. OFDM is highly sensitive to time and frequency                

synchronization errors, especially due to frequency 

synchronization errors, OFDM signal looses orthogonality which 

can lead to a high bit error rate. 

2. Sensitive to frequency offset and phase noise caused by 

imperfections in the transmitter and the receiver oscillators. 

3. It is more sensitive to carrier frequency offset and drift than 

single carrier systems are due to leakage of the DFT. 
    

 

  2.  INTRODUCTION TO HIPERLAN/2 

 

Wireless Local Area Networks (WLAN’s) have attracted 

considerable interest attention due to their ability to offer 

network access anywhere, anytime at high data rates of up to 

54Mbp/s. Several standards have been developed in the 5-Ghz 

band, namely the High Performance local Area Networks type 

2(HIPERLAN/2) by European Telecommunications Standards 

Institute (ETSI) Broadband radio Access Networks(BRAN), 

High Speed wireless Access Networks type a (HiSWANa) 

defined by Mobile Access Communication Systems(MMAC) and 

802.11a defined by IEEE. 

ETSI BRAN project has developed standards and 

specifications for broadband radio access networks that cover a 

wide range of applications. The systems covered by BRAN are 

categorized based on applications are: HIPERLAN/1 wireless 

local area network intended to allow high performance wireless 

networks to created, without existing wired infrastructure. 

HIPERLAN/2 intended to provide a short range wireless access 

to IP, ATM and Universal Mobile Telephony System (UMTS) 

networks, HIPERACCESS intended to provide outdoor, high 

speed (25Mbits typical data rate) radio access, it provides fixed 

radio connection at the customer premises and s capable of 

supporting multimedia applications, HIPERLINK intended to 

provide point to point interconnections at very high data rates, 

e.g. up to 155Mbits over distances up to 150m. 

HIPERLAN/2 is intended to provide local wireless access to 

IP, ATM and UMTS infrastructure networks by both stationary 

and moving terminals that interact with access points which, in 

turn, usually are connected to an IP, ATM and UMTS backbone 

network. Furthermore, such a wireless access network will be 

able to provide the Quality of Service (QoS), including required 

data transfer rates, those users expect from a wired ATM 

network. 
 

2.1 ADVANTAGES OF HIPERLAN/2 

 

1. HiperLAN2 has a very high transmission rate, at the physical 

layer extends up to 54 Mbps, and on the layer of 3 up to 25 Mbps.  

2. In a HiperLAN2 network, data is transmitted on connections 

between the MT and the AP that have been established prior to 

the transmission using signalling functions of the HiperLAN2 

control plane. Connections are time-division-multiplexed over the 

air interface. 

3. The connection-oriented nature of HiperLAN2 makes it 

straightforward to implement support for QoS. Each 

connection can be assigned a specification of QoS, for 

instances in terms of the bandwidth, delay, jitter, bit error rate 

etc. 

 4. In a HiperLAN2 network, there is no need for manual 

frequency planning as in cellular networks like GSM.The radio 

base stations. 

5. The HiperLAN2 network has support for both authentication 

and encryption.  

6. The HiperLAN2 protocol stack has a flexible architecture for 

easy adaptation and integration with a variety of fixed 

networks. 

 

2.2 OFDM PARAMETERS IN HIPERLAN/2 

 

The Numerical Values of OFDM parameters in HIPERLAN 

are given below in table: 
 

Parameter Value 

Sampling rate fs=1/T 20 MHz 

Symbol part duration 

TU 

64*T 3,2 µs 

Cyclic prefix duration 

TCP 

16*T,  0,8 µs 

(mandatory); 8*T, 0,4 µs 

(optional) 

Symbol interval TS 80*T, 4,0 µs (TU+TCP) ; 

72*T, 3,6 µs (TU+TCP) 

Number of data sub-

carriers NSD 

48 

Number of pilot sub-

carriers NSP 

4 

Sub-carrier spacing, f 0.3125 MHz (1/TU) 

Spacing between the two 

outmost sub-carriers 
16.25 MHz (NST*f) 

 

Table2.2. OFDM Parameters for HIPERLAN/2 
 

2.3    OVERVIEW OF HIPERLAN/2 
 

 OFDM system used in HIPERLAN/2 are provides a WLAN 

with the data payload communication capability of the 6, 9, 12, 

18, 24, 36, 48, and 54 Mbps. The block diagram of 

HIPERLAN/2 system is shown in figure 3.5.1. The system uses 

52 sub carriers that are modulated using binary or quadrature 

phase shift keying (BPSK/QPSK), 16-quadrature amplitude 

modulation (QAM), or 64-QAM. Forward error correction 

coding (Convolutional coding) is used with a coding rate of 

1/2, 2/3, or 3/4. At the transmitter, binary input data is encoded 

by the industry standard rate 1/2, constraint length 7, and code 

with generator polynomials (133,171). Optional puncturing 

omits some of the encoded bits in the transmitter, increasing 
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the bit rate to 2/3 or 3/4. . Interleaving, with a block size 

corresponding to the number of bits in an OFDM symbol, reduces 

the effect of frequency selective fading in the radio channels. It 

also prevents error bursts from being input to the convolutional 

decode process in the receiver. After interleaving, bits are mapped 

into complex numbers according to the modulation scheme which 

are normalized to achieve the same average power for all 

mappings. In order to facilitate coherent reception, four pilot 

values are added to each of the 48 data values, such that a total of 

52 modulation values are reached per OFDM symbol. 52 values 

are then modulated onto 52 sub carriers by applying an Inverse 

Fast Fourier Transform (IFFT). The IFFT converts all the mapped 

symbols in the frequency domain into a time domain signal for 

transmission. A guard interval (cyclic prefix) is added to make the 

system robust to multipath propagation and is used for both 

timing and frequency synchronization. Next, windowing is 

applied to attain a narrower output spectrum. The modulated and 

windowed digital output signals are converted to analogy signals, 

which are then up converted to the proper channel in the 5 GHz 

band, amplified, and transmitted through an antenna. 
 

 
Figure 2.3 Block Diagram of Hiperlan/2 

 

3. SELF ORGANIZING MAPS (SOM) 

 

Kohonen Self-Organizing Maps (or just Self-Organizing Maps, 

or SOMs for short), is type of neural networks. They were 

developed in 1982 by Tuevo Kohonen, a professor emeritus of the 

Academy of Finland. Self-Organizing Maps are apparently 

named, “Self-Organizing” is only because no supervision is 

required.SOMs learnon their own through unsupervised 

competitive learning. “Maps” is because they attempt to map their 

weights to conform to the given input data. The nodes in a SOM 

network attempt to become like the inputs presented to them. In 

this sense, that is how they learn. They can be called “Feature 

Maps”, is in Self-Organizing Featured Maps. Retaining principle 

'features' of the input data is a fundamental principle of SOMs, 

and one of the things that makes them so valuable. Specifically, 

the topological relationships between input data are preserved 

when mapped to a SOM network. This has a pragmatic value 

of representing complex data. The Self Organizing Map (SOM) 

method is a new, powerful tool for the visualization of high-

dimensional data. It converts complex, nonlinear statistical 

relationships between high-dimensional data into simple 

geometric relationships on a low-dimensional display. As it 

thereby compresses information while preserving the most 

important topological and metric relationships of the primary 

data elements on the display, it may also be thought to produce 

some kind of abstractions. These two aspects, visualization and 

abstraction, occur in a number of complex engineering tasks 

such as process analysis, machine perception, control, and 

communication. SOM is called a topology preserving map 

because there is topological structure imposed on the nodes in 

the network. Topological maps are simply a mapping that 

preserves in neighborhood relations. The neighborhood can be 

rectangular or hexagonal as shown in the figure  
 

 
(a)                                                      (b) 

Figure 3: SOM grid structure: (a) rectangular (b) hexagonal 
 

3.1 ARCHITECTURE OF SOM 

 

The SOM neural network consists of two layers of 

neurons (Fig.3.4.2). The first layer is not actually a neurons 

layer; it only receives the input data and transfers it to the 

second layer. Let us consider the simplest case, when 

neurons of the second layer are combined into a two-

dimensional grid. Other structures, like three-dimensional 

spheres, cylinders, etc., are out of the scope of this article. 

Each neuron of the third layer connects with each neuron of 

the second layer. The number of neurons in the second layer 

can be chosen arbitrarily, and differs from task to task. Each 

neuron of the second layer has its own weights vector whose 

dimension is equal to the dimension of the input layer. The 

neurons are connected to adjacent neurons by a 

neighborhood relation, which dictates the topology or 

structure of the map. Such a neighborhood relation is 

assigned by a special function called a topological 

neighborhood as shown in figure 3.1. 
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Figure 3.1 Architecture of SOM neural networks 
 

4. FUNDAMENTAL OF PLSOM  

 

The fundamental idea of the PLSOM is that amplitude and 

extent of weight updates are not dependent on the iteration 

number, but on how well the PLSOM fits the input data. To 

determine how good the fit is, we calculate a scaling variable 

which is then used to scale the weight update. 
 

5. 64 - QUADRATURE AMPLITUDE MODULATION  

 

64 QAM as same as 16-QAM except it is 64 possible signal 

combinations with each symbol represent six bits (
62 =64). 64 

QAM is a complex modulation technique but gives high 

efficiency. The QAM constellation diagram is shown in the figure 

5 for 64QAM modulation. 
 

 
 

Figure 5: 64 QAM Constellations 
 

5.1 PILOT INSERTION 

 

In each OFDM symbol, four of the subcarriers are dedicated to 

pilot signals in order to make the coherent detection robust 

against frequency offsets and phase noise. This pilot signals 

should be put in the subcarriers –21, –7, 7 and 21.Illustrated in the 

figure 5.1. 

 
Figure 5.1 Subcarrier frequency allocations 

 

As explained, four pilots are inserted in each OFDM symbol. 

Pilots are generated by a polynomial generator:                         

147  XX In the model the pilots are generated by a PN 

sequence generator block with the mentioned generator 

polynomial. Four pilots are inserted in each OFDM symbol in 

the required subcarriers. The insertion is achieved with a 

matrix concatenation block; pilots are inserted in its proper 

place in each symbol.  

 

5.2 VITERBI DECODER 

 

A receiver Viterbi decoder is used to decode the 

convolutional codes with a trace back depth of 34. Viterbi 

decoding is the best known implementation of the maximum 

likely-hood of convolutional codes. The principal use to reduce 

the choices is that the errors occur infrequently so that the 

probability of an error is small and the probability of two errors 

in the row is much smaller than single error that is because the 

errors are distributed randomly. Viterbi decoder examines 

entired received sequences of a given length. The decoder 

computes the metric for each of the path and makes a decision 

based upon this metric. All paths are followed until the two 

paths converge upon one node. Then path with the higher 

metric are kept and the one with lower metric is discarded. The 

path selected is called as survivors. For an N bit sequences, 

total number of possible received sequences is 2 to the power 

of N.  Most common metrics used is the Hamming distance 

metric, Hard Decoding. There are just dot product between the 

received codeword and the allowable codeword. A Viterbi 

decoder based upon the mother code decoder is using for 

decoding the punctured codes of family. To decode different 

rate codes, only metrics are changed according to the same 

puncturing rule used by the encoder (the deleted bits are not 

counted when calculating the path metrics). 

 

5.21 HARD DECODING 

 

The received symbol at the output of demodulator are 

quantized into two levels; zero and one, and fed to the decoder. 

Hamming distances are calculated. 
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5.22 SOFT DECODING 

 

The received symbols at the output of the demodulator are 

quantized into more than two levels or the unquantized value 

(analog value) is used and fed to the decoder. Euclidian distances 

are calculated. 

 

6 HIGH POWER AMPLIFIERS  

 

High power amplifiers are an important component in modern 

communications systems, providing the transmit signal levels 

needed to overcome the loss between the transmitter and receiver. 

However, they also introduce problems. The amplifier can 

consume a major fraction of the power used by the system; both 

the required transmit power and loss associated with amplifier 

inefficiency. The power amplifier can also distort the transmitted 

signal, introducing additional noise within the signal frequency 

band and generating unwanted frequencies in adjacent channels. 

Amplifiers usually operate as a linear device under small signal 

conditions and become more nonlinear and distorting with 

increasing drive level. The amplifier efficiency also increases 

with increasing output power, thus, there is a system level trade 

off between the power efficiency or battery life and the resulting 

distortion. For most commercial systems, this trade off is 

constrained by interference with adjacent users, thus, amplifier 

signal levels are reduced or “backed off” from the peak efficiency 

operating point. 
 

6.1 SELECTION OF HPA MODEL 

 

Both TWTA and SSPA have advantages as well as 

disadvantages over one another. However, there have been long 

debates whether tube based or solid state amplifier is better for 

wireless applications. For this work SSPA have been chosen due 

to some of its distinct advantages: 

• No warmed up time requires. 

• Inherently good linear performance for multicarrier, digital     

transmission. 

• Built in soft-fail capabilities in case of single device or module 

failure. 

• No expected RF sections sparing required. 

• High volume production capability since the industry is growing 

exponentially. And Rapp’s model is used to model the SSPA. 
 

7. SIMULATIONS AND RESULTS 

 

This simulation is done with Matlab and Simulink as the 

tool.And SOM Neural Network for modulation techniques such 

as 64QAM using 43 code rate.The main OFDM parameters in 

HIPERLAN/2 standard, which we used in for this simulation. The 

64 QAM scheme is simulated for 2/3 code rate instead of 21  

code rate. 

 

 
Figure 7. Simulation Model for 64QAM Mode  

 

7.1 RESULTS AND DISCUSSIONS 

 Simulation Results for 64 QAM Modulation schemes with 3/4 

code rate with Rapp and SOM. 

 

7.1.2  64 QAM MODE 

 

     
(a)                                                (b) 

 
(c) 

Figure 7.1.2 (a) Transmitted 64QAM signal (b) Received 64QAM signal after 
Rapp (c) Received 64QAM signal after SOM Network 

 

8. CONCLUSION 

When high power amplifier is connected to transmitter 

section of HIPERLAN/2, the high amplitude component of 

OFDM signal enters in the non linear region of amplifier which 

causes non linear distortion. Due to large dynamic range of 

modulated signal, the nonlinear distortion at the power 

amplifier in transmitter causes interference both inside 

(intermediation between subcarriers) and outside (spectral–
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spreading of OFDM signal) the signal bandwidth. Here, I studied 

the in-band distortion by connecting Rapp’s model of Solid State 

Power Amplifier (SSPA). Using Bit Error Rate (BER) vs Signal 

to Noise ratio (SNR) plot we observed that due to non linear 

distortion in high power amplifier bit error rate is degraded. Also 

we studied the effect of nonlinearity in terms of constellation 

points. We observed from this that after passing through the HPA 

the constellation points are more scattered i.e wrapping of the 

signal constellation in each sub-channel occurs. We also observed 

that spectral re-growth occurs as the signal passes through the 

HPA. 

To compensate the above nonlinearities, here we have proposed a 

non-linear compensator for HIPERLAN/2 signals based on a Self 

Organizing Map neural network. The SOM network is placed in 

the receiver, and corrects the non-linearity introduced by the 

transmitter’s high-power amplifier. The SOM algorithm showed 

good results in simulations and can improve the performance of 

OFDM systems, or keep the same performance with low power 

consumption. The adaptation of the proposed scheme is based on 

the topology-preserving characteristic of the map algorithm i. e. 

the map is able to trace the nonlinear distortions tightly. 
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Abstract—VANET is Vehicular Ad Hoc Network 
which emerges new technology for integrating ad 
hoc network, wireless LAN i.e WLAN and 
cellular technology which are used to achieve 
intelligent vehicle to vehicle communication, 
inter-vehicle communications and improve road 
traffic safety and efficiency. Hybrid network 
architectures, node movement characteristics, 
and new application scenarios of VANET are 
help to distinguished the VANETs from other 
kind of adhoc networks. They can be classified 
into two categories depending on the type of 
information used for routing: topology-based 
and position-based. In this we analyse the 
performance between topology-based routing 
protocol AODV and two position based routing 
protocols DREAM (Distance Routing Effect 
Algorithm for Mobility) and SIFT (Simple 
Forwarding over Trajectory).DREAM is a 
stable, largely tested position-based scheme and 
SIFT is a novel, scalable, spatial-aware, 
trajectory-based approach.  
 

Keywords—Vehicular ad hoc networks, 
routing, topology based routing, position based 
routing, trajectory based forwarding, position 
based routing, spatial-aware. 
 

I. INTRODUCTION 
    A MANET i.e  mobile ad hoc network represents 
a system of wireless mobile nodes that can freely 
and dynamically self organized into arbitrary and 
temporary network topologies, which allowing 
people and various devices to seamlessly 
internetwork in areas without any pre-existing 

communication infrastructure. While many 
challenges remain to be resolved before large scale 
MANETs can be widely deployed, small-scale 
mobile adhoc networks will soon appear. Network 
cards for single-hop ad hoc wireless networks are 
already in the market, and these technologies 
constitute the building blocks to construct small-
scale adhoc network  that extend the range of 
single-hop wireless technologies to few kilometres. 
It is therefore important to understand the 
qualitative and quantitative behaviour of single-hop 
ad hoc wireless networks. But VANET i.e vehicular 
adhoc networks are emerging new technologies for 
integrating the capabilities of new generation 
wireless networks to the vehicle[9].Efficient vehicle 
to vehicle communication is possible with the help 
of VANET so it enables the Intelligent 
Transportation System (ITS).Therefore VANET i.e. 
vehicular adhoc networks are also called Inter-
vehicle Communications (IVC) or Vehicle to 
Vehicle (V2V) Communications. ITS is the major 
application of VANETs which includes a variety of 
applications such as co-operative traffic monitoring, 
control of traffic flows, blind crossing, prevention 
of collisions and nearby information services. 
Another important application for VANETs are 
providing Internet connectivity to vehicular nodes 
while on  the move, so the users can download 
music, send emails, or play back-seat passenger 
games[9]. 
    There are two broad categories of wireless 
network: first one is infrastructure wireless network 
and another infrastructure less wireless network 
also known as ad-hoc network [1]. The 
infrastructure network is the network which 
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contains Base Stations (BSs) or Access Points 
(APs). Data sent between a wireless client and other 
wireless clients and nodes on the wired network 
segment is first sent to the wireless APs or BS. The 
wireless AP then forwards the data to the 
appropriate destination. While on the other hand, 
Ad-hoc networks are used to connect wireless 
clients directly together, without the need for a 
wireless AP or BS or a connection to an existing 
wired network. An ad-hoc network consists of 
different wireless clients, which send their data 
directly to each other. In these network no 
communication infrastructure, no wires and no 
central controllers are required . If the carriers are 
moving vehicles then this type of network is said to 
be “Vehicular Ad-Hoc Network” i.e. (VANET)[2]. 
The network architecture of VANETs are generally 
falls within three categories [9]: pure cellular or 
WLAN, pure adhoc, and hybrid. VANETs may use 
fixed cellular gateways and WLAN access point at 
traffic intersections to connect to the internet, gather 
traffic information from vehicles for routing 
purposes. The network architecture under these 
scenario is a pure cellular or WLAN 
structure.VANETs can combine both WLAN and 
cellular network to form the networks so that a 
WLAN is used where an access point is available or 
a 3G connection otherwise. 
    Stationary or fixed gateways around the sides of 
road will provide connectivity between mobile 
nodes (vehicles) but are eventually unfeasible 
considering the infrastructure cost involved. In such 
a scenarios, all vehicles and roadside wireless 
devices are able to form a mobile ad hoc network as 
shown to perform vehicle-to-vehicle 
communications and also achieve certain goals, 
such as blind crossing (a crossing without light 
control). 
    A hybrid architecture consisting of combining 
cellular, WLAN and ad hoc networks together has 
also been a possible solution for VANETs. It also 
proposed that a hybrid architecture which uses 
some vehicles with both WLAN and cellular 
capabilities as the gateways and mobile network 

routers. So that vehicles with only WLAN 
capability can communicate with them through 
multi-hop links to remain connected to the world. 
VANETs can be distinguished from other kinds of 
ad hoc networks by some characteristics as follows: 

 Highly dynamic topology 
 Frequently disconnected  network 
 Sufficient energy and storage 
 Geographical type of communication 
 Mobility modelling and prediction  
 Various communications environments 
 Hard delay constraints 

 
II.ROUTING PROTOCOL 

 
In VANET Routing Protocol have significant role 
in terms of the performance because they determine 
the way of sending and receiving packets between 
mobile nodes. There are number of routing protocol 
have been developed for wireless adhoc networks. 
Depending on the type of information used for 
routing, routing protocols can be classified into two 
categories: topology based routing protocol and 
position based routing protocol [8]. Classical ad hoc 
protocols are topology based because routing 
decisions are based on existing links among nodes. 
OLSR, DSR, AODV and DSDV are some examples 
of proactive and reactive protocols. In Proactive 
routing protocol it maintaining the routing 
information on all the nodes in the network at all 
the times routing information table while in 
Reactive routing protocol it maintaining the routing 
information for nodes which are needed and only 
for the time when they needed. All topology based 
protocols are link table driven in which nodes build 
a routing table where they record a valid path for 
each possible destination. Paths are depending on 
existing links among the node, and links are 
dependent on network topology. When nodes move, 
links are changed, and paths must be recalculated. 
In dynamic scenarios, the control overhead is 
generated to calculate routes which can be 
extremely high, resulting in low-performance 
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networks. To prevent that, it is important to use 
different forwarding paradigm more suitable for 
every dynamic scenarios. 
    In Position-Based (PB) routing protocol, routing 
decisions are based on the geographical coordinates 
of nodes. Some examples of PB routing protocols 
are GPS (Global Positioning System), LAR 
(Location Aided Routing), and DREAM. Position 
based routing protocols are more efficient for 
dynamic scenarios, like VANETs i.e. vehicular 
adhoc network. In PB method, each node must 
create and maintain update the location table, which 
containing the geographical position of its 
neighbours. To maintain these tables up to date, 
when the nodes are move, they have to send a 
control message with its new position. PB methods 
reduces appreciably control overhead, since the 
information amount necessary to build a location 
table is smaller than to build the link table. But in 
PB protocols control overhead may cause low 
performance in highly deployed networks. 
    While Trajectory-Based Forwarding (TBF) 
exploits this basic observation proposing a PB 
routing i.e. position based scheme that requires the 
source node to encode a geographical line, referred 
to as trajectory, into the packet header. Generally 
Routing paths, defined as sequence of forwarding 
nodes which are unstable due to topology changes, 
while geographical routes, defined as lines which 
are quite stable due to physical characteristics of 
service area. In TBF the sequence of forwarding 
nodes is not specified therefore packets are routed 
hop-by-hop according to nodes position with 
respect to the trajectory. The forwarding schemes 
proposed in this scenario are based on point-to-
point transmissions. Differently from previously 
proposed Trajectory-Based Forwarding schemes, 
SIFT is based on broadcast transmissions and does 
not require neighbours position knowledge, since 
the forwarding decision is shifted from the 
transmitter to the receiver. SIFT is nothing but 
Simple Forwarding over Trajectory. As each node 
does not need to know anything about the rest of the 
network nodes, SIFT does not send any type of 

control message for solving the problem of control 
overhead. Hence, this routing strategy makes SIFT 
to become a very suitable forwarding protocol for 
VANETS[8]. 

III.AODV,DREAM AND SIFT DESCRIPTION 

    In this section there is brief description of routing 
protocol which we analysed i.e. AODV (Adhoc On 
demand Distance Vector Routing), DREAM 
(Distance Effect Routing Algorithm for Mobility) 
and SIFT (Simple Forwarding over Trajectory) 

A. AODV 

The Ad Hoc On Demand Distance Vector routing 
(AODV) borrows the use of the sequence number 
from DSDV (Destination sequenced distance 
vector) to supersede stale cached routes and to 
prevent loops, while the discovery procedure is 
derived from the one adopted in DSR (Dynamic 
source routing).The main difference from DSR is 
that a discovered route is stored locally at nodes 
rather than included in the packet’s header. The 
route discovery process is triggered by a source 
node S when it needs to send a packet to a 
destination node D for which it has no routing 
information in its routing table. Route discovery is 
based on flooding of a RREQ packet similarly to 
DSR. As a node forwards the packet request, it set a 
reverse path from itself to node S by recording the 
address of the neighbouring node from which it 
received the first copy of the RREQ. Here, when a 
RREQ control packet is forwarded towards the 
destination node, a node automatically sets the 
reverse path from all nodes back to the source. The 
other reverse paths are deleted after a timeout 
period of nodes. 
At the end of the discovery process, as a result of 
the request–reply packet transmissions, the new 
routing state is created at each node. The state is 
composed of the routing table entries for the nodes 
that record the next-hop node to the destination of 
the forward path. A forward path is deleted if it is 
not used within a given route expiration time 
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interval. Each time when the route is used, the 
expiration time interval is reset. 
     Route maintenance is based upon the periodic 
transmission of HELLO messages. Upon detecting 
a link failure, a node sends an Unsolicited Route 
Reply packet to all its active upstream neighbours 
invalidating all the routes using the broken link. 
Those nodes, in turn, relay the packets to their 
respective upstream nodes so that eventually all 
active sources are notified. After receiving the 
Unsolicited Route Reply, the source node issues 
another route request. 
B. DREAM 

     For the location services used in the Distance 
Routing Effect Algorithm for Mobility (DREAM) 
approach, each node stores location information for 
each other node of the network. In this a node 
broadcasts position update packets to update the 
position information maintained by the other nodes 
in the network. A node can control the accuracy of 
its position information available on other nodes by 
modifying the frequency with which it sends 
position updates and indicating how far a position 
update packet is allowed to travel before it 
discarded. The temporal resolution of the updates 
given by the nodes is coupled with the mobility 
rate; if there is higher the speed of a node, then 
more frequent the updates are sent by it. Location 
updates with a high maximum hop count are sent 
less frequently than the updates that only reach 
from nearby nodes in network. Therefore, a node 
provides accurate location information to its direct 
neighbourhood and provides less accurate 
information (because of fewer updates) for nodes 
which are farther away. The reason for this update 
strategy is that, “the greater the distance separating 
two nodes, the slower they appear to be moving 
with respect to each other” (thus termed the 
distance effect). The distance effect is a paradigm 
where intermediate hops are allowed to update the 
position information contained in the destination 
address of a packet. The closer the packet gets to its 

final destination, the more accurate the position 
information contained in the packet header. 

Compared to periodically flooding the network with 
location information, DREAM achieves a 
substantial reduction in the communication 
overhead it produces. Here, nodes need to flood the 
network occasionally to provide faraway nodes with 
their location, and thus the update complexity is O 
(n). Since a each node that wishes to communicate 
with another node already knows approximately 
where the target node is located, there is no need to 
send location queries. However, the storage 
requirements for keeping a list with entries for each 
node at all the given nodes are very high. This, 
together with the necessary flooding of the whole 
network, limits the scalability of DREAM for small 
networks. In directed flooding, packet duplication 
does not occur by accident but is the part of the 
standard forwarding algorithm. A node will forward 
a packet to all neighbours that are located in the 
direction of the destination. Directed flooding is 
very robust at the cost of heavy network load. 

 

Fig 1: Directed Flooding in DREAM 

     In DREAM, the direction toward the destination 
is determined by means of an expected region [7]. 
As shown in Fig.1, the expected region is a circle 
around the position of node D as it is known to a 
forwarding node N. Since this position information 
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may be outdated, the radius r of the expected region 
is set to (t1– t0)vmax, where t1 is the current time, 
t0 is the timestamp of the position information that 
node N has about node D, and vmax is the 
maximum speed with which a node may travel in 
the ad hoc network. 
    Expected region is the “direction towards 
destination node D” for the example given in Fig.1 
is defined by the line between node N and D and an 
angle . The neighbouring hops repeat this 
procedure using their information on D’s position. 
If a node does not have a one-hop neighbour in that 
direction, a recovery strategy is necessary in it. This 
procedure is not a part of the DREAM 
specification. Even though directed flooding limits 
the flooding to the direction toward the destination, 
the communication complexity has the same order 
as pure flooding, O (n); it is just better by a 
constant factor. Directed flooding therefore does 
not scale to large networks with a high volume of 
data transmissions. 
    On the other hand, it is highly robust against the 
failure of individual nodes in network and position 
inaccuracy, and it is very simple to implement. This 
qualifies it for applications that requires a high 
reliability and fast message delivery for very 
infrequent data transmissions. 
DREAM (Distance effect routing algorithm for 
mobility) achieves the following properties [3]: 
 It is a bandwidth and energy efficient. Each 

control message carries only the coordinates and 
the identifier of a node, thus being small as 
compared to the control messages used by 
proactive protocols (that have to carry routing 
table) and to those used by reactive protocols 
(that have to carry an entire route). Mostly here, 

 
a. The rate of the control message generation is 

determined and optimized according to the 
mobility rate of each  node individually. 

b. Due to the “distance effect” the number of hops 
(radius from the moving node) will be allowed 
to travel in the network before being discarded 
which only depend on the relative (geographic) 

distance between the moving node and the 
location tables being up-dated. In this way the 
numbers of copies as well as the number of hops 
control messages will travel are both minirnized 
without sacrificing quality. This means that with 
respect to existing protocols, in DREAM more 
bandwidth and energy can be used for the 
transmission of data messages; 

 It is inherently loop-free, since each data 
message propagates away from  its source in a 
specific direction; 

 It is robust, meaning that the data message can 
reach its intended destination by following  
possibly independent routes; 

 It is an adaptive to the mobility, since the 
frequency with which the location information is 
disseminated depends on the mobility rate. 

 
C. SIFT 
                 SIFT i.e. simple forwarding over 
trajectory is a new scalable, spatial-aware, TBF 
approach. Differently from previously proposed 
trajectory based schemes, SIFT uses broadcast 
transmission instead of point-to-point 
transmissions. Wireless transmissions are broadcast 
in nature which allows reaching possibly all active 
neighbours at the same time.Here; forwarding 
decisions are shifted from the transmitter to the 
receiver. Each node that receives a packet takes the 
decision for forward it or not based which depends 
on its own position, the last transmitter position and 
the trajectory. This reduces control overhead down 
to” 0”, that means SIFT sends no control packet. 
After receiving a packet, each node sets a timer 
according to its position with respect to the 
trajectory and the last transmitter position. The 
closer to the trajectory and the farther from the last 
hop a node is positioned; the shorter the timer is set. 
If there is copy of the same packet, forwarded by 
another node, is received before the timer expires, 
the timer is stopped and the packet is dropped. 
Elsewhere, the packet is transmitted when the timer 
expires. Thus, the node with the shortest timer will 
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forward the packet. Packets are included into the 
header the trajectory and the coordinates of the last 
node that forwarded the packet. Generally, 
trajectories can be obtained from digital maps. 
Because intermediate nodes get all the required 
routing information from the packet header, they 
need not to know anything about its neighbours; 
hence they exchange no control packets. This issue 
is very interesting in highly dynamic environment 
[6]. 
 
Single stream trajectory  
                     In this first we consider the simple 
case where the packet has to be forwarded along a 
single stream trajectory which is defined as an 
ordered sequence of straight segments. Here, each 
node, upon a packet reception, sets a timer 
according to its position with respect to the 
trajectory and the transmitter: 

         
Tout =┌ (DT / DL) ………………… (1) 

 
                     Where DT is the distance between the 
node and the closest trajectory segment,DL is the 
distance from the last node that transmitted the 
packet, and ┌ is a constant which representing the 
time unit. If a node receives another copy of the 
packet before the timer expires, then the timer is 
stopped and the packet is deleted from the 

forwarding queue. Else, when the timer expires, the 
packet is processed by the Medium Access Control 
i.e. (MAC) layer for transmission. As a result of 
this, the packet is forwarded by the node with the 
minimum Tout, i.e. the node in the best position is 
far from the last the node and close to the trajectory. 

The information needed by SIFT and information 
carried in the packets header includes: the 
trajectory, the coordinates of the last node visited 
the packet source identifier, the packet sequence 
number, and the hops count. To avoid cycles, each 

node have to maintain a list of recently received 
packets (source ID and sequence number). 
                     SIFT can be implemented over any 
MAC i.e. multiple access control scheme, but its 

performance depends on the characteristics of the 
MAC scheme used for it. Note that this forwarding 
approach is quite robust against transmission error 
and collisions because of its correct operation, it is 
sufficient that one of the neighbour nodes receives 
the packet. Moreover, in the unlucky cases where 
no node successfully receives the packet, so the 
transmitting node can detect the problem and then 
retransmit the packet. Similarly to source routing, 
the overhead to code the trajectory depends on the 
number of segments. Before forwarding a packet, 
the forwarding node modifies the trajectory 
information by keeping only the segments not yet 
travelled [6]. 
Forwarding Strip 
Due to limited transmission ranges, the above 
procedure may enable more than one node to 
forward a packet. As shown in Fig.2 a packet 
transmitted by node A is first forwarded by node C 
(the node in the best position). Its transmission 
prevents node B and node D to forward the same 
packet, but not to the node E and node F that are out 
of reach from C. This situation may leads to 
generate duplicated packets which travelling in the 
network along "parallel" trajectories at a distance 
from the original trajectory at least equal to the 
transmission range. The trajectories, however, soon 
or later will merge again therefore limiting the 
waste of network resources due to duplicated packet 
transmissions. 

 
Fig 2: Forwarding Strip 

 
Figure.3 shows an example of such case: although 
C is pretty close to the trajectory and makes good 
progression towards the destination nodes D, B and 
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B’ are really close to the sending node A, but are 
situated in C’s better candidate zone[5]. 
 

 
Fig.3: SIFT forwarding with timer formula 

 

IV.PERFORMANCE EVALUATION 

    Here we used the network simulator NS-2 to 
analyze the performance of combined 
DREAM+SIFT in comparison with simple topology 
based routing protocol AODV on the basis of 
certain performance parameter such as energy, 
delay and packet loss. We perform the set of 
experiments for simulation area which is square of 
300m * 300m using NS-2.Vehicles are able to 
communicate with each other using the IEEE 
802.11 MAC layer. All the simulation result are 
taking by varying the number of nodes in the 
network from 10-50 nodes for the energy, delay and 
packet loss of the network in case of 
DREAM+SIFT and AODV.The simulation 
parameter settings are given in following table. 

TABLE I: Simulation Parameter Settings 

Parameters 
 

Values 

Simulator NS-2 
Area 300m*300m 

No. Of Nodes 10-50 
Packet size 1000 bytes 

Packet interval 0.07seconds 
MAC protocol IEEE 802.11 

Transmission Range 1.5 m 
Frequency 300 MHz 
Bandwidth 60 MHz 

 

RESULTS: 

 

Fig 4: Snapshot for 40 nodes network by using 
SIFT+DREAM protocol in NS-2 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 5: Energy vs. Number of nodes characteristics 

for network 
 
Energy of network is nothing but total number of 
packet transmitted per hop in terms of the joules. 
Here as shown in Fig 5, the energy of network is 
decreases as number of nodes are increases. In this, 
SIFT+DREAM having very less energy as 
compared to the AODV that means SIFT+DREAM 
is better than AODV routing protocol. 
Delay is calculated from first data packet to arrive 
at the destination node. Here as shown in Fig 6, the 
delay is increases as the number of nodes are 
increases in network. And SIFT+DREAM have 
very less delay as compared to AODV that means 
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SIFT+DREAM is performed better than AODV 
routing protocol. 
Packet loss is number of packets are loss over given 
simulation time of network. In a Fig 7, it shows that 
less number of packet are loosed in DREAM+SIFT 
than AODV.Therefore SIFT+DREAM performed 
better as compared to AODV in case of packet loss. 
 
 
 
 
 
 
 
 
 
 
 
Fig 6: Delay vs. Number of node characteristics for 

network 
 

 
 
Fig 7: Packet loss of network over given simulation 

time characteristics for network 
 

 
V.CONCLUSION 

    Classical adhoc routing schemes i.e. routing 
schemes by using topology based routing protocols 
do not perform well in VANETS because they 
require more energy and experiencing more delay 
than position based since they use more efficient 
routing techniques, like restricted or directional 
flooding. Trajectory-Based Forwarding (TBF) 

exploits this basic observation proposing a PB 
routing scheme and SIFT does not send any kind of 
control message, solving the problem of control 
overhead. Hence, this position based routing 
becomes a very suitable forwarding protocol for 
VANETS. 

REFERENCES 
[1] Ramadhan Mstafa, Abdalraouf 

Alarabe,Eman AbdelFattah ,Ammar Odeh, 
Muneer        Alshowkan, “ Analysis of 
Routing Protocols over  VANET ”2013 
ASEE Northeast Section ConferenceMarch 
14-16, 2013  

[2]  S.Sujatha, P. Soundeswari, “Comparative 
and Behavioral Study on VANET Routing 
Protocols” IOSR Journal of Computer 
Engineering (IOSRJCE) (Sep-Oct. 2012) 

[3] Manoj Kumar Singh,Anil Kumar 
Singh,Brajesh Kumar, “Survey and Analysis 
of DREAM Protocol in the Vehicular Ad-
Hoc Network” MIT International Journal of 
Computer Science & Information 
Technology, Vol. 2, No. 2, Aug. 2012, pp. 
(80-84) 

[4]  Manveen Singh Chadha, Rambir Joon, 
Sandeep”Simulation and Comparision of 
AODV,DSR and AOMDV Routing Protocol 
in MANETs” International Journal of Soft 
Computing and Engineering (IJSCE) ISSN: 
2231-2307, Volume-2, Issue-3, July 2012 

[5]  Huy Ngoc Dau and Houda Labiod, 
“Opportunistic Trajectory-based Routing for 
V2V Communications” 2011 IEEE 22nd 
international Symposium on personal, 
indoor and mobile radio communications. 

[6] A. Capone, I. Filippini, L. Fratta and L. 
Pizziniaco “Receiver Oriented Trajectory 
Based Forwarding” 2010 

[7] M. Bakhouya, N. Cottin, “Performance 
Evaluation of the Location-based Protocol 
DREAM for Large Mobile Ad hoc 
Networks”, 2008 ESRGroups France 

[8]  Miguel Garciadela Fuente & Houda Labiod 

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

103 International Journal of Multidisciplinary Educational Research



“Performance Analysis of Position-Based 
Routing Approaches in VANETS ” 
September19-21,2007  

[9] Fan Li and Yu Wang, “Routing in Vehicular 
Ad Hoc Networks: A Survey” IEEE 
VEHICULAR TECHNOLOGY 
MAGAZINE   JUNE 2007  

 

 

 
 
 
 

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

104 International Journal of Multidisciplinary Educational Research



 

Wireless Network Technology for Sea Water Cooling 
Tower: Design and Implementation 

 

Vivek Madhukar Koshti1 
Sr. Design Engineer - Instrumentation 
JACOBS Engineering India Pvt. Ltd. 

Navi Mumbai, INDIA. 
Vivekkoshti9@gmail.com  

Vishvesh Madhukar Koshti2 
Design Engineer – Instrumentation  

Tebodin Consulting, Engineering & Construction 
Muscat, OMAN. 

vishvesh7k@gmail.com  
 
 

 
Abstract— The advancement in the short-range wireless 
networking technology, offer an enormous opportunity for 
wireless connectivity of field devices in process plant and also in 
offsite and utilities. The prerequisite of a field network includes 
real-time support for mixed traffic, availability, security, 
reliability and scalability in a harsh industrial environment. The 
use of wireless technology in process monitoring and control 
allows for flexible information acquisition, independent of cables, 
from a variety of sources. This includes measurement points in 
the remote areas of the plant, as well the places where wiring 
installation is difficult or where the cables are liable to damage. 
This paper brief about wireless networking technology and 
furthermore it describes design and implementation of wireless 
network technology for Sea Water Cooling Tower.  

 

Keywords—Wireless Network Technology, IEEE 802.11, 
Programmable Logic Controller (PLC), Distributed Control System 
(DCS). 

I. INTRODUCTION  
Plant knowledge is essential for the process industry in 

order to improve process operations, productivity and on-site 
safety. Such knowledge can be enhanced by acquiring further 
information from the process. Knowledge management in 
effect involves sharing of information which has its own 
challenges including information acquisition, management, 
integration and dissemination of this knowledge. A significant 
part of the solution to these challenges in wireless technology, 
which holds enormous potential for providing cost-effective 
and proficient solutions for data acquisition and effective 
sharing of information across the facility [1]. 

 Global competition is driving the industry to continuously 
improve process operations, product quality, productivity, 
reliability and compliance with regulations. Wireless network 
can assist the process industry to gather more data from 
processes, predict maintenance of equipment, increase 
workforce efficiency through plant-wide network connectivity 
and provide low-cost connectivity solutions. Wireless 
technology is attractive as it eliminates the problem associated 
with wired networks. Key benefits of wireless technology are: 

• Profile the performance of wireless devices and systems as 
it related to metrics importance of production system 
applications. 

• Provides best practices for migrating to and maintaining 
wireless systems in process plant 

• Provides a platform for industry standardized testing and 
benchmarking of wireless devices and systems. 

• Provide an understanding of the implementation areas for 
wireless that will provide the highest return on investment. 

• Wear and tear free data transfer 

• Lower installation and maintenance cost 

 The use of wireless technology can assists the industry to 
become the limitations of wired networks and benefit from the 
mobility and design freedom it offers [2].  

 The rest of the paper is organised as follows. Section 2 
highlights about wireless in process automation and brief about 
wireless communication technologies, followed by hardware 
and software design of wireless network for sea water cooling 
tower in section 3. The paper concludes with a summary of key 
aspects of wireless network and benefits in section 4.  

 

 II. WIRELESS IN PROCESS AUTOMATION 
Process automation uses sensors which are distributed at 

various locations around the plant to collect the process data, 
which is further used for various tasks such as calculation of 
control action, simulation of different operation modes and data 
archiving. In short, the information collected is used to manage 
the plant. Automation is becoming increasingly important to 
process industries such as chemical, oil and gas, and 
pharmaceutical industries in both industrialised and developing 
countries. The motivation for applying process automation in 
industrialised countries is to enhance product quality, improve 
process safety and availability, and better resource utilisation; 
mass production is the incentive for developing countries. 
Wireless is predicted to be one of the fastest growing 
technologies in the area of process automation sector, and is 
expected to penetrate into process field devices [3]. 

Industrial automation systems comprise of various field 
devices and technologies working in synchronisation. These 
devices are responsible for a variety of functions related to 
instrumentation, control, supervision and operational 
management. Wireless technologies are often categorised 
based on the coverage they offer, which ranges from meters to 
several kilometers. The range requirement is application 
dependent, for instance the requirements for wireless coverage 
in process automation [4]. 
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Wireless Communication Technologies: Wireless 
technologies are often categorised based on the coverage they 
offer. Following is the brief overview of some of the wireless 
technologies: 
ZigBee: It is attractive for simple applications with low data 
rate, low power and low cost requirements. It offers diversity 
of channel selections over three bands: one in 868MHz 
(Europe); ten channels in 902-928MHz (USA) and sixteen 
available in the2.4GHz ISM band (Worldwide). It has low 
Quality-of-Service guarantee, it is not industrial grade, does not 
support determinism, and does not employ frequency hopping 
making it susceptible to interference. 
Bluetooth: Bluetooth operates in the 2.4GHz (ISM) band. 
Piconet is the basic unit of networking in Bluetooth; it is an ad-
hoc network with one master and up to seven active slave 
nodes Bluetooth uses FHSS to avoid interference by hopping to 
a new frequency 1600 times a second. Bluetooth is less 
favorable for process automation due to the complexity of its 
protocol, scalability problems and lack of flexibility in 
topology. 
UWB: Ultra-wideband technology is designed for applications 
which require a power-efficient, high bandwidth solution. 
UWB offers enormous bandwidth which makes it eligible to 
tackle multipath and jamming issues.  UWB technology has 
different frequency band allocation in Europe and USA along 
with two distinct and incompatible standards known as 
WiMedia and DS-UWB. There are still reservations related to 
the use of UWB technology as it has potential to interfere with 
many other users due to its wider spectrum. 
IEEE802.11a/b/g: The IEEE 802.11 family of wireless LAN 
(WLAN) standards is certainly predominant in the realm of 
WLAN technologies, and it has also been considered 
extensively in the context of wireless industrial 
communications. The IEEE 802.11 specification describes the 
characteristics of a WLAN. Compared to WPAN, they are 
relatively expensive, devices affiliated with a particular access 
point share the same bandwidth and the packets are dealt in the 
order received. Less focus has been paid to factors which are 
vital to the automation industry such as power, real-time data 
delivery, Quality of Service, reliability and scalability amongst 
others [5]. 

III. WIRELESS NETWORK FOR SEA WATER COOLING 
TOWER 

Sea water cooling tower system is basically a heat exchange 
system comprising a heat-generating plant (chiller condenser or 
heat exchanger), a heat-rejection plant (cooling tower or 
evaporative condenser) and interconnecting water recalculating 
pipe work and associated pumps, valves and controls. The 
Basic Control System allows the operation of the cooling tower 
in either the manual or automatic mode. Wireless networks 
generally gather analogue signals from transmitters like cold 
water temperature obtained from an operating cooling tower 
will vary with the heat load, air wet-bulb temperature, water 
flow rate and air flow rate, pH and conductivity analyzers etc. 
It also gathers digital signals from automatic operation starts, 
stops and/or changes speed of the cooling tower fan motor 
based on cold water temperature and pumps. 

 
Wireless Hardware Design:  Figure 1 shows the wireless 
control system architecture. The system consist of redundant 

Schneider Quantum PLC, panel mounted operator display, 
engineering work station, redundant radio modem and radio 
repeaters. PLC system was designed for transmission and 
control of signals from Sea Water Cooling Tower area to 
Honeywell DCS located in Satellite Rack Room (SRR) via 
wireless gateways, over a distance of 2 kilometers. PLC 
incorporates open system architecture, redundant processing 
system and mass storage devices. The system was designed as 
fault tolerant and fail safe for maximum reliability, safety and 
integrity while maintaining an availability of 99 % or better.  
Quantum PLC features 32 bit processor with 2 MB of internal 
RAM backed with internal battery. It is based on the 
“Active/Standby” redundancy principle with complete 
redundancy of the main processing. It covers all availability 
requirements when the purpose of the controller is to monitor 
an installation in continuous operation, signal incidents to a 
control station and transmit command instructions from the 
supervision manager to various locations on an extensive site. 
The Bus redundant architecture combines redundancy of the 
controller with “Active/Standby” type operation. Only the 
“Active” controller processes the application and generates the 
outputs. The “Standby” controller applies the outputs generated 
by the “Active” controller platforms and permanently 
diagnoses the “Active” controller. In the event of malfunction 
on the “Active” controller, the “Standby” controller takes 
control and then becomes “Active” controller. Optimum 
availability of the application is ensured by automatic or 
manual “Normal/Backup” changeover. The “Active” and 
“Standby” controller are physically and functionally identical, 
but their role is differentiated according to their status: “Active 
or Standby” [6]. 
 
                                                 Wireless 
                                                             Network 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
       Fiber Optic Cable 
 
 
 
 
 
 
                                Trunk Terminator 
 

Fig. 1 Wireless Control System Architecture 
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The system was designed with high grade components of 
proven quality and proper design of system electronics. A 
logic “1” signal considered to be normal state and logic “0” 
state on power failure or on component failure. Pop-up menu 
was configured in DCS operator workstation to capture any 
degradation of PLC. Remote configuration of set points was 
made possible from operator interface in SRR. The processor 
has a capacity to implement all the control functions required 
to implement the logic schemes. 
 
Communication Subsystem: The communication subsystem 
consists of communication processor with communication 
ports /adaptors and cables for communication with processor 
and I/O subsystem. On the failure of the device, the redundant 
device shall take over automatically without interrupting the 
system operation. Information about the failed device is 
displayed locally.  It is possible to manually switch-over the 
communication from main bus/device to redundant bus/device 
without interrupting the PLC function. The Modicon Quantum 
Ethernet TCP/IP module is used to make it possible for 
Quantum PLC to communicate with devices over an Ethernet 
network. The communication module is used to communicate 
with PLC engineering work station; panel mounted HMI & 
DCS located at SRR.  The PLC system located at cooling 
tower area was connected to redundant radio modems installed 
above cooling tower via Ethernet cables. Since the line of 
sight was not clear from PLC panel room to SRR, the wireless 
signal was repeated by redundant radio modems acting as 
signal repeater. From redundant radios at SRR the Ethernet 
cables was connected to firewall installed in SRR control 
room. RadioLinx 802.11g High Power Industrial Hotspot is a 
high speed wireless Ethernet radio, with PoE and serial 
encapsulation. It operates at speed up to 54 Mbps, using IEEE 
802.11g (2.4 GHz band) standard. CISCO-500 series firewall 
was used to maintain the secure and safe reliable operation of 
PLC system so that direct write access from DCS to all 
hardwired PLC points was not recommended [7]. 
 
Software Design: Unity Pro XL – V6 is the software platform 
for the PLC programming and monitoring for the various 
hardware platforms. Unity Pro has following functionalities:      
• Ease of configuration, including I/O configuration dialogs, 

a motion configuration tool and point-and-click methods 
of configuration. 

• Sophisticated data handling, using both standard and user-
defined structures, to provide the flexibility necessary for 
the application rather than forcing it to fit the particular 
memory structure as defined by the controller’s data table 
memory. 

• Easy-to-use I/O addressing methods. 
• A flexible easy-to-use function block diagram editor that 

allows you to program logic via function blocks. 
• Logical application organization using task, program and 

routine structures. 

• Diagnostic monitoring capability, including a status 
display of the current controller state, a program 
verification feature and robust data monitor.  

 
ProSoft Wireless Designer: ProSoft Wireless Designer 
simplifies the task of specifying a ProSoft Wireless installation, 
and provides a variety of views containing an accurate 
description of each site in a wireless network, including 
• Visual diagram of site layout 
• Location (latitude/longitude, based on GPS coordinates) 
• Radio type, frequency range, and country-specific channel 

and power requirements 
• Length, type and estimated signal loss for cables 
• Required accessories, including lightning protection, cable 

adaptors and antennas  
 

IV. CONCLUSION 
Wireless technology holds enormous potential for the 

process industry to meet their rising demands while 
maximizing potential at reduced cost with less constrained 
infrastructure. The requirements at field level are stringent 
compared to higher levels of the automation hierarchy; 
nevertheless they are achievable. It can be summarized that 
the short-range and low-power wireless communication 
technologies are safe foe process industries.  

The implementation of wireless technology for sea cooling 
tower project eliminated the restriction of traditional cable 
connectivity and allowed remote acquisition of process 
parameters in a more flexible and convenient way. Wireless 
Technology was seamlessly integrated with an existing, cable 
based DCS to further extend the breadth and depth of the 
process control network. 
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Abstract— A adaptive approach is needed in 
MANET as it is a dynamically re-configurable 
wireless network in which it has no fixed 
infrastructure thats why a optimized adaptive 
protocol needed  for working properly. A major 
design issue for an efficient and effective routing 
protocol for  MANETs is to achieve optimum 
values of performance parameters under 
network different scenarios where nodes are 
subjected to different types of mobility that 
dynamically change the network topology. 
Blindly retransmitting broadcast packets can 
lead to an explosive growth of traffic called the 
Flooding and looping problem that attenuates 
broadcast performance as a result of collisions 
and congestion. The Distribution-Adaptive 
Distance with Channel Quality (DADCQ) 
protocol performs better than several existing 
broadcast protocols by using distance method 
and adaptive decision threshold value. This 
paper introduces newly proposed DADCQ 
protocol in MANET. 
 
Keywords- MANET, DADCQ, Wireless 
multicast, Broadcast storm 

 
I. INTRODUCTION 
Connection of wireless mobile nodes which 

dynamically forming a temporary network without 
use of any centralized control or fixed network 
infrastructure called as Mobile Ad Hoc Network. 
While transmitting and receiving data Flooding and 
looping can occure.[3] Multicasting plays an 
important role in ad hoc networks when the 
applications must send the same data to more than 

one destination. While multicasting provides the 
bandwidth efficiency, reduced delays and high 
scalability, it constructed multicast trees primarily 
based on connectivity which may be unsatisfactory 
when QoS is considered. This is because of the lack 
of resources. QoS is more difficult to give the 
guarantee in ad hoc networks than in other type of 
networks, due to the wireless bandwidth is shared 
among adjacent nodes and the network topology 
changes as the nodes move [4]. 

Broadcasting is a fundamental operation in all 
kinds of networks; it may be used for discovering 
neighbors,  collecting global information, naming, 
addressing, and sometimes helping in multicasting 
[6]. Research in this area has demonstrated that 
blindly retransmitting broadcast packets (flooding) 
can lead to an explosive growth of traffic called the 
broadcast storm problem, that attenuates broadcast 
performance as a result of collisions and congestion 
[5].So there is need of some efficient adaptive 
protocols to solve broadcast storm problem. The 
proposed DADCQ protocol is adaptive which 
shows high efficiency while achieving desired 
reachability. Designing of the proper threshold 
value is key factor for efficiency and high 
reachability. Aggressive threshold value will give 
low coverage. but  more conservative value also 
causes low broadcast efficiency. For  best efficiency 
and reachability the optimal threshold value must be 
found [5]. An optimal value varies with spatial 
distribution pattern, node density, and wireless 
channel quality. The main objective of this work to 
demonstrate how threshold function that is adaptive 
to a wide range of various scenarios and achieves 
both efficiency and reachability. 
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II. RELATED WORK 
 
Multiple protocols are proposed to minimize the 

multicast  flooding and looping is called  broadcast 
storm. 

The double covered based scheme (DCB) is 
sensitive to the node’s mobility [1] Both double 
coverage mechanism increases the delivery ratio 
when the transmission error rate is high, but 
increasing the number of retries only slightly 
improves or even decreases the delivery ratio.[1], 
And also  when the node's mobility  increases the  
delivery ratio of the DCB drops significantly.  The 
reason is high mobility of nodes makes node  
neighbor  sets outdated  quickly.[7] DCB algorithm 
is applicable only to discover routes to the 
destination node, not for data delivery. And it does 
not discuss about route failures and their 
maintenances [11]. 

In the counter based scheme it approaches to 
reduce the number of rebroadcast at the expense of 
reachability. In contrast, messages are rebroadcast 
only when the number of copies of the message 
received at a node is less than a threshold value in 
counter-based schemes. This lead to better 
throughput and reachability, but suffer from 
relatively longer delay. [13] 

The location-based approach is not inherently 
handicapped by its lack of knowledge of 2-hop 
neighbors. With the advantage of a considerably 
reduced communication overhead, the location-
based broadcast protocols, when well designed, can 
perform as well as the graph- based ones on several 
important metrics. [15] 

 
III. REVIEW OF BROADCASTING SCHEMES 
 

Review of four representative schemes: 
location-based scheme , Double- Covered Broadcast 
protocol, counter-based scheme and DADCQ 
Protocol for minimizing broadcast storm problem. 
A. LOCATION BASED SCHEME 
 

In the location-based scheme, it is assumed 
that each host is equipped with a positioning device 
such as GPS. Thus, a receiver can accurately 
calculate the additional coverage that it can offer 
from the location(s) of the source(s) from which it 
heard the broadcast packet. A predefined threshold 
A is used to determine whether the receiving host 
should rebroadcast or not. Since more accurate 
information is used, the location-based scheme can 
achieve better performance in terms of both 
reachability and the amount of saving than the 
counter-based scheme [6]. Location-based scheme 
provides an on-demand approach to utilize location 
information-obtained using the global positioning 
system - to improve the performance of routing 
protocols for ad-hoc networks. This algorithm is 
identical to flooding with the modification that a 
node that is not in the request zone does not forward 
a route request to its neighbors, where the request 
zone is defined (implicitly or explicitly) by source 
node for the route request[11]. A node discards its 
retransmission if its position is inside the convex 
hull of the neighbors that transmitted the same 
message during its defer period [12]. The location-
based approach is not inherently handicapped by its 
lack of knowledge of 2-hop neighbors. While 
enjoying the advantage of a considerably reduced 
communication overhead, the location-based 
broadcast protocols, when well designed, can 
perform well[15]. 
 
B. DOUBLE-COVERED BROADCAST 
PROTOCOL 
 
A broadcast operation requires the packet  
disseminated to all nodes in the network. But the 
interference of the transmission of neighbors and 
the movement of the nodes may cause the failure of 
some nodes to receive the broadcast data packet. 
The broadcast efficiency can provide more chance 
for a node to successfully receive the packet. The 
double-covered broadcast algorithm uses following 
scheme :- When a sender broadcasts a packet, it 
selects a subset of I-hop neighbors as its forward 
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nodes to broadcast based on a greedy algorithm to 
find shortest path. The selected forward nodes 
satisfy two conditions: (a) They cover all the nodes 
within 2 hops of the sender. (b) The sender's 1-hop 
neighbors are either forward nodes or non-forward 
nodes but covered by at least two neighbors, once 
by the sender itself and once by one of the selected 
forward nodes. After receiving the broadcast data 
packet, each forward node save the  records of the 
that data packet and computes its forward nodes and 
re-broadcasts the data packet to a new sender node. 
As the acknowledgement of receiving the data 
packet, the retransmissions of the forward nodes are 
received by the sender. Receipt of the broadcast do 
not acknowledge by the non-forward 1-hop 
neighbors of the sender. To overhear the 
rebroadcasting from its forward nodes, the sender 
waits for a specified duration. If the sender fails to 
detect all its forward nodes retransmitting during 
this duration, it assumes that a transmission failure 
has occurred for this broadcast because of the 
transmission error or because the missed forward 
nodes are out of its transmission range. The packet 
will be re-send by the sender, until all forward 
nodes are retransmitted or the maximum number of 
retries is reached. The algorithm utilizes the method 
that the sender overhears the retransmission of the 
forward nodes to avoid the ACK implosion 
problem. The algorithm also guarantees that each 
node is covered by at least two transmissions so that 
it can avoid a single error due to the transmission 
collision. Moreover, the algorithm does not suffer 
the disadvantage of the receiver-initiated approach 
that needs a much longer delay to detect a missed 
packet[7]. The DCB algorithm selects a set of 
forwarding nodes that form a virtual backbone of 
the network. The forwarding nodes are selected in 
such a way that they balance the average 
retransmission redundancy for the delivery of a 
broadcast packet throughout the entire network. The 
scheme avoids the broadcast storm problem: Since 
only the forwarding nodes transmit the packet, the 
broadcast collision and congestion are both reduced. 
This scheme also avoids the ACK implosion 

problem: The retransmissions of forwarding nodes 
are also used as the ACKs to the sender so that no 
extra ACKs are needed. Overhearing of forwarding 
nodes failure’ relays will trigger the sender to 
retransmit the packet, for the packet loss can be 
recovered in a local region. Each non forwarding 
node is covered by at least two forwarding 
neighbors so that it can tolerate a single 
transmission error and its chance to receive the 
broadcast packet successfully is greatly increased 
even in a high transmission error rate environment. 
The algorithm does not suffer the disadvantage of 
the receiver-initiated approach that needs a much 
longer delay to detect a missed packet[1]. 

 
C. COUNTER BASED SCHEME 
 
A counter-based scheme is a simple and distributed 
approach that determines nodes' rebroadcast 
probability by the node density within area of 
transmission range. The approach operates as 
follows. When a node receives a new rebroadcast 
request, a Random Assessment Delay (RAD) is 
initiated before making the rebroadcast decision. To 
obtain the current neighborhood density, each node 
counts the number of duplicated rebroadcast 
requests received during the RAD period. After a 
node's RAD expires, the node rebroadcasts the 
request if its counter does not exceed the preset 
counter threshold; otherwise, the request is dropped 
[9]. When a host tries to rebroadcast a message, the 
rebroadcast message may be blocked by busy 
medium, back off procedure, and other queued 
messages. Always there is a chance for the host to 
hear the same message again and again from other 
rebroadcasting hosts before the host actually starts 
transmitting the message[2]. 
In the counter based scheme, a counter c that 
records the number of times a host has received the 
same broadcast packet is maintained by each host 
for each broadcast packet. When c reaches a 
predefined threshold C, we inhibit the host from 
rebroadcasting this packet because the benefit (the 
additional coverage) could be low. It was shown in 

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

110 International Journal of Multidisciplinary Educational Research



[2] that a threshold C of 3 or 4 can save many 
rebroadcasts in a dense network while achieving a 
reachability better or comparable to that of flooding. 
A larger threshold of C > 6 will provide less saving 
in a sparse network but behave almost like flooding 
[6]. 
Fixed counter-based broadcasting was used 
irrespective of node/network status; this causes loss 
of saved rebroadcasts and degree of 
Reachability[8]. 
 
D. DADCQ 

Distribution adaptive distance with channel 
quality (DADCQ) protocol is used  to design a 
statistical protocol, for high efficiency while 
achieving desired reachability. The aim is  the 
designing of the threshold value. The protocol will 
give low coverage  if the threshold value is too 
aggressive, and if it is too conservative, the 
broadcast efficiency will be low. The  optimal value 
of the threshold will  be found  that gives the best 
efficiency  and possible reachability. DADCQ  
protocol utilizes the distance method to select 
forwarding nodes. This protocol helps in achieving 
high reach-ability and low bandwidth consumption 
in urban and highway scenarios with varying node 
density and fading intensity. The primary 
contribution of this work is the proposed multihop 
broadcast protocol DADCQ. The DADCQ 
combines node density , local spatial distribution  
information and other factors with the distance 
method to select rebroadcasting nodes. 

The optimal value of the threshold function 
will varies with channel quality, node density, and 
distribution pattern. A main objective of this 
DADCQ protocol  is to demonstrate how to design 
a threshold function that is adaptive to a wide range 
of  these factors. This adaptive threshold function is 
then used in the proposed DADCQ protocol. 
 
DADCQ protocol: The primary contribution of this 
work is the proposed multihop broadcast protocol 
DADCQ. DADCQ combines information about 
local spatial distribution and other factors with the 

distance method heuristic to select rebroadcasting 
nodes. Less comprehensive supplemental 
information is used in previous broadcast protocols 
proposed for ad hoc that make use of the distance 
method. Here described a methodology for 
incorporating more information into the protocol. 
With the use of this extra information, the protocols 
make adaptive to more networking scenarios than 
many previous proposals. 
 
Adaptive threshold function design: It gives a 
novel design strategy for a decision threshold 
function. Threshold values are a critical component 
of many multihop broadcasting methods, such as 
stochastic broadcast (gossiping), the counter 
method, the distance method, and the location 
method [3]. The proposed design scheme builds a 
threshold function using three independent input 
variables chosen to allow the threshold to be 
adaptive to the environmental conditions of primary 
interest. All these variables calculate node density, 
the spatial distribution pattern of nearby nodes, and 
the wireless channel quality. The resulting threshold 
value of these three variables causes the protocol to 
operate efficiently across a broad range of 
scenarios. 
 
Quadrant method for spatial distribution 
characterization: The local node distribution 
pattern is  used to compute the rebroadcasting 
decision threshold in DADCQ. So the quadrant 
method of spatial statistics be used to characterize 
the spatial distribution of nodes for use in a 
multihop broadcast protocol. This contribution may 
be applicable in a wider context as well because 
distribution pattern may affect the behavior of many 
multihop broadcast methods. 

Fig 1 explains the different scenarios and 
need for different adaptive threshold value for each 
one of them. The random sets of node density are 
selected for MANET network. 
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Fig 1. Flowchart of DADCQ protocol 
 
Scenario 1 - If node density is small, and threshold 
value affects it differently. If threshold value is 
fixed then there are two possible outcomes. If 
threshold value is low then there will be high 
reachability, as then each node try to broadcast 
every possible node in the field, but if the fixed 
threshold value is high then the reachability will be 
compromised as each node will broadcast to limited 
number of nodes. So for small node density we need 
low threshold value. 
Scenario 2 - Considering node density is high and 
threshold value is fixed then if the threshold value is 
low, it will cause less efficient broadcast by creating 
broadcast storm problem. But if the threshold value 
is high, then the efficacy will be high and broadcast 
storm will be prevented. So for high node density 
we need high threshold value. 
Looking at these two scenarios, it's clear that we 
need an adaptive approach for variable node density 
and spatial distribution pattern, i.e change of 
threshold value based on above variables. Hence the 
adaptive approach of DADCQ protocol is used for 
MANET. 
 
 

CONCLUSION 
 

Managing MANET with efficient protocol is 
difficult task. Efficient broadcasting, reachability 
and quality of service invariably depend on adaptive 
threshold value for routing. This paper compares 
few broadcasting protocols with newest protocol 
introduced for multicast that is DADCQ, which 
delivers high reach-ability and low bandwidth 
consumption by adaptive approach for threshold 
value. 
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Abstract— In Mobile networks there are 
complex distributed systems that may also be 
part of a huge complex system. Due to this 
network and its resource constraint nodes, 
therefore there is a need to develop more 
security solutions. Sybil attacks are one of the 
security threats to such complex networks. A 
Sybil attacker can either create more than one 
identity on a single physical device in order to 
launch a coordinated attack on the network or 
can switch identities in order to weaken the 
detection process in the network. Also the 
secured data communication is one of the most 
important issues in mobile network. There are 
various schemes to detect Sybil identities with 
good accuracy in the presence of mobility. In 
this paper, a secure node identification 
algorithm is proposed to detect the Sybil nodes. 
The various factors affecting the detection 
accuracy such as network connections, packet 
transmission rates, node density, and node 
speed are also discussed. The proposed scheme 
can detect both join-and-leave and 
simultaneous Sybil attackers with a high 
degree of accuracy. Also the work includes 
issues related to variable transmit powers of 
nodes and masquerading attacks in the 
network. 

Keywords— Sybil Attack, identity based attack, 
distributed systems, Identity, transmission rates 

I INTRODUCTION 

Many systems vulnerable to sybil attacks. The 
idea behind this attack is that a single malicious 
identity can present multiple identities, and thus 

gain control over part of the whole network. And 
then, the attacker can abuse the protocol in any 
way possible. For instance he might gain 
responsibility for certain files and choose to 
pollute them. If the attacker can position his 
identities in a strategic way, the damage can be 
considerable. There might be possibility of an  
eclipse attack and slow down  complete network 
by redirecting all queries in a false direction. 
Possibly carefully configured reputation-based 
systems might be able to slow the attack down, 
but it will not work more duration. But, once the 
attacker has legally validated some amount of 
identities, he can validate the others. 
Many security mechanisms are based on specific 
assumptions of identity and are vulnerable to 
attacks when these assumptions are defiled. For e. 
g, impersonation is important consequence when 
authenticating credentials are stolen by a attacker. 
Another attack on identity occurs when important 
data for one identity are purposely shared by 
many users, for example to avoid paying twice for 
a same service. Such shared accounts are common 
in practice: friends exchange iTunes passwords to 
share purchased music; many community e.g 
BugMeNot.com that shares website registration 
passwords; and  translation of network address [4] 
Many devices allow multiple users to pay for a 
single IP address which is shared among with 
each other. 
Networks are susceptible to wide range of security 
attacks due to the multi-hop nature of the  medium 
used for translation. Wireless networks is more 
vulnerable  because nodes are generally deployed 
in a hostile or unsecured environment. Although 
there is not any standard layered architecture of 
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the communication protocol for wireless network, 
hence there is need to summarize the possible 
attacks and security solution in different layers 
with respect to ISO-OSI model as follows: 

 
TABLEI: possible attacks and security solution in 

different layers 
 

In this paper, we survey the impact of the Sybil 
attack [1], an attack against identity in which an 
individual entity masquerades as many 
simultaneous identities. The Sybil attack is a 
important problem in many systems, and it has so 
far trying to prevent a universally applicable 
solution. 
 

II THE SYBIL ATTACK 
The Sybil attack has appeared in many forms in 
both academic work and in the real world. It is a 
severe and pervasive problem in many areas. For 
example, it is possible to provide Internet polls by 
using many IP addresses to submit votes, to gain 
advantage in any results of a chain letter, and is a 
well-known and potentially major problem in 
real-world elections [2]. A Sybil attack is also 
used by companies that increase the Google Page 
Rank rating of the pages of their customers [4], 
and Ease of Use has been used to link particular 
search terms to unexpected results for political 
commentary [3]. Reputation systems are a 
common target for Sybil attacks [5] including 
real-world systems like eBay. 
 
Below is summarizing approaches that have been 
cited in the literature to protecting against or 
detecting the attack. Then review results that are 
specific to different applications vulnerable to the 
attack. 

III GENERAL APPROACHES 
Since in the analysis of the Sybil attack, some 
different approaches have been proposed to 
prevent or mitigate the attack. Approximately half 
of the published papers either suggest certification 
as a solution to the Sybil attack, following 

Douceur’s approach [6], or simply state the 
problem without giving a solution. The remaining 
papers use distinct Strategies. 
 

A. Trusted certification 
Douceur [6] has proven that trusted certification is 
the only approach that has the potential to 
completely eliminate Sybil attacks. Accordingly, 

it is cited as the most common solution. However, 
trusted certification relies on a centralized 
authority that must ensure each entity is assigned 
exactly one identity, having certificate. But 
Douceur offers no method of ensuring such 
uniqueness, and in practice it must be performed 
by a manual or in-person process. This may be 
costly or create a performance congestion in 
large-scale systems. Moreover, to be effective, the 
certifying authority must ensure that lost or stolen 
identities are discovered and revoked. If the 
performance and security implications can be 
solved, then this approach can eliminate the Sybil 
attack.[7] 
 

B. Resource testing 
The goal of resource testing is to attempt to 
determine if a number of identities possess fewer 

 
Layer 

 
Attack 

 
Security 

Approaches 
Physical 

Layer 
Denial of Service 

Tampering 
Priority Messages 

 
Data Link 

Layer 
Jamming 
Collision 
Traffic 

Manipulation 

Error Correcting 
Code Approaches, 

Use Spread 
Spectrum 
techniques 

Network 
Layer 

Sybil Attack 
Wormhole Attack, 
Sinkhole Attack, 

Flooding 

Authentication, 
Authorization, 

Identity certificate 
 

Transport 
Layer 

Resynchronization 
Packet injection 

Attack 

Packet 
Authentication 

Application 
Layer 

Aggregation 
based, reliability 

Attack 

Cryptography 
Approach 

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

115 International Journal of Multidisciplinary Educational Research



resources than would be expected if they were 
independent. These tests include checks for ability 
of computation, storage , and network bandwidth, 
as well as limited IP addresses. Cornelli et al. [18] 
and Freedman and Morris specifically propose 
testing for IP addresses in different domains or 
autonomous systems. Requiring heterogeneous IP 
addresses prevents some attacks but does not 
discourage others (such as zombie networks) and 
limits the usability of an application. In a type of 
resource test, Sybil Guard technique relies on 
limited availability of real-world friendship edges 
between nodes. However, the p2p application in 
use may have little intersection with the real-
world friends represented in the graph. These 
friendship relationships may also be expensive to 
construct since the proposal requires out-of-band 
key sharing and a stronger trust relationship than 
is typical in social networks. It instead requires 
procedures at least as onerous as the GPG key 
signing tree. These costs, however, are one-time 
only and can be amortized over time by honest or 
malicious users alike[9] 
 

C. Recurring costs and fees 
In a variation on resource testing, in several 
papers identities are periodically re-validated 
using resource tests. The approach limits the 
number of Sybil attacker with constrained 
resources can introduce in a period of time. 
However, as we noted above, in many 
applications very few Sybil identities are required 
for an effective attack. Additionally, 
computational power of network is tested. 
Computational power mostly involves a one-time 
cost (for example, the purchase of computing 
hardware), so an attacker could recover over time 
even a high initial cost of claiming a large number 
of identities [13] 
 

D. Group spreading 
 Awerbuch and Scheidler [5] suggest the use of 
Turing tests, to compile with recurring fees. 
Dragovic et al. require certification of all 

identities, but this is not trusted certification, but it 
is a way of doing identity  cost creation. Gatti et 
al.’s  are Secure  many Peer-to-Peer Networks are 
based upon an economic, game-theoretical 
approach to examine when attacks on this 
networks are cost-effective. In recent work, we 
showed that charging a recurring fee for each 
participating identity is quantitatively more 
effective as a disincentive against successful Sybil 
attacks than charging one-time fees. For many 
applications, recurring fees can incur a cost to the 
Sybil attack that increases linearly with the total 
number of identities participating; one-time fees 
incur only a constant cost.[14] 

 
E. Trusted devices 

In a defense related to trusted certification 
authorities, nodes in an application can be 
connected in some secure fashion to a specific 
hardware device. Analogous to any central 
authority handing out cryptographic certificates, 
there are no special methods of preventing an 
attacker from obtaining multiple devices other 
than manual intervention. The cost of acquiring 
multiple devices may be high, however.[15] [16] 

 
F. Radio resource testing 

This method was proposed by Newsome for 
detecting Sybil attack in sensor networks. This is 
based on the assumption that each physical entity 
has only one radio resource and is able to transmit 
or receive only on one channel. Entity cannot 
transmit or receive message on more than one 
channel simultaneously. This approach is difficult 
to meet in VANET due to high mobility and 
impossibility of the pre deployment of the shared 
information among Vehicles [8] 

 
G. Public key cryptography: 

Many Researchers proposed PKI to defend 
against this attack. Various algorithms are 
proposed by the researchers. In this method, 
central authority is responsible for giving 
certificates to each vehicle. Certificate contains 
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public key information, a set of physical attributes 
of a vehicle. The whole information is recorded 
by CA. Vehicular Public Key Infrastructure is 
very heavy to deploy due to the existence of large 
number of vehicles by different manufactures 
.[10] [11] [12] 
 

H. Signal strength based position verification 
scheme 

This scheme was proposed by Xiao [12] .This 
scheme take the advantage of VANET traffic 
pattern and Roadside base station. The basic idea 
of this scheme is to estimate a node’s position by 
analyzing its signal strength distribution and to 
verify whether its claim position is consistent with 
the estimated position. In this each node play 
three roles named as Claimer that broadcast 
beacon messages for the purpose of discovering 
its neighbors. Beacon messages contain node’s 
identity and its GPS position. Witness is the 
neighboring nodes with in signal range that save 
the corresponding information in their memory. 
Verifier verifies the claimed position of the 
vehicle by collecting information from its witness 
.It calculate mean square error between the 
estimated position and claimed position. If the 
estimated position is far different from the 
claimed position, it is Sybil node. Once the node 
is detected, the Sybil classification algorithm is 
performed to check other Sybil nodes generated 
by same attacker 
 
I.RSSI (received signal strength indication)  
Hybrid solution using a combination of two 
already proposed methods. According to this 
newly proposed method the total network will be 
dynamically divided into several subgroups, as 
more and more nodes will enter the network. Each 
subgroup will be under the super vision of a 
single node, a central authority. Each subgroup 
will also contain RSSI detector nodes but there 
are a few points of concern. Firstly if the adhoc 
network finally has n number of subnets then 
initially there must be at least n trusted nodes. 

Otherwise there is a chance that one of the 
certifiers become compromised, disrupting the 
entire group. Secondly if one of the detectors of a 
group is compromised there might be some 
trouble. The detector may send false RSSI 
readings, thus creating chaos in a group. [17] 
 

IV METHODOLOGY TO DETECT SYBIL 
ATTACK 

A. Working:  
A protocol should be implemented for providing 
the security using identifier of node, which is 
generated by using some secure algorithm. The 
security ensures the 
Correctness of data, nonrepudiation and 
authentication. The proposed protocol defends 
data tampered or altered routing, selective 
forwarding, sybil attacks. 
 
1. Attack Implementation 
In Sybil attack, a malicious node acts as a Sybil 
which can either create more than one identity on 
a single physical device in order to launch a 
coordinated attack on the network or can switch 
identities in order to weaken the detection process 
in the network It. In this kind of protocol the 
malicious node which acts as Sybil node disturb 
the working of network by constantly attacking 
target node.This kind of attack can permanently 
destroy the particular node by constantly attacking 
on it. 
 
2. Proposed Scheme: 
In Proposed scheme utilizes the signal strength 
and header identifier of each node in order to 
differentiate between the legitimate and Sybil 
identities. 
1) Demonstrate the entry and exit behavior of 
legitimate nodes and Sybil nodes 
2) Define a specific transmission range of packet 
that distinguish between the legitimate and Sybil 
identities based on nodes’ entry and exit behavior. 
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3) Analyze the performance of network before 
and after Sybil attack. And calculate throughput 
of the network after applying the novel algorithm 
to detect the attack and compare with previous 
one. 
 
The first step consists of identifying features that 
distinguish Sybil nodes from honest nodes. The 
second step entails of acquiring and analyzing a 
Sybil node, in which we search for behavioral 
attributes that may serve to identify them. This 
can be achieved using signal strengths of each 
node. In the data of each node. Third step, use the 
collected information to analyze the means and 
techniques used within Sybil’s. More specially, it 
is possible to identify Sybil’s, which in the fourth 
step; and try to decrease the impact of these 
attacks by either injecting commands or 
disrupting the communication channel, block the 
Sybil node completely. in last step calculating the 
performance of network after and before the 
attack. 
 
 

 
Figure 1: Flow chart of proposed plan 

B. Theoretical Analysis and Discussion 
 
1. Analysis 
a. Analysing Sybil attack in Mobile Network and 
its consequences. 

b) Simulating Sybil attack using different routing 
protocol 
c) Comparison of  Routing protocol to analyse 
which is more vulnerable to Sybil attack. 

 

2. Discussion 
 
Performance of the network is measured by 
considering following parameters 
a) Packet Delivery Fraction: The ratio of the data 
packets transported to the destinations to those 
generated by the constant bit rate (CBR) sources 
is known as Packet Delivery Fraction (PDF). 
b) Average End-to-End Delay: Average end-to-
end delay is all possible delays due to buffering 
during route discovery latency, queuing at the 
interface queue, retransmission delays at the 
MAC, and propagation and transfer times of data 
packets. 
c) Normalized Routing Load: Normalized Routing 
Load (NRL) is the number of routing packets 
transmitted per data packet delivered at the 
destination. Every hop-wise transmission of a 
routing packet is counted as one transmission. 
d) Average Energy Spent: Average energy spent 
by the sensor nodes in the network is one of the 
important metrics to evaluate energy efficiency of 
the proposed routing protocol. 

 
V CONCLUSIONS 

 
In This scheme, nodes share and manage 
identities of Sybil and non-Sybil nodes in 
distributed manner. The scheme can be applied to 
both scenarios of Sybil attacks, i.e., whether the 
new identities are created one after the other or 
simultaneously both the case this method is 
beneficial. This detection scheme can work as a 
standalone scheme, but could equally be deployed 
as an add-on to existing schemes, for example it 
could be incorporated into a reputation-based 
system, i.e., the detected Sybil identities from the 
MAC layer will be plugged into the reputation-
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based system on network layer proposed scheme 
does not use centralized trusted third party and 
also in social network sites where fake reviews 
are present to misleading the user.  
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Abstract— With the growth of 802.11 based wireless LANs 

higher data rates and greater system capacities have become 

prominent. Among the IEEE 802.11 standards, the 802.11a/g 

standard based on OFDM modulation scheme has been defined 

for high-speed and large-system-capacity challenges. This paper 

presents the PHY layer design and implementation results of 

OFDM transmitter customized for Wireless Local Area 

Networks based on IEEE 802.11 standard specifications. The 

algorithms that are used for transmitter implementation are 

firstly built up in MATLAB and the benchmark transceiver 

performance of system is observed with a Agilent SystemVUE 

OFDM simulator setup developed for this purpose. The 

performance of transmitter is verified by FPGA implementation, 

which supports the transmission rates from 6 to 54 Mbps, and is 

synthesized with a combination of Xilinx System Generator 

Toolbox for MATLAB Simulink environment and Xilinx 14.4 

ISE tool chain. The modulation technique and the Forward 

Error Coding (FEC) rate used at the transmitter are 

automatically adjusted by the desired bitrate as BPSK, QPSK, 

16QAM or 64QAM and 1/2, 2/3 or 3/4, respectively. The 

implementation of the transceiver prototype is done on Xilinx 

Virtex XCV6LX240T FPGA. The performance of the designed 

system is measured by performing a digital loop-back test under 

an AWGN channel and real time fading environments. Also the 

implementation is proved to be efficient as the total resources of 

FPGA utilized for this application are minimum to 4% in 

comparison to [2]. 

 

Keywords—WLAN,OFDM,Modulator,802.11a/g,Xilinx System 

Generator,Virtex FPGA,Agilent SystemVUE 

I.  INTRODUCTION  

 

Orthogonal Frequency Division Multiplexing (OFDM) could 

be tracked to 1950’s but it had become very popular at these 

days, allowing high speeds at wireless communications 

OFDM could be considered either a modulation or 

multiplexing technique, its hierarchy corresponds to the 

physical and medium access layer. The 802.11a/g wireless 

standard uses OFDM as the modulation scheme. OFDM 

provides efficient bandwidth utilization and robustness against 

time dispersive channels. A basic OFDM system consists of a 

QAM or PSK modulator/demodulator, a serial to parallel / 

parallel to serial converter, and an IFFT/FFT module. The 

iterative nature of the FFT and its computational order makes 

OFDM ideal for a dedicated architecture outside or parallel to 

the main processor.  

For the implementation of an OFDM device, much effort is 

required for the design of the digital baseband processing unit. 

Modern digital design is highly encouraging the use of Field-

Programmable Gate Arrays (FPGAs), especially during the 

prototyping phases. FPGA provide a flexible platform to 

accelerate performance critical functions in hardware and the 

user friendly reconfigurability options available allow better 

design-space exploration and performance tuning, during 

prototype implementation. The focus of this work is to 

validate the suitability of FPGAs using high level design tool 

to perform IF “Intermediate Frequency” processing to support 

SDR for the Std. IEEE 802.11a/g and also for the resource 

area and timing requirements either for rapid prototyping or to 

take advantage of re-configurability in order to be able to 

support different standards, where this work reports better 

results than the OFDM Demonstrator [1], [2]. 

 

OFDM Fundamentals 

 

OFDM is a special case of multi-carrier transmission, 

where a single data stream is transmitted over a number of 

lower rates sub-carriers. On classical frequency division 

multiplexing the total band is divided into N non-overlapping 

frequency channels, while on OFDM the band is divided into a 

number of overlapping frequency channels [9] but with 

orthogonal frequencies, the consequence is a better use of the 

available spectrum. Those orthogonal frequencies could be 

achieved by the IFFT. As described at Std. IEEE 802.11a [5] 

the OFDM Physical layer (PHY) transmitter blocks are: FEC 

Coder, Interleaving/Mapping, IFFT, Guard Interval (Cyclic 

Prefix), In Phase and Quadrature Modulation (IF) and finally 

the RF modulation. Those blocks as specified by IEEE 

802.11a are shown in Fig. 2. 

 

The Standard IEEE 802.11 

Standard 802.11 [8] also known as ISO/IEC DIS 8802- 11 

is part of a family of standards for local and metropolitan area 

networks Std IEEE 802. The standard IEEE 802.11 covers the 

Wireless LAN Medium Access Control and Physical Layer 

Specifications. 802.11a specifies OFDM as the multiplexing 

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

121 International Journal of Multidisciplinary Educational Research



and modulation technique for the wireless LANs supporting 

this standard, which covers the physical and medium access 

specifications. Some of the specified aspects of the standard 

are IFFT/FFT of 64 points where 48 of the subcarriers are 

used to carrier data from BPSK, QPSK, 16- QAM or 64-QAM 

alphabet; four pilot signals are added to the sub-carriers, for 

phase tracking, then the symbol is zero padded to complete the 

64 points after IFFT module 16 point cyclic prefix is added to 

have a complete OFDM symbol (80 points); the OFDM 

symbol’s period is 4µs, while an IFFT symbol duration is 

3.2µs, that is a rate of 4/5 which uses to be a health rate for 

OFDM systems [9]. At the following section is given a brief 

description of OFDM which is the one employed by 802.11, 

but not limited to this standard. [3] 

 
Fig.1 PPDU Frame Format 

 

As shown in Fig.1, IEEE802.11a transmission 

contains preamble data field and signal field. The first field of 

the PLCP header is called the preamble. The pre-amble 

consists of 12 symbols, which are used to synchronize the 

receiver. The second field is the signal field. The signal field is 

used to indicate the rate at which the OFDM symbols of the 

PSDU payload are transmitted. Data field data which is 

transmitted. 
 

II. DESIGN PARAMETERS & SYSTEM LEVEL DESCRIPTION 

A. The design parameters are summarized in the table 

below[3] 

 

 

B. Description of transmitter at block level 

 
The OFDM Physical layer (PHY) transmitter contains 

following blocks such as FEC Coder/decoder, 

Interleaving/deinterleaving, IFFT/FFT, Guard Interval (Cyclic 

Prefix) addition /GI Removal. 

 

 

Fig. 2 Block Diagram of OFDM Transmitter 

 

III. IMPLEMENTATION METHODOLOGY 

The algorithm of each block using Matlab Simulink is 
implemented by use of constructing block diagrams in Simulink. 
VHDL code is imported into Simulink via the Xilinx System 
Generator block set, which gives flexibility to design flow. 
Simulink and Xilinx System Generator create bit-true. The Xilinx 
Integrated Software environment (ISE) is used as the synthesizer 
in the design flow diagram. Model Sim is used to verify the 
hardware simulation of the blocks by using test vectors generated 
by System Generator or HDL test benches. Finally synthesis and 
performance results of the blocks are reported using ISE, and bit 
streams are generated to program the FPGA board.[12] 

Fig.7 Implementation methodology 

A. Design Flow 

 

Floating Point Modeling and Simulation using Agilent 
SystemVue,Channel Emulator(PXB),Mixed Signal Generator(MXG) 

Fixed Point Modeling and Simulation using MATLAB, Xilinx System 
Generator  

Generate, Compile and Synthesis VHDL code in Xilinx ISE Design 
Suite  

Generate bit file and download it to FPGA  

Table1. Design Parameters for OFDM PHY Transmitter 

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

122 International Journal of Multidisciplinary Educational Research



B. Implementation in SystemVUE 

The floating point model of the transmitter is built up in 

SystemVUE software and the output is up-converted to RF 

frequency of 5GHz.  The channel conditions are created in 

the Channel Emulator of the Agilent PXB and subsequent 

demodulation of the channel output is performed by using 

VSA software on (MXG) mixed signal generator. Finally 

BER and EVM(Error Vector Magnitude) analysis is done 

which forms the benchmark to be verified when 

implementing on hardware.  

Fig.8 OFDM Transmitter in SystemVUE 
 

Fig.9 Transmitter RF Spectrum  
 

C. Implementation in Xilinx System Generator 

 

The subsystems for the transmitter block are implemented in 

Xilinx System Generator and results are given as follows  

 

Fig.10 Bit Source subsystem Outputs 
 

 

 
 

Fig.11 Scramble and Encode subsystem showing convolutional encoder 

 

 

 
 

 

 
Fig.13 IFFT Subsystem Outputs 

Fig.12 Interleave and Modulate subsystem Outputs 
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Fig.14 Preamble addition and Final IQ Outputs 
 

 

 
Fig. 15 Final IQ outputs after preamble and guard addition 

 

 

Fig.16 Baseband Transmitter Spectrum obtained from FPGA 

 

Demodulation Results 

 

The IQ values obtained from the FPGA were fed to the OFDM 

simulator( channel emulator + signal analyser) setup via the RF 

link and subsequently demodulated to obtain the following results. 

 
Fig.18 Demodulated RF Spectrum 

 

Fig.19 Symbol Errors and EVM measurement 

 

The spectrum of the transmitter obtained by floating point 

model simulated on systemVUE and the spectrum obtained 

by FPGA implementation is verified and have the same 

characteristics at baseband level.  The demodulation 

reported an EVM of 29% rms and a bit rate of 52Mbps 

when 64QAM modulation is used in presence of rayleigh 

fading channel. 

 

E. Resource Utilisation Summary 

The system has been implemented on Virtex 6 FPGA 

XCV6LX240T.The following table gives the resource 

utilisation ratio for the entire system of OFDM transmitter 

and it shows that the implmnetation has been efficient as 

only 4% of the total resources have been utilised. 

 

 

 

 

 

 

 

 

 

 

 

 
Table 2. Resource utilisation summary in Virtex6 FPGA 
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Features Usage Available Utilisation 

Ratio 

Slices 1566 37,680 4.15% 

FFs 447 301440  0% 

BRAMs 10 3770 0% 

LUTs 2526 150720  1.67% 

Mult/DSP48s 2 768 0% 

IOBs 432 32756 0% 

TBUFs 0 20 0% 

Total   4.1% 

 

Fig.17 IQ Constellation measurement 
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CONCLUSION 

An OFDM prototype for the transmitter of IEEE 802.11a/g 

standard has been designed and simulated.The floating point 

model of the transmitter is built up in SystemVUE software 

and a benchmark transceiver performance is obtained which 

is verified by FPGA implementation. The transmitter 

supports the transmission rates from 6 to 54 Mbps, and is 

synthesised with a combination of Xilinx System Generator 

Toolbox for MATLAB Simulink environment and Xilinx 

14.4 ISE tool chain. The synthesis results using Virtex 

XCV6LX240T shows that the FPGA platform gives 

flexibility when combining with other blocks, changing the 

design and adding new algorithms. The results also prove 

that the device utilisation ratio is minimum to 4% in 

comparison to [2] leading to reduction in cost when used for 

practical applications. 
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Fig.20 Top Level OFDM Transmitter System with the Hardware Co Simulation 

Block 
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Abstract 

 
In MANET research, AODV is a most 

widely discussed protocol. Its performance is 
appreciated in the several literature articles. 
Nevertheless the performance analysis of the 
majority of the routing protocols in the 
literature have not employed Taguchi method. 
Since this method can optimize the solution of 
the problem in general  and in particular any 
routing protocol performance such as AODV, it 
is a novel idea to apply this statistical approach. 
In this research work Taguchi method is 
introduced to evaluate the performance of 
AODV protocol . The AODV performance  is 
investigated based on throughput and end-to-
end delay metrics taking different six factors 
namely terrain, network size, pause-time, node 
speed, number of sources and transmission 
rates. The results are evaluated using 
Taguchi’s statistical method for two levels of 
six factors. The best combination of factors is 
derived to get maximum throughput and less 
end-to-end delay. Taguchi’s quality loss 
function is applied to get multi-response 
optimization which can indicate the best 
combination for both the results. The optimal 
factors are defined by ANOVA (analysis of 
variance) and ANOM (analysis of means).   
 
Keywords: Taguchi design of experiment, 
performance metric, AODV routing protocol, ad 
hoc network. 

I. INTRODUCTION 
 
In MANET, routing is a major challenging 

and critical issue because of the inherent 

characteristics of the network such as  
infrastructure less network,  freely moving 
nodes, dynamic topology, battery energy of the 
nodes and varieties of applications along with 
end user increased expectations [2]. In basic 
MANET nodes are not cognitive, hence 
transmission power in general is assumed to be 
constant where as physical distance between any 
two nodes eventually varies as nodes are allowed 
to move freely. The movement of nodes may 
lead to path state to become invalid over the 
time. Therefore it is highly essential for any 
routing protocol to maintain and dynamically 
update the routing information along with the 
state of nodes, 
 load conditions of the network. In general 
routing information and its state is maintained by 
the protocol which works in three phases 
namely, a route discovery, a route error 
correction, and route maintenance. The brief 
working of reactive AODV protocol is presented 
in the subsection below. 

 
       In AODV the packets traverse on 
bidirectional links from source to destination. 
The  source  generates the RREQ packet on 
demand and sends to the neighbor nodes 
requesting for the destination node. The 
neighbor nodes forward the RREQ packet 
further to its neighbors until RREQ received by 
destination. Once the destination receives the 
RREQ packet it generates the RREP packet and 
forwards back to the source through the 
neighbors [3]. Once the  RREP packet reaches 
the source, it creates the forward table based on 
the RREP packet value. The source  starts 
sending data packets to destination on the 
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shortest path computed and selected. The major 
difference between AODV and other reactive 
routing protocols is that AODV uses destination 
sequence number (DestSeqNum) to determine 
the up-to-date  
path to the destination [2][3]. A node updates its 
path information only if the DestSeqNum of the 
current packet received is greater than the last 
DestSeqNum stored at the node. Whenever a 
link failure occurs the connect neighbor node 
will generate the RERR packet and forwards to 
source node and source node will update this in 
table  and selects other shortest path to 
destination. AODV offers quick adaptation to 
dynamic link conditions, low processing and 
memory overhead, low memory utilization, and 
determines unicast routes to destinations within 
ad hoc network [3]. 
 

The Taguchi method developed by Dr. 
Genichi Taguchi of Japan involves reducing the 
variation in a process through robust design of 
experiments. The overall objective of the method 
is to produce high quality product at low cost to 
the manufacturer. Taguchi developed a method 
for designing experiments to investigate how 
different parameters can influence  the mean and 
variance of a process performance characteristic 
that defines how well the process is functioning 
[10]. 

 
Performance of most of the routing protocols 

have been evaluated and compared through 
simulation studies. To improve the performance, 
it is required to quantify the factors that affect 
the performance of the protocol. The 
performance of any protocol is analyzed through 
various performance metrics under different 
influential factors. Such metrics can be either 
quantitative or qualitative [8]. Qualitative 
metrics are those whose desirable attributes 
make them efficient for use in ad hoc wireless 
environment. These may include loop freedom, 
security, unidirectional link support and 

demand-based operation in case energy 
consumption is a major issue and many more. 
Quantitative metrics include statistical data 
which provide the tools to assess the 
performance of the routing protocols e.g. packet 
delivery ratio, throughput, average end-to-end 
delay, routing overhead, jitter, packet drop 
fraction etc. In this investigation, quantitative 
metrics are used to analyze the protocol 
performance. The objective  of the work  is to 
analyse the  single-response performance of 
AODV routing protocol using Taguchi 
approach. The approach is based on the concept 
of statistical design of experiment which refers 
to the process of planning an experiment by 
collecting  and analyzing data  using statistical 
methods. The analysis of variance (ANOVA) of 
signal-to-noise ratio is used to determine the best 
factor [9]. 

 
Taguchi Technique 

 
In Taguchi technique, simultaneously many 

factors and the  combination of best factor can 
be determined  which give the best performing 
product or process under study. The Taguchi 
experimental design uses orthogonal array to 
organize the parameters affecting the process 
and the levels at which they should be varies [1]. 
The Taguchi technique test only part of the 
combinations but in factorial design we have to 
test all the combinations. 

The each column of the orthogonal array 
designates a parameter and its setting levels in 
each experiment and each row designates an 
experiment with the level of different parameters 
in that experiment. The SNR is used to measure 
the performance metrics as well as the 
significant parameters through ANOVA. The 
objective functions are classifies into three main 
categories such as the-smaller-the-better, the-
larger-the-better and nominal-the-best [1][4]. 
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The Taguchi technique (TT) is a systematic  
design and analysis of experiments for the 
optimal engineering of the product design or 
process quality. TT finds its applications in 
industry to optimize a single performance 
metric. Handling multiple performance metrics 
is much more complicated because optimization 
of the multiple performance metrics is concerned 
with optimizing a vector of objectives [4]. For 
the routing process in AODV protocol, 
throughput is a higher-the-better performance 
metric. However, end-to-end delay is a lower-
the-better performance metric. As a result, an 
improvement of one performance metric may 
require a degradation of another performance 
metric. A single setting of factors may be best 
for the throughput but the same setting may not 
yield best results for the end-to-end-delay [1]. In 
material science and engineering, application of 
TT  has resulted in optimization of several 
problems [5].  In this study , the orthogonal array 
with the quality loss function approach is used to 
investigate the multiple performance metrics in 
the AODV routing process [1]. 
 

The rest of the paper is organized as follows. 
Section 2 presents the literature survey. Section 
3 discusses  the working of AODV  in detail. 
Section 4  explains the experimental design 
based on Taguchi DOE and Computer 
simulation, Data analysis using ANOVA and 
ANOM are discussed in Section 5. Section 6 
concludes  the paper. 

 
II. LITERATURE SURVEY 
 

The Taguchi technique is used in the 
many applications to get the optimized 
combination of factors where required efficient 
output can be gained based on larger-the-batter, 
smaller-the-better and nominal-the-best. Taguchi 
method is used in the optimisation of filament 
winding of thermoplastic composites [5]. The 
purpose of using Taguchi method is to find the 

optimum parameters to produce Twintex tubes 
by filament winding. The experiment conducted 
with the Taguchi method has demonstrated that 
the fibres temperature is very important [5]. 
Taguchi method is used to quantify the main 
effects of six influential factors (terrain, network 
size, node speed, pause time, number of sources 
and transmission rates) on two performance 
metrics (throughput and end-to-end delay) for 
DSR routing protocol in Manets [1]. Based on 
ANOM and ANOVA, the best factor 
combinations for the throughput and end-to-end 
delay were derived and parameter or factors 
which influence more for throughput and end-to-
end delay are derived [1]. In the multiple 
performance metrics, throughput and end-to-end 
delay were simultaneously considered and the 
factor levels combination is derived [1]. The 
Taguchi method combined with the grey 
relational analysis have been employed to 
determine the optimal factor combinations, as 
well as their significance [6]. The Taguchi- grey 
relational analysis in determining the optimum 
parameter with multiple performance metrics in 
MANETs [6]. The effects of six factors have 
been evaluated and quantified simultaneously 
using the combination of taguchi experimental 
design and Grey Relational analysis (GRA) with 
regards to three performance metrics 
(throughput, routing overhead and the number of 
packet drop) for DSR routing protocol in 
MANETs [6]. A simplified model based on 
Taguchi’s quality loss function approach is used 
to determine the optimal combination factors for 
simultaneously minimizing packet loss and 
routing overhead during message delivery 
process from source node to destination node 
using DSR routing protocol [7].  
 

III. AODV ROUTING PROTOCOL 
AODV is a state-of-the-art source-initiated 

routing protocol that espouses a purely reactive 
strategy. It sets up a route on-demand at the start 
of a communication session, and uses till it 
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breaks, after which a new route setup is initiated. 
AODV adopts a very different type of 
mechanism to maintain routing information. It 
uses traditional routing tables, one entry per 
destination [3]. AODV routing protocol is 
basically one of the flat routing or uniform 
routing algorithms rather we can say it is a well-
studied-non-position [4] routing protocol. This 
protocol is basically used the simple flooding 
technique. AODV relies on the routing table 
entries to propagate route reply back to the 
source and subsequently to route data packets to 
the destination. This protocol uses sequence 
numbers which is maintained at each destination 
to prevent routing loops and to define the 
newness of routing information in the table. 
Regarding utilization of individual routing table 
entries AODV has important features which is 
hop-by-hop routing maintenance of timer based 
states in each intermediate node. 

AODV [2] protocols are different from 
traditional proactive protocols since in proactive 
the routing mechanism is based on periodic 
updates this leads to high routing overhead. The 
key goal for designing this protocol is to reduce 
overhead. For example when number of traffic 
session is much lower than the number of nodes, 
overhead reduces obviously. IN AODV no 
routing structure is created prior. The route 
discovery process of AODV consists of two key 
methods. First one it is source routing. Second 
one is backward learning. Since this protocol 
uses the concept of periodic updates it is 
adaptive to network dynamics. 
 

Source initiated means source floods the 
network with a route request packet when a 
route is required to a destination. The flooding is 
propagated outwards from the source. The 
flooding transmits the request only once. On 
receiving the request from the source node the 
destination replies to the request if it has the 
valid path. Reply from destination uses reversed 
path of route request. Since route reply is 

forwarded via the reverse path which forms 
forward path. Thus it uses forward paths to route 
data packets. AODV protocol uses hop-by-hop 
routing. That is each node forwards the request 
only once. In the mean while unused paths 
expire based on timer. 
 

AODV uses the concept of optimization that 
is any intermediate nodes can reply to route 
request if it has valid path which makes the 
protocol to work faster. But the major problem 
with optimization causes loops in presence of 
link failure. Each node maintains sequence 
number. It acts as a timestamp. The most 
interesting feature of sequence number is, it 
signifies the freshness of the route. When a node 
maintains high sequence number makes it up to 
date in the routing. In AODV path maintenance 
is based on Route Error (RERR) message. 
 

IV. Experimental Design and Computer 
Simulation 

The purpose of this paper is to use the 
Taguchi technique to find the best parameters so 
that both the average and the variation of 
performance metrics can be reduced. The 
parameters that influence the performance 
metrics are determined by literature study. In 
practice, numerous factors may impact the 
performance metrics. Using statistical design of 
experiment strategy and Taguchi design, we 
determine the impact only of six factors, while 
holding other factors constant. 

 
Table 1: Experimental Parameters and 

Their Levels 
Label Factors Level 1 Level 2 

A Terrain size 500m x 
500m 

1000m x 
1000m 

B Network size 50 nodes 100 nodes 
C Node Speed 10 m/s 50 m/s 
D Pause Time 20 s 120 s 
E Number of 

sources 
4 24 

F Transmission 
rates 

2 8 
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 Table 1 shows the parameters examined 
in this study. Each factor is examined at two 
different factor levels a low level -1 and a high 
level – 2. According to the number of parameters 
and their levels, a L8(27) orthogonal array is the 
most suitable array for the current investigation 
[8]. 
 

Table 2: Experimental Layout Using L8 
Orthogonal Array 

Design 
Point 

Level of Factors 

 A B C D E F 
1 1 1 1 1 1 1 
2 1 1 1 2 2 2 
3 1 2 2 1 1 2 
4 1 2 2 2 2 1 
5 2 1 2 1 2 1 
6 2 1 2 2 1 2 
7 2 2 1 1 2 2 
8 2 2 1 2 1 1 

 
 The experimental layout for the 
parameters using the L8 OA is shown in table 2. 
Each combination of parameter levels is called 
design point. Each design point corresponds to a 
simulation scenario, which is replicated three 
times in out experiments. As the simulation 
experiments are finished, the throughput and the 
end-to-end delay are computed as performance 
metrics. 
 The ns-2 simulator was used to simulate 
MANET environment. All simulations were 
performed on an Intel Pentium dual core 
processor at 2.30 GHz, 1 GB RAM running in 
Linux Fedora 8. Each simulation was executed 
for 500 seconds. The radio transmission range of 
each node is 100 metres. The simulation will run 
using movement patterns generated for 2 
different pause times: 20 and 120 seconds and 2 
different speeds: 10 and 50 metre/seconds. 
Constant Bit Rate (CBR) traffic generators will 
be used as sources to run the simulation. 

V.  Data Analysis 
 

Based on the literature study, the 
research chose two performance metrics and six 
influential parameters with two levels and 
adopted a L8(27) OA to proceed with the 
experiment. The experiment data are shown in 
Table 3. 

Table 3: Experimental Results 
Des
ign 
Poi
nt 

Throughput Average end-to-
end delay 

1 180.
90 

181.
02 

180.
95 

49.8
616 

48.9
514 

49.4
342 

2 112
1.89 

112
4.23 

112
1.79 

149.
69 

148.
12 

149.
81 

3 449.
20 

450.
12 

448.
97 

29.5
902 

29.9
104 

28.1
291 

4 392.
12 

392.
97 

392.
73 

213.
513 

214.
137 

213.
874 

5 259.
74 

259.
12 

258.
94 

63.9
677 

63.4
745 

63.0
129 

6 593.
11 

593.
92 

592.
97 

289.
15 

288.
54 

289.
95 

7 628.
47 

629.
01 

628.
94 

100.
269 

99.9
8 

100.
101 

8 199.
33 

198.
98 

199.
85 

370.
566 

370.
987 

370.
456 

 
When a single performance metric is considered, 
traditional Taguchi method can be employed to 
obtain the best parameter level combination. The 
SNR is used to represent the performance metric 
and largest SNR is required. The analysis of 
means (ANOM) was carried out to determine the 
effects of parameter. 
 A larger Throughput is normally required 
in transmitting data packet process. Therefore, 
the-larger-the better methodology of SNR was 
employed for optimization of Throughput. The 
SNR for each performance metric of the eight 
experimental runs are listed in Table 4. 
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Table 4: SNR Values for Throughput and End-
to-End Delay 

Design Point Throughput End-to-end 
delay 

1 45.1515 -33.8776 
2 61.0048 -43.4759 
3 53.0532 -29.3137 
4 51.8791 -46.6018 
5 48.2749 -36.0536 
6 55.4660 -49.2244 
7 55.9703 -40.0101 
8 45.9939 -51.3797 

 
The effect of each parameter on the SNR 

at different levels can be separated out since the 
experimental design is orthogonal. To obtain the 
effect of each parameter on each performance 
metric for each level, the SNR with same level 
of parameter are average for the eight 
experiments. 
The SNR formula for the-larger-the better is 

SNR= -10 * log10[sum(1/yi
2)/n] 

The SNR formula for the-smaller-the best is 
SNR=-10 * log10[sum(yi

2)/n] 
The Response table of SNR for the throughput is 
summarized and listed in Table 5. 

Table 5: Response Table for Throughput 
Parameter Mean SNR |L2 – 

L1| 
Rank 

Level 
1 

Level 
2 

A 52.77 51.43 1.35 4 
B 52.47 51.72 0.75 5 
C 52.03 52.17 0.14 6 
D 50.61 53.59 2.97 3 
E 49.92 54.28 4.37 2 
F 47.82 56.37 8.55 1 

 
The maximum SNR of Parameter A – F is at A1, 

B1, C2, D2, E2, and F2, respectively. As a result, 
the parameter level combination A1B1C2D2E2F2 
was recommended. 
 

The results of ANOVA for the SNR of the 
Throughput are shown in Table 6. 

Table 6: Analysis of Variance for Throughput 
Parameter df SEQ SS Adj MS F P(%) 

A 1 3.623 3.623 1475.43 1.75 

B 1 1.125 1.125 458.34 0.54 
C 1 0.038 0.038 15.55 0.02 

D 1 17.683 17.683 7201.54 8.55 

E 1 38.127 38.127 15527.51 18.44 
F 1 146.161 146.161 59526.00 70.69 

Error 1 0.002 0.002  0.01 

Total 7 206.759   100 

 
 It can be seen that the contribution of factor F to 
the throughput was the largest (70.69%). The 
transmission rate (factor F) was the most 
important factor to the throughput followed by 
the number of sources (factor E). 

The same analysis procedure is applied 
to optimize the End-to-end Delay. The response 
table of SNR for the end-to-end delay is listed in 
Table 7. 

Table 7: Response Table for End-to-End 
delay 

Parameter Mean SNR |L2 – 
L1| 

Rank 
Level 1 Level 2 

A -38.32 -44.17 5.85 2 
B -40.66 -41.83 1.17 5 
C -42.19 -40.30 1.89 3 
D -34.81 -47.67 12.86 1 
E -40.95 -41.54 0.59 6 
F -41.98 -40.51 1.47 4 

 
The levels that gave the largest average response 
were selected from response table. The 
parameter level combination A1B1C2D1E1F2 was 
recommended. 

The result of ANOVA in Table 8 shows 
that the number of sources (factor E), 84.36% 
was the most important that effect performance 
end-to-end delay. 
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Table 8: Analysis of Variance for End-to-End 
Delay 

Parameter df SEQ 
SS 

Adj MS F P(%) 

A 1 35.96 35.96 9.79 4.11 
B 1 0.64 0.64 0.17 0.39 
C 1 13.334 13.334 3.63 1.23 
D 1 0.161 0.161 0.04 0.45 
E 1 667.059 667.059 181.7 84.36 
F 1 65.561 65.561 17.86 7.87 

Error 1 3.671 3.671  1.60 
Total 7 786.387   100 

 
It was found that the optimal parameter 

levels or the most important parameter for one 
performance metric was usually different from 
that for another performance metric. There is a 
great inconsistency between the two optimal 
solutions i.e. for Throughput (A1B1C2D2E2F2) 
and for End-to-End Delay (A1B1C2D1E1F2), so 
the traditional Taguchi technique is not suitable 
for the problem with multiple performance 
metrics. 

 
The Taguchi’s quality loss function 

concept has been employed in this study to deal 
with multi-performance metrics. First, the 
quality loss function for the performance metrics 
were calculated using, 
The-larger-the-better: Lij = 1/r∑(1/y2

ijk)  
Lij=(1/y2

ij)        (1) 
 
The-smaller-the better: Lij=1/r∑y2

ijk  Lij=y2
ij             

(2) 
 
Where yij is the reponse for ith performance 
metric in the jth experimental run and r is the 
number of repetition for each design point. As 
each metric has different units of measurement, 
the quality loss function should be normalized 
by using, 
 
             Nij= (Lij/Li*)                            (3) 

Where Li* is the maximum loss function of ith 
performance metric due to n design point. A 
weighting method is used to combine the two or 
more normalized loss function, that is: 
 
                TLj=∑wiNij                              (4) 
 
Where wi is a scalar weighting factor for ith 
performance metric. In the weighting method of 
computing total quality loss function, it is 
required to assign proper weighting factors to 
each of the normalized quality loss function. The 
purpose of weight is to express the importance 
of each metric relative to other metrics. The 
association of weights in multiple performance 
metric problems is a critical stage in the whole 
decision making process [11]. There is no one 
standard method in determining a metric weight 
although many methods have been developed as 
author in [12] discussed which includes 
assigning weight based on standard deviation, 
correlation matrix and method CRITIC. In this 
paper, weight based on standard deviation (SD) 
is used. 
 
SD weights are derived by using Equation 
 
                 Wi= (1/ i)/(∑(1/ k)            (5) 
 
The total loss function for multi-performance 
metrics optimization is further transformed into 
a multi-response signal-to-noise ratio (MSNR). 
The MSNR  in the jth experimental run can be 
expressed as  
 
 j= -10log(TLj)                        (6) 
 
Table 9 shows the values of loss function, 
normalized loss function, total normalized loss 
function and corresponding multi-response 
signal-to-noise ratio for each design point. The 
weighting factors for throughput and end-to-end 
delay are 0.49 and 0.51, respectively, which is 
calculated using equation (8). The analysis of 
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means (ANOM) was carried out to determine the 
effect of factors. The MSNR for each parameter 
level is determined by averaging the MSNR 
obtained when parameter is maintained at that 
level. The response table and ANOVA for 
MSNR are listed in Table 10 and 11, 
respectively. 

 
Table 9: Tabulation of Computed Values of 

Multi-Performance 
Desi
gn 

Poin
t 

Loss function Normalized 
loss 

function 

TL MSNR 

L1j L2j N1j N2j 

1 3.05E-5 2442.05 0.99 0.99 0.99 8.68E-4 
2 7.93E-7 22263.21 0.99 0.99 0.99 8.68E-4 
3 4.95E-6 853.63 0.99 0.99 0.99 8.68E-4 
4 6.48E-6 45726.18 0.99 0.99 0.99 8.68E-4 
5 1.48E-5 4029.86 0.99 0.99 0.99 8.68E-4 
6 2.84E-6 83644.68 0.99 0.99 0.99 8.68E-4 
7 2.52E-6 10016.68 0.98 0.99 0.99 3.04E-3 
8 2.51E-5 137391.35 0.99 0.99 0.99 8.68E-4 

 
 

Table 10: Response Table for MSNR 
Parameters Level 1 Level 2 |L1 – L2| Rank 

A 9.81 4.78 5.03 3 
B 5.12 11.19 6.07 2 
C 3.67 10.45 6.78 1 
D 5.89 8.37 2.48 4 
E 8.31 9.41 1.1 5 
F 7.31 8.01 0.7 6 

 
Table 11: Analysis of Variance for MSNR 

Factor df SS F P (%) 
A 1 41.12 16.010 22.04 
B 1 29.38 10.984 15.29 
C 1 87.18 27.01 48.51 
D 1 12.89 4.934 5.81 
E 1 0.455 0.090 0 
F 1 0.183 0.069 0 

Error 1 2.772  8.35 
Total 7 173.98  100 

 
It can be seen that when multiple performance 
metrics were considered, A1B2C2D2E2F2 was 
recommended and network size (factor C) was 
the most important parameter. The contribution 
from network size was 48.51%. In addition, the 
recommended parameter level combination was 

different from the combination when the single 
performance metric is considered. This clearly 
indicates the difference between single 
performance metric and multi-performance 
metrics. 
VI. Conclusions 
 
A great number of previous studies for 
performance evaluations of AODV routing 
protocols in MANET mainly focus on one-
factor-at-a-time approach. In this paper, we 
evaluate and quantify the effects of six factors 
(terrain, network size, pause-time, node speed, 
number of sources and transmission rates) 
simultaneously using taguchi experimental 
design with regards to two performance metrics 
(Throughput and end-to-end delay). The 
simulation data was analysed for single metric 
and multiple metrics. The results are 
summarized as follows: 
 

1. Based on ANOM and ANOVA, the best 
factor combinations for the throughput 
A1B1C2D2E2F2 and end-to-end delay 
A1B1C2D1E1F2 were recommended. The 
transmission rate (70.69%) is the most 
important parameter contributes to the 
performance of throughput, while the 
number of sources (84.36%) was the 
most important parameter contributes to 
the performance of end-to-end delay. 

 
2. In the multiple performance metrics, 

throughput and end-to-end delay were 
simultaneously considered. The factor 
levels combination A1B2C2D2E2F2 was 
recommended and network size was the 
most important factor contributes to the 
performance. 
 

It is important to note that, our results and 
conclusions are based upon the parameter levels 
used in this design and may vary, if different 
factor levels are used.  
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Abstract - The vision of Semantic Web services promises a 

network of interoperable web services over different sources. 

But due to  less number of automated means of achieving 

domain ontologies which are necessary for marking up web 

services, this vision is still far to achieve. One promising 

technique which can automatically generate concepts in a given 

domain also with their relationships is Ontological 

Bootstrapping. This can be a very efficient method of ontology 

construction. 

We will develop an ontology bootstrapping process for web 

services. Web services consist of WSDL and free text 

descriptors. There are two methods, Term Frequency/Inverse 

Document Frequency (TF/IDF) and web context generation 

which can be used to evaluate WSDL descriptors. We hereby 

propose an innovative ontology bootstrapping process which not 

only combines the result of described two processes but also uses 

a third method to validate the concept making use of the free 

text descriptor which acts as a brochure of the service, thereby 

we define ontology more accurately and conceptually . By this 

simple way automatic creation of an ontology can be achieved 

that can aid not only in expanding but also classifying and 

retrieving  related services without any prior training. 

 

I. INTRODUCTION 

The real essence of Web services is in their ability 

of composition and description which creates new and 

complex functionalities from the existing services using 

ontology as an approach. An infrastructure that allows a 

thorough representation of knowledge sources as web-based 

information units, and enables not only the discovery and 

composition but also execution of these units by associating 

machine-processable semantics description with them is 

provided by semantic web services. Semantic web services 

analysis is used to identify Web service concepts and 

descriptions of particular web services. For the genuine 

working of semantic Web services, high quality domain 

ontologies are required. We make use of fact that web 

services are described using two descriptors called WSDL 

descriptor and free text descriptor, making them tractable to 

analysis. Since a few years Web faced two major changes 

those were to transform it from a static document collection 

in an intelligent as well as dynamic data integration 

environment. Firstly, the Web service technology allowed 

uniform access o software components those exist on various 

platforms and programmed in different programming 

languages. Secondly developed techniques was required to 

augment current Web data with logics based formal 

descriptions of their meaning which must be  machine 

processable and therefore must  employ  access  of the vast 

amount of Web data. In this survey paper we analyzed 

different types of ontologies. Then we studied different 

multiple ontology algorithms. Then we analyzed context 

recognition model in which ranking was given to each text 

according to their occurrence and then an abstraction model 

was developed. Then study of the classification methods of 
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web service was done on 1.TF|IDF 2.Web context extraction 

and 3.Base line for evaluation process. Lastly we analyzed   

the two platform used for ontology creation of semantic web 

1.OWL (ontology web language) and 2.WSML (web service 

modeling language). 

 

II. PROBLEM DEFINITION 

The ontology of web services basically consists of 

the Web Services Descriptor Language (WSDL) descriptors 

and free text descriptors. There are two methods for the 

evaluation of WSDL descriptor. The methods consist of 

TF/IDF and web context generation. The proposed web 

ontology model integrates the results of both TF/IDF and 

web context generation. The proposed model finally applies a 

third method for validation of the concepts with the help of 

service free text descriptor, which offers a more appropriate 

construction of ontologies. 

 

III. VARIOUS ONTOLOGIES FOR SEMANTIC 

WEB 

The primary goal of the semantic web is that the 

contents derived can be easily understood by the users and 

can be easily processed by the computers. Therefore the 

extracted web contents not only have to be present in a 

formal way but also require semantic relationship between 

them. Ontology means the exact description of web 

information and relationship between them. Ontology allows 

the software agents to understand the web contents via 

making logical conclusions. 

In the following sections, we survey the different 

web ontologies and classifications among the ontologies. 

A. Software process ontology 

Software engineering is a complex process.  

Engineers having no experience may not aware about their 

tasks and their goals. A well-defined, complete, and 

disciplined process can be quite helpful for them. It describes 

various software activities, process phases, and existing 

process models. Each process phase can be defined by a 

sequence of activities, and each process model can be defined 

by process phases. 

B. Domain Ontology 

Application domain ontology describes the 

knowledge of an application domain and the business 

information necessary for constructing software applications 

in particular domain. It also encapsulates the semantic 

relationships evolved between their concepts from a real-

world scenario. 

C. Architecture Ontology 

Architecture-related concepts, such as architectural 

styles, components that are used in each architectural style 

and their interactions are modeled by Software architecture 

ontology. 

D. Pattern Ontology 

Pattern ontology provides a catalogue for patterns, 

encapsulating software design patterns, usability patterns, 

Web application patterns, etc. Patterns are described as OWL 

concepts and are placed as sub-concepts of their 

corresponding categories. 

E. Documentation technology 

Documentation is one of the important ways to 

communicate and share information. However, 

documentation is a tedious task. To ease this task, it is 

required that information that is expected to be documented 

can be collected and changed to text format automatically. 

So, during the development process, the valuable information 

may be collected and defined in the documentation ontology. 

IV. ARCHITECTURE 

The web ontology architecture consists of the 

various modules which are shown in fig 1. The architecture 

contains WSDL document, token extraction, TF/IDF ranking, 
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web context retrieval, concept evocation and ontology 

evolution. The description of each module is given below in 

the figure. 

 

 

Fig. 1 Bootstrapping Ontology Architecture 

 

A. Token Extraction 

This module describes the token extraction process 

using WSDL (Web Service Description Language). WSDL 

document with the token list are bolded. The extracted tokens 

are provided as an input to the Web Context Retrieval and 

TF/IDF Ranking. These tokens are extracted from the WSDL 

document of a Web service ‘Whois’. This is the initial 

process in our proposed ontology model. 

B. Term Frequency/IDF Analysis 

 TF/IDF analysis is done in this current module. 

TF/IDF is applied here to the WSDL descriptors. By this 

analysis, the terms which are more irrelevant in the document 

can be discarded confidently. To generally understand 

TF/IDF analysis, we define frequency as the number of 

occurrences of the token within the document. 

C. Web Context Extraction 

This module develops the web context extraction. 

The web pages clustering algorithm is based on the concise 

all pairs profiling (CAPP) clustering method. The classes are 

compared pair wise and then minimize the total number of 

features necessary to assure that each pair of classes is 

contrasted by at least one feature. 

D. Ontology Evolution 

This is the last module in our proposed model, 

where the descriptor is again validated using the free text 

descriptor which act as a brochure of web services. The 

analysis uses the advantage that a Web service can be 

separated into two descriptors called as the WSDL descriptor 

and a textual descriptor of the Web service. 

V. COMBINING MULTIPLE ONTOLOGIES 

INTO ONE FRAME 

When publishing  a service if parameter models 

have corresponding similar concepts  which have already 

existed in QSQL, then the changed publication algorithm  

should merge these similar concepts together in QSQL and 

correspondingly update their data structure according to 

calculating the respective semantic   similarities by making 

use of  Multiple Heterogeneous ontologies. 

In this algorithm we assume that the each parameter 

model of the web services have their own ontology domain 

.For each parameter of Web service is mapped and get best 

retrieves best mapped ontology. If the current Web Service is 

not present into the EQSQL then publish it by using the 

service publishing algorithm else check the URL of the 

corresponding ontology domain are consistent. The concept 

in same ontology domain is the URL of web services is 

consistent. If URL is different then it belongs to 

Heterogeneous ontology domain.  Calculate the semantic 

similar values by making use of similarity computing 

formula. If semantic similarity are equal then they semantic 

match to each other then add service information into exact 

data vector. Other semantic relationship of current web 

service nodes has to update data vector. It finds out other 

concepts which have semantic relationship with current web 

service. Algorithm scan all these related ontology concept, if 
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they are not in EQSQL built her data structure in EQSQL 

similarly publish service. 

 

Fig. 2 Combine Multiple Ontologies into one Frame Algorithm 

 

VI. CONTEXT RECOGNITION MODEL 

Context recognition model uses the Internet as a 

knowledge base. Internet can be used as a database for 

context recognition. It will give immediate access to a nearly 

infinite amount of data in a multiplicity of fields. Context 

here is represented as any textual description which is most 

generally selected by a set of subjects to describe a given 

situation.  

The input to recognition algorithm can include any 

text that describes the situation such as speech, description of 

the actions performed by the speakers, facial expressions, 

background scenery, and non-active participants in the 

situation. The context recognition model output is a set of 

contexts that attempt to describe the current situation most 

accurately. The set of contexts usually consist of list of words 

or phrases, each describing an aspect of the situation. The 

algorithm tries to achieve similar results to those gained by 

the human process of determining the contexts describing the 

current situation. 

The model, which is outlined in Fig., consists of 

four major processes: 

a. Collecting Data 

Every text input is placed into a set of key words. 

b. Selecting Contexts for Each Text 

For each keyword preliminary contexts is extracted 

from the Internet, used as a context database. 

c. Ranking the Contexts 

Context Ranking is done according to the number of 

references it gained in the context database and the 

number of appearances it has in the text. 

d. Declaring the Current Context 

The contexts having the higher numbers of 

references and the higher numbers of appearances will 

be included in the current context. Consequently, the 

input of each step can consist of a sentence, a part of a 

sentence, or a change in speech in a conversation. But, in 

cases of long sentences which do not have any 

punctuation marks, the data was sliced in accordance to 

the maximum number of word inputs that could be 
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processed by the search engines used in the following 

steps. 

 

Fig. 3 Context Recognition Model 

A. The Context Recognition Model Outline 

The whole text is decomposed into single words. 

Words are nothing but strings separated by spaces. All 

punctuation marks are eradicated from the text. The words 

are then matched from some dictionaries. The first dictionary 

can be referred to as the “Stop List”. This dictionary 

encapsulates all the words that have nothing in the 

understanding of the context, example: I, in, am, are, me, the. 

Words appeared in this dictionary are ignored. The next sets 

of dictionaries are used to slice up the words which are not 

related to specific field of knowledge. The algorithm uses 

three different types of dictionaries for the evaluation. 

However, you can use any dictionary built for this purpose. 

B. Context Database 

Internet is used as knowledgebase for context 

searching .the words are strings separated by spaces. All 

punctuation marks are removed. The words or sets of words 

representing the contexts can be viewed as metadata created 

for each set of Internet web pages. These words can be 

created online by using clustering methods or can be defined 

by search engines. The internet may then be called a pool of 

immense number of words, with many contexts, each 

associated with its respective web page. For each query that 

is checked on the Internet that finds keywords, a list of 

preliminary contexts is gathered related to each web page. 

These contexts are created applying a term frequency on the 

web pages .This way, every web page is analyzed for 

frequent terms. These terms are the preliminary contexts. 

Internet technology can also be used to implement a database 

directed only at a limited field of knowledge. For example, 

an Intranet can be built containing information on computer 

technology. In the computer technology, the web-based files 

can be serving as a context database. 

C. Selecting Contexts for Each Text 

The database is analyzed to select the current 

context in documents that are relevant according to keywords 

and on the clustering of the results for all contexts. If for the 

context database you are using internet, then any search 

engine can be used in the algorithm to yield a set of 

documents. Each document is associated with a set of 

preliminary contexts that can be matched with it. 

D. Ranking the contexts 

The number of appearances in the text for each 

context is checked by the algorithm. The number of internet 

documents which referred the context is also checked. The 

set of contexts is then ranked according to both the number of 

references in the text and the number of references in the 

documents. These two methods are selected because the 

number of appearances in the text represents how many times 

each context is mentioned in the situation. The number of 

references in internet signifies the context importance to the 

number of people that uses internet. New contexts are now 

created using textual substrings of existing contexts. The 

contexts are united according to the number of references and 

appearances. The ranking of the plural form is added to the 
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singular form. If there are similar meanings, the ranking of 

both contexts can be used for each one. 

The streaming of text is done which generates a 

continual process which extends the list of possible contexts. 

The information also flows back which allows constant 

updating of current context. This has three inputs: the set of 

contexts acquired from the previous stage as an unranked list, 

text that has all the information given into the algorithm till 

now, and the documents referring to the set of contexts. 

E. Detecting the current context 

The detecting the current context includes the following 

steps: 

i. The list of preliminary context exist within the 

Internet are organized in descending order. 

ii. Calculate the difference between every value of 

number of references and its lower neighbor value is 

calculated. 

iii. Calculate the difference between every value of 

number of appearances and its lower neighbor value 

is calculated. 

iv. Assign the weight to the number of references and 

appearances exist within internet using below 

formula: 

MVR Maximum references value 

MVA Maximum appearances value 

CRDV Current reference difference value 

(calculated within 2nd step) 

CADV Current appearance difference value 

(calculated within 3rd step) as; 

 2

2

*

**

3

2
CRDV

MVA

MVRCADV










 

It is impossible to retain the original proportions 

because the index of number of references is having 

too larger scale than the index of the number of 

appearances. Therefore rescaling of the indices is 

required. The calculated Weighted Value is nothing 

but the weighted distance to the origin. A constant 

of two thirds was found to be suitable for the 

readjustment of the figures. 

v. Find maximum value of the Weighted Value. If 

maximum Weighted Value is the first value, then 

proceed to the next one, because frequently the first 

value is too far from its neighbor. 

vi. Select all the contexts which appears before the 

maximum Weighted Value appear in the list which 

was calculated in step 1 as the current context. 

Finally store the current selected context. 

vii. Remove the entire selected context from the current 

list. Repeat step 5th and 6th again. 

 

VII. WEB SERVICE COMPOSITION CONTEX 

ANALYSIS 

The web service analysis starts with the token 

extraction from WSDL document. Tokens are extracted by 

simply parsing the web service documents like WSDL file 

and text descriptors. We have shortlisted three techniques for 

web service classification and the composition analysis. The 

techniques are named as TF/IDF analysis, Web context 

extraction, and a baseline for the evaluation purposes. 

In TF/IDF analysis process, the most common 

tokens exist in each web service document but appears less 

frequently in the other document are analyzed. The TF/IDF 

weight is used a measure to evaluate importance of a word 

within the document. If a token or word found more times in 

a document but also found more time in the collection as a 

whole, then lower frequency will be assigned to it. 
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The web context extraction process uses the sets of 

tokens as a query to the search engine. It clusters the results 

according to the textual descriptors. It classifies which set of 

the descriptors identifies the context of the web service. The 

web context extraction process can be defined as the tokens 

extracted from the WSDL descriptor of web service.  

Finally the each set of tokens is sent as an input to 

the search engine. The search engine extracts the set of 

descriptors by grouping the search result of each token set. 

The context recognition algorithm consists of different stages 

like selecting contexts for each text, ranking the contexts, and 

declaring the current contexts.  

The input given to the algorithm is a stream in the 

textual format of the information. The output of the context 

recognition algorithm is a set of contexts which accurately 

describes the current scenario. There is an advantage of using 

the Web context extraction approach over the simple token 

matching methods such as the TF|IDF. The advantage is that 

the Web Context Extraction process having the ability to add 

new possible contexts, textual descriptors of the Web service 

which are not exist in the current document. The following 

figure describes the service composition context analysis 

process in detail. 

 

 

Fig. 4 Context Extraction Process 

VIII. PLATEFORM USED IN ONTOLOGIES 

A. OWL 

Nowadays there are various standards exist for the 

construction of web ontologies. Ontology Web Language 

(OWL) is the most popular ontology construction language 

used today. There are various number of tools are available 

for the creation of OWL. Protégé and SWOOP are the editors 

available for the OWL. Various reasoners exist for the OWL 

like FaCT++, Pellet and Racer. Jena and OWL API are the 

programming environments available for constructing the 

Semantic Web applications. 

B. WSML 

Web Service Modeling Language (WSML) is 

another web language, which handles the Web services. But 

the WSML language is not so mature to handle the Web 

services. The language is not been defined completely and 

there is shortage of supporting tools for the language. WSMO 

Studio and WSMT are the available editors for the WSML. 

WSML DL is a one and only one reasoner available. But 

unfortunately there is no integrated programming 

environment for the WSML yet. So the OWL is more 

preferable over WSML. 

C. Ontology Language and Tools 

TABLE 1  

ONTOLOGY LANGUAGE AND TOOLS 

 OWL WSML 

Editor Protégé, 

SWOOP 

WSMO Studio 

Reasoner FaCT++, Pellet, 

Racer 

WSML DL 

Reasoner 

Programming 

Environment 

Jena, OWL API ???????? 
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Abstract—To make sure extensive deployment and 
popularity, next generation wireless services will need a 
Quality of Service (QoS), a reliability and Independent of 
the radio transmission medium. However, because of the 
failure nature of wireless networks, providing a reliable 
communication link and guarantee a consistent QoS to 
users become enter issues. In this paper, we express the 
most common source of failures in wireless networks and 
provide a methodical failure categorization procedure and 
propose a new approach which uses the cognitive radio for 
improving wireless link reliability. we  explain how 
cognitive radios can use their natural capabilities to 
implement efficient prevention and recovery mechanisms 
and in that way provide reliable communications and 
reliable QoS under all circumstances and also Cognitive 
radio is a software radio whose control processes influence 
situational knowledge and intelligent processing to work 
towards achieving some goal related to the needs of the 
user.
Keywords—Wireless Communications, Reliability, 
Cognitive Radio, machine learning.

I. INTRODUCTION

Cognitive radio (CR) will lead to a revolution in wireless 
communication with important impacts on technology as well 
as regulation of spectrum usage to overcome existing barriers. 
CR, including Software Defined Radio SDR as enabling 
technology, is recommended for the first time in [1] and [2] to 
realize a flexible and efficient usage of spectrum.
There are many existing software radio techniques that CR is 
expected to enhance. The following are commonly advocated 
applications of cognitive radio [7]:

 Improving spectrum utilization and efficiency.
 Improving link reliability.
 Advanced network topologies.
 Automated radio resources management.

Most studies on CR networks have focused on the utilization of 
unused spectrum. However, the CR nodes take the necessary 
qualities to make a considerable progress in the reliability of 
wireless networks [7], which has been less explored, so that is 
why we were interested by improving wireless link reliability 
in the context of CR. Connecting wireless networks generally 

consists of a cycle of fixed and mobile networks connection. 
These ideas have been important areas of research in wire line
networks [6] and in infrastructure wireless networks [3] [4]. 
However, the end to end reliability is limited by its weakest 
components. Traditionally, the wireless link access is seen as 
the weakest link, and many techniques such as channel coding 
and diversity have been proposed to the physical layer to 
improve the quality of radio link [5].

The aim of our paper is to propose a technique to improve 
wireless link reliability using the CR. For this, it seemed 
appropriate to choose a CR application and imagine the 
scenario on which we will apply our approach. Our technique 
is based on machine learning.

In this paper, we first present a state of the art of traditional 
reliability in wire line networks. Then, we present the cognition 
cycle changed to management failures for a wireless link in a 
CR. Finally, we describe the scenarios proposed and the results 
of our experimentation

Reliability must be taking into the end to end network 
between SRs and SDRs at this point: it is often argued that an 
SDR is a presently realizable version of an SR since state-of-
the-art analog-to-digital (A/D) converters that can be employed 
in SRs are not avail-able today. This argument, although it is 
correct, may lead to the completely wrong conclusion that an 
SR which directly digitizes the antenna output should be a 
major goal of future developments. Fact is that the digitization 
of an unnecessary huge bandwidth filled with many different 
signals of which only a small part is determined for reception is 
neither technologically nor commercially desirable.1 However, 
there is no reason for a receiver to extremely oversample the 
desired signals while respecting extraordinary dynamic range 
requirements for the undesired in-band signals at the same 
time. Furthermore, the largest portion of the generated digital 
in-formation, which stems from all undesired in-band signals, 
is filtered out in the first digital signal processing step.

A cognitive radio (CR) is an SDR that additionally senses its 
environment, tracks changes, and reacts upon its findings. A 
CR is an autonomous unit in a communications environment 
that frequently exchanges information with the net-works it is 
able to access as well as with other CRs. From our point of 
view, a CR is a refined SDR while this again represents a 
refined DR. A cognitive radio observes its environment and 
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modifies its transmission characteristics. The cognitive radio 
concept was initially introduced in the software defined radio 
research community [6] but has since become its own field of 
study. These cognitive radio net-works use a cognition cycle 
that includes radio scene analysis, channel state estimation and 
predictive modeling, and transmit power control and spectrum 
management commands [10]. 

There are several methods that can be used by a cognitive 
radio network to be aware of its spectral environment. The two 
methods used with IEEE 802.22 for spectral awareness are 
geo-location/database and spectrum sensing. In the first 
method, knowledge of the location of the cognitive radio 
devices combined with a database of licensed transmitters can 
be used to determine which channels are locally available for 
reuse by the cognitive radio network. The 802.22 network 
quickly modifies its operating frequency so as to only operate 
on channels unused by licensed transmissions. Thus, the 
802.22 network must both quickly identify which channels are 
allowed for use and move to a new unused channel, if the 
current operating channel becomes occupied by a licensed 
transmission.

Today, IEEE 802.11b installations are the most widely used 
in Europe. If IEEE.11a is to be implemented into an SDR, it 
should be recognized that its modulation mode is OFDM. It 
should be pointed out here that there are major efforts towards 
the development of joint UMTS/WLAN systems which use the 
SDR approach.

The aim of our paper is to propose a technique to improve 
wireless link reliability using the CR. For this, it seemed 
appropriate to choose a CR application and imagine the 
scenario on which we will apply our approach. Our technique 
is based on machine learning

II. TRADITIONAL RELIABILITY IN WIRELINE NETWORK

Network robustness is a major factor in the design of wire 
networks due to regulatory requirements and customer 
expectations. Network robustness involves network reliability, 
which generally is related to the ability to [4]:

 Prevent the occurrence of failures
 Solve and recover from failures.

A. Prevention mechanisums 

Networks use prevention mechanisms to decrease the 
severity of failures. Most of these approach use of hardware 
and software for the transmission links and nodes.
The objective of a prevention mechanism is to put off the 
occurrence of failures. The most suitable Performance metrics 
to evaluate a prevention mechanism are thus the number of 
Failure Rate, Reliability and Mean Time between Failures [10].

B. Recovery Mechanisms

Recovery mechanisms are divided in Protection and 
restoration methods. Protection mechanisms are network 
design and capacity allocation techniques [5] which assign 
backup resources in advance, whereas restoration methods 
attempt to find a solution after the occurrence of a failure.

 Protection methods
Protection methods specify some spare and backup 
resources that will be used when a failure happens.

 Restoration methods
In restoration methods, when a resource fails, there is 
no pre-assigned backup resource and the substitute 
resources should be found dynamically

III. COGNITIVE RADIO PROVIDE WIRELESS NETWORKS LINK 

RELIABILITY

In this situation, the main objective is to design a wireless 
system architecture that can counter wireless failures and 
improve wireless network reliability in wire line networks.  
Cognitive features and intelligence has the necessary attributes 
to achieve this objective. The modified CR cognitive cycle 
presented in Figure 1 illustrates the capability of CR nodes 
(CRN) to prevent or recover from failures to improve wireless 
network reliability.

Fig. 1. Modified cognitive cycle for failure management [10]

Stages 1 and 2 consist on the environment observation and 
the monitoring of the performance and QoS parameters. In 
stage 3, the cognitive radio detects whether any new event has 
occurred or may be occurring in the near future. To make the 
most appropriate decision, the CR node classifies the new 
event as a Warning or Failure in stage 4. In the former case, the 
CR deploys failure prevention measures. For example, if a CR 
mobile station detects that its distance from the base station is 
increasing, it can switch to a lower modulation and coding to 
prevent path loss failure.

In the later case, the CR node characterizes the failure 
according to the failure classification chart and uses the 
appropriate protection and restoration techniques (stages 5 and 
6). The CR node can also learn from the current experiences 
and observations to help it in the development of more efficient 
plans in the future (stage 7) [10].
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A. Prevention mechanisums 

Transmission techniques with higher level of reliability can 
be employed in CRNs to reduce the probability of link failure 
(failure rate) or its severity. For example, wideband 
transmission techniques, such as spread spectrum, frequency 
hopping and OFDMA can be used to increase the wireless 
network reliability in environments with high levels of 
interference. Using the reconfigurability and reasoning of CR 
nodes, when a CRN detects an environment with high level of 
interference or primary network using wideband technologies, 
after the required coordination, it can reconfigure the physical 
layer to a more appropriate wideband technology.

B. Sensing Machanisum

An important feature of cognitive radios is their ability to 
perform spectrum sensing. A reliable operating frequency 
channel can therefore be selected based on its interference level 
(from primary or secondary users) and its attenuation, 
shadowing and fading characteristics. Increasing the accuracy 
of the sensing algorithms is thus a primary factor in providing 
an accurate channel characterization and in improving network 
reliability. Better sensing algorithms and longer sensing 
periods can be used to improve the accuracy.

C. Historical and defined data 

The CRN can use its learning capabilities to register several 
events. For example, application specific data can be obtained 
through a IEEE 802 in the CRN. When the CRN is 
approaching this network coordination’s, a warning alarm is 
produced that notifies the CR to take passable measures to 
prevent the occurrence of failures.

IV. SCENARIOS AND PROPOSED SOLUTIONS

A. Scenario

When network subscriber switches to an area where the signal 
quality drops to an unacceptable level due to a gap in coverage, 
we assume that the client uses application specific data over the 
route.

B. Propsed solution 

After several incidents, the CR should be aware of the problem. 
The radio can anticipate the difference in coverage and know 
the necessary signal to the base station to change characteristics 
of the signals when the user approaches the deficient coverage.

C. Quality of Service In Apllication Specefic Data

With the emergence of new services such as application 
specific data and data streaming, the need to treat the frames 
one by one and to know how differentiate services becomes 
primeval.

In the literature, we found that to have a good QoS in 
application specific data, it is necessary that:

 Throughput must be > 9Mb/s.
 Delay must be < 4.5 µs.  
 Packet loss must be < 1%.

D. Apllication

As mentioned above, we will use application specific data 
in the case of that needs to network subscriber take a path 
where the signal quality drops to an unacceptable level due to a 
gap in coverage, giving a very low QoS. This can be remedied 
by using the CR, but problematic arises: WHEN and WHY to 
use cognitive radio?
Most research related to the QoS of application specific data, 
take into account throughput as relevant parameter. For this 
reason, we choose the “Throughput” as a single relevant 
parameter for our application. We have created our own 
database following certain rules in order to apply our approach. 
The database was divided into two parts, the first one for 
learning and the second one for testing. We proposed to affect 
throughput on three classes:

 7Star for samples where the throughput is greater than 

8.5 Mb/s, ensuring 100% quality satisfaction of the 

user. 

 5Stare for samples where the throughput is between 5 

Mb/s and 8.5 Mb/s, of acceptable quality. 

 3 Star for samples where the throughput is less than 5 
Mb/s. This means that application specific data is not 
satisfactory, and it is the class that interests us because 
this is when we use the CR.

Fig. 2. Database classes

1) First Question “WHEN”:
For the data classification, we used k-nearest neighbors algorithm 
(K-NN), derived from the field of machine learning.
The k-nearest neighbor’s algorithm (K-NN) which is a supervised 
classification algorithm, we have programmed it in the java 
environment as Bandwidth Calculator. Among those, the K-NN 
algorithm was tested with several values of K on the test database 
and each time the result was different, but it is satisfactory until 
the value of K=6 shown below:

2) Second Question “WHY”:
Now, We will justify the usefulness of the CR, this by 
supposing that the spectrum sensing is already done by the 
receiver of our mobile terminal which is in this case a 
multimode wireless communication terminal (MWCT), so 
capable to support multiple access technologies such as GSM, 
UMTS or Wi-MAX.
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Table 1. Classification obtained with the K-NN algorithm

Values of Instances correctly Misclassified
K Classified instances

K=1 20 100% 0 0%
K=2 18 90% 2 10%
K=3 18 90% 2 10%
K=4 18 90% 2 10%

K=5 18 90% 2 10%
K=6 18 90% 2 10%

Considering that, the spectrum is not used at 100%, we can 
represent the frequency bands into two sets: the first contains 
the occupied bands and the second contains the free ones. The 
mobile terminal must switch to an unused frequency band 
among those available in the free bands set.
For our approach, scenarios were studied to show the 
usefulness of the CR, this based on the number of free bands 
and the time of use of each one, we identified three possible 
scenarios:

 Best case: the receiver detects a free band and uses it 
during all the way without any interval caused by the 
primary user.

 Worst case: The receiver does not detect any free 
band  but it detects some bands but their use 
interfaces with primary users.

 N frequency with N hops: The terminal uses a free 
band c1, and then there is an interruption caused by 
the primary user, so it switches to another free band 

c2.
For our application, we have based on the number of hops done 
by the CR during all the way of the secondary user.

3) Experiment Result:

Fig. 3. Comparison between Best scenario with congnitive radio and the 
case without cognitive radio

To support our proposal and to better understand, we compared 
the QoS with and without cognitive radio without CR means 
that our terminal has only one access technology and works on 

the same frequency band.

V. CONCLUSION 

In this paper we expand our previous works on improving 
application specific data quality for wireless network terminal 
through cognitive radio [8] and [9].
In this work, our expert role has allowed us to choose the 
throughput parameter to perform a classification that allows the 
terminal used to gain experience for future events that means 
that it will know when and where it will activate the cognitive 
radio.

VI. ACKNOWLEDGMENT

A Project work of such a great significance is not possible 
without the help of several people, directly or indirectly. First 
and foremost I have immense happiness in expressing my
sincere thanks to my guide and ME-coordinator of Electronics 
and Telecommunication Engineering Department Prof S. B.
Gholap for his continuous encouragement and also for 
developing a keen interest in this field. It’s my pleasure to 
thank, Principal Dr. M. S. Gaikwad, who is always a constant 
source of inspiration. I am very much thankful to all my faculty 
members whose presence always inspires me to do better. My 
happiness culminates, when I recall the co-operation extended 
by my friends during the completion of this seminar work. A
final and heartily thanks go to my parents.

REFERENCES

[1] J. Mitola, III and G. Q. Maguire, Jr., "Cognitive Radio: Making 
Software Radios More Personal," IEEE Personal Communications 
Magazine, vol. 6, no. 4, pp. 13-18, August 1999.

[2] J. I. Mitola, "Cognitive Radio for Flexible Mobile Multimedia 
Communications," in Proc. of IEEE International Workshop on Mobile 
Multimedia Communications, MoMuC '99, San Diego CA, USA, 15-17 
November 1999.

[3] A. P. Snow, U. Varshney and A. D. Malloy, “Reliability and 
survivability of wireless and mobile networks,” Computer, vol. 33, no. 
7, Jul. 2000

[4] D. Tipper, T. Dahlberg, H. Shin and C. Charnsripinyo, “Providing fault 
tolerance in wireless access networks,” IEEE Commun. Mag., vol. 40, 
no. 1, Jan. 2002.

[5] D. Tse and P. Viswanath, “Fundamentals of Wireless Communications”. 
Cambridge University Press, 2005.

[6] J-P. Vasseur, M. Pickavet and P. Demeester, “Network Recovery: 
Protection and Restoration of Optical”, SONET-SDH, IP, and MPLS, 
Elsevier, Ed. Morgan Kauffman, 2004.

[7] J. Neel, “Analysis and Design of Cognitive Radio Networks and 
Distributed Radio Resource Management Algorithms”, Faculty of the 
Virginia Polytechnic Institute and State University, September 2006.

[8] A. Amraoui, W. Baghli et B. Benmammar, "Amélioration de la fiabilité 
du lien sans fil pour un terminal radio cognitive mobile". Dans les actes 
du 12 ème Journées Doctorales en Informatique et Réseau (JDIR'11). 
Belfort, France, 23-25 Novembre 2011. Pages : 1-6.

[9] A. Amraoui, W. Baghli and B. Benmammar, "Improving video 
conferencing application quality for a mobile terminal through cognitive 
radio", 14th IEEE International Conference on Communication 
Technology (ICCT 2012). Chengdu, China, November 9th-11th, 2012. 
to appear.

[10] A. Azarfar, J-F Frigon and B. Sanso, “Improving the Reliability of 
Wireless Networks Using Cognitive Radios”. Mars 2011.       .

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

148 International Journal of Multidisciplinary Educational Research



Advance Technology for ATM Security by using Biometric 
Recognition and GSM 

 
  Prof. Prashant Gadakh                      Prof. Chetan Hire                             Prof. Babasaheb Shelke              
Sharadchandra Pawar COE                   Sharadchandra Pawar  COE                 Sharadchandra Pawar COE 
Dumberwadi,Otur                                      Dumberwadi,Otur                               Dumberwadi,Otur   

   prashantgadakh31@gmail.com                     chetanhire59@gmail.com                  shealkebs@gmail.com                                    
       

 
Abstract- Now a day there is an urgent need 
to improve security in banking region. The 
foremost objective of this system is to 
develop an embedded system, which is used 
for ATM system security application. With 
the advent of ATM though banking became 
a lot easier it even became a lot vulnerable 
or susceptible. Today, ATM is nothing more 
than Access Card and Personal 
Identification Number (PIN) for 
identification and security clearness. This 
kind of situation is unfortunate is 
unfortunate since tremendous progress has 
been made in biometric identification 
techniques, such as finger printing, retina 
scanning, facial recognition, iris scanning 
etc. This paper proposes the development of 
a system that integrates fingerprint 
recognition technology and GSM 
technology into the identify verification 
process used in ATMs. The development of 
such a system would serve to protect 
consumers and financial institutions alike 
from fraud and other breaches of security. 
In this, Bankers has to collect the 
customer’s finger prints and mobile 
number while opening the accounts then 
customer only access the ATM machine. 
The working of these ATM machine is when 
customer place finger on finger print 

module when it access automatically 
generates every time different 4-digit code 
as a message to the mobile of the authorized 
customer through GSM modem connected 
to the microcontroller. The code received by 
the customer should be entered by customer 
then only customer can access his account. 

Keywords:-ATM terminal; Fingerprint 
recognition; Image enhancement; PIN; 
Security; Biometric; GSM MODEM. 

I.INTRODUCTION 

The rise of various technologies in 
India has brought into force many types of 
equipment that aim at more customer 
satisfaction. Now-a-days in the self-service 
banking system has got extensive 
popularization with the characteristics offering 
high-quality 24 hours service for customers. 
One banking technology that has impacted 
positively and negatively to banking activities 
and transactions is the advent of Automated 
Teller Machine (ATM). With an ATM a 
customer is able to conduct a several banking 
activities such as cash withdrawal, money 
transfer, paying phone and electricity bill 
beyond official hours and physical interaction 
with bank staff. Personal Identification 
Number (PIN) or password is one important 
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aspect in ATM security system [1]. An ATM is 
mechanical system that has its root embedded 
in the accounts and records of banking 
institution [1]-[2]. It is computerized machine 
designed to deal out cash to bank customers 
without need of human interaction; it can 
transfer money between bank account and 
provide other basic financial services, such as 
balance enquiry, withdrawal etc. [3]. 

Using credit card and password, system 
cannot verify the client’s identity exactly. In 
recent years, the algorithm that the fingerprint 
recognition continuously updated and sending 
the four digit code by the controller which has 
offered new verification means for us, the 
original password identification technology 
verify the clients' identity better and achieve 
the purpose that use of ATM machines 
improve the safety effectively [4]. 

II. SURVEY AND DISCUSSION 

Onyesolu and Ezeani analysed the 
profile of participant which is shown in Table 
I. The range of participant was 20-53 years, 85 
males and 78 females took part in the study [5]. 

 
 
 

No. Profile Description 
1 Age 20-53 years old 
2 Sex (Male: 

Female) 
85:78 

3 Bank account and 
ATM card 

Depend on 
customer 

Table I. Profile of participants. 
 
Each of the participants own at least 

one type of bank account. This depended on 
the bank, the products offered and services 
provided by the bank. 

Table II shows the use and reliability of 
ATM, 139 participants representing some 
customers and staffs of some bank, 
representing 85% of the population use the 
ATM while 15% of the population is yet to use 
the ATM. This 15% of the population is still 
having doubt about using ATM because of the 
issues and security associated with it. Such 
issues as inability of the machine to return a 
customer’s card after transaction which may 
take days to rectify, debiting a customer’s 
account in a transaction even when the 
customer is not paid and cash not dispensed, 
and “out of service” usually displayed by the 
machine which most of the time is 
disappointing and frustrating

No. Question Responses Total Percentage (%) 
Yes No Yes No 

1 Do you use ATM? 139 24 163 85 15 
2 Is password (PIN) secured in using ATM? 60 103 163 37 63 
3 How long you been using ATM? 

a. Less than a year 
b. Greater than one year but less 

than 3 years 
c. More than 3 years 

   
163 

  
23  14  
37  23  

103  63  

4 Have you ever heard of any ATM fraud?  163 00 163 100 00 
5 Is anything being done about ATM fraud? 150 13 163 92 08 
6 Are ATM transactions becoming especially 

risky? 
145 18 163 89 11 

7 Will you discontinue the use of ATM 
because of the security issues associated 
with it? 

152 11 163 93 07 
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8 Would you prefer a third level security 
aside card and PIN? 

163 00 163 100 00 

9 Have you heard of biometrics as a means of 
authentication? 

143 20 163 88 12 

10 Have you heard of GSM 
MODEM/TECHNOLOGY as a means of 
authentication? 

137 26 163 84 16 

11 Do you think the use of biometric and 
GSM can improve ATM security? 

163 00 163 100 00 

 
Table II. Use and Reliability of ATM 

 
Table III. Reliability of Biometric Characteristics 

 
 

Fig1. Comparative survey of fingerprint with other biometrics. 
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No. Question Biometric Characteristic Responses Percentage 
(%) 

1 Which of these biometric 
characteristics have you heard 
of? 

a. Fingerprint 
b. Iris 
c. Face Recognition 
d. Signature 
e. DNA 
f. Retina 
g. Voice  

120 
9 
7 

12 
2 
8 
5 

74 
06 
04 
07 
01 
05 
03 

Total 163 100 
2 Which of the biometrics 

characteristic will provide 
better security when integrate 
with ATM along with GSM 
Technology? 

a. Fingerprint 
b. Iris 
c. Face Recognition 
d. Signature 
e. DNA 
f. Retina 
g. Voice 

101 
13 
9 

12 
12 
9 
7 

62 
08 
06 
07 
07 
06 
04 

Total 163 100 
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among others. 100% of the population 
is aware of one form of ATM fraud or another 
[5]. 

Table III shows the reliability and 
popularity of fingerprint biometric technology. 
73% of the population is familiar with 
fingerprint biometric. 63% of the population 
strongly believed that with incorporation  of 
fingerprint to the existing ATM card and PIN 
integrated with GSM MODEM, will provide a 
better security to the ATM. 

 

III. FINGERPRINT BIOMETRICS 

 The use of fingerprints as biometric is 
both the oldest mode of computer-aided, 
personal identification and the most prevalent 
in use today. 

 In the world today, fingerprint is one of 
the essential variables used for enforcing 
security and maintaining a reliable 
identification of any individual. Fingerprints 
are used as variables of security during voting, 
examinations, operation of bank accounts 
among others. The result of the survey 
conducted by the International Biometric 
Group (IBG) in 2004 on comparative analysis 
of fingerprint with other biometrics is 
presented in Fig. 1. 

The result shows that a substantial margin 
exists between the uses of fingerprint for 
identification over other biometrics such as 
face, hand, iris, voice, signature, and 
middleware [6]. 

References [7]-[10] adduced the following 
reasons to the wide use and acceptability of 
fingerprints for enforcing or controlling 
security:  

Fingerprints have a wide variation since no 
two people have identical prints.  

There is high degree of consistency in 
fingerprints. A person's fingerprints may 
change in scale but not in relative appearance, 
which is not the case in other biometrics.  

Fingerprints are left each time the finger 
contacts a surface.  

Availability of small and inexpensive 
fingerprint captures devices.  

Availability of fast computing hardware.  
Availability of high recognition rate and 

speed devices that meet the needs of many 
applications. 

The explosive growth of network and 
Internet transactions. 

The heightened awareness of the need for 
ease-of-use as an essential component of 
reliable security. 
 

IV. THE CHARACTERISTICS OF 
SYSTEM DESIGN 

The proposed system is based on fingerprint 
recognition which is designed after analyzed 
existed ATM system. The S3C2440 chip is 
used as the core of this system which is 
associated with the technologies of fingerprint 
recognition and current high speed network 
communication. 

 The primary functions are shown as 
follows:  

• Fingerprint recognition: The masters' 
fingerprint information was used as the 
standards of identification. It must certify the 
feature of the human fingerprint before using 
ATM system.  

• Remote authentication: System can 
compare current client's fingerprint information 
with remote fingerprint data server.  

• Message alarming: different 4-digit code 
as a message to the mobile of the authorized 
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customer without any noise, in order to access 
the Terminal.  

• Two discriminate analysis methods: 
Besides the fingerprint recognition, the mode 
of password recognition can be also used for 
the system. 

•GSM Modem: The working of these ATM 
machine is when customer place finger on the 
finger print module when it access 
automatically generates every time different 4-
digit code as a message to the mobile of the 
authorized customer through GSM modem 
connected to the microcontroller. The code 
received by the customer should be entered by 
pressing the keys on the touch screen. After 
entering it checks whether it is a valid one or 
not and allows the customer further access. 

V. HARDWARE DESIGN AND 
SOFTWARE DESIGN 

The design of entire system consisted of two 
part which are hardware and software. The 
hardware is designed by the rules of embedded 
system, and the steps of software consisted of 
three parts. The more details are shown as 
follows. 

A.HARDWARE DESIGN 
The S3C2440 chip is used as the core of 

entire hardware. Furthermore, the modules of 
LCD, keyboard, alarm, fingerprint recognition 
are connected with the main chip 
(S3C2440).The SRAM and FLASH are also 
embodied in the system. There are some 
modules consisted of the system as follows: 

 
• LCD module: The OMAP5910 is used in 

this module as a LCD controller, it supported 
1024*1024 images of 15 gray-scale or 3375 
colours. 

• Keyboard module: It can be used for 
inputting passwords. • SRAM and FLASH: 
The 16-bit 29LV160BB- 70REC of FLASH 
chip and the 32-bit HY57V561620CT-6 of 
SRAM chip are connected with the main chip. 
Their functions are storing the running code, 
the information of fingerprint and the 
algorithm. 

• Fingerprint recognition module: Atmel 
Company's AT77CI04B be used as fingerprint 
recognition. It has a 500dpi resolution, anti-
press, anti-static, anticorrosion. 

• Ethernet switch controller: RTL8308B can 
provides eight 10/100 Mbps RMII Ethernet 
ports, which can connect police network and 
remote fingerprint data server. 

 

 
 
Fig2. The block diagram of hardware. 
 
Before using the ATM terminal, the client's 

fingerprint feature will be connected to the 
remote fingerprint data server to match 
fingerprint data with the master's, if the result 
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isn't correct, the system will call police 
automatically and send alarm to the credit card 
owner. The block diagram of hardware design 
is shown in Fig2. 

B.SOFTWARE DESIGN 
The design was component of three parts 

included the design of main program flow 
chart, the initializing ones, and the algorithm of 
fingerprint recognition flow chart. 

This system of software is implemented by 
the steps as follows: first of all, the Linux 
kernel and the File system are loaded into the 
main chip. The next, the system is initialized to 
implement specific task, such as checking 
ATM system, GSM communication and so on, 
and then each module reset for ready to run 
commands. Before using ATM terminal, the 
mobile number and fingerprint of the customer 
is required. 

 
 
Fig3. The overall flow chart of software 

First the system is required the owner's 
fingerprint. If all the recognition is right, the 
system would send password to the Account 
holder and he will enter the same password in 
touch screen for accessing the ATM Terminal. 
If authentication failure then it send the alert 
message to the Account holder and Bank. The 
overall flow chart of software is shown in Fig3. 
 

 

VI. EMERGENCY MODE 

 Emergency mode is very important 
issue in this system. This is very useful when 
the owner of ATM card is not actually 
available at the time of accessing his own 
account. The service of Emergency mode is 
having proper cost and limitation according to 
rules of bank, so anyone can not misuse this 
facility. 
 

A. Working of Emergency Mode 
When third person wants to access ATM 

card without having presence of owner, then it 
has to press Emergency Mode button, after 
inserting ATM card. 

After pressing Emergency button one text 
box will be open where a third person has to 
give his own mobile number. 

Then bank will send a message to the owner 
of ATM card and ask whether authentication to 
the third person has to provide or not. 

ATM owner will reply to bank and reply 
can be of following type; 

If owner gives positive reply then account is 
accessible to third person. 

If owner gives negative reply then alert 
message will be send to bank and appropriate 
action will be taken on third person. 
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If owner does not give any reply to bank 
then alert message will send to owner of ATM 
and bank and appropriate action will be taken 
on third person. 

VII. CONCLUSION 

 The growth in electronic transactions 
has resulted in a greater demand for fast and 
accurate user identification and authentication. 
Access codes for buildings, banks accounts and 
computer systems often use PIN's for 
identification and security clearances. 
Conventional method of identification based on 
possession of ID cards or exclusive knowledge 
like a social security number or a password are 
not all together reliable. ID cards can be lost, 
forged or misplaced; passwords can be 
forgotten or compromised, but ones’ biometric 
is undeniably connected to its owner. It cannot 
be borrowed, stolen or easily forged. The 
Implementation of ATM security by using 
fingerprint recognition and GSM MODEM 
took advantages of the stability and reliability 
of fingerprint characteristics. Additional, the 
system also contains the original verifying 
methods which were inputting owner's 
password which is send by the controller. The 
security features were enhanced largely for the 
stability and reliability of owner recognition. 
The whole system was built on the technology 
of embedded system which makes the system 
more safe, reliable and easy to use. 
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Abstract— Mobile ad hoc networks (MANET) 
consist of freely moving nodes responsible of not 
only for forwarding packets but can also 
perform extensive computations. One of the most 
critical issues in these networks is the differences 
in terms of processing and energy capacity 
between the nodes, inducing a load imbalance. 
Thus, sharing the load between the overloaded 
and idle nodes is a necessity in mobile ad hoc 
networks. Many conventional routing protocols 
that are developed are not having functionality 
of load balancing. Thus several kinds of 
approaches are followed in the design and 
development of load balancing routing protocols. 
This paper aims to survey those articles 
pertaining to load balancing research problem in 
mobile ad hoc networks.. In this paper, some of 
the congestion removing and load balancing 
routing schemes have been surveyed. Here 
different approaches are taken into account and 
literatures’ key ideas are presented The relative 
strengths and weaknesses of the protocols have 
also been studied which allow us to identify the 
areas for future research.  

Index Terms— MANET, Congestion, multipath 
routing, load balance and sharing 

I. INTRODUCTION  

A mobile unintentional network (MANET) may 
be an assortment of mobile devices which 
will communicate with one another while not the 
utilization of a predefined infrastructure or 

centralized administration. Additionally to freedom 
of quality, a MANET may be created quickly at an 
occasional price, because it doesn't have confidence 
 existing network communications.  Acceptable to 
the present flexibility, a MANET is incredibly 
 helpful for applications like catastrophe relief, 
tragedy operations, military service, maritime 
connections, vehicle networks, company 
conferences, web  site networks,  automaton 
 networks, and so on. In these networks, 
 additional acting as a bunch, each node  conjointly 
 acts as a router and forwards packets to the proper 
 node within the network once a route is established 
nodes are able to transfer their  data  to different 
nodes. To support this property nodes use routing 
protocols like Proactive routing protocols and 
Reactive routing protocols. In proactive routing 
protocols the routes to all or any the destination 
nodes are determined at the initiate up, at the side 
of maintained by employing a cyclic route 
update method. 

MANET consists of mobile hosts equipped with 
wireless communication devices. The main 
characteristics of MANET is, it operate without a 
central coordinator, Rapidly deployable, self 
configuring, Multi-hop radio communication, 
Frequent link breakage due to mobile nodes 
,Constraint resources (bandwidth, computing power, 
battery lifetime, etc.) and all nodes are mobile so 
topology can be very dynamic. So that the main 
challenges of routing protocol in MANET is , it 
should be Fully distributed, Adaptive to frequent 
topology change ,Easy computation & maintenance, 
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Optimal and loop free route, Optimal use of 
resources, It provide QoS and Collision should be 
minimum.  

A critical challenge in the design of ad hoc 
networks is the development of efficient routing 
protocols that can provide high-quality 
communication between two mobile nodes. 
Numerous routing protocols have been developed 
for ad hoc mobile networks. These protocols may 
generally be categorized as table-driven and on-
demand routing. Table driven routing protocols are 
[1, 2] attempt to maintain up-to-date routing 
information of each node.  

.Figure 1 represents the ad hoc network, here first 
connection will established in between sender S and 
destination D then transfer data through intermediate 
nodes. 

 
 
 
 
 
 
 

Fig.1.1 Ad hoc Network 
It has been long believed that the performance of 

ad hoc networks routing protocols is enhanced when 
nodal mobility is reduced. This is true when 
considering performance measures such as packet 
delivery fraction and routing overhead. This may not 
be the case, however, when we consider packet 
delay. It was shown in [3] that the packet delay for 
both AODV and DSR increases as the nodal 
mobility is reduced. This is because there is a 
tendency in ad hoc networks routing protocols to use 
a few "centrally located" nodes in a large number of 
routes. This causes congestion at the medium access 
control (MAC) level, which in turn may lead to high 
packet delays, since few nodes have to carry 
excessive loads. Such nodes may also suffer from 
high battery power consumption. This is an 
undesirable effect, which is compounded by the 
limited battery power of the mobile terminals. In 

fact, a major drawback of all existing ad hoc routing 
protocols is that they do not have provisions for 
conveying the load and /or quality of a path during 
route setup. Hence they cannot balance the load on 
the different routes. 

The rest of the paper are organised as follows. In 
section II we describe the routing protocols and 
section III gives the overview AOMDV routing 
protocol Section IV has discuss shortly about load 
balancing. Section V has discuss the problem 
identification and Section VI has describes the 
requirement of load balancing. Section VII is 
described the related work that has been done in this 
field and section VIII are highlighted the findings 
and in last section IX concludes this paper.   

II. ROUTING IN MANET 

Routing in a Mobile Ad hoc network depends on 
many aspects including topology, selection of 
routers, and initiation of request and specific 
underlying characteristic that could serve as a 
heuristic in finding the path quickly and 
resourcefully. The low down resource accessibility 
in these networks demands efficient utilization and 
hence the motivation for optimal routing in ad hoc 
networks. Also, the highly dynamic nature of these 
networks imposes severe restrictions on routing 
protocols specifically calculated for them, thus 
attractive the learning of protocols which aim at 
achieving routing stability. 

Based on the tactic of delivery of 
knowledge packets from the supply to destination, 
classification of MANE routing protocols might 
be done as follows: 

 Single path Routing Protocols: The routing 
protocols that consider sending information 
packets to a single destination from a single 
source. Alternate path is selected in terms of 
first one break from any reason. 

 Multipath Routing Protocols: Multipath 
routing is a technique that develops the 
underlying corporal network resources by 
utilising multiple paths from source to 
destination. Due to request fails on single 

S D 
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route, the process is again started. But in 
multipath multiple alternate paths are 
establish until a new route is established. 

Multiple paths can also provide load balancing 
and route failure protection by distributing traffic 
among a set of disjoint paths.  

There are several ways to use the multiple paths. 
In [4, 5] the multiple paths are not used 
simultaneously. The data packets are transmitted 
along one path. Other ways are unbroken as 
backup ways just in case the used one is 
broken. Once all attainable ways are broken, a 
replacement multipath discovery procedure is 
initiated once more. Classification of routing 
protocols in MANET:- 

The routing protocols in MANET are classified 
depending on routing strategy and network design. 
According to the routing policy the steering 
protocols can be categorized as Table-driven and 
source initiated, even as depending on the network 
construction these are classified as flat routing, 
routing in hierarchical and geographic location 
assisted routing Based on the routing strategy the 
routing protocols can be classified into two parts: 

1) Proactive (Table driven) routing protocol:- 
These routing protocols are similar to and come 

as a natural extension of those for the wired n\w. 
routing in proactive, each node has one or more 
tables that contain the latest information of the 
routes to any node in the network. Every row has the 
next hop for reaching a node/subnet and the cost of 
this route. The proactive protocols are not suitable 
for larger networks, as they need to maintain node 
entries for each and every node in the routing table 
of every node. It’s may be causes more transparency 
in the routing table leading to consumption of more 
bandwidth. Examples of such schemes are the 
conventional routing schemes, (DSDV) [2]. 

2) Reactive (On-Demand ) routing protocol:- 
Reactive routing is also known as on-demand 

routing protocol since they don’t maintain routing 
information or routing activity at the network nodes 
if there is no communication. If a node needs to send 
a packet associate to a different} node then this 

protocol search for the route in an on-demand 
manner and establish the association so as to 
transmit and receive the package. The route 
discovery typically happens by flooding the route 
request packets throughout the network. Samples 
of reactive routing protocols are the 
dynamic supply Routing (DSR) [6], ad hoc on-
demand distance vector routing (AODV) [7]. 

3) Hybrid routing protocol:- 
These protocols try to incorporate various aspects 

of proactive and reactive protocols. They are 
normally used to supply hierarchical routing; routing 
in general can be either flat or hierarchical. The 
advantage of a hierarchical structure is that within a 
cluster, an on demand routing protocol could be used 
which is more efficient in small-scale networks. 
Example of a hybrid routing protocol is the Zone 
Routing Protocol (ZRP) [8]. 

III.  AOMDV (AD HOC ON-DEMAND MULTIPATH 
DISTANCE VECTOR) PROTOCOL 

AOMDV [9] is a multipath extension to AODV 
[5]. It uses link-disjoint, loop free paths. Loop 
freedom is ensured by accepting only lower hop-
count alternate routes than the primary route. Middle 
nodes look at both copy of the RREQ to see if it 
provides a new node-disjoint path to the source. If it 
does, AOMDV updates its routes only if a reverse 
path can be set up. The destination then replies with 
k copies of RREQ where k is the number of routes 
disjoint. At what time all routes fail a new route 
discovery is broadcasted. The advantages are a fast 
and efficient recovery from failures. The main 
disadvantage is that path information used is often 
quite out of date because a new discovery process is 
initiated only when all the routes fail. The other type 
of multipath routing algorithms is load balancing 
multipath protocol. 

AOMDV protocol to finds node-disjoint or link-
disjoint routes between supply and destination. Link 
breakdown might occur attributable to node quality, 
node failures, congestion in traffic, packet collisions, 
and so on. For locating node-disjoint routes, 
 every node doesn't straight off reject duplicate 
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RREQs. A node-disjoint path is obtained 
by every RREQ, getting back from completely 
different neighbor of the supply as a result of nodes 
cannot broadcast duplicate RREQs. Any 2 
 RREQs inbound at associate degree intermediate 
node through a special neighbor of the supply 
 couldn't have traversed an equivalent node. To 
urge multiple link-disjoint routes, the destination 
sends RREP to duplicate RREQs despite 
 their initial hop. For guaranteeing link disjoint 
ness within the initial hop of the RREP, the 
destination  solely replies to RREQs  
inbound through distinctive neighbors. The RREPs 
follow the reverse methods, that square measure 
node-disjoint and so link-disjoint when the primary 
 hops.  Every RREP intersects at associate 
degree intermediate node and additionally takes a 
special reverse path to the supply to confirm link-
disjoint terra firma [2]. 

IV.  LOAD BALANCING IN MANET 

Load balancing can be defined as a methodology 
to distribute or divide the traffic load evenly across 
two or more network nodes in order to mediate the 
communication and also achieve redundancy in case 
one of the links fails. The other advantages of load 
balancing can be optimal resource utilization, 
increased throughput, and smaller overload. The 
consignment can also be unevenly spread over 
multiple links by manipulating the path cost 
involved. 

On the other hand, the objective of load-
balancing in MANETs is different from that of 
wired networks due to mobility and limited 
resources like bandwidth, transmission range and 
power. In mobile ad hoc networks, balancing the 
load can evenly distribute the traffic over the 
network and prevent early expiration of overloaded 
nodes due to excessive power consumption in 
forwarding packets. It can also allow an appropriate 
usage of the available network resources. The 
existing ad- hoc routing protocols do not have a 
mechanism to convey the load information to the 
neighbours and cannot evenly distribute the load in 

the network. It remains a major drawback in 
MANETs that the nodes cannot support load 
balancing among different routes over the network. 

V. PROBLEM IDENTIFICATION 

The possibility of imbalance of load is due to 
congestion by that that the computing/processing 
power of the systems is non-uniform. There are 
situations where few nodes maybe idle and few will 
be overloaded. A node which has high processing 
power finishes its own work quickly and is 
estimated to have less or no load at all most of the 
time. So, in the presence of under-loaded nodes 
keeps idle, the need for over-loaded nodes is 
objectionable. There are lots of routing approaches 
developed for load balancing in MANET. In this 
study, we had done analysis of literatures which 
deals with several routing approaches to the load 
balancing problem. Still manages to mislead the 
distribution node. If the sending node sends away 
UDP data packets the problem is not detected 
because the UDP data connections do not wait for 
the ACK packets. Load balancing unawareness in 
routing in MANETs may lead to the following 
problems:  
 Long delay: It takes time for a congestion to be 

detected by the congestion control mechanism.  
 High overhead: In case a new route is needed, 

it takes processing and communication effort to 
discover it.  

  Many packet losses: Many packets may have 
already been lost by the time congestion is 
detected.  

 An unbalanced assignment of data traffic: 
will lead to power depletion on heavily loaded 
hosts. With more hosts powered down, the 
connectivity of the network will be reduced, 
which will lead to the failure of calls due to 
network partitions. 

Load balance is not improved by using multiple 
shortest path routes instead of a single path. So, for 
a better load balanced network distributed multi-
path load splitting strategies need to be carefully 
designed. 
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VI. REQURIMENT OF LOAD BALANCING  

Effective load balancing has been a challenging 
task in Mobile Ad hoc Networks (MANET) due to 
their dynamic and un-predictable behaviour and 
topology changes.   The protocol ensures that the 
available bandwidth in the network is utilised 
efficiently by distributing traffic evenly which 
ensures better load balancing and congestion control 
[7].  Ad-hoc on demand multipath distance vector 
(AOMDV) selects a path with a lower hop count and 
discards routes with max hop count. The latest 
method can be useful in most on-demand routing 
protocols. 

 Reduces the capability of the classification 
for the reason that a high percentage of 
transmitted packets are sent to carry 
information about the topology of the 
network. 

 Load balancing can balance the load better 
than the single path routing in ad hoc 
networks, where the first selective shortest 
paths are used for routing. 

 Reduces the network overhead and reduces 
the possibility of retransmission. 

 Delay has minimized by that the number of 
nodes in network are not wait for the long 
time for sending and receiving. 

Use of multipath protocols are handled the network 
load efficiently and also providing the alternative 
path for data forwarding. 

VII. RELATED WORK 

This section represents the previous work that has 
been done in field of load balancing.  

In this paper [3] for multipath routing in mobile 
ad hoc networks is discussed. The source does not 
wait for its current path to break in order to switch to 
a different path. Instead, it constantly monitors each 
of its alternate paths and always selects the best 
among them for transmitting data. It is able to 
eliminate old routes and thereby reduce the number 
of data packets dropped due to the use of these 
invalid paths. It makes use of a periodic maintenance 

mechanism considering signal strength information, 
Residual Energy and consistency parameter for 
determining ‘quality’ of path. Here a Periodic update 
packets measure Decision Value metric [DVM] and 
route maintenance is possible by means of the Signal 
strength linking nodes, remaining energy and 
reliability of every hop along the interchange paths, 
helps protocol to choose the best scalable paths. 

Node Centric Load Balancing Routing Protocol 
for Mobile Ad Hoc Networks [10] suggested that 
each node avoid the congestion in greedy style. This 
algorithm uses the substitute route towards the 
destination to avoid new routes forming through 
congested node. Each node finds the current status 
of interface queue size, where node considers 60 as 
maximum queue size. Queue size 50 is considered as 
congestion threshold. When a node notices that the 
congestion threshold has been reached, it 
automatically starts ignoring new RREQ packets so 
as to not allow any new routes passing through it. 

 Sivakumar and Duraiswamy [11] have proposed 
a new distributed load based routing algorithm 
intended for a variety of traffic classes to establish 
the best paths. This advance calculates the charge 
metric based on the link loads. Here multimedia 
traffic is considered as high priority traffic and its 
routing is carried out over the lightly loaded links 
such that the links at the lighter loads are selected as 
an alternative to links holding heavier loads. Also 
the resources are shared among the high and low 
(normal traffic) priority traffic. The lightly loaded 
path is used by normal traffic in the lack of 
multimedia traffic. 

 Bin Z. Xiao-Ping, X. Xian-Sheng, C. Qian and F. 
Wen-Yan [12] have proposed a novel adaptive load 
balancing routing algorithm in ad hoc networks 
based on a gossiping mechanism. This algorithm 
merges gossip based routing and load balancing 
scheme efficiently. It adjusts the forwarding 
probability of the routing messages adaptively as per 
the load status and distribution of the nodes in the 
phase of route discovery. 
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 Rajbhupinder Kaur, Ranjit Singh Dhillon, 
Harwinder Singh Sohal, Amarpreet Singh Gill in his 
titled “Load Balancing of Ant Based Algorithm in 
MANET” [13] Their objective is to do use the ant 
based algorithm for load balancing by calculating 
threshold value of each routing table through 
average number of requests accepted by each node. 
According to this threshold value, they can control 
the number of ants that has been send. If the 
threshold value is less, it means the average number 
of requests to that particular node is low. Then they 
simply broadcast the ants for updating their 
pheromone chart. If the normal quantity of 
requirements is high, then a data packet will be send 
according to the pheromone table of that particular 
node. Their work presents a new dynamic and 
adaptive routing algorithm for MANETs inspired by 
the ant colony paradigm.  

Tuan Anh Le, Choong Seon Hong, Member, 
IEEE, Md. Abdur Razzaque et. al. in his work titled 
“An Energy-Aware Congestion Control Algorithm 
for Multipath TCP” [14] In this paper, they develop 
ecMTCP. ecMTCP moves traffic from the most 
congested paths to the more lightly loaded paths, as 
well as from higher energy cost paths to the lower 
ones, thus achieving load-balancing and energy-
savings. This paper focus congestion control with 
the help of energy base load balancing mechanism, 
this work also modified via multipath routing 
technique for end-to-end delay minimization. 

Jingyuan Wang, Jiangtao Wen et. al. in his work 
titled “An Improved TCP Congestion Control 
Algorithm and its Performance” [15] In this paper, 
they propose a novel congestion control algorithm, 
named TCP-FIT, which could perform gracefully in 
both wireless and high BDP networks. The 
algorithm was inspired by parallel TCP, but with the 
important distinctions that only one TCP connection 
with one congestion window is established for each 
TCP session, and that no modifications to other 
layers (e.g. the application layer) of the end-to-end 
system need to be made. This work done only 
transport layer congestion control via TCP 
improvement method but congestion also occurs in 

routing time so that work enhance through routing 
base congestion control technique. 

Kazi Chandrima Rahman et al [16] proposed 
“explicit rate based congestion control (XRCC) for 
multimedia streaming over mobile ad hoc 
networks”. XRCC addresses the problems that TCP 
faces when deployed over ad-hoc networks, and thus 
shows considerable performance improvement over 
TCP. Although XRCC minimizes packet drops 
caused by network congestion as compared to TCP 
congestion control mechanism, it still suffers from 
packet drops. 

Emmanuel Lochin et al [17] proposed “a 
complete reliable rate-based protocol based on TCP-
Friendly Rate Control (TFRC) and selective 
acknowledgement (SACK) mechanisms”. This 
design also introduces a flow control variable, which 
regulates the sender to avoid packet loss at the 
receiver due to a slow receiver. In this mechanism, 
there is no packet loss due to flow control, at the 
receiver, and applies a smoothness criterion to 
demonstrate that the introduction of the flow control 
inside TFRC does not alter the smoothness property 
of this mechanism. 

Yuanyuan ZOU, Yang TAO at el [18] proposed a 
“A Method of Selecting Path Based on Neighbor 
Stability in Ad Hoc Network” in this paper we 
studies about  routing algorithm based on the 
stability in mobile Ad-Hoc network and presents a 
routing mechanism based on neighbor stability.  

Ashish Bagwari et al [19] proposed “Performance 
of AODV Routing Protocol with increasing the 
MANETNodes and its effects on QoS of Mobile Ad 
hoc Networks” Here Mobile ad-hoc network are 
dividing into clusters. Each cluster has MANETnode 
through CHG. on or after one cluster to another 
cluster or inside the cluster we applied reactive 
routing protocols specifically AODV to evaluate 
AODV protocol behavior and performance and 
check what kind of effect made by particular 
protocol on QoS. Finally results confirm that AODV 
giving better performs under such types of 
circumstances, providing better QoS based on good 
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throughput and acceptable End-End Delay, less data 
drops. 

In this paper [20] develops a node-disjoint 
multipath routing method (NDMP-AODV) based on 
ad-hoc on-demand distance vector (AODV) [2] 
routing protocol. Our proposed approach minimizes 
the effect of link failure. Hence, the above 
mentioned two problems caused by frequent link 
failures are addressed. NDMP-AODV ensures that 
after a route is broken, the node can continuously 
send data with no any delay, with one of the support 
routes stored in its routing table during route 
discovery process. It has been shown that NDMP-
AODV discovers multiple paths with a very low 
routing overhead as compared to other existing 
multipath AODV protocols. 

In this paper [21] presents Effective Load 
balancing Technique for DSR Protocol in Mobile Ad 
hoc Networks. In this technique, initially, a 
combined weight function based on route length, 
traffic load, energy level and freshness for each 
route is estimated and stored in the route cache. We 
select best n paths based on their combined weight 
value among the selected paths. Then traffic has to 
be distributed over these paths using network 
diversity coding. All the allocated blocks over the 
path will reach to the destination successfully when 
there is maximum combined weight function and in 
case of minimum combined weight function, all the 
blocks sent over the paths are lost. The original 
message can be reconstructed if at least L blocks out 
of M blocks reach the destination using diversity 
coding. The simulation results show that the 
proposed load balanced routing protocol reduces the 
delay, overhead and energy while increasing the 
packet delivery ratio, when compared to DSR 

VIII. FINDINGS 

Major research works are carried out by 
approaching the load balancing problem through 
congestion estimation and traffic control. Some of 
the approaches using for making routing decision for 
load balancing. Q0S based approaches are also 
include here. Very few literatures used queue size; 

hop count and bandwidth metrics for load balancing 
in mobile ad hoc networks. 

IX. CONCLUSION 

Load balancing is an important solution to 
improve the execution time of tasks and better 
handled network load by reducing load imbalances 
in ad hoc networks. Load balancing is one of the key 
areas pertaining to research in the field of mobile ad 
hoc networks. This paper presented various load 
balancing approaches and researches in design and 
development of routing protocols for mobile ad hoc 
networks. The conventional routing protocols are not 
dealt much since several papers has been published 
through surveys and performance analysis. The 
findings of the survey are also presented. 

REFERENCES 

[1] “Wireless Networks” , 
http://en.wikipedia.org/wiki/Wireless_network 

[2] I. F. Akyildiz et al, "Wireless sensor networks: a 
survey," Computer Networks, vol. 38, pp. 393-
422, March 2002. 

[3] Shameem Ansar. A, Prabaharan. P, Maneesha V 
Ramesh Rekha. P, "DVM based Multipath 
Routing in MANETfor Different Scalable and 
Adaptive Environment" IEEE International 
Conference on Data Science & Engineering 
(ICDSE), pp.-187-193, 2012. 

[4] A. Nasipuri and S.R. Das, “On-Demand 
Multipath Routing for Mobile Ad Hoc 
Networks,” Proceedings of IEEE ICCCN’99, 
Boston, MA, pp. 64-70, October 1999. 

[5] L. Wang, et al., “Multipath source routing in 
wireless ad hoc network” in Canadian Conf. 
Elec. Comp. Eng., vol. 1, pp. 479-83, 2000. 

[6] D.B. Johnson, D.A.Maltz and Y.Hu,“The 
Dynamic Source Routing Protocol for Mobile 
Ad Hoc Networks (DSR),” Internet Draft: draft-
ietf-manet-dsr-06.txt, November 2001. 

[7] C.E.Perkins, E.M.Royer and S.R. Das, “Ad hoc 
On-Demand Distance Vector Routing,” Internet 
Draft: draft-ietf-manet-aodv-09.txt, November 
2001. 

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

162 International Journal of Multidisciplinary Educational Research



[8] Z. Haas, M. Pearlman, 1997 “The Zone Routing 
Protocol (ZRP) for Ad Hoc Networks”, Work in 
Progress, Internet Draft, MANETWorking 
Group. 

[9] K. M. Mahesh, and S.R. Das “On-demand 
Multipath Distance Vector Routing in Ad Hoc 
Networks”. Proceedings of IEEE ICNP, 
November 2001. 

[10] Amjad Ali, Wang Huiqiang “Node Centric 
Load Balancing Routing Protocol for Mobile Ad 
Hoc Networks “,  Proceeding of Internationl 
MultiConference of Enginners Computer 
Scientists 2012 Vol I, March 2012 ,Hong Kong. 

[11] Sivakumar, P. and K. Duraiswamy, “A QoS 
routing protocol for mobile ad hoc networks 
based on the load distribution”, Proceedings of 
the IEEE International Conference on 
Computational Intelligence and Computing 
Research (ICCIC), pp: 1- 6, 2011. 

[12] Bin, Z., Z. Xiao-Ping, X. Xian-Sheng, C. 
Qian and F. Wen-Yan, “A novel adaptive load 
balancing routing algorithm in ad hoc networks” 
J. Convergence Inform. Technol., 5: 81-85. 
2010. 

[13] Raj bhupinder Kaur, Ranjit Singh Dhillon, 
Harwinder Singh Sohal, Amarpreet Singh Gill 
“Load Balancing of Ant Based Algorithm in 
MANET”, IJCST, Vol. 1, Issue 2, ISSN : 0976 - 
8491, December 2010. 

[14] Tuan Anh Le, Choong Seon Hong, Member, 
IEEE, Md. Abdur Razzaque et. al. “An Energy-
Aware Congestion Control Algorithm for 
Multipath TCP” IEEE Communications Letters, 
Vol. 16, No. 2, February 2012. 

[15] Jingyuan Wang, Jiangtao Wen et. al. in his 
work titled “An Improved TCP Congestion 
Control Algorithm and its Performance” 2011 
IEEE. 

[16] K. C. Rahman, S. F. Hasan, “ Explicit Rate-
based Congestion Control for Multimedia 
Streaming over Mobile Ad hoc Networks”, 
International Journal of Electrical & Computer 
Sciences IJECS-IJENS, Vol 10, No 04, 2010. 

[17] E. Lochin, G. Jourjon, S. Ardon P. Senac, 
“Promoting the Use of Reliable Rate Based 
Transport Protocols: The Chameleon Protocol”, 
International Journal of Internet Protocol 
Technology, Vol 5, Issue 4, pp 175-189, March 
2010. 

[18] Yuanyuan ZOU,Yang TAO “A Method of 
Selecting Path Based on Neighbor Stability in 
Ad Hoc Network” This work is supported by 
chongqing science and technology key research 
projects, 2012 IEEE. 

[19] Ashish Bagwari, Raman Jee et al. 
“Performance of AODV Routing Protocol with 
increasing the MANETNodes and it’s effects on 
QoS of Mobile Ad hoc Networks” IEEE 
International Conference on Communication 
Systems and Network Technologies, 2012. 

[20] Chhagan Lal ,V.Laxmi and M.S.Gaur, "A 
Node-Disjoint Multipath Routing Method based 
on AODV protocol for MANETs" 26th IEEE 
International Conference on Advanced 
Information Networking and Applications, pp. 
399-405, 2012. 

[21] K. Santhi and M. Punithavalli, " Reliable 
and Effective Load Balanced Routing Protocol 
for Mobile Ad Hoc Networks", European 
Journal of Scientific Research Vol.81 No.3, 
pp.357-366, 2012. 

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

163 International Journal of Multidisciplinary Educational Research



Enriching Forensic Analysis System for Document 

clustering 
 

Mr. Abhonkar Prashant Dinkar        Prof. Preeti Sharma(Asst. Prof.)  
Dept. of computer Engineering,         Dept. of computer Engineering, 

SKN Sinhgad Insti. Of tech. & Sci.                    SKN Sinhgad Insti. Of  tech. & Sci.  

Lonavala, INDIA           Lonavala, INDIA 

Email_id : abhonkar.prashant12@gmail.com                   Email_id: preeti5588@gmail.com 

 

ABSTRACT 
Clustering is the unsupervised classification 

of patterns that is observations, data items, or 

feature vectors into groups (clusters). In computer 

forensic analysis, thousands of files are usually 

examined. Much of the data in those files consists 

of unstructured text, whose analysis by computer 

examiners is very hard to perform. To find a good 

solution for this automated method of analysis are 

of great interest. In particular, algorithms such as 

K-means, K-medoids, Single Link, Complete 

Link and Average Link can facilitate the 

discovery of new and useful knowledge from the 

documents under analysis. This paper is going to 

present an approach that applies document 

clustering algorithms to forensic analysis of 

computers seized in police investigations using 

multithreading technique for data clustering. 

 

Keywords- Clustering, forensic computing, text 

mining, multithreading.  

[I] INTRODUCTION- 
A very huge increase in crime relating to 

Internet and computers has caused a growing need 

for computer forensics. In document clustering 

computer forensics identifies evidence when 

computers are used in the police investigations of 

crimes. In this particular application domain, it 

usually involves examining the thousands of files 

per computer. This activity exceeds the expert’s 

ability of analysis and understanding of data.[1.4.5] 

In general, for computer forensic analysis we 

need computer forensic tools that can exist in the 

form of computer software. Such tools have been 

developed to help computer forensic investigators in 

a computer investigation. However, because storage 

media is growing in size, day by day investigators 

may have difficulty in locating their points of 

interest from a large pool of data.[1.5] In addition, 

the format in which the data is presented may result 

in disinforming and difficulty for the investigators. 

As a result, the process of analyzing large volumes 

of data may consume a very large amount of time. It 

may happen that data generated by computer 

forensic tools may be meaningless at times, due to 

the amount of data that can be stored on a storage 

medium and the fact that current computer forensic 

tools are not able to present a visual overview of all 

the objects (e.g. files) found on the storage 

medium.[1] 

Basically this is paper for the police 

investigations through forensic data analysis. 

Clustering algorithms are typically used for 

examining data analysis, where there is little or no 

prior knowledge about the data. This is exactly the 

case in several applications of Computer Forensics, 

including the one mention in this paper.[1] 

Following table gives the various algorithms and 

their parameters.[1] 

As shown in table there are various algorithm with 

their parameters like distance which has cosine as 

well as levenshtein distance which is nothing but a 

string metric for measuring the difference between 

two sequences. Informally, the Levenshtein distance 

between two words is the minimum number of 

single-character edits (i.e. insertions, deletions or 

substitutions) required to change one word into the 

other. The application for levenshtein distance is to 

in approximate string matching, the objective is to 

find matches for short strings in many longer texts, 

in situations where a small number of differences is 

to be expected. Table also gives the initialization of 

each algorithm.[1]  
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TABLE I: SUMMARY OF ALGORITHMS AND THEIR 

PARAMETERS[1] 

  

The remainder of this paper is organized as 

follows. Section II presents related work. Section III 

Architectural diagram of proposed system Section 

IV concludes the paper. Section V gives references.  

[II] LITERATURE SURVEY- 
The use of clustering has been reported by only 

few studies in the computer forensics field.[1]  

Basically, The use of classic algorithm for 

clustering data is described by most of the studies 

such as Expectation-Maximization (EM) for 

unsupervised learning of Gaussian Mixture Models, 

K-means, Fuzzy C-means (FCM), and Self-

Organizing Maps (SOM). These algorithms have 

well-known properties and are widely used in 

practice.[4] 

An integrated environment for mining e-mails 

for forensic analysis, using classification and 

clustering algorithms, was presented in [4]. In a 

related application domain, e-mails are grouped by 

using lexical, syntactic, structural, and domain-

specific features [6]. Three clustering algorithms 

(K-means, Bisecting K-means and EM) were used. 

The problem of clustering e-mails for forensic 

analysis was also addressed, where a Kernel-based 

variant of K-means was applied [7]. The obtained 

results were analyzed subjectively, and the result 

was Concluded that they are interesting and useful 

from an investigation perspective. More recently, a 

FCM-based method for mining association rules 

from forensic data was described [3]. 

In this paper when we talk about computer 

forensics there are so many tools, algorithms and 

methods to do it. so this paper presents those 

algorithms and methods are going to discuss one by 

one. 

Document Clustering for Forensic Analysis: An 

Approach for Improving Computer Inspection uses 

various algorithms and preprocessing technique for 

giving result as cluster data. Finally in their 

conclusion they have shown that, the approach 

presented by them applies document clustering 

methods to forensic analysis of computers seized in 

police investigations. Also, they are reported and 

discussed with several practical results that can be 

very useful for researchers and practitioners of 

forensic computing. More specifically, in their 

experiments the hierarchical algorithms known as 

Average Link and Complete Link presented the best 

results. Despite their usually high computational 

costs, they have shown that those algorithm are 

particularly suitable for the studied application 

domain because the dendrograms that they provide 

offer summarized views of the documents being 

inspected, thus being helpful tools for forensic 

examiners that analyze textual documents from 

seized computers.[1] 

A Comparative Study on Unsupervised 

Feature Selection Methods for Text Clustering 

describe one of the central problems in text mining 

and information retrieval area is text clustering. 

Performance of clustering algorithms will 

considerably reject for the high dimensionality of 

feature space and the inherent data sparsity, two 

techniques are used to deal with this problem: 

feature extraction and feature selection. Feature 

selection methods have been successfully applied to 

text categorization but seldom applied to text 

clustering due to the unavailability of class label 

information. Four unsupervised feature selection 

methods such as DF, TC, TVQ, and a new proposed 

method TV were introduced in that paper. 

Experiments were taken to show that feature 

selection methods can improves efficiency as well 

as accuracy of text 

clustering.[2] 

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

165 International Journal of Multidisciplinary Educational Research



Fuzzy Methods for Forensic Data Analysis is 

again describes a methodology and an automatic 

procedure for inferring accurate and easily 

understandable expert-system-like rules from 

forensic data. In most data analysis environments 

the methodology and the algorithms used were 

proven to be easily implementable. By discussing 

the applicability of different fuzzy methods to 

improve the effectiveness and the quality of the data 

analysis phase for crime investigation the fuzzy set 

theory would get implemented.[3] 

In mining write prints from anonymous e-

mails for forensic investigation, basically they are 

collecting e-mails written by multiple anonymous 

authors and focusing on the problem of mining the 

writing styles of those e-mails. The general idea is 

to first cluster the anonymous e-mail by the 

Stylometric (Stylometry is the application of the 

study of linguistic style, usually to written language, 

but it has successfully been applied to music and to 

fine-art paintings as well) features and then extract 

the write print, i.e., the unique writing style, from 

each cluster.[4]  

They have mainly focus on lexical and 

syntactic features of an e-mail as when we talk 

about lexical features they are used to learn about 

the preferred use of isolated characters and words of 

an individual. Following table gives Some of the 

commonly used character-based features, these 

include frequency of individual alphabets (26 letters 

of English), total number of upper case letters, 

capital letters used in the beginning of sentences, 

average number of characters per word, and average 

number of characters per sentence. To indicates the 

preference of an individual for certain special 

characters or symbols or the preferred choice of 

selecting certain units the use of such features come 

in picture. For example most of the people prefer to 

use ‘$’ symbol instead of word ‘dollar’, ‘%’ for 

‘percent’, and ‘#’ instead of writing the word 

‘number’.[4]  

Now when we talked about syntactic 

features, they are also called as style markers which   

Consist of all purpose function words such as 

‘though’, ‘where’, ‘your’, punctuation such as ‘!’ 

and ‘:’, parts-of-speech tags and hyphenation etc. as 

shown in table.[4] 
 

LEXICAL AND SYNTACTIC FEATURES 

Features type Features 

Lexical: 

character-based 

1. Character count (N) 

2. Ratio of digits to N 

3. Ratio of letters to N 

4. Ratio of uppercase letters to N 

5. Ratio of spaces to N 

6. Ratio of tabs to N 

7. Occurrences of alphabets (A-Z) (26 features) 

8. Occurrences of special characters: < > % j { } 

[ ]/ \ @ # w þ _ * $ ^ & O (21 features) 

Lexical: 

word-based 

9. Token count(T) 

10. Average sentence length in terms of 

characters 

11. Average token length 

12. Ratio of characters in words to N 

13. Ratio of short words (1e3 characters) to T 

14. Ratio of word length frequency distribution 

to T (20 features) 

15. Ratio of types to T 

16. Vocabulary richness (Yule’s K measure) 

17. Hapax legomena 

18. Hapax dislegomena 

Syntactic 

features 

19. Occurrences of punctuations, . ? ! : ; ’ ” 

(8 features) 

20. Occurrences of function words 

(303 features 

         

           TABLE 2 LEXICAL AND SYNTACTIC FEATURES. 

 

Exploring Data Generated by Computer 

Forensic Tools with Self- Organizing Maps is again 

one paper which gives several tools for computer 

forensic analysis. The demonstration on how 

unsupervised learning neural network model, the 

self-organizing map (SOM), can aid computer 

forensic investigators in decision making and assist 

them in conducting the analysis process more 

efficiently during a computer investigation is the 

main focus of that paper.[5] 

This paper talked about the market 

conditions of tools of computer forensic there are 

numerous computer forensic tools available on the 

market. For instance EnCase , Forensic Toolkit and 

Pro Discover are some of the tools that are 

available. By considering the difference of these 

tools some may offer a whole range of 

functionalities on the other hand some tools are 

designed with only a single purpose in mind. 

Examples of these functionalities are advanced 

searching capabilities, hashing verification, report 

generation and many more.  Some computer 
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forensic tools do provide similar functionalities, but 

with a different graphical user interface.[5] 

 The main motto of this paper is to focus on 

self-organising map (SOM) – which is an approach 

that allows computer investigators to view 

(visualise) all the files on the storage medium and 

assists them in locating their points of interest 

quickly by greatly reducing overall human 

investigation time and effort.[5]  

Mining writeprints from anonymous e-mails 

for forensic investigation is one of the paper for 

forensic data in which, three sets of experiments 

were performed by them which are (1) To assess 

stylometric attributes in terms of F-measure we 

applied clustering over nine different combinations 

of these attributes.(2) Other parameters will be 

constant for varying the number of authors. (3) In 

the third set of experiments the effects of number of 

messages per author had been checked by them. 

Three different clustering algorithms were used in 

all the three set of experiments, namely EM, k-

means, and bisecting k-means were applied. {T1, 

T2, T3, T4, T1 þ T2, T1 þ T3, T2 þ T3, T1 þ T2 þ 

T3, T1 þ T2 þ T3 þ T4, } are Different feature 

combinations where T1, T2, T3 and T4 stand for 

lexical, syntactic, structural, and content-specific 

attributes in that order. 

 

 
FIG. 1 E F-MEASURE VS. FEATURE TYPE AND 

CLUSTERING ALGORITHMS 

[III] IMPLIMETATION DETAILS: 

        ARCHITECTURAL DIAGRAM OF    

PROPOSED SYSTEM: 
The proposed system shown in figure 2. 

 

 
Fig. 2: ARCHITECTURAL DIAGRAM OF PROPOSED 

SYSTEM 

 

In our propose system basically there are three 

important steps which are as follows 

1) Preprocessing 

2) Preparing cluster vector 

3) Forensic analysis  

 

1) Preprocessing- In preprocessing step there 

are three steps such as a) fetch a file 

contents, b) stopword removal c) stemming. 

In all the above steps the basic purpose is to 

check the file contain and to remove the stop 

word like a, an ,the etc. and later on to do 

stemming on that file which will be 

removing ing and ed words from the given 

statement.  

 

2) Preparing cluster vector- For preparing the 

cluster vector one will need to find top 100 

words from the file on which preprocessing 

step is already done. Now from that 

document or rather way we can say file or 

data numerical sentences such as the 

sentence which has numerical word in it that 

means the sentence which contains date or 

any kind on number in it. 
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3) Forensic analysis- This will be the last step 

of proposed method. From the diagram no 1 

mention above one can say that for the 

forensic data analysis classification matrix 

need to be made with the help of weighted 

method protocol. At last one can find 

accuracy of his work. 
 

[IV] RESULTS: 

1-DATA SET: 
   The data set for forensic analysis will 

be different number of file in different formant 

which has information on which data clustering is 

performed by applying dissimilar algorithm. For the 

clustering processes this paper makes use of 

multithreading technique. Later on that data set can 

be used for police investigation. 

 

2-RESULT SET:  

  The result set produced by this 

system will be number of clusters formed by 

applying algorithm on given information. 

 

[V] CONCLUSION AND FUTURE 

WORK: 
 By doing the survey on computer forensic 

analysis it can be concluded that clustering on data 

is not an easy step. There is huge data to be cluster 

in compute forensic so to overcome this problem, 

this paper presented an approach that applies 

document clustering methods to forensic analysis of 

computers seized in police investigations. Again by 

using multithreading technique there will be 

document clustering for forensic data which will be 

useful for police investigations.   

 

[VI] ACKNOWLEDGEMENT: 
I express my sense of gratitude towards my 

project guide Prof. PREETI SHARMA for her 

valuable guidance at every step of study of this 

project, also her contribution for the solution of 

every problem at each stage.  

I am also thankful to PROF. S. B. 

SARKAR, PG Coordinator for the motivation and 

Inspiration that triggered me for this thesis work.   

  
 

REFERENCES: 

 
1] L. F. Nassif and E. R. Hruschka, “Document 

clustering for forensic computing: An approach for 

improving computer inspection,” in Proc. Tenth Int. 

Conf. Machine Learning and Applications 

(ICMLA), 2011, vol. 1, pp. 265–268, IEEE Press. 

2] L. Liu, J. Kang, J. Yu, and Z. Wang, “A 

comparative study on unsupervised feature selection 

methods for text clustering,” in Proc. IEEE Int. 

Conf. Natural Language Processing and Knowledge 

Engineering, 2005, pp. 597–601. 

3]  K. Stoffel, P. Cotofrei, and D. Han, “Fuzzy 

methods for forensic data analysis,” in Proc. IEEE 

Int. Conf. Soft Computing and Pattern Recognition, 

2010, pp. 23–28. 

4] R. Hadjidj, M. Debbabi, H. Lounis, F. Iqbal, A. 

Szporer, and D. Benredjem, “Towards an integrated 

e-mail forensic analysis framework,” Digital 

Investigation, Elsevier, vol. 5, no. 3–4, pp. 124–137, 

2009. 

5] B. K. L. Fei, J. H. P. Eloff, H. S. Venter, andM. 

S. Oliver, “Exploring forensic data with self-

organizing maps,” in Proc. IFIP Int. Conf. Digital 

Forensics, 2005, pp. 113–123. 

6] F. Iqbal, H. Binsalleeh, B. C. M. Fung, and M. 

Debbabi, “Mining writeprints from anonymous e-

mails for forensic investigation,” Digital 

Investigation, Elsevier, vol. 7, no. 1–2, pp. 56–64, 

2010. 

7] S. Decherchi, S. Tacconi, J. Redi, A. Leoncini, F. 

Sangiacomo, and R. Zunino, “Text clustering for 

digital forensics analysis,” Computat. Intell. 

Security Inf. Syst., vol. 63, pp. 29–36, 2009. 

 

 
 

 

 

 

 

IJMER; ISSN: 2277-7881; IF-2.735;IC  V:5.16; Vol 3, Issue 3(10), March 2014

168 International Journal of Multidisciplinary Educational Research



Securing Wireless Sensor Network (WSN) with DNA 

Cryptography 
 

Utpal Chandra De 
School of Computer Application, 

KIIT University, 
Bhubaneswar-751024, India. 

deutpal@gmail.com 

 

Amitava Sen 

School of Computer Engineering, 
KIIT University, 

Bhubaneswar-751024, India. 
amitava57@gmail.com

 

 
Abstract— A wireless sensor network (WSN) consists of small low 

power devices which have limited computing resources . Wireless 

Sensor Networks are prone to security attacks and poses a great 

security threat 

for the wireless networks being used today. The present day 

algorithms have shown limitations to meet the security 

requirements of transmission. This paper proposes a DNA based 

encryption and decryption al 

gorithm. Our implementation results showed significant 

improvement in complexity over other cryptographic based 

algorithms. It is found that the sender needs to traverse the 

complete data once for splicing the introns from the DNA. The 

time complexity of the splicing process is O(n). For translation, 

the PT'dna (i.e. plain text after removing spliced pattern) is 

traversed only once leading to complexity O(n). 

Hence, the total time complexity of the encryption process is 

O(n). At the receiving end, the cipher-text is traversed once each 

for both the keys to obtain the plain-text in linear time with a 

total time complexity of O(n). It is analysed that if some malicious 

node captures the data during the transfer between the nodes, it 

can only get cipher text. The probability of obtaining plain-text 

from the ciphertext is computationally infeasible even if brute 

force method is applied. 

Keywords: Wireless Sensor Network (WSN) , DNA 

Cryptography, Security, introns, exons, splice. 

I.  INTRODUCTION 

The era of Personal Computers is changing to an era of 
Ubiquitous Computing. Wireless networks have succeeded as 
they provide a better solution for interconnection of ubiquitous 
devices[1][7]. Sensor networks, characterized by anytime, 
anywhere communication[9] ; the next generation of wireless 
communication systems, are an autonomous system of Sensor 
routers and associated hosts that are connected by wireless 
links. The approaches applied in wired networks cannot be 
used for Sensor networks due to vast differences in the 
characteristics of both the networks in terms of cost, power 
consumption and computational abilities [8][5]. Here the 
communication takes place in the ether, which has lack of 
centralized monitoring and management point. In view of 
above these networks are prone to attacks. Security in a 

network based on cryptography provides several aspects such 
as confidentiality, integrity, authenticity and non 
repudiation[3]. DNA cryptography drawn attention after DNA 
computing was first proposed by Adleman in 1994 [13]. DNA 
cryptography is based on central dogmas of molecular 
biology[1]. We used pseudo DNA cryptography which is 
different from actual DNA cryptography. We use only the 
DNA terminology and mechanisms of DNA function[2][6] not 
actual biological DNA sequences (or oligos) or the sequences 
generated in-vitro. The cipher and decipher processes are based 
on the concepts of DNA transcription, splicing and RNA 
translation[2]. The structure of the paper is organized as: 
Section 2 reviews the related concepts, Section 3 describes the 
proposed methodology of using DNA based Cryptography. 
Section 4 discusses analysis drawn from the  finndings and 
Section 5 concludes the paper. 

II. RELATED WORK 

 

Sensor Networks are wireless, open, temporarily meshed 
networks composed of a group of Sensor nodes. Each node acts 
as a router and forwards packets to other nodes to reach 
destination[8]. As no fixed infrastructure is required for their 
establishment, they are highly self-organizing. Sensor networks 
are characterized by feature of having distributed approach, 
dynamic topography and peer to peer analogies. Various 
Proactive routing protocols like Open Shortest Path First 
(OSPF), Destination Sequenced Distance Vector (DSDV) and 
Reactive i.e. on-demand protocols like Ad hoc On-demand 
Distance Vector (AODV) and Hybrid routing protocols like 
Zone Routing Protocol (ZRP) are available which assume 
collaboration between nodes so they lack any embedded 
security mechanism and hence are more prone to security 
attacks[5]. These attacks can either be Active attacks or Passive 
attacks. Active attacks harm the network resources such as 
denial of service and modify the information being transferred. 
On the contrary, passive attacks without harming the network 
resources acquire the information and use it for unauthorized 
purposes such as releasing the message contents[4]. Modern 
day Cryptography includes the process of encryption and 
decryption along with the involvement of various distinct 
mechanisms such as symmetric or asymmetric key 
encipherment and hashing[4]. In symmetric cryptography, both 
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the encryption and decryption keys are same and need to be 
exchanged between the sender and receiver beforehand. 
Asymmetric cryptosystems use different keys for encryption 
and decryption; the encryption key is public and decryption key 
is retained by its owner. Due to considerable computational 
overhead asymmetric cryptography, also referred as public key 
cryptography, is considered as unsuitable for WSN. N. Gura et 
al [16] compared performance of Elliptic Curve Cryptography  
( ECC ) and RSA on 8-bit MCU. This work showed that a 
single 160 bit prime field point multiplication of Elliptic Curve 
Cryptography (ECC) needed 6.48106 clock cycles. Several 
embedded computing oriented algorithms have proposed by the 
researchers from cryptography field, such as HIGHT [17], SEA 
[18] , and PRESENT [19]. These algorithms considered 
resource constraints during design phase, so they have potential 
efficiency in WSN. As they are new proposals, strong 
cryptanalysis is needed to prove their security. The proposed 
cryptographic algorithm follows symmetric cryptographic 
scheme. 

 

III. PROPOSED ALGORITHM 

The following algorithm provides an insight into the 
process used for DNA encryption and decryption. The sender 
node converts the original plain text into cipher text using the 
following steps: 

BEGIN 

Step 1: Select the Plain Text, PT, to be sent, and convert 
into an 8 bit Extended ASCII code, PTbin.  

Step 2: Convert PTbin into DNA notation, say PTdna using 
the following convention: A=00, T=01, G=10, C=11 where A, 
T, G, C are DNA base pairs. The PTdna, as per analogy, 
comprises of exons and introns.  

Step 3: Select the pattern to be spliced (introns), say S from 
Ø(PTdna) where Ø (PTdna) is the function that determines the 
random pattern to be spliced. The plain text becomes PT’dna 
such that PT’dna= PTdna – nS, where n is the number of the 
times the pattern appears in the PTdna.  

// PT’dna comprises of exons only and forms m-RNA 
sequence which is used for protein synthesis.  

Step 4: The positions from where the pattern is spliced. The 
spliced pattern and the position of splicing are added to the key 
file, K1.  

Step 5: Compute the length of PT’dna, say l(PT’dna).  

Step 6: Set Flag= l(PT’dna) mod 3.  

CASE I: If flag= 0 then 

i. Convert PT’dna into amino acid sequence PTamino using 
Ø (PT’dna) that combine 3 bases (codon) in PT’dna to form an 
equivalent amino acid using genetic code table. 

CASE II: If flag= 1 then  

i. Compute the complementary base to the last base in the 
PT’dna using C(PT’dna) where C(PT’dna) computes the 
complementary base to the last base in PT’dna . 

ii. Append the complementary bases at the end of PT’dna 

twice. Let new plain text be PT’dna= PT’dna + C(PT’dna) + 

C(PT’dna) . 

iii. Convert PT’dna into amino acid sequence PTamino using 

Ø (PT’dna) that combines 3 bases (codon) in PT’dna to form 

an equivalent amino acid using genetic code table. CASE III: 

If flag= 2 then  

i. Compute the complementary base to the last base in the 

PT’dna using C(PT’dna) where C(PT’dna) computes the 

complementary base to the last base in PT’dna.  

ii. Append the complementary base at the end of PT’dna once. 

Let new plain text be PT’dna= PT’dna + C(PT’dna).  

iii. Convert PT’dna into amino acid sequence PTamino using 

Ø (PT’dna) that combines 3 bases (codon) in PT’dna to form 

an equivalent amino acid using genetic code table. 

Step 7: The mapping details from codon to amino acid and the 

Flag value are added to the key file, K2.  

END 

The receiver obtains the original plain text from the cipher 

text and keys using the following procedure:  

BEGIN  

Step 1: The plain text PTamino is converted into PT’dna using 

the (Ø R, K2) where Ø R is the reverse of Ø such that PT’dna 

= Ø R (PTamino).  

Step 2: Using the value of Flag cut the appended bases from 

PT’dna.  

Step 3: PT’dna comprises only of exons and process of 

Reverse splicing (Ø R, K1) such that PTdna = Ø R (PT’dna).  

Step 4: The plain text is converted into binary, PTbin form 

from DNA notation.  

Step 5: PTbin is in Extended ASCII with respect to original 

plain text which is converted back using reverse convention.  

END 
 

The above DNA encryption decryption method can be 

summarized as shown in Figure 1 below: 

 

 

 

 
Figure 1: DNA encryption decryption 
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IV. COMPLEXITY ANALYSIS 

After the text Suppose the DNA form of data PTdna have the 

length m. Let there be i introns and the average length of 

introns be l. So the length of the data after the introns are 

spliced from the DNA would be m-i*l. Since one codon 

consists of 3 bases so the length of the protein form of data 

would be (m-i*l)/3. 

It is found that the sender needs to traverse the complete data 

once for splicing the introns from the DNA. So the time 

complexity of the splicing process is O(m). For translation, 

the PT’dna is traversed only once leading to complexity 

O(m). Hence, the total time complexity of the encryption 

process is O(m). At the receiving end, the ciphertext is 

traversed once each for both the keys to obtain the plaintext 

in linear time with a total time complexity of O(m). 

It is analyzed that if some malicious node captures the data 

during the transfer between the nodes, it can only get cipher 

text. The probability of obtaining plaintext from the 

ciphertext is very low even if brute force method is applied. 

To obtain PT’dna from PTamino, 20 amino acids are to be 

mapped to 61 codons, thereby leading to 3 possibilities for 

every amino acid on an average. So, there would be 3(m-

i*l)/3 total possible combinations to obtain the correct 

PT’dna. Now to obtain PTdna there are (m-i*l)+1 possible 

places for the insertion of intron. Every time an intron is 

inserted, the number of possible places for the insertion of 

intron also increases by 1. Since there are i introns, so the 

total combinations for reverse splicing are (i*(2(m-

i*l)+i+1)/2), which is of the order O(m). As the number of 

introns and their length decreases, the time complexity of 

reverse splicing will decrease but the time complexity of 

reverse translation will increase. Hence the total possible 

combinations for the decryption using brute force are (3(m-

i*l)/3*3* i*(2(m-i*l)+i+1)/2), which is of order O(3m), thus 

requiring very large computational time to decipher the 

plaintext. Also, the dynamic nature of nodes does not allow 

brute force attacks to become successful due to large number 

of possible permutations. Further the brute force attacks fail 

in this scenario because the pattern that is to be spliced off 

varies with the plaintext. 

 

V.  RESULT 

The proposed algorithm is implemented using GNU C, the 

configuration of the system used is Core 2 Duo processor/ 2 

GB RAM / 4 MB cache. The results of the program have 

been summarised in Table 1 and Table 2. Table 1 shows the 

performance of proposed algorithm with different sets of 

plaintext varying in context and length. Table 2 shows the 

performance of the proposed algorithm on different sets of 

data, highly diverse in nature covering wide range of 

Extended ASCII characters. 

 

 

 

 

 

TABLE I.  THE PERFORMANCE OF APPLICATION WITH DIFFERENT 

LENGTH OF PLAINTEXT 

Data 

Set 

Size of 

Plain Text 
(bytes) 

Size of 

Cipher 
Text 

Size of 

keys 
(bytes) 

Encryption 

Time(ms) 

Decription 

Time (ms) 

1 10 43 97 243 419 

2 100 315 664 244 425 

3 1000 3298 4901 289 463 

4 10000 33324 47511 1283 1384 

 

TABLE II.  THE PERFORMANCE OF ALGORITHM WITH PLAINTEXT OF DI 
ERENT CONTEXT 

Data Set 
Description 

Different 
Character 

Set 

Decription 
Success Rate 

in % 

1 Alphabates only 52 100 

2 Numerical characters 30 100 

3 Special characters 33 100 

4 
Combination of 

characters 

85 100 

5 
Combination of 

Characters 

154  

 
 

VI. CONCLUSION AND FUTURE WORK 

The vulnerability of Sensor networks to attacks makes 
security one of the major issues in data transmission. The 
proposed algorithm is analyzed to be strong enough as the 
permutations required by a brute force attack are suficiently 
high to decipher the message being sent across the Sensor 
network. It can be concluded from the various analysis that the 
proposed DNA-based cryptosystem promises to be a better 
solution for implementation in securing the Sensor networks. 
Further, this method can be incorporated as a hardware 
solution. However, the limited computational ability of the 
nodes in Sensor networks is still an issue, which can be worked 
upon in future. 
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