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Abstract 

Websites can be common, either regularly visited by a large number of users or providing some useful information. It can 
then be accessed by a large number of users, often leading to an overload of servers, which can lead to an assault. Huge technological 
development is leading to many cases of hacking. Every day, numerous types of threats arise and their purpose is to make services 
inaccessible to the user. The DDoS attack can be determined using the amount of traffic they send per second to the host system, for 
example, small attacks could be measured by few megabits (Mpbs), whereas it could be terabit per second in large attacks (Tbps). To 
execute the attacks efficiently, attackers use the botnet for large-volume attacks. If it occurs occasionally, the server will not respond 
to the legitimate user. The expert compares and records the incoming packet traffic with traffic signatures; network administrators 
secure internet devices from attack by using this tool. 
Keywords: Attack, DDoS Attack, Machine Learning, Types of DDoS Attack, Types of Machine Learning Algorithms etc. 
 
Introduction   

A Denial of Service (DoS) attack is an attempt by an attacker to render network resources by flooding the host of the service 
unresponsive to its legitimate users. A DoS attack originating from multiple sources is a distributed denial of service (DDoS) attack. In 
general, DoS attacks are initiated using an Internet connection from one computer or virtual machines, while DDoS attacks are 
initiated from several different compromised computers, virtual machines, to overwhelm victims' networks. DDoS is performed by 
simultaneously sending a large number of requests via botnets and compromised IoT devices to the target's exhaust computing 
resource (Bandwidth and Traffic). The compromised computers, also referred to as bot or zombie, run remotely under the supervision 
of one or more of the bot-masters and attack groups of bots (botnet) as in Figure 1. Bots can be either malicious users who are 
preparing for an attack or legitimate users who are infected. 

 
Fig.1: DDOS attack network infrastructure 

 
Types of DDOS attacks 

This malicious attack is done with several compromised services globally. There are three major types of DDoS attacks. They 
are, 
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Fig. 2: DDOS attack types 

 
Volume based Attacks: Also today, it is one of the most common attacks. This attack sends out massive quantities of data from the 
bandwidth of the available network. This leads to a congestion that leads to an acceleration that requests to send a large amount of 
traffic to the services of the victim that will affect the responses and result in the server being clogged. Protocol Attacks: Protocol 
attacks are also known as state exhaustion attacks that impact the victim's system's network layer. This interferes with the capability of 
table spaces, such as firewalls, and load balancers that forward requests to the target. 
Application Layer Attacks: Interruption of the website or service of the victim with a large number of requests before the exhaustive 
stage of the request submitted is reached. The requests may include the downloading of large data or the database requesting the data. 
If the target is targeted with millions of requests at a time, the device process can slow down and can even be automatically shut down. 
 
Challenges with DDoS Attacks 

DoS attacks are complex in nature, so the exact IP address from which the attack originated cannot be identified. It is 
possible to spoof its source and attack more than one system(node) as a source over the internet from various locations. Often, its 
source is compromised to launch attacks, too. Since it comes from multiple sources and needs human involvement, the type of attack 
is very complex. In 2017, when any device is affected by a DDoS attack, there is a lack of agile granular responses that can increase 
financial processing power issues. 

 
Machine Learning  

Machine learning is defined as the ability of a system to learn and progress on the basis of learning without comprehensive 
programming. The methods of Machine Learning help to efficiently solve different problems in the IT field. It is now in vogue and 
helps to solve big network security issues. Using various learning strategies, it is narrowly categorised. 

 
 Classification of Machine Learning Algorithms 
  Every task in Machine learning is broadly classified into several categories. They are 

 
Fig. 3: Types of machine learning 

 
Supervised Learning Techniques: The aim is to collect data and learn from it using various Machine learning based supervised 
techniques. It is a mathematical model consisting of set of inputs (labelled inputs) and desired outputs used for predictive modelling. 
Some commonly used algorithms are Nearest Neighbor, Decision tree, Support vector machines, Naïve Bayes, linear regression. 
Unsupervised Learning Techniques: In this method, the data are unlabeled, the system trains itself and produces the output. This 
helps in picking the important data that is required for the analyses. When we require any information regarding the relationship of a 
data, we use unsupervised learning method. There are various clustering algorithms like association rules, k-means clustering.  
 Semi-supervised learning Techniques: It is a combination of supervised and unsupervised learning methods where we will use both 
labelled and unlabeled data. It produces a desired result having important parameters required for analyses.  
Reinforcement Learning Techniques: Reinforcement training is based on trial-and-error method for a particular decision. It gains 
experiences from the previous trainings and gives accurate knowledge based on the response received.  
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Literature Review  
S. no. (year) TITLE AUTHOR JOURNAL FINDING 

 2020 Learning-Driven 
Detection and 
Mitigation of DDoS 
Attack in IoT via 
SDN-Cloud 
Architecture 
 

Nagarathna ravi and 
S. mercy shalinie 

The Institute of 
Electrical and 
Electronics 
Engineers 

the Distributed Denial-of-
Service (DDoS) assault 
can clip off the 
organization 
administration to the 
clients differently, for 
example, utilization of 
worker's assets, soaking 
join transfer speed, and so 
forth This article dives 
into handling the DDoS 
assault set off by noxious 
remote IoT on IoT 
workers. Our security plot 
use the cloud and 
programming 
characterized network 
(SDN) worldview to 
alleviate the DDoS 
assault on IoT workers. 
researchers have 
proposed a novel 
instrument named 
learning-driven discovery 
relief (LEDEM) that 
distinguishes DDoS 
utilizing a semi 
administered AI 
calculation and mitigates 
DDoS. researchers tried 
LEDEM in the testbed 
and imitated geography, 
and contrasted the 
outcomes and best in 
class arrangements. 
Authors accomplished an 
improved exactness pace 
of 96.28% in identifying 
DDoS assault. 

 2020  A Low-Cost 
Distributed Denial-of-
Service Attack 
Architecture 
 

Kaifan huang, Lu-
xing Yang, Yuan yan 
tang 

The Institute of 
Electrical and 
Electronics 
Engineers 

This paper is committed 
to investigating the 
chance of dispatching an 
IoT-based DDoS assault 
at an incredibly ease. 
Initial, another DDoS 
assault engineering is 
proposed. Since the 
proposed engineering 
appreciates the upsides of 
zero administration cost, 
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great imperceptibility, 
and solid heartiness, it is 
particularly fit to asset 
restricted DDoS 
assailants. In this 
engineering and 
dependent on a novel 
botnet development 
model, the ideal plan of 
assault methodology is 
diminished to a variation 
issue, where the target 
useful represents the 
assessed expected effect 
of the DDoS assault 
related with a DDoS 
assault procedure. At last, 
the variation issue is 
settled for three unique 
kinds of DDoS protection 
methodologies. This work 
extends our 
comprehension of IoT-
based DDoS assaults. 

 2020 Detection of 
distributed denial of 
service attack in cloud 
computing using the 
optimization-based 
deep networks 
 

S. Velliangiri, 
Vinoth Kumar 

The Institute of 
Electrical and 
Electronics 
Engineers 

This work has focused on 
recognizing the DDoS 
assault by building up the 
deep learning-based 
classifier. The 
administration demand 
from the clients is 
gathered and assembled 
as the log data. From the 
log record, some 
significant highlights are 
chosen for the order 
utilizing the Bhattacharya 
distance measure to 
diminish the preparation 
season of the classifier. 
Here, Taylor-Elephant 
Herd Optimization based 
Deep Belief Network 
(TEHO-DBN), is created 
by altering the Elephant 
Herd Optimization (EHO) 
with the Taylor 
arrangement and the 
calculation along these 
lines created is received 
to prepare the Deep 
Belief Network (DBN) 
for the DDoS assault 
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discovery. From the 
reenactment results, it 
tends to be inferred that 
the proposed TEHO 
based DBN classifier has 
improved execution with 
a accuracy rate of 0.830. 

 2020 Detection of 
Distributed Denial of 
Service Attacks Using 
Deep Learning 
 

Muhammad 
Asad,  Muhammad 
Asim,  Talha 
Javed,  Mirza O 
Beg,  Hasan 
Mujtaba,  Sohail 
Abbas 

The computer 
journal 

The application layer 
assaults are conceivably 
more hindering and 
stealthier on account of 
the assault traffic and the 
kindhearted traffic 
streams being vague. The 
appropriated idea of these 
assaults is hard to battle 
as they may influence 
unmistakable registering 
assets separated from 
network data transfer 
capacity utilization. 
Furthermore, keen 
gadgets associated with 
the Internet can be 
contaminated and utilized 
as botnets to dispatch 
DDoS assaults. In this 
paper, we propose a novel 
profound neural 
organization based 
identification instrument 
that utilizations feed-
forward back-
engendering for precisely 
finding numerous 
application layer DDoS 
assaults. The proposed 
neural organization 
design can distinguish 
and utilize the most 
applicable significant 
level highlights of bundle 
streams with a precision 
of 98% on the cutting 
edge dataset containing 
different types of DDoS 
assaults. 

 2020 Defense against 
distributed DoS attack 
detection by using 
intelligent 
evolutionary algorithm 
 

Manu vardhan, 
Shubhra dwivedi 

International journal 
of computers and 
applications 

in this paper, authors use 
grasshopper streamlining 
calculation (GOA) with 
AI calculation called 
GOIDS. This 
methodology depends on 
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making an interruption 
discovery framework 
(IDS) to satisfy the 
prerequisites of the 
checked climate and 
ready to recognize typical 
and assault deals. 
Moreover, GOIDS 
chooses the most 
significant highlights 
from the first IDS dataset 
that can assist with 
recognizing 
commonplace low-speed 
DDoS assaults and 
afterward, chose 
highlights are passed to 
the classifiers, for 
example uphold vector 
machine, choice tree, 
innocent Bayes, and 
multilayer perceptron to 
distinguish kind of 
assault. The openly 
accessible dataset as 
KDD Cup 99 and CIC-
IDS 2017 are utilized for 
our trial study. From the 
aftereffects of the 
reenactment, plainly 
GOIDS with choice tree 
gets high identification 
and exactness with a low 
bogus positive rate. 

 2020 A DDoS Attack 
Mitigation Scheme in 
ISP Networks Using 
Machine Learning 
Based on SDN 
 

Pham huy hung, 
Trung van Phan, 
Nguyen Ngoc Tuan 

Molecular Diversity 
Preservation 
International. 
(MDPI) 

In this paper, we propose 
a novel DDoS assault 
relief in SDN-based 
Internet Service Provider 
(ISP) networks for TCP-
SYN and ICMP flood 
assaults using AI 
approach, i.e., K-Nearest-
Neighbor (KNN) and XG 
Boost. By sending a test-
bed, authors execute the 
proposed calculations, 
assess their precision, and 
address the compromise 
between the exactness 
and relief proficiency. 
Through broad trials, the 
outcomes show that the 
calculations can 
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productively moderate the 
assault by over 98.0% 
while kind traffic isn't 
influenced. 

 2019 Efficient Distributed 
Denial-of-Service 
Attack Defense in 
SDN-Based Cloud  
 

Trung V. Phan , and 
Minho park 

The Institute of 
Electrical and 
Electronics 
Engineers  

Programming 
characterized organizing 
(SDN) is the vital result 
of broad examination 
endeavors in the course of 
recent a long time toward 
changing the Internet 
framework to be more 
programmable, 
configurable, and 
reasonable. In any case, 
basic digital dangers in 
the SDN-based cloud 
climate are rising quickly, 
in which conveyed refusal 
of-administration (DDoS) 
assault is quite possibly 
the most harming digital 
assaults. In this paper, 
authors propose an 
effective answer for 
tackle DDoS assaults in 
the SDN-based cloud 
climate. Authors initially 
present another crossover 
AI model dependent on 
help vector machine and 
self organizing map 
calculations to improve 
the traffic arrangement. 
At that point, authors 
propose an upgraded 
history based IP 
separating plan (e-HIPF) 
to improve the assault 
discovery rate and speed. 
At long last, authors 
present a novel 
component that 
consolidates both the 
mixture AI model and the 
e-HIPF plan to make a 
DDoS assault protector 
for the SDN-based cloud 
climate. The test bed is 
executed in a SDN-based 
cloud with administration 
work fastening. Through 
down to earth tries, the 
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proposed DDoS assault 
protector is demonstrated 
to beat existing 
instruments for DDoS 
assault order and 
recognition. The thorough 
trials directed with 
different DDoS assault 
levels demonstrate that 
the proposed component 
is a compelling, creative 
way to deal with shield 
DDoS assaults in the 
SDN-based cloud. 

 2019 Comprehensive 
Review of Artificial 
Intelligence and 
Statistical Approaches 
in Distributed Denial 
of Service Attack and 
Defense Methods  

Bashar ahmed kjalaf, 
Salama A. mostafa, 
Mazin abed 
Mohammed and 
Wafaa Mustafa 
Abdullah 

The Institute of 
Electrical and 
Electronics 
Engineers 

Incidents of genuine harm 
because of DDoS assaults 
have been expanding, 
consequently prompting a 
pressing requirement for 
new attack identification, 
prevention mechanisms, 
and mitigation. The 
majority of the proposed 
DDoS guard strategies 
have various sorts of 
disadvantages and 
impediments. A portion 
of these techniques have 
signature-based 
protection instruments 
that neglect to distinguish 
new assaults and others 
have abnormality based 
guard components that 
are restricted to explicit 
kinds of DDoS assaults 
but then to be applied in 
open conditions. This 
audit paper centers 
around the most widely 
recognized guard 
techniques against DDoS 
assaults that receive 
computerized reasoning 
and factual 
methodologies. Also, the 
survey groups and 
represents the assault 
types, the testing 
properties, the assessment 
techniques and the testing 
datasets that are used in 
the approach of the 
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proposed protection 
strategies. At long last, 
this audit gives a rule and 
potential purposes of 
camps for creating 
improved arrangement 
models of guard strategies 
against DDoS assaults. 

 2019 Toward secure 
software-defined 
networks against 
distributed denial of 
service attack 
 

Kshira Sagar 
Sahoo, Sanjaya 
Kumar 
Panda, Sampa 
Sahoo, Bibhudatta 
Sahoo & Ratnakar 
Dash  
 

The journal of 
supercomputing 

This paper presents a 
brief state-of-the-art 
survey of security worries 
of SDN, conceivable 
DDoS assault in 
individual layers of SDN 
and progressing research 
endeavors on SDN-
empowered DDoS 
location arrangements. In 
view of the discoveries, a 
data distance-based 
stream discriminator 
structure has been 
examined, which can 
separate the DDoS traffic 
during streak occasions, a 
comparative looking real 
traffic, in SDN climate. 
The data distance metric 
is utilized to depict the 
varieties of traffic 
conduct of such 
occasions. The 
reproduction results show 
that the data distance 
metric can successfully 
distinguish the DDoS 
traffic in examination 
with different 
measurements with a 
higher identification rate. 
The proposed 
arrangement can 
recognize the traffic at the 
edge switch with the goal 
that the assault caution 
can be raised at the most 
punctual. 
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10) 2019 Prediction of DDoS 
Attacks using Machine 
Learning and Deep 
Learning Algorithms 

Saritha, 
B.RamaSubba 
Reddy, A Suresh 
Babu 

International Journal 
of Recent 
Technology and 
Engineering (IJRTE) 

This study mainly focuses 
to identify the 
advancements and 
research gaps in the 
development of efficient 
security algorithms 
addressing DDoS attacks 
in various n/w 
environments. It is 
observed that most of the 
existing research includes 
solutions and algorithmic 
patterns that are framed 
based on the statistical 
algorithms such that most 
this algorithms suffer 
from computational 
complexity. This study 
overview the synthesis of 
various DDoS attacks and 
their countermeasure 
algorithms that enables 
the researchers of the next 
generation to easily 
identify the research gap 
in the context of applying 
machine learning 
algorithms to automate 
the process of predicting 
DDoS attacks in various 
distributed networks. 

 
Problem Formulation and Objectives  
Problem statement  

In all aspects of business and industry, including bank transfers, email, social media and university services, etc., network 
security has become of paramount importance. Web and network networks have been suffering from hacker attacks recently. New 
types of Distributed Denial of Service (DDoS) that operate on the application layer as well as the network layer are continually being 
created by hackers. In the above listed areas, the vulnerabilities allow hackers to refuse access to web services and slow down access 
to resources from the network. Machine learning is used to detect and identify network traffic based on certain features that are used to 
calculate and evaluate whether network traffic is regular or is a type of DDoS (average packet size, inter arrival time, packet size, 
packet rate, bit rate, etc.). For the most part, DDoS attacks have the same average packet size. Instead of the usual packet, the number 
of packets will increase in the attacked packet; the inter-arrival time will also be too small to allow attackers to quickly absorb 
resources. DDoS packets for network layer attacks often have a high bit rate. Attackers concentrate on any characteristics that allow 
them to absorb assets and make the service inaccessible to end users. 

 
Objectives  

(1) To study and analyze the various detection system for the DDOS attack using supervised machine learning system. 
(2) To develop a new classifier based on the various feature selection methods. 
(3) To develop an improved algorithm for the detection of various DDOS attack. 
(4) To compare the improved algorithm with the existing DDOS algorithm based on precision and accuracy. 
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METHODOLOGY 

 
Fig. 4: Methodology 

 
Software Requirements  

This figure illustrates how we have implemented this DDoS detection technique. The data collection process consists of 
generating and collecting traffic. The features that indicate a DDoS attack on the stored data were selected in the feature selection 
process. The classification model classifies DDoS and normal traffic in the dataset in the machine learning classifier process. 

 
Python  

Python7 is an open-source programming language at a high level and for general purposes. It has become the chosen 
programming language for most data scientists due to Python's code readability philosophy, ease of learning, powerful code and 
simple communication features of Python. There are lively scientific libraries in Python and many fantastic environments, such as the 
notebook Spyder and Jupyter. The Python Matplotlib library is a popular 2D-graphic library that helps to plot graphs for machine 
learning scientists. We picked Python languages for machine learning experiments because of these strengths. We have picked Python 
languages for machine learning experiments because of these strengths. 

 
Conclusion  

Attacks are the damage and disruption of a system's usual behaviour caused by the abuse of vulnerabilities by various 
methods and techniques. Attacks come with distinct motivations in various ways. An aggressive attack that tracks un-encrypted 
network traffic in order to find confidential information is one type of attack. The passive attack, which monitors weakly encrypted 
traffic to find authentication data, is another form of attack. Control attacks, physical attacks, distributed denial of service attacks, 
privacy attacks such as password base attacks, cyber espionage and eavesdropping are the most common attacks. 
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