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Abstract:  Human right violation is a key area of concern nowadays, in the previous era when we talked about human rights violation 
the focus was on physical violations. But the era we live in has more cyber presence than physical presence, which resulted in the 
increase of violations in the cyber world. In this work we focus on the section of the society, “students” which has more presence in 
the cyber world than any others. Even though we use the cyber world to create awareness among students, the sad part is that this 
cyber world acts as a platform where the students are exploited the most. The recent news about them justifies our statements. So, in 
this paper we conduct a data analytical study with machine learning to get a better picture about this situation and this will act as a 
base for future works to mitigate this issue. 
 
Keywords: Machine Learning, Cyberspace, Cybercrime, Hacking, Intellectual Property Rights, Human Rights, Individual Rights, 
Protection, Data Analytics.  
 
I. INTRODUCTION 

We are living in an era where human rights violations and privacy related issues are being reported every second and the cyber 
space accounts to nearly 50 percent of these violations. A sincere effort is made to focus on the asserted boundaries of cyberspace in 
order to examine how and to what extent the activities are centered sound. Before we go deep into the subject, it is appropriate and 
necessary to understand the meaning and scope of cyber space. 

 
A complex environment involving interactions between people, software, and services is what is known as cyberspace.The 

Internet has become all encompassing; it touches the lives of every human being. We cannot determine the benefits of Intranet; 
However, its anonymous nature allows miscreants to indulge various cybercrimes. 
 

The Ministry of Communication and information technology under the Government of India Provides a strategy outline called 
"The National copper specialty Policy. The purpose of the government body is to protect the public and private infrastructure from 
cyber-attacks. 

 
Intellectual Property refers to creations of the human mind, for e.g.: a story, a song, a Painting, a design, a Program. The facets of 
intellectual Property that relates to cyberspace are covered by & Cyber law namely: 

·       Copyright law 
·       Trademark law 
·       Semiconductor law 
·       Parent law 

 
Data Protection and Privacy Law aims to achieve a fair balance between the privacy rights of individuals and the interests of data 
controllers such as Banks, Hospitals, Electronic Mails Service providers. The Indian Penal Code, as modified Penalizes several 
cybercrimes. These include the destruction of electronic evidence and the forging of electronic records. Digital evidence is to be 
collected and Proven to the court of law as per the provisions of the Indian Evidence Act (as amended by the IT Act) Internet is one 
such threat, which has Captured the physical marketplace and has converted it into a virtual marketplace. The need of the hour is to 
initiate some stringent strategies in order to design and implement a secure cyberspace. 
 
Cyber law is the body of laws that governs online activity. Cyber law is very wide var term and includes, computers, networks, 
Software, data storage devices (such as hard discs, USB [universal serial bus Controller) discs, pen drives flash drives) the internet, 
websites, electronic mails and even electronic devices such as or cellular Phone, ATM (Automated Teller Machines). 
 
Human Rights: -The internet has been in existence since 1960’s and the World Wide Web (WWW) since 1990’sIn terms of the 
concerns it raises regarding human rights and obligations, however, cyber space still represents a relatively uncharted territory. In 
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accordance with the International Covenant on Civil and Political Rights (I. C. C. P) everyone has the right to expression, which 
includes the freedom to access, receive, and transmit information and ideas of all kinds, irrespective of boundaries, whether orally, in 
writing or print, through art or any other of his mean. The United Nations Human Rights Commission (UNHRC) has provided 
extensive commentary on this article in General Comment Number 3.5 The Human Rights Commission has stated that the freedom of 
expression and information under Article 19 of the ICCPR include the freedom to receive and communicate information, ideas and 
opinions through the internet. 
 
Cyberbullying is arguably the most widely recognised example of offensive Cyber behaviour. Cyber bullying is defined as a person 
(or a group of people) using technology to repeatedly and intentionally use negative words and / or actions against a person which 
causes distress and risks that person’s well-being. 
 
Cyber Racism: -There are many examples of cyber- racism on the internet from racist individual Facebook posts to group pages 
specifically set up a racist purpose. 
 
Internet sexism and sexual harassment: The prevalence of cyber-sexism is also high.Other examples of Cyber-Sexism, Sexual 
harassment include Creep. 
 

Shots” where man take pictures of intimate body parts of unsuspecting women snapped on the street or in their private places 
and load them on a publicly accessible website. 

 
Cyber Hemophobia: -The incidence of homophobic cyber-bullying has increased greatly in recent years with the proliferation of 
online social networking tools.19 In U.S.A, a student killed himself shortly after discovering that his roommate had secretly used a 
camera to broadcast his private intercourse with a second man over the internet. It is thus evident that the internet is being used in 
different ways to facilitate various forms of discrimination and harassment. 
 
II. LITERATURE SURVEY 

"Internet addiction in children and adolescents: etiology, signs of recognition and implications in mental health nursing practice" 
contributed by Evangelos C. Fradelos, Michael Kourakos, Olga Velentza, Tzannis Polykandriotis, Ioanna V. Papathanasiou, August 
2016, deals with the effects that internet addiction may have in individuals’ lives are shown the social, professional as well as in 
academic level. Moreover, the effects that long hours screen exposure may have in physical health, the excessive participation of 
children and adolescents in online gaming and social networking sites as well as the emergence of a new type of anti-social behaviors 
expressed by harassment, bullying, cybercrime and online suicides are a new research field in digital age.  

 
"The Child’s Right to Protection against Economic Exploitation in the Digital World" contributed by Simone van der Hof, Eva 

Lievens, Ingrida Milkaite,Valerie Verdood , deals with specific measures against different forms of economic exploitation of children 
in the digital world are urgently needed. This article focusses on three types of exploitative practices that may have a significant 
impact on the well-being and rights of children – profilling and automated decision-making, commercialisation of play, and digital 
child labour. For each type, explain what the practice entails, situate the practice within the existing legislative and children’s rights 
framework and identify concerns in relation to those rights 

 
“Cyber security and Human Rights” contributed by Carolina Rossini and Natalie Green, serve as an introduction to cyber 

security, by the end of the paper, we should be able to find the role do “definitions” play in cyber security debates, discussions, and 
policy decisions and the main human rights concerns when dealing with cyber security. The paper also focuses on their international 
laws and standards that apply to cyber security, they address human rights concerns and also includes cyber security addressed 
regionally and internationally.  

 
"The need for protection of human rights in cyberspace" contributed by Iwona Florek, October 2019 deals with the relation 

between cyberspace and protection of human rights in this sphere will be examined socially and legally. The protection of rights is 
crucial as our life goes more to cyberspace in XXI century, but the level of protection is not sufficient. It can be seen that the 
protection of human rights in cyberspace, just like in the case of real reality, is more effectively implemented in the European system 
than at the universal level, due to the binding nature of legal acts. As Such-Pyrgiel points out, “The challenge for Europe is to create a 
technology that complies with the laws and principles of ethics”.  
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"Human Rights Impact of Cyber security Laws, Practices and Policies" Contributed by the Freedom Online Coalition, effectively 
describes cyber-attacks and human rights violations in cyberspace. Violations have also imperiled individual's’ safety, both because 
some cyber security laws have suppressed human rights and fundamental freedoms, and because malicious actors have undermined 
individual's safety online. The purpose of this statement is to reaffirm and build on the 2016 commitments while elaborating further on 
the human rights-based approach to cyber security as a basis for strengthening cyber security, promoting stability in cyberspace,2 and 
promoting emerging technologies that are trust-worthy whilst ensuring the protection of all online users. As we all have a stake in an 
open, free, secure, interoperable and reliable cyberspace, it is critical that the human dimension of cybersecurity is incorporated in r 
policies and practices.  

 
"Human Rights and Cyber security due Diligence: A Comparative Study" contributed by Scott J Shackelford, 2017, takes lessons 

from both the cyber security and human rights due diligence contexts to determine areas for cross-pollination in an effort to provide 
firms with a more comprehensive view of due diligence best practices divorced from a particular technological or cultural context. In 
so doing, this paper uses the Guiding Principles on Business and Human Rights as a starting point, marrying this framework with the 
relevant cyber security literature and the overarching analytical framework of polycentric governance. Ultimately, this paper argues 
that organisations should take a wider view of enterprise risk management that combines their cyber security and human rights 
aspirations given the growing extent to which these fields are becoming interlinked under the umbrella of sustainable development. 

 
"Human Rights-based Approach to Cyber security: Addressing the Security Risks of Targeted Groups " Contributed by Pavlina 

Pavlova, this paper first published online, November 2020, analyses the human rights dimension of security as a prerequisite for 
designing a comprehensive cyber security framework. Human rights defenders, journalist, activist, minority and marginalised groups 
are particularly at risk. They have been intentionally on a larger scale and with far-reaching consequences not only for their digital but 
often physical and psycho-social security. The conclusion will reason that there is need for more safeguards as countervailing 
measures against possible human rights violations. Efficient translation of human rights standards into cyberspace realm needs to be 
ensured together with greater regulation and accountability. Beyond creating adequate legal and regulatory protection, building 
necessary awareness and skills for digital security is a measure of key importance.  

 
"Cyber security and Human Rights: Need for a Paradigm Shift" contributed by Nezir Akyesilem, analyzes the impact of cyber 

security on human rights with a particular focus on international human rights protection mechanisms. It will focus on the anarchic 
nature of cyberspace, its relevance with international relations and the philosophy of international law. It also questions the validity 
and possibility of traditional state-centric international human rights law for protection of human rights in the cyber domain. 
Furthermore, it questions whether cyberspace made international relations much more complicated, anarchic and uncertain. Finally, 
the work is going to develop policy proposals and necessary steps for protecting human rights more effectively through some national 
strategic action plans, regulations and initiatives. 

 
"Cyber Security and Individual Rights, striking the right balance Special issue of Philosophy & Technology – Online Security 

and Civil Rights “Contributed by Maria Rosaria Taddeo, analyses the impact over the past two decades the use of information and 
communication technologies (ICTs) has become increasingly pervasive, and the cyber sphere has become one of the most important 
threads of the fabric of contemporary societies and, furthermore, of the reality in which we live. Citizens of contemporary information 
societies spend a relevant share of their lives online. According to the 2011 Nielsen report, the global internet population reached 2.1 
billion, accounting for 30% of the world population. During the same year, those 2.1 billion users spent 35 billion hours online, most 
of which were dedicated to social interactions.1 At the same time, data concerning the economies of our societies show that their 
growth is increasingly dependent on the so-called internet economy. A recent report showed that in 2012 internet economy accounted 
for 4.7% of US and Japan economy and for the 8.3% and 5.5% of UK and China economy, respectively. 
 
III. CONCLUSION AND FUTURE 

Machine learning and artificial intelligence-powered data analytics provide the utmost assurance that we can be kept secure from 
various cyber threats like hacking and data breaches. There are many data analytics service providers who can make the best use of the 
power of data, making businesses improve their cyber threat detection mechanisms as well as data management techniques. Data 
Analytics also helps analysts to visualise future violations by taking the complexity from various data sources- past and current, and 
simplifying the patterns into visualisations to make maximum sense out of it.  

 
Internet addiction has become a serious public health concern but it is difficult to assess how widespread the problem is.    The 

uncontrolled use of the Internet by adolescents hides enough dangers, that’s why according to experts, education for adolescents and 
parents is necessary. Research studies show that sociability of the Internet is responsible for the excessive amount of time individuals 
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spend having interactions via forums, online games, and blogs. In other words, the recent emergence of these new social media 
technologies has changed the concept of the Internet as well as its usage. Girls account for the majority of victims of child abuse and 
exploitation, although boys are increasingly at risk as well. Poverty and migration and social isolation can also have negative 
repercussions on patterns of commercial sexual exploitation of children. Very young children are increasingly victimized in child 
sexual abuse material and child sex trafficking and exploitation. Adolescents face the highest risk of cyberenticement, exposure to 
harmful material and cyberbullying. Children who engage in risky online behaviour and inattention to online safety and privacy face a 
higher risk of exploitation, cyberenticement, solicitation or grooming. 

 
As these issues are debated and studied, some basic truths seem to be emerging. Rather than restricting children’s digital media 

use, more attentive and supportive mediation by parents and educators holds the most promise for enabling children to draw maximum 
benefit and minimum risk from connectivity. More attention should be given to the content and activities of children’s digital 
experiences – what they are doing online and why – rather than strictly to how much time they spend in front of screens. Finally, 
future research and policy should consider a child’s full life context – age, gender, personality, life situation, social and cultural 
environment and other factors – to understand where to draw the line between healthy and harmful use. To improve children’s well-
being, it is important to take a holistic approach and focus on other factors known to have a stronger impact than screen time, such as 
family functioning, social dynamics at school and socio-economic conditions, while also encouraging the moderate 
use of digital technology. 
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