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ABSTRACT: The Internet of Things (IoT) refers to a system of interrelated, internet-connected objects that are able to collect and 
transfer data over a wireless network without human intervention. The personal or business possibilities are endless. The sensor 
devices used in IoT technologies detect and measure any change in the environment and report on their status. IoT technology brings 
passive networks to active networks. Combined with IOT, AI has taken over the essential part of several processes, right from data 
manufacturing to processing and analytics. IoT promises market potential in the field of e-health services and the telecommunications 
industry. This paper highlights the effects of IoT on human beings and their privacy, we suggest how to use IoT with smart home 
technology to improve the living style. Smart home technology provides automated, intelligent, smart, innovative and 
ubiquitousservices to residential users through Information Communication Technology (ICT). The IoT usage has some drawbacks 
like fraud and looting people, as a human being will be a part of the IoT. 
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I. INTRODUCTION 

The idea of a smart home began with the control of energy and electricity, which are the main elements of the individual's 
expenses. Then came the smart gadgets at home, not only these gadgets on electricity, but entered the cooking, mirror, and even with a 
cup of coffee[4]. IoT can make human life more enjoyable and comfortable compared to the past. Using the Smart Home, we can 
control andmonitor the associated applications in its range. The most common applications can be lighting, heating, temperature, 
windows, doors, and curtains. Some home applications can be linked to mobile devices. A smart life helps people to reduce their 
efforts, time, and cost. A smart home also referred to as connected home or e-Home is an environment for living [2], that has a highly 
advanced automatic system.  

 
A smart home appears "intelligent" because its daily activities are monitored by a computer. A smart home consists of many 

technologies via home networking for improving quality of living. Through IoT almost every object of our daily life in a home can be 
connected to the internet. IoT allows monitoring and controlling all of these connected objects regardless of time and location.[3] 
In this research, we consider two main issues. Firstly, we will collect information about tools and things. We will try to find a way hot 
to link all these accessories to each other using IP addresses. Secondly, we will talk about the impact of this technology on human 
using for a long time. 
 

This paper has been organized as follows. In section II, we describe the existing research work. In section III, we describe the 
outgoing and future work. In section IV, we provide a conclusion and recommendations. 

 
II. THE EXISTING RESEARCH WORK 

Since many existing home automation systems use Bluetooth or ZigBee for wireless connection. Wi-Fi is also an alternate 
solution with the introduction of IPv6 that can connect of large number of embedded devices and its ubiquitous presence in many CE 
devices. 
 The security challenges in IoT include privacy, authentication, and secure end-to end connection. In addition, with the 
presence of multiple smart home standards currently used in the market a security scheme is needed to consider inter-compatibility 
among the multiple standards. It has become apparent that Personal Area Network (PAN) or personal wireless communication devices 
have become proxies for many people as well as inanimate objects.[5] One of the first Bluetooth scanners developed was used by 
small group of participants to record contacts and contact durations between the group members.  
 

The basic idea was to scan for near-range Bluetooth devise using a probe device and then to use this type of data in 
simulation models for contact based infectious disease spread. Teeth brush is also an example of IoT, to take decision how long we 
should clean our teeth in the morning. The IoT can help us dental coverage, proper use, and gives statistics on oral health[2]. Thread 
example, the Mirror will be changed, and connect to the Internet. So, before you go out of the house, then stop, and you will know the 
weather, the latest news, information on the condition of the road, and will find out the latest tweets, as well as to check my email. 
Cup philosopher was known as the drink, in the sense that he knows the type of beverage that contains it, and gives statistics at the end 
of the day about unhealthy drinks. An intelligent air conditioner may be connected to the Internet. 
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There will be no need to call people to turn on the air conditioner, and be cool or warm the room, upon arrival, but and 
through mobile, is to use an application, to control the temperature.[7] 

 
 A sports shirt, after a rest, may wear a sports shirt, a provider of sensors. Working on the sports performance analysis, and the 
health of the heart, breathing, accurately, and send it through a special application on mobile jerseys. Cooking pot, a cooking pot 
connected to the Internet, it is suggested recipes from cuisine sand determines the proper amount of each dish you want to prepare.[9] 
Microsoft Corporation is working in cooperation with Samsonite to develop suitcases smart company, is expected to be available for 
purchase, and equipped with GPS. So, that the bags are working to send alerts to users of devices for protection from theft, or stay 
away from them. Samsung Corporation is working to develop this bag, so keep track of the traveler at the airport wherever he went.[7, 
9-13].  
 
III. THE FUTURE OF THE INTERNET OF THINGS 

A man in nature needs someone, who cooperates with him and understands his ideas or inner feelings. In addition, the nature 
of life tends to isolate the person and his need to be alone with himself. All this is the result of life's stress and difficult requirements. 
From here, we expect the surrounding instruments to become in this person, which simulates his inner feelings, and thoughts. In this 
section we present our vision for this near future. 

 
When a person returns home after jogging, he is exhausted, an automated refrigerator should measure the sweat and the water 

needed by the person. The TV should receive signals through the heartbeat, high blood sugar, and blood pressure. The TV should 
suggest a program according to the mood of a person. Then it should introduce landscaped with quiet and attractive music by its 
feeling. It tickles feelings, and stir conscience, we feel that the evolution of human needs and wants to reach him, but it has a very 
serious aspect.[1, 14] 

 
These devices that surround us and the elements of the surrounding environment will know about the rights of this vast 

amount of information. Clarification: through a simple signal sent from a small simple device that does not exceed the size of a grain 
of a (rice), this device is called Radio Frequency Identification (RFID). It is scientific research so far, so the stitches or the cultivation 
of a grain of riceRFID in the man's arm and through the sorting takes captures all the information about the human body and sends it 
to the extension’s devises surrounding. Like the rest of the surrounding stuff around it, interact with it and interact with him. 

 
IV. THE NEXT GENERATION CHALLENGES 

The demand for energy will continuously increase. Current power grids were built decades ago, and despite the fact that they 
are regularly upgraded, the result of this current state is the transition of the traditional centralized grid towards a distributed hybrid 
energy generation system that heavily relies on renewable energy sources, such as wind and solar systems.  

 
Smart grid is a concept that integrates information and communication technologies (ICT) with grid power systems, in order 

to achieve efficient and intelligent energy generation and consumption. If demand is greater than the total generation, these systems 
could prevent the grid failure or major blackouts, and increase the reliability, quality, security and safety of the power grid. Smart grid 
solutions can be applied in every part of the grid: production, transmission and distribution. 

 
 Recently, a fourth part of the smart grid, i.e., the smart home has become a major (mainstream) research and application 

interest in smart grid.[8,9,11] 
 
The Internet of Things (IoT) paradigm is based on intelligent and self configuring nodes (things) interconnected in a dynamic 

and global network infrastructure. It represents one of the most disruptive technologies, enabling ubiquitous and pervasive computing 
scenarios. IoT is generally characterized by real world and small things with limited storage and processing capacity, and 
consequential issues regarding reliability, performance, security, and privacy. On the other hand, Cloud computing has virtually 
unlimited capabilities in terms of storage and processing power, is a much more mature technology, and has most of the IoT issues at 
least partially solved. Thus, a novel IT paradigm in which Cloud and IoT are two complementary technologies merged together is 
expected to disrupt both current and future Internet. We call this new paradigm CloudIoT.[3, 12] 

 
V. CONCLUSION 

Security and ease to use are two major requirements for successful deployment of IoT in a smart home. This paper proposes 
and implements a smart home system based on the Wi-Fi network. And summarizes the available standards in the network which are 
the building blocks of the home network and innovation. From United Nations charter, we extracted the full list of human rights, I 
found that there is no right about the relationship of a human with technological, or even technology itself is almost mentioned, 
finally, there is human privacy by using IoT. 
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