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Abstract: Recent years have witnessed a paradigm shift in the storage of Electronic Health Records (EHRs) on mobile cloud 
environments, where mobile devices are integrated with cloud computing to facilitate medical data exchanges among patients and 
healthcare providers. This advanced model enables healthcare services with low operational cost, high flexibility, and EHRs 
availability. However, this new paradigm also raises concerns about data privacy and network security for e-health systems. How to 
reliably share EHRs among mobile users while guaranteeing high-security levels in the mobile cloud is a challenging issue. In this 
paper, we propose a novel EHRs sharing framework that combines blockchain and the decentralized interplanetary file system (IPFS) 
on a mobile cloud platform. Particularly, we design a trustworthy access control mechanism using smart contracts to achieve secure 
EHRs sharing among different patients and medical providers. We present a prototype implementation using Ethereum blockchain in a 
real data sharing scenario on a mobile app with Amazon cloud computing. The empirical results show that our proposal provides an 
effective solution for reliable data exchanges on mobile clouds while preserving sensitive health information against potential threats. 
The system evaluation and security analysis also demonstrate the performance improvements in lightweight access control design, 
minimum network latency with high security and data privacy levels, compared to the existing data sharing models. 
 
Keywords: Electronic Health Records (EHRs), Ehrs Sharing, Mobile Cloud Computing (MCC), Internet of Medical Things (IoMT), 
Blockchain, Smart Contracts, Access Control, Privacy, Security. 

 
Introduction  

Recently, there has been a growing interest in employing the blockchain technology to prompt medical and e-health services. 
Blockchain with its decentralized. E-health sectors such as secure sharing of Electronic Health Records (EHRs). Data access 
management among mulple medical enes. the emergence of innovave technologies, including Mobile Cloud Compung (MCC) and 
Internet of Medical Things (IoMT). Availability of complete EHRs on clouds also helps healthcare providers track paent health. 
proper medical services during diagnosis and treatment processes. Using it with android based sharing APIs it becomes. ● Every new 
innovation is the result of an attempt to solve a problem. Blockchain technology is no exception. It's quite evident after learning about 
the evolution of blockchain technology that it arose because of a need to address the inevitability of uncertainty in the existing 
economy. ● The need for decentralization is the key motivation behind the blockchain technology, and decentralization is achieved by 
distributing the computation tasks to all the nodes of the blockchain network. Decentralization solves several problems of traditional 
systems; the single point of failure is one such problem. ● Due to a blockchain's ability to share information in an open P2P network 
without any central authority governing it, the technology can have many different applications like healthcare. ● With emerging e-
healthcare systems there are foundations acting like trusted third-parties which become a broker service for exchange of some 
information. Blockchain has ability to remove all the third-parties hence creating a trustless system reducing cost of paper, data 
storage and sharing of EHRs data. 

 
1.1 Site Description and Climate 
1.1.1. Data Privacy 

Blockchain technology works by creating an environment that is secure and transparent for the financial transactions of 
virtual values such as Bitcoin. Hash codes of each block keep records safe in the blockchain. This is mainly because irrespective of the 
size of the information or document, the mathematical hash function provides a hash code of the same length for each block. So, 
attempting to change a block of information would generate a completely new hash value. 

 
1.1.2. Transparent and Immutable ledger 

A network that is open to everyone and concurrently maintains user’s anonymity undoubtedly raises trust issues regarding the 
participants. So, to build the trust the participants need to go through several consensus algorithms such as Proof of Work and Proof of 
Stake. The digital cryptocurrency Bitcoin uses the first-ever blockchain technology. It is a digital store of value that enables peer to 
peer transactions over the internet without the intervention of a third part. These transactions are transparent with the participants of 
the network. A fraudulent transaction can be identified by the network using byzantine fault tolerance algorithm. 

 
1.1.3. Distributed Computation 

The blockchain network is a decentralized structure that consists of scattered nodes (computers) that inspect and validate the 
authenticity of any new transactions that attempt Sinhgad Academy of Engineering, Kondhawa, Pune to take place. This combine 
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agreement is done through several consensus models by the process of mining. The process of mining demonstrates that each node 
trying to add a new transaction has gone through and solved the complex computational puzzle through extensive work and deserves 
to get a reward in return for their service. Hence, a node met with consensus and a mining reward from the network. Every time a 
miner mines a block, the total difficulty of the network is increased making it harder to solve the puzzle and making the ledger more 
secure than ever. 

 
1.1.4. Cryptography Usage 

Cryptography is used when a confidential data is to be passed on an unsecure channel or network. The cryptographic 
algorithm used for this project is elective curve cryptography (ecc). The algorithm works on a public key that can be shared with 
others and private key or secret key to store. Elliptic curves are applicable for key agreement, digital signatures, pseudo-random 
generatorsand other tasks. Indirectly, they can be used for encryptionby combining the key agreement with a symmetric 
encryptionscheme.The way that the elliptic curve operations are defined is what gives ECC its higher security at smaller key sizes (a 
256-bit ECC security has an equivalent security attained by 3072-bit RSA cryptography) . For current cryptographic purposes, an 
elliptic curve is a plane curveover a finite field(rather than the real numbers) which consists of the points satisfying the equation: 
 
  Y²=x³+ax+b 

 
 

4.1.5. Merkle Tree 
Merkle tree also known as hash tree is a data structure used for data verification andsynchronization. It is a tree data structure 

where each non-leaf node is a hash of its child nodes. All the leaf nodes are at the same depth and are as far le as possible. It maintains 
data integrity and uses hash functions for this purpose. A Merkle tree stores all the transactions in a block by producing a digital 
fingerprint of the entire set of transactions. It allows the user toverify whether a transaction can be included in a block or not. Merkle 
trees are created by repeatedly calculating hashing pairs of nodes until there is only one hash le. This hash is called the Merkle Root, 
or the Root Hash. The Merkle Trees are constructed in a boom-up approach.Every leaf node is a hash of transactional data, and the 
non-leaf node is a hash of its previous hashes. Merkle trees are in a binary tree, so it requires an even number of leaf nodes. 
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1.5 Problem statements 
● E-health is an emerging field in the intersection of medical informatics, public health and business, referring to health 

services and information delivered or enhanced through the Internet and related technologies. ● E-Health is being recognized as a 
method to improve the overall health status of the population. It is important to build partnerships among health care providers, local 
community organizations, and national health care associations to ensure the continued development of e-Health initiatives. ● E-health 
uses, digital technologies and telecommunications, such as computer, the internet, and mobile devices, to facilitate health 
improvement and health care services. ● Sharing such information’s on unsecure network comes with great risks and human generated 
errors. ● Security of critical information should be secured on such networks with best possible encryption available Sinhgad 
Academy of Eprediction is essential. 
 
Material and Methods  
Blockchain Components 
 Consensus 

A set of rules and validation procedures is called a consensus algorithm, which maintains the coherency between multiple 
participating nodes. The consensus mechanism is one of the blockchain pillars, even in permissioned and private blockchains. The role 
of the consensus mechanism becomes more important where there are untrusted and unknown nodes in the network. The choice of 
consensus protocol impacts performance measuressuch as security and scalability. 

 
A fundamental problem in distributed computingand multi-agent systemsis to achieve overall system reliability in the 

presence of a number of faulty processes. This often requires coordinating processes to reach consensus, or agree on some data value 
that is needed during computation. To be able to build consensus protocol both parties has to agree on something in this case few 
computations will be performed. These computations on the client side fulfill the proof-of-work consensus on which all nodes of the 
network agree. Consensus also lets the network identify the good nodes and bad nodes. Further,the problem of classifying the good 
nodes and bad nodes can be explained with Byzantine Generals Problem that is usually used in decentralized applications. 

 
The proof of work mechanism involves CPU, Memory and Network bound operations.The proof that will be generated by 

nodes when mining will require some amount of CPU and memory usage for complex computations that is very time and resource 
consuming.Hence, the node of the network has to proof that they have burnt a reasonable amount of energy and resources to verify the 
legitimate transactions. Of course, these computationsoften come with some money and stake involved on which network can trust 
thus named proof-of-work. A valid proof will be rewarded by the network for making the network more secure. Also, a difficulty bit is 
involved in computations which are visible on the network; a wrong difficulty bit would let the other peers to know mething is not 
right.The difficulty bits increase with peers joining the network. 
Ex: 
Difficulty: 32768 (15 bits) 
Starting search… 
Success with nonce 45178 
Hash is 000191bf759f0af48bd00357eb9c9108146f848c0b780eb0c25df7b8a2a5b9e6 
Elapsed time: 0.3828 seconds 
Hashing power: 118031 hashes per second 
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Byzantine Generals Problem 
The Byzantine Generals Problem is a term etched from the computer science description of a situation where involved parties 

must agree on a single strategy in order to avoid complete failure, but where some of the involved parties are corrupt and 
disseminating false information or are otherwise unreliable. It can be explained as follows; a general is the network that provides 
nodes with some order. A node can either follow that order ordeny. The good nodes are the nodes following the order and bad ones 
that are denying. In such a way the nodes agree or deny network knows the bad peers and network can no longer trust the nodes. 
 
Data Storage 

A data management strategy in order to increase the performance in blockchain-based applications is to store raw data off-
chain and to store the metadata, hashes, and small-size critical data on the main chain. Many kinds of data are also better stored off-
chain, for scalability reasons, for confidentiality reasons (private data), or for dealing with legacy databases. Therefore, another 
important architectural choice concerns the off-chain data storage. 

 
In our case the data to be stored will consists some metadata and electronic health records. The EHR data will be encrypted 

by symmetric encryption algorithm such as AES.A Symmetric encryption is a way to encryptor hide the contents of material where 
the sender and receiver both use the same secret key to decrypt the messages. 
 
Validation 

The block finalization is achieved through a validation process, which is bolstering a block over any other potential 
competitor blocks. Block-finalization state transition function is defined as: 
Π(σ t, B) ≡ Ω(B, γ(γ(σ t, T0), T1), . . .) 
 
where Ω is the block finalization state transition function which commonly compromises of four actions:  
 
(i) validating transaction, (ii) validating Ommer transactions, (iii)verifying state and mapping a block to its initiation state, and (iv) 
applying rewards. 
 

Accordingly, block finality is an essential blockchain property which affirms that once the confirmed blocks are committed, 
they cannot be revoked, arbitrarily changed, or reversed. 
 
Throughput 

Throughput is defined as the number of transactions that can be processed within a time period and depends on the 
decentralization level, ledger, and block configuration. 
 
Latency 

Read and write latency is defined as the speed that the system responds to a request for reading or writing a transaction. Read 
and write latency is affected by demand, resource bottlenecks, smart contract, and architectural mechanisms used for scalability (e.g., 
load balancing) [46]. Read latency is often low in the blockchain platforms because peers can have a local copy of the blockchain. 
However, write latency is typically high because updates of transactions must be propagated across a global network. Validation 
latency isalso defined as the time between the transaction submission and confirmation and is affected by the consensus protocol [46]. 
For example, latency in a public Ethereum network is around 3 min (consisting of 14 s block intervals with 12 block confirmation). 
 
Scalability 

Blockchain scalability also refers to the number of nodes and communication channels and is affected by the data storage and 
communication channels strategy. 
 
Architectural Design Specification 

As a healthcare specific application there are many requirements that need to fulfill such as interoperability, public lookup 
directory for diseases and symptoms. As part of performance point of view the application has to be able to work on minimum 
hardware requirements as anyone can join the network with reasonable computational throughput. 

 
Some architectural requirements are as follows:  
Specification 1: Lowering cost and Creating Trust among Fragmented and Untrusted Actors  
 

The Medical actors are more likely geared towards technologies with higher entry barriers such as standard set up and 
maintaining costs. Using a private blockchain instead of a public blockchain may allow greater control over the admittance of 
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processing nodes and transactions into the system but also increases entry barriers and thus partly reduces some of the benefits of 
using a blockchain. Particularly, it is risky when it is predictedthat the public blockchains will provide connectivity in the future 
similar to the internet these days. It is believed that the future of public blockchain is similar to the Internet where all blockchain 
applications will be connected. Accordingly, the capability of public chain compatibility will be of utmost importance. It seems that a 
permissioned public blockchain is preferred in the Healthcare architecture, where better performance isrequired while the core 
functionality of blockchains is also maintained, including creating trust among untrusted parties, less asset specificity, and removing 
middlemen. Accordingly, data in the platform will be deemed to be owned by its creator and the data owner can define who will be 
able to access to their data, but simultaneously, users should have access to proof that the base data they are relying on has not been 
altered since its source. 

 
Specification 2: Enabling Interoperability 

Interoperability is the ability of electronic health records (EHRs) and other healthcare data management systems to 
communicate with one another and to exchange information seamlessly. An effective health information exchange (HIE) delivers data 
about the patient regardless of where care or services have been delivered to the clinician and the care team quickly and 
securely.Creating a single source of truth is integral to semantic and structural interoperability.Instead of having sections of patient 
records scattered across several facilities andsystems, all available patient information is gathered in a decentralize hub so that care 
teams can easily access and view all of the same information anywhere anytime with the permission of the patient. 

 
Specification 3: Near Seamless Administrative and Financial Transactions and Validation 

Undoubtedly, Healthcare application architecture should be capable of handling thousands of concurrent transactions per 
hour, which are submitted from multiple participants. The preliminary consultation with different trade parties outlined 10 s and 30 
min for read and write latency on the public network, respectively. In the private sidechains, these values are expected to be 1 and 5 s 
for the read and write latency,respectively. In order to increase the throughput and read and write latency,computationally heavy 
validation algorithms will not be applicable for this specific use-case. The initial assessment of consensus mechanisms suggests that 
the ZPK and IBFT seem to be the most preferred protocols. However, no inevitable conclusion can be made until there is a more 
detailed comparative analysis, at least in a simulation setting. 

 
Specification 4: Vast Range of Roles and Responsibilities 

In the envisaged platform, any organization with a verifiable role in the Healthcare authorities such as doctors, pharmacist 
and lab in-charge should be able to participate.However, transactions and participants could be treated differently. For example, only 
doctor can order lab tests and drug dosages. 

 
Specification 5: Large-Scale Nature of Transaction data 

Currently, in most public blockchain protocols, each node stores all states (i.e., account balances or contract code) and 
processes all transactions. This mechanism provides a high level of security but greatly limits scalability. Considering the massive 
number of transactions for healthcare application, and the fact that transactions in blockchain will stay forever, after a while, the 
network will experience congestion at times, and the scaling problem may arise. This necessitates deploying new methods to 
overcome the scalability limitations, such as artificially aborting transactions by superseding them with an idempotent or 
counteracting transaction. Clearly, due to the limited size of the data store provided by blockchain, an off-chain data storage is 
necessary for such platform.Furthermore, encrypting data before storing it on a blockchain may increase confidentiality, but will 
reduce performance, and may harm transparency or independent auditing processes. On the other hand, storing only a hash of data on-
chain and keeping the contents off-chain will improve confidentiality and may improve performance, but partly undermines the 
distinctive benefit of blockchains in providing distributed trust. 

 
This may create a single point of failure, reducing system availability and reliability.Hence, support for the level of 

encryption must be specifically investigated ahead of time. 
 
Conclusions and Recommendations  

A blockchain powered health information exchange could unlock the true value of interoperability. Blockchain-based 
systems have the potential to reduce or eliminate the friction and costs of current intermediaries. The promise of blockchain has 
widespread implications for stakeholders in the health care ecosystem. Capitalizing on this technology has the potential to connect 
fragmented systems to generate insights and to better assess the value of care. In the long term, a nationwide blockchain network for 
electronic medical records may improve efficiencies and support better health outcomes for patients. 
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The proposed system removes unnecessary third-parties’ providers which come with extra charge. The system will contain EHRs 
which will remove the use of papers hence huge amount of money and paper will be saved each year. The system can also work with 
iot devices such as smart watches etc. The proposed network is made with assumptions that not all peers can be trusted hence the 
network should be fault tolerance. Based on the merits of our model, we believe that our blockchain enabled solution is a step towards 
efficient management of e-health records on mobile, which is promising in many healthcare applications. 
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