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ATTACK ON RIGHT TO INFORMATIONAL PRIVACY POST-PUTTASWAMY JUDGMENT  
 

 
 
 

 
 

 
 
 

Abstract 
 
India is a democratic country where people get different kind of fundamental rights assumed by constitution that is the beauty 

of democracy. Supreme Court in its 2017 verdict on Puttaswamy Case held privacy as a fundamental right as well as right to 
Informational Privacy as a subset of right to privacy. Although there is uncertainty on the universal nature of right to privacy in 
Customary International Law, many countries accepted today it as a fundamental right in those countries. Right to Informational 
Privacy came into limelight since 1960s and 70s through Information and Technological Revolution. In current scenario many 
countries affect this very right on the name of National Security, defense, National Interest. Though, Security is important, most of the 
time governments get chance to use it for their own benefit. Even European countries want to ignore this very privacy. There are 
chances of misusing of laws to monitor and control the informational privacy by government. Personal Data Protection Bill 2019, 
AASMA's development, over-the-top (OTT) platforms are some indications which can threaten very privacy of people if don't get 
checks. 
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Introduction 

It is unclear so far whether data privacy - in case of European Union(EU) data protection - is binding rule in customary 
International law or not, although data privacy became fundamental law in many countries. As public and private institutions gathered 
data since time immemorial, it is not at all a new issue. But as a policy issue it emerged during Information and technological 
revolution 1960s and 70st.1 

Even in Europe, its top rights body The Parliamentary assembly asserted that European law doesn't allow Mass Surveillance 
because it creates 'fundamental threat to human rights and violates the right to privacy". UK's monitoring agency Government 
Communications Headquarters (GCHQ) got wide ranging powers which are contrasting with "European Convention on human 
rights". British Surveillance is against the right to privacy, freedom of speech and expression and the right to fair trial which are core 
values or cornerstones of democracy. There should be adequate judicial control, otherwise it can jeopardize the rule of law. The 
intelligence agencies of US are also picking up data at massive scale. The recommendation by the assembly, includes delegates from 
47 member states, are not binding. Several cases are going on against the infringement of European laws, but countries invariably 
deny such charges on the name of national security.2 

 Research objective of the paper: 

1. Is there penetration by government explicitly or implicitly in Informational Privacy? 
2. What can be the effects of such penetration? 

Research Methodology: All the study has been done on the basis of secondary data. Different articles are taken from digital 
platforms like ‘The Print’, ‘The Guardian’ and so on. One reference is from a journal. 

Attack On Right To Informational Privacy in India 

"The first cross-sectoral legal framework for data protection in India" that is Personal Data Protection Bill 2019 was 
introduced in parliament in 2019 by Modi government. Instead of addressing "privacy-related harms in the data economy in India", it 
                                                             
1 Monika Zelnieriute, (2015). An International Constitutional Moment for Data Privacy in the Times of Mass-Surveillance. International Journal of Law and 
Information Technology, Oxford University Press, Vol. No. 23, 99-105. 
2Luke Harding, (2015). Mass Surveillance is Fundamental Threat to Human Rights,Says European Report. The Guardian, Kings, Place, London, 1-4. 
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encouraged government intervention and strengthened the state by proposing a preventive framework. It is imperative to protect 
privacy because it serves other ends simultaneously like "free speech and sexual autonomy". Justice K.S Puttaswamy vs. Union of 
India case 2017 insisted upon the 'doctrinal formulation' of privacy as a fundamental right. Same judgment held that "informational 
privacy to be a subset of the right to privacy". There are some serious concerns of this bill that need to be rectified. The first is, 
although compliance costs will be borne across small and big businesses due to preventive framework, such requirements are more 
onerous for small businesses and most businesses in India are small. Even government could compel to businesses to share non-
personal data with it that can leave deleterious ramifications for Innovation and economic growth in the long run. It harms businesses 
by compliance costs and dilutes privacy. Second, the proposed body, that is, Data Protection Authority will regulate on issues like 
"mechanism for taking consent, limitations on the use of data, and cross-border transfer of data". It will also regulate the preventive 
obligation of businesses such as security safeguards and transparency requirements. No adequate checks and balances are imposed 
on central government. If bill is under-regulated, it can destroy the very intent of the bill. And if it is over-regulated, it can create 
"unnecessary burdens for compliant businesses. Third, government holds exemption powers to exempt any of its agency from this 
legislation and can allow to the same for deciding the safeguards for using. Consequently, national security agencies could conduct 
mass surveillance that "could dilute privacy instead of strengthening it.3 

Supreme Court called centre's plan as "Surveillance state" to monitor the social media accounts through Social Media Hub. 
Consequently, centre withdrew its proposal. Documents reviewed by Scroll. in. tells since 2013-14 Advanced Application for Social 
Media Analytics or AASMA developed by Indraprastha Institute of Information Technology by government funding is doing mass 
surveillance of social media activities of citizens "without much public scrutiny". The features of AASMA are very little available 
publicly. It can collect live information of social media accounts" including Twitter, Facebook, YouTube, Flicker and Google+", 
suggested by government documents. Police departments will categories posts "Negative" or "Positive". Targeted surveillance could 
be justified, but mass surveillance is a feature of totalitarian state and India is a democratic country, questioned by Parkash Singh 
former director general of the Border Security Force and Director General of Police in Uttar Pradesh and Assam.4 

Central government filed an affidavit in Supreme court in response of clutch of pleas challenged the 20 December 2018 
notification, criticized over privacy fears, issued by the government that authorized "10 central agencies to intercept, monitor and 
decrypt any computer system"(any sound, video, data, text, message, microfiches, microfilm, software and codes) on the ground of 
"the grave threat to the country from terrorism, radicalisation, cross-border terrorism, cybercrime, drug cartels" that are related to the 
threats to national security. In an affidavit government considered such surveillance as the legitimate state interest so that timely and 
speedy action could be taken against grave threats, but at the same time requisite permission is required from the Union home 
secretary for monitoring and review committee prior to encryption and interception. Government also claimed, although privacy is 
required, it can be lifted for the sake of legitimate state interest. At the same time, no blanket permission can be allowed to any agency 
for surveillance.5 

Shekhar Gupta who is an Editor-in-chief of The Print construed central government's new rules over digital media as 
takeover of journalism and free speech in India by the government, it was 693 episode of 'Cut the Clutter'. New rules over digital 
media is known as Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules 2021 that are pertaining 
to " OTT platforms like Netflix and Amazon, social media platforms like Facebook, Twitter and WhatsApp as well as digital News 
media Organisations like The Print".6 

Though, attack is on freedom of speech and expression by not allowing internet access that is a fundamental right, new 
notifications pertaining to regulate digital firms "including social-media platforms and streaming companies" came out as a 
notification from government. As per this notification new rules insist that users data should be preserved by firms for six months, 
firms have to comply with government orders in order to trace the origin of social media content on broad grounds like "public 
order".7 

Conclusion 

In this era of 21st century where data is considered new oil. But dangers also arises particularly on the very Privacy of 
citizens. Even Supreme Court in its verdict in India vindicated the privacy of Citizens in 2017. At the international level, countries in 
exception implemented the laws that defends this privacy of individual. Even most developed countries are deviating to implement 
this law notably USA, Britain and so on. In India we made study on the status of Informational privacy post Puttaswamy Judgment. 
This very Informational Privacy is a subset of Right to privacy. But in India after the verdict in Puttaswamy case, there came certain 

                                                             
3AnirudhBurman, (2020). Surveillance Power, Diluting Privacy: Why Modi Govt's Data Bill Needs Urgent Modification. The Print, New Delhi, 1-9. 
4Kumar Sambhav Shrivastava, (2021). Data Surveillance: 40 Government Departments are using a Social Media Surveillance Tool - and little is Known of It. Scroll, 
New Delhi, 1-13. 
5Jain, Ritika. (2019). Modi Govt. Defends Surveillance Order in SC, Says No Blanket Permission to Agencies. The Print, New Delhi, 1-6. 
6The Print Team, (2021). The Meaning of Govt's. New IT Rules for OTT, Digital Media & the Serious Concerns They Raise. The Print, New Delhi, 1-6. 
7Christophe Jaffrelot, Aditya Sharma, (2021). India's New Digital Rules Are Bad News for Democracy. The Indian Express, Mumbai, 1-14. 
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orders and laws that somewhere indicate the attack on this privacy of individuals. Data Protection Bill, AASMA'S development 
regulation of OTT and so on about which we made study above. Although public order or national defense is indispensable, individual 
should also be protected if dented by any order and law of government.  

Suggestions: 

1.  National security and safety is important, but government should take care of privacy concerns of its citizens. Government should 
consult experts before presenting any order or law like this. 

2. Judiciary should play its role to see if any law and order of government jeopardize the very Privacy of citizens or misuse of those 
laws. 

3. Civil Society should be activated so that they can counter any such law and order which compromise the very fundamental right 
i.e., right to Informational Privacy of citizens. 

4. Opposition should be more and more active. 
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