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Abstract 

Outliers are defined as observations appearing inconsistent with rest of the dataset. Outlier detection methods aim to identify 
the data points that are significantly dissimilar, exceptional and inconsistent with majority of the input dataset. Statistical outlier 
detection methods are some of the oldest and foremost methodologies used. These methods are based on the fundamental assumption 
that the dataset follows a certain probability mode or distribution, and the points not conforming to the assumed probability 
distribution are outliers. Statistical methods are not ideal for multi-dimensional scenario, which limits the practical utility of these 
methods. Data mining-based methods are commonly non-parametric in nature; hence they do not make any assumption regarding the 
underlying probability distribution model for the data. These methods are generally used in cases of very large datasets from high 
dimensional spaces. These methods operate intuitively making them easy to implement and disseminate results. 
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Introduction 

Barnett and Lewis (1994) described outliers are observations that appear inconsistent with the rest of the data (1). Osborne et 
al. found that authors reported testing assumptions of the statistical procedure(s) used in their studies, including checking for the 
presence of outliers only 8% of the time (2). Given what we know of the importance of assumptions to accuracy of estimates and error 
rates, this in itself is alarming (2). Observations that in the opinion of the investigator stand apart from the bulk of the data have been 
called “outliers”. An outlier is a data point that is far outside the norm for a variable or population (3–5). Hawkins described an outlier 
as an observation that “deviates so much from other observations as to arouse suspicions that it was generated by a different 
mechanism” (6). Outliers have also been defined as the values of variables that are “dubious in the eyes of the researcher” (7) and 
contaminants (8). Wainer (1976) additionally introduced the concept of “fringeliers”, referring to “unusual events that occur more 
often than seldom” [9]. These points lie near three standard deviations away from the mean and therefore have a disproportionately 
strong influence on parameter estimates, yet are not as obvious or easily identified as ordinary outliers due to their relative proximity 
to the distribution center. 

 
Outlier detection dates back in history to the 18th history with the discussion about the rejection of outliers going back at 

least as far as Daniel Bernoulli in 1777 (9). It was widely claimed by many researchers such as Pierce et al. (10), Chauvenet et al. (11), 
Wright et al. (12) and Cousineau &Chartier et al. (13) that outliers are by product of some false activity, which led to distortions in the 
estimated hence they must be removed from the data before analysis. Boscvitch, an astronomer of the 19th century did not endorse the 
recommendations of Legendre and favored the deletion of outliers, perhaps favoring the Pierce et al. (10), Chauvenet et al. (11) or 
Wright et al. (12). According to Cousineau and Chartier et al. (13), outliers from some irregular activity and must be deleted. Whether 
to delete or keep outliers in datasets is a widely debated topic till date as it was 200 years ago. In a sharp contrast to the statistical 
methods of outlier detection the data mining methods are commonly non-parametric in nature; therefore, they do not depend on any 
assumption regarding the underlying probability distribution model for the data. These methods are generally used in cases of very 
large datasets from high dimensional spaces.  

 
The applications of anomaly detection techniques are extensive and they are used in wide variety of domains such as cyber-

security, credit cards, insurance, intrusion detection etc. The anomaly detection techniques find great importance owing to the fact that 
anomalies in the data often translate to significant (often critical) actionable data. 

 
Methodology 

The data mining-based outlier detection methods differ from the statistical outlier detection methods due to the fact that they 
are generally non-parametric in nature hence do not make any assumptions regarding the probability distribution of the data set. Data 
mining-based methods have great utility in high dimensional datasets and big data. These methods come under the broad gambit of 
proximity-based methods which work under the basic concept that outliers are point located far away for isolated from the rest of the 
dataset. The distance-based method use the outlier score with respect to its kth nearest neighbor while labeling outliers (14).In case of 
density-based methods the space of dataset is first divided into smaller sub spaces then the outlier score is calculated based on the 
number of points falling in each sub space (14). In clustering-based methods, a clustering algorithm first differentiates the densest 
regions in the space of the dataset for computing the outlier score. Thereafter for calculating the outlier score some measure of fit of 
the data with respect to different clusters is used (14). 
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Nearest Neighbor Based Anomaly Detection 

Most popular and widely used data mining-based outlier detection methods for proximity-based detection are the density-
based methods. The density based methods depend on the fundamental principal of local neighborhood of the data points (15,16). 
Breuing et al. introduced the concept of density based local outlier detection using comparison with the density of local neighborhood 
(17,18). The density around any data point in relation to its local neighbor’s density is compared in density-based methods. The outlier 
score is such case is defined as the relative density of a point as compared to its neighbors. Density-based methods assume that the 
density or relative density around an outlier object differs significantly from that which is observed around nearest neighbors. Some of 
the most popular and widely used density-based outlier detection methods are discussed here. 

 
Local Outlier Factor (LOF): The Local Outlier Factor (LOF) method was proposed by Breuing et al (18) and it is one of the most 
widely used methods for outlier detection. The LOF is defined as the ratio of local density of this point and the local density of its 
nearest neighbor. The LOF method is capable of detecting outliers in datasets of varying densities. The LOF method uses the local 
density of any data point compared with that of its neighbors. In case the former is significantly lower than the latter (LOF value being 
greater than one), then the point is considered as an outlier. 
 
Connectivity Based Outlier Detection (COF): The Local Outlier Factor (LOF) suffers from a major drawback that it sometimes 
misses data points as potential outliers where the local neighborhood density is very close to its neighbors. To overcome this drawback 
Tang et al (19), proposed a novel method, Connectivity based Outlier Factor (COF), which improves the efficiency of LOF method in 
case where the pattern itself has a similar neighborhood density as an outlier (19,20). In the COF method the connectivity-based 
outlier factor for observations, being the comparison of chaining-distances between observation subject to outlier scoring and 
neighboring observations is calculated.  
 
Influenced Outlierness (INFLO): The LOF method estimates the outlier-ness of the data points in majority of the cases accurately; 
however, it fails in efficiency in certain complex situations. For example, in cases where the outliers are location in a region where the 
density distributions are significantly different in the neighborhood, the LOF method may result in incorrect estimations. Jin et al. 
presents an example where the LOF method fails to provide accurate estimates for outlier-ness (16,20).The basic concept of the 
INFLO method is that the nearest neighbors (NNs) and the also the reverse nearest neighbors (RNNs) of a data point are taken into 
consideration for estimating the neighborhood’s density distribution more accurately. The reverse nearest neighbors of any data point 
p is defined as the data points having p as one of their nearest neighbors and considering the relation between NN and RNN, which is 
symmetric in nature the space of an object that is influenced by other objects, is well determined. This space is known as the k-
influence space for that data point.The density-based methods are better than distance-based methods in efficiency; however, this 
improved efficiency comes at the cost of increased complexity and computational difficulty. However, the density-based methods tend 
to some disadvantages viz.  the density-based methods need to study the local neighborhood of any data object as well as the local 
neighborhood of its neighbors and owing to the increased difficulty and non-updatability of the outlier measurements of density-based 
methods, these methods are less suited to handle data streams efficiently. The INFLO method calculates the influenced outlier score 
for any observation, being in comparison to the density in neighborhood of observation subject to outlier scoring and density in the 
reverse neighborhood.   
 
Clustering based methods 
Outlier in case of many data mining algorithms is assumed to be the by-product of any clustering algorithm, hence the outlier is 
defined as any data point which do not fall in any cluster or which are situated far away from the rest of the data clusters. The 
clustering based methods define the outliers in any data stream as the background noise of clusters(20). Some of the widely used and 
popular clustering-based outlier detection methods are discussed here. 
 
k-Means Clustering: MacQueen et al initially proposed the k-means clustering method and it is one of the simplest and commonly 
used clustering algorithm (21). The method comprises of choosing an initial k data objects termed as seeds from the entire dataset. 
These data objects or seeds are either chosen randomly or in such manner that the points are farthest apart mutually. The next step is 
examining each point in the dataset and assigning them to one of the clusters based on the minimum distance. After this the centroid’s 
position is recalculated and updated when each new point is added to the cluster and the process continues till all the points in the data 
set are grouped into final clusters (20). 
 
DBSCAN method: Ester et al. proposed the Density Based Spatial Clustering of Application with Noise (DBSCAN) method (22). 
The key concept behind DBSCAN method is that for each point in a cluster, the neighborhood of a given radius must contain at least 
minimum number of points. Any point not belonging to any cluster is identified as an outlier in this method. The method is similar to 
the k-means method expect for the fact that here the number of clusters do not need to be specified in advance. The DBSCAN method 
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introduces the concept of ‘density-reachable points” on the basis of which the clustering is performed. The clustering-based methods 
have many advantages thatthe idea of detecting outliers using the clustering methods is highly intuitive and consistent with the general 
human perception of outlier detection, the clustering methods are highly researched and provide the users a wide range of methods to 
choose from while implementing these clustering and outlier detection algorithms on their research problems and the clustering-based 
methods reduce the size of the dataset, hence reducing the computational time. However, the clustering-based methods suffer from 
disadvantages viz. the use of clustering-based methods as outlier detection is debated topic as many researchers are of the opinion that 
clustering methods should not be used for detecting outliers as their primary objective is grouping the data objects in such a way that 
the clustering functions are optimized. The notions of outlier detection with respect to clustering methods are basically binary in 
nature, without having any quantitative indication regarding the outlier-ness of each object. However, it is desired in many cases that 
the degree of outlierness may be ranked or quantified. 
 
Results and Discussion 
  The study and evaluation of data-mining based outlier detection methods viz. nearest neighbor and clustering-based method 
is carried out using the Iris dataset. This is perhaps the best-known database to be found in the pattern recognition literature. Fisher's 
paper is a classic in the field and is referenced frequently to this day. The data set contains 3 classes of 50 instances each, where each 
class refers to a type of iris plant. One class is linearly separable from the other 2; the latter are NOT linearly separable from each 
other. Predicted attribute is the class of iris plant. The dataset contains attribute information on sepal length (in cm), sepal width (in 
cm), petal length (in cm), petal width (in cm) and class (Iris Setosa, Iris Versicolour and Iris Virginica). The Iris dataset may be 
extracted from http://archive.ics.uci.edu/ml/datasets/Iris/. Figure 1 below represents the density of the outlier factors by LOF method 
using the Iris dataset and Table 1 represents the outlier detected in the dataset using the LOF method. Using the LOF method 
observation number 23, 42, 63, 107, 110 were identified as outliers.Figure 2 below represents the density of the outlier factors by COF 
method using the Iris dataset and Table 2 represents the outlier detected in the dataset using the COF method.Figure 3 below 
represents the density of the outlier factors by INFLO method using the Iris dataset and Table 3 represents the outlier detected in the 
dataset using the INFLO method.Table 4 represents the number of outliers detected in the dataset using the k-Means clustering 
algorithm. The Figure 4 represents the outliers detected in the dataset using the k-Means clustering method. In the figure the ‘+’ 
symbol represents the outlier points and ‘*’ represents the number of clusters formed.In the DBSCAN method the basic idea is to 
group the data points into one cluster in case they are connected to one another by densely populated area. The parameters used for 
this purpose are the eps and MinPts. Table 5 below represents the outliers detected in the Iris dataset using the DBSCAN method. The 
outliers identified by the DBSCAN method are represented as black points in the Figure 5. The comparative assessment of the outliers 
detected by various nearest neighbor based and clustering-based outlier detection methods is presented in Table 6. All three nearest 
neighbor-based methods identify observation number 23, 42 and 107 as outliers and further observation number 63 and 110, 
observation number 45 and 65 and observation number 51 and 119 are identified as outliers by LOF method, COF method and INFLO 
method respectively. In case of the clustering-based methods both the k-means clustering and DBSCAN method identify observation 
number 118 as outliers and further k-means clustering identified observation number 58, 61, 94 and 99 outliers, whereas DBSCAN 
method identifies observation number 98, 105, 117 and 122 as outliers in the dataset. 
 
Conclusions 
Many of the clustering-based techniques require computation of distance between a pair of data points, making them similar to the 
nearest neighbor-based techniques. The most importance consideration for the performance of nearest neighbor-based methods is the 
choice of the distance metric, which also hold true for the clustering-based methods. The main difference between the nearest 
neighbor based and clustering-based techniques is that the clustering-based techniques evaluate each data point or instance with 
respect to the cluster that it belongs to whereas the nearest neighbor-based techniques analyze each data point with respect to its local 
neighborhood. The data mining-based outlier detection methods have several advantages viz. these methods perform well in case of 
big data and high-dimensional datasets, these methods are non-parametric in nature; hence do not require any assumptions about the 
underlying probability distribution of the dataset and these methods operate intuitively, hence are more often than not easy to 
implement and disseminate. However, the data mining based suffers from several disadvantages viz. that the improved efficiency 
comes at the cost of increased computational complexity and the choice of appropriate outlier detection technique may sometimes be 
complicated owing to the presence of lot of noise in high-dimensional datasets. 

Table 1: Outlier identified using LOF method 
Obs. No Sepal Length Sepal Width Petal Length Petal Width 

42 4.5 2.3 1.3 0.3 
107 4.9 2.5 4.5 1.7 
23 4.6 3.6 1.0 0.2 
110 7.2 3.6 6.1 2.5 
63 6.0 2.2 4.0 1.0 
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Figure 1: Density of outlier factors using LOF method 

 
 

Table 2: Outlier identified using COF method 
Obs. 
No 

Sepal 
Length 

Sepal 
Width 

Petal 
Length 

Petal 
Width 

107 4.9 2.5 4.5 1.7 
23 4.6 3.6 1.0 0.2 
42 4.5 2.3 1.3 0.3 
65 5.6 2.9 3.6 1.3 
45 5.1 3.8 1.9 0.4 

 
Figure 2: Density of outlier factors using COF method 

 
 

Table 3: Outlier identified using INFLO method 
Obs. 
No 

Sepal 
Length 

Sepal 
Width 

Petal 
Length 

Petal 
Width 

42 4.5 2.3 1.3 0.3 
23 4.6 3.6 1.0 0.2 
107 4.9 2.5 4.5 1.7 
51 7.0 3.2 4.7 1.4 
119 7.7 2.6 6.9 2.3 
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Figure 3: Density of outlier factors using INFLO method 

 
 

Table 4: Outliers detected using k-Means clustering 
Obs. No Sepal Length Sepal Width Petal Length Petal Width 

61 5.0 2.0 3.5 1.0 
94 5.0 2.3 3.3 1.0 
58 4.9 2.4 3.3 1.0 
99 5.1 2.5 3.0 1.1 
118 7.7 3.8 6.7 2.2 

 
 

Figure 4: Outliers identified using k-Means clustering 

 
 

Table 5: Outliers detected using DBSCAN clustering 
Obs. No Sepal Length Sepal Width Petal Length Petal Width 

98 5.1 2.5 3.0 1.1 
105 7.6 3.0 6.6 2.1 
117 7.7 3.8 6.7 2.2 
118 7.7 2.6 6.9 2.3 
122 7.7 2.8 6.7 2.0 
131 7.9 3.8 6.4 2.0 
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Figure 5: Outliers identified using DBSCAN clustering 

 
Table 6: Outliers detected using various nearest based and clustering-based methods (observation number) 

LOF method COF method INFLO method k-means clustering DBSCAN 
23 23 23 58 98 
42 42 42 61 105 
63 45 51 94 117 
107 65 107 99 118 
110 107 119 118 122 
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