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Abstract 

Social media is a mode of interaction and communication, but the hitch in social media involves many more things rather 
than just meeting new people. Technology plays an important role in our life with many advantages there is a list of disadvantages that 
adversely affect human life. During Covid-19 period life without Internet would be like fish out of water. In this pandemic, not just 
our work or studies but everything even our relations, shopping, bank instalments and many more depends on social media and 
internet.Internet acted as an instrument in the development of technology therefore it is by no frivolous means to suggest that Internet 
has made interaction and communication so easy and has made a profound contribution in the development of technology throughout 
the world. With so many ongoing activities offences relating to cheating by personation, defamation, identity fraud, cyber bullying, 
phishing, cyber terrorism, obscenity and many more can be easily performed with the help of social media and internet. The reason of 
so many crimes is lack of awareness among people and authorities lack behind in technology. Obscurity over Internet and jurisdiction 
issues also lead to many cybercrimes.This research paper aimed to apply doctrinal legal research method for cybercrime analysis and 
provide a critical review of the literature on this topic and focus on all legislative and judicial approaches regarding cybercrimes, case 
laws, obligations of State and judicial trends. 
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Introduction 

Internet has greatly affected our lives; With the advancement of technology, it is also fair to say that criminal activities have 
also increased. Attackers who are experts in technology by using the tools and mechanisms of Internet are easily able to commit 
crimes on line. Web pages are designed in such a way that they can invade privacy of people and are so interactive that people easily 
get prey to frauds through these social networking websites. As nowadays during this pandemic people are using Internet for net 
banking, paying bills, shopping because of these facilities a lot of network security issues evolved. Cybercriminals can easily hack 
these social media platforms and through social media these malware practices are carried out by attackers. They know the weakness 
of people and also, they never fear of getting caught.This paper deals with the subject of relation between social media and 
cybercrimes and aims to take abroad sweeping look at social media platforms and cybercrimes. 

 
First the links between social media and cybercrimes are discussed, the second part mark off the case evidence and the 

methodology of study and the third part presents the findings A concluding precise ends the paper. 
 
Meaning of Cyber Crime 

Cybercrimes involve computer-oriented crimes and crimes through modern technological networks. Cybercrimes are high 
profile crimes and are committed to cause fraud, identify theft and privacy violation. Traces of cybercrime can be found in US. 
Americans were the first sufferer and sinners of cybercrime. By 21st century in the whole world cybercrimes were spread. Attacks 
through cybercrimes do not affect physically but they effect mentally and virtually. Cybercrime is a very wide term and it is difficult 
to define it in one or two sentences. Cybercrime is active globally and is developing at a very rapid rate and it's very dangerous as the 
identity of the offender is difficult to identify. 

 
Literature Review 

The review of literature is of immense importance as while writing a research paper the main focus is to develop a new 
argument. In a research paper, literature is used as a support for new vision. The purpose of literature review is to make a summary of 
ideas and arguments of others in order to get some recommendations for present research work. 

 
The future is still up for grabs between criminals and normal users.  a brief survey post and to assess the rate of cybercrimes 

showing an alarming high number of businesses facing frauds. Internet is proving itself is effective despite of the criminal activities. 
(N. Tapaswini&D. Summanjit “Impact of cybercrime issues and challenges”, 2013) Not only coming but commercial entities 
producing software’s also can play an important role in stopping fraud. 

 
(P. Rekha“Impact of social networking on cybercrimes”, 2018)All the facts and circumstances prevailing in the country was 

assessed and it can be stated that there is a need to bring changes in IT act to combat cybercrime and proper technology should be 
adopted 
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The impact of cyberspace on society is undeniable. Cyber-attacks and online threats are surfacing Internet. (B. Maria&N. 
Jason “The social and psychological impact of cyberattacks”, 2019) it is important to see the psychological and social impact of cyber-
attacks. 

 
Empirical study showed that out of 100 respondents majority believed the social media has a negative impact. WhatsApp was 

the most famous social media network followed by YouTube Facebook and Internet. (H. Sajeesh, S. Archana&P. Nehajaon “Study on 
effect of social networking sites on the Young world of cybercrime”, 2018) Watch on all the sites that children are using and 
awareness should be spread among children. 

 
While examining the threat of cybercrimes the alleged factors such as reasons that lead to rise of cybercrimes, penance 

mechanism and traceable techniques of cybercriminals has not been taken into consideration. 
 
 
Historical Background of Cybercrime 

In 19701when first version of Internet was introduced security was not an issue as people do not have access to Internet but it 
is a matter of time when that door was exploited. In 1971 a message “I am the creeper catch me if you can” created several users of the 
APRNET, this computer worm was made with no malicious intent but pave the way often for vulnerabilities that explored Internet. In 
1989 the first record of denial-of-service attack in history occurred. Robert Morris created a worm that dramatically slow down 
Internet speed this worm was not created with any malicious intent but to show the flaws of security but disaster occurred when a fault 
in its code caused it to replicate excessively causing extensive damage and partition of the entire Internet that lasted four days that 
same year was the first ransomware attack although poorly designed and easily removed the aids Trojan was created by Joseph Poppto 
extort money this malware was distributed in floppy disk by regular door to door. Luckily one short day an act was passed in UK that 
made any unauthorised use of computer system illegal this act not only brought cyber security to forefront it became the foundation of 
cyber security protection. 1995 was the birth year of SSL. The secure socket layer is an Internet Protocol that encrypts 
communications between computing device and online destination. The SSL 2.0 version that was released in 1995 was a bedrock for 
the hypertext transfer protocol secure more commonly known as https which often is at the beginning ofweb addresses when browsing 
securely.With the release of windows 98 in 1999, cyber security along with everyday casual computing effectively went mainstream 
the massive spike in computer use with this operating system paved the way for a host of security software.Windows released a series 
of patches to improve protection of software while the production of anti-hacking software for home computer were blossomed in 
2000.With over 10,000,000 windows user were infected with the i love you bug the fastest breeding worm in computer history at that 
time this pervasive email sentence attachment when opened activated a worm this worm overruled random files and sent a copy of 
itself to every address within outlook. In 2002 the US Department of Homeland security,  designated groups to protect IT 
infrastructure which today has evolved into a large division dedicated to cyber security then anonymous was born the first infamous 
group of hackers known to the world this group has a vast network of users with no leader often acting in interest of protecting the 
privacy of the everyday person one of their more notorious digital heist was the hacking of the Church of Scientology website with 
their now in famous grey Fawkes masks steadily in place. 2010 saw the strike of operation Aurora, this was the year Google 
announced a coordinated breach of its infrastructure in China their whole purpose was to unmask intelligence operators of US law 
enforcement agency watch list.In 2013 Yahoo fell victim to one of largest scale hacks in industry when over 3 billion user accounts 
were compromised by installing malware directly on Yahoo, hackers gained virtually unlimited backdoor access revealing a wide host 
of confidential user information all that can be seen as a crescendo to probably the most  infamous security breach of all time.In 2016 
wiki leaks hackers from the Russian intelligence agency published private documents from Democratic committee emails this entire 
affair dramatically affected how Americans viewed that year’s election becoming a sobering example of how cybercrime could 
influence international politics. Cybercrime is not defined under Indian law but a legislation has been introduced to tackle it. The first 
cybercrime of India was Yahoo Inc versus Akash Arora2 in this case the defendant Akash Arora adopted the domain name Yahoo 
india.com Honorable court held that Yahoo word has distinctiveness and thus belongs to plaintiff and injunction was granted to 
defendant restraining him from using the mark Yahoo. 
 
Social Networking Websites 

Social media are interactive websites through which users can communicate online and can share their content, also through 
social media users can interact with each other and now social media is used by people for business marketing too. There are 376.1 
million users of social networks in India. Most popular social networking sites in India are Facebook, WhatsApp, Instagram, 
LinkedInandTwitter.  
 

                                                             
1Retrieved from https://www.floridatechonline.com/blog/information-technology/a-brief-history-of-cyber-crime/ on 27-11-2020 
2Yahoo Inc v Akash Arora (1999 PTC (19) 201 Delhi) 
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Historical Background of Social Media 
From 1997 to 20003 the social media website ever created was called 6 degrees by using 6 degrees people could socialise and 

communicate with anyone who created a profile. During the same time a man named Justin Hall was busy creating the first blog 
website, this service allowed the social media world to take a huge jump forward it’s the thought of blogging websites that let people 
to find new ways to communicate via the virtual world this led to creation and use of instant messages services derived from the 
English phrase ICQ, the Israeli company ICQ became insanely popular at that time. AOI then bought ICQ in the 2000s and improved 
its services making instant messaging one of the ways of human communication this allowed people to communicate about more 
things more often and at any time that was more convenient for them. The easiest and fastest way to get a date at that time was 
through the Internet. In 2003 a website called LinkedIn was launched. LinkedIn allowed job users to post their CVS and employers to 
post job offerings this contributed greatly to the diversity of Internet and is an ongoing service until today. In the same year the Golden 
age of the social networking site Myspace was born. Myspace dominated the social media world removing Google from the top of the 
list of the most visited websites in US in June 2006. Myspace died out and was basically replaced by the current social media site 
Facebook starting from a Harvard dorm in 2004 Mark Zuckerberg4and his roommate created what would be the world's most popular 
and most visited social media website in the world what used to be a network for Harvard University students has now more thana 
million users worldwide today. Facebook greatly influence significant aspects of daily life such as music, art, business and politics it’s 
also worth mentioning that Facebook was called the Facebook in its beginnings before Sean Parker the inventor of Napster advised 
Mark Zuckerberg to change its name to what we now know today as just Facebook. A year later lieu de corp a Vancouver based 
company created Flickr a site that focuses on photo sharing inspired by Flickr, Jack Dorsey and his colleagues invented Twitter. In 
2005 Flickr was bought by Yahoo. Yahoo also bought the infamous Tumblr two years later. In 2012 Twitter bought the company Vine 
and owned over 50 other social media companies. The more recent and popular photo sharing platform Instagram was founded in 
2010 in San Francisco. Snapchat was created by three Stanford University students in 2011 this image messaging system has now 
incorporated features such as calling video chatting and texting. These are just some of the major social media platforms available for 
any computer or mobile device other platform such as Attack and ask FM was also a huge hit since they allow users to give their 
opinion in an anonymous way. Similarly, other platforms like Tinder allow users to meet new people in real life, Reedit and Pinterest 
are similar to Flickr and Tumblr. There are literally thousands of other social media platforms that are available nationwide and 
globally. 
 
Categories of cybercrime 
 Cyber terrorism: Cyber terrorism is any planned activity in the cyberspace via Internet or computer to create terror in the social 

space. It is an act of using cyber technology to threaten the security, unity and supremacy of the nation. 
 Cyber stalking: Active frequently revisiting a web page or social profile of organisation or individual. 
 Child pornography: Act of exploiting child right by online video streaming containing illegal content. 
 Cyber theft: Cyber theft is stealing confidential information or private data. 
 Cyber trespass: It is a form of sniffing data in a computer system without actually altering or deleting it. 
 Cyber fraud: Active selling fake items on Internet by gaining trust. 
 Cracking: A malicious act of breaking into a computer or a computer network with wrong intentions for tampering with the 

information. 
 Hacking: Hacking is a process of exploitation of a computer system to gain access. 

 
There are three categories of hackers5white hackers, grey hackers and black hackers. 

White hackers: They work to keep data safe from other hackers by finding and fixing security loopholes, they offer their services 
to corporations, educational institutions to make the network more secure. 
Black hackers: Hackers with criminal intentions. They are motivated by personal gains like to steal confidential information and 
to crack bank accounts for money stealing. 
Grey hackers: They include those who hack for fun or to troll. They do not do it for personal financial gains. They are associated 
with black hackers. 
 

 Phishing: It is an attempt to acquire sensitive personal information like passwords, credit card details from people through fake 
means. 

 Cyber bullying: Cyber bullying aims at blackmailing or shaming the victim basically it’s a type of harassment that is done 
through digital means. 

                                                             
3 Retrieved fromhttps://www.google.com/amp/s/www.convinceandconvert.com/social-media-strategy/how-social-media-has-evolved/amp/ on 29-11-
2020 
4Retrieved from https://vamp-brands.com/blog/2020/02/28/evolution-of-social-media/ on 30-11-2020. 
5Retrieved from https://www.designworldonline.com/what-are-the-three-types-of-hackers/ on 1-12-2020 
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 Cybersquatting: It is the practice of registering names especially well-known company or brand names as Internet domains to 
play the sellers and earn profits. 

 Pornography: It is an act of exchanging, exhibiting and trading obscene contents with pictures and videos. 
 Debit and credit card fraud: A debit or credit fraud is where a person steals the credentials of a person debit or credit card to do 

unauthorised payments or take cash out from the account of a person. 
 Denial of service attack: A denial of service attack is when attacker shutdown some network depriving the users to use that site. 

Denial of service attack creates traffic in the site which cause the server to buffer and then slowing it down to stop. Denial of 
service attacks usually happens on banking, media, government, commerce trade sites. It leads to wastage of time and money to 
handle the attack. 

 Fake profiles on social media: Scammers with the help of fake profiles on social media targets legitimate profiles for distribution 
of malware, offensive content, fake service and coupons for seeking money and information. 

 Catfishing: It is the best example of fake profiles on social media, profile is created with the intent of seducing the victim for 
extortion of money. 

 IPL violations: IPR violations is infringement of patent, copyright and trademark. In social media usually people try to copy the 
content of others thus causing financial loss to a person by doing counterfeits and piracy. 

 Ecommerce frauds: Ecommerce frauds is when a fraudster does business with the merchant using stolen or fake credit cards for 
transactions thus leaving the merchant with no payments. 

 Email spoofing: Email Spoofing is forgery of the senders address to mislead the recipient about believing that email originated 
from intended source but in reality, it originated from somewhere else. 

 Email bombing: It is a method in which large amount of emails are sent to the victim resulting in the crash of victims’ email 
account or server. 

 
Case Studies 
Cyber Attacks  
1. Cosmos Bank Malware Attack 

In 2018 cosmos Bank of Pune faced a cyber-attack, 94 crore rupees were transferred illegally from cosmos bank account. The 
bank claimed that no customer bank accounts were affected. The attack was executed for about 2 hours 13 minutes from about 
total of 21 countries with total of 12,000 transactions, this was a very well-planned act of robbery done by persons even one 
person was identified from Hong Kong. Several switching systems were put in place and there were dummy cards used to do 
these transactions. 2.5 crores remained in the accounts; 450 cards were used for transactions. In India itself 2800 cards were used, 
in Canada first transaction was done. 

2. Canara Bank ATM Hacked 
In 2018 The ATM servers of Canara Bank were hacked. Cyber attackers had details of 300 users using the skimming method and 
got information of debit cards of people. ₹20,00,000were efface from the accounts of people. 10,000 to 40,000 transactions were 
done. 

3. UIDAI Aadhar Card Software Hacked 
In 2018 the data of 1.1 billion people holding Aadhar card was leaked. From 210 government websites data of people was leaked 
and was being sold on WhatsApp in ₹500. 

4. Indian Healthcare websites hacked 
In 2019 according to US cyber security firm’s Indian healthcare websites were hacked and thus data of 68 Lac patients and 
doctors was stolen. 

5. SIM Swap Scam 
In 2018 two hackers transferred four crore rupees from bank accounts of several people. They gained SIM card information 
fraudently and by using fake documents through online banking transactions were done by them. 

6. Bengaluru Hospital Bank Account Hacked 
Bank account of Bengaluru hospital was targeted and ₹17,00,000 was stolen through cloning the SIM cards. 

7. Wipro phishing attack 
A phishing attack was done on Wipro through gift cards thus compromising the accounts of various employees and clients of 
Wipro.  
 

Data Breach Cases 
1. Twitter 

130 Twitter accounts were targeted in July 2020 by phone spear-phishing method. By targeting the employee credentials attackers 
were able to get the access to the internal system and were able to download 36 inbox chats and data of seven accounts. 
 
 



 

 

 
 

 

ISSN:2277-7881; IMPACT FACTOR :6.514(2021); IC VALUE:5.16; ISI VALUE:2.286 
Peer Reviewed and Refereed Journal: VOLUME:10, ISSUE:3(5), March:2021 

Online Copy Available: www.ijmer.in 

 

 
163 

 

2. Zoom Credentials 
In April, 2020 five lacs zoom accounts were hacked by credential stuffing attack and were sold for free or for just a penny on dark 
web. 
3. Unacademy 

In January 2020 the US firm pointed out that 20,000,000 user accounts of Unacademy were hacked their usernames, password, 
details of login, email and names all were sold on dark web. 

4. Big basket 
In October 2020,20 million users of Big Basket faced data breach as their personal details were being sold on sale of $40,000 on 
dark web. 

5. Nintendo 
In April 2020 three lacs ID account of Nintendo were compromised. The accounts were breached where certain users were 
contacted directly and while others passwords were reset. 

6. Marriott 
In January 2020,5.2 million guest of Marriott faced data breach not only their personal information was breached but also their 
details like birthday month, gender, partnership and company details were also exposed. 
 

Social Media Cases 
1. Umesh Kumar Sharma v State of Uttarakhand & another6 

Umesh Kumar Sharma uploaded a video on social media in which certain documents were shown, the screenshot of certain bank 
accounts that showed that bribe was taken by the CM of Uttarakhand as money was transferred to the accounts of his relatives. 
High Court ordered CBI probe into allegations of corruption however Supreme Court had stayed the High Court order of filing 
FIR against CM. 

2. Marico limited v Abhijeet Bhansali7 
Abhijeet Bhansali, a social media influencer in his YouTube video claimed that Marico parachute coconut oil is not 100% pure 
and he was promoting products that are in competition with the parachute oil. Court observation was that social media influencers 
have a great effect on people and that they should apply caution and shouldn’t post such content that is harmful or offensive and 
the video that was posted by Bhansali was injuncted from being displaying on YouTube. 

3. Me too Movement 
In October 2018 me too movement on Twitter started in India. Women came out with their stories of sexual harassment, rape and 
misconduct and named their abusers. Tanushree Dutta accused actor Nana partaker of sexual harassment and then there was a 
series of posts by other woman from actors, director's, artist, politicians, journalist all were named in the metoo movement. 
However, in India there were defamation cases filed against women who were not able to prove allegations but the Sexual 
Harassment of women at workplace (Prevention, Prohibition and Redressal) Act 2013 was strengthened. 

4. Bio’s locker room 
A group of boy teenagers in a group chat on Snapchat use to send objectionable pictures of girls and used abusive language for 
girls and talk about gang raping them. On 2 May 2020 an Instagram user spoke about how she got screenshots from someone who 
was a member of that group. FIR was registered by the police. A journalist on Twitter told that a minor girl used fake identity of a 
minor boy name Siddharth to see the reaction of the receiver boys. Although police said that no action will be taken against the 
girl as she is a juvenile and it is a childish act. 

5. Baba ka dhaba case 
YouTuberGaurav Wasanshot a video of Kanta Prasad and his wife famously known as Baba ka dhaba in South Delhi telling that 
the couple is having lack of customers and is facing financial issues thus many people donated money for them. Prasad said that 
he received a cheque of 2 lacs rupees from Wasan. In the cheating complaint filed by Prasad, he told that Wasan deliberately 
shared his bank account details and collected donations. Other youtubers alleged that Wasan received 20-25 lacs however Wasan 
showed his bank account details and after the complaint gave three lacs rupees more to Baba. 

6. Chinese Apps ban 
In June 2020, Ministry of electronics and IT of India banned 267 apps of China as they were threat to sovereignty and integrity of 
India and were trying to collect information and causing personal security breach. 

7. IRCTC hacked 
A software developer from Jharkhand used an illegal software to generate tickets by hacking the railway website. Mustafa who 
hacked the website had 563 IRCTC ID’s and had 2400 accounts in SBI and 600 accounts in regional rural banks. TheRPF has 
arrested him he was a follower of the Pakistan religious group and is generating money for terror attacks. 
 

                                                             
6Retrieved from https://indiankanoon.org/doc/112614373/ on 5-12-2020 
7Retrieved from https://indiankanoon.org/doc/112614373/ on 5-12-2020 
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8. Twitter account of PM hacked 
The Twitter account of PM Narendra Modi was hacked, a tweet was posted that asked followers to donate to PM National Relief 
Fund through cryptocurrency. John Wick was behind the hack. Later Twitter administration confirmed that account was hacked 
and they are investigating and the tweet was also taken down. 

 
Legislations dealing with cybercrimes 

Throughout the world cyber security agencies are working for the prevention of cybercrimes. Similarly, in India apart from 
IT Act 2000 and 2008, Indian Penal Code, Copyright Act, Companies Act, Terrorism Act and IT Act 2011 were adopted to address 
the offences committed through Computer and Internet, from petty fines to life imprisonment are awarded as a punishment in these 
offences. 

 
Offence Trail under Sections Punishment 

Hacking Section 43A and 66 of IT Act 2008 and 
Section 379 and 406 of IPC 

3 Years Imprisonment or ₹5 lacs fine 

Data Stealing Section 43B,66-E,77-C of IT Act 2008, 
Section 379,405,420 of IPC and 
Copyright Act 

3 Years Imprisonment or ₹2 lacs fine 

Cyber war or 
terrorism 

Section 66f of IT Act 2008 Life Imprisonment or fine 

Identity theft Section 43,66C of IT Act 2008 and 
Section 419 of IPC 

3 Years Imprisonment or ₹1 lacs fine 

Email Spoofing and 
fraud 

Section 77B of IT Act 2000, Section66D 
of IT Act 2008 and Section 
417,419,420,465 of IPC 

3 Years Imprisonment or fine 

Pornography Section 66A of IT Act 2008 and Section 
292,293,294,500,506,509 of IPC 

On first conviction: 5 Years Imprisonment or ₹10 
lacs fine 
On second conviction: 7 Years Imprisonment 

Child Pornography Section 66B of IT Act 2009, Section 
292,293,294,500,506,509 of IPC 

On first conviction: 5 Years Imprisonment or ₹10 
lacs fine 
On second conviction: 7 Years Imprisonment or 
₹10 lacs fine 

Debit or Credit Card 
Fraud 

Section 66C of IT Act 2008  3 Years Imprisonment or ₹1 lac fine 

Denial of service 
attack 

Section 43(e), (f) and(g) of IT Act 2008 Compensation  

 
Conclusion 

During COVID-19 crisis cybercrimes has increased immensely and India is among the least cyber secure countries in the 
world the reason for increase in cybercrime is unemployment and people being experts in computer can commit these crimes easily as 
conviction in cybercrime cases is quite low in India. Although Government has taken steps to deal with cybercrimes like Ministerial 
committee on phone fraud, national cybercrimes reporting portal is launched by central government, also personal data protection bill 
is made and it will be passed by the Government of India in upcoming years. Still there is a need to bring adequate changes in IT act 
also, cybercrime is spreading at an uncontrollable rate on social media as fake websites and accounts are not blocked by government 
officials and no adequate steps are taken by police immediately thus more people fall prey to these cybercrimes even after they are 
reported. There is a need to spread awareness about cybercrimesamong people that how they can browse safely and should handle 
their social media handles. It can be concluded that in upcoming years there is a presumption that Internet will be a definite part of our 
life as it is today so it is important to secure Internet and traceable techniques of cybercriminals needs to be upgraded. 
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